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5.8.2.2. Quick User Guide

Quick User Guide (QUG) is short form of System User Manuals.

[T1-R1838] TRITON shall have a Quick User Guide (QUG) which describes the frequently-used user
functions and main GUI windows.

Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1839] The TRITON QUG should be printed on a single page, double-sided, durable paper.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

5.8.2.3. Briefing Manual

Briefing Manual is a presentation (in PDF and MS PowerPoint presentation) which describes the basic
capabilities of TRITON and user functionality.

[T1-R1840] TRITON shall have a Briefing Manual which provides a brief overview of TRITON user
functionality and the processes that these functions support.

Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

5.8.2.4. System Administrator Manual

System Administrator Manuals (SAM) help the System Administrators to install and maintain the
system. TRITON SAM will include, but not limited to, the following subjects:

e All functions required for System Administration

e Configuring the system (using configuration settings and parameters)

e Managing user accounts

e Maintaining the access rights on Maritime Information Entities

e Maintaining the exchange of Maritime Information Entities between organizations

e Configuring the system for a specific Maritime Operation

e Maintaining and updating domain values (aka reference data)

e Installation and commissioning instructions

e Standard Operating Instructions (preparation, installation, starting, stopping, monitoring, de-
installation)

e Procedures for handling geospatial data (e.g. importing maps from NATO Core GIS)

e Configuration

e Fault Finding Techniques

e Component list

e Reference OEM documentation.

[T1-R1841] TRITON shall have a System Administrator Manual (SAM) which includes the subjects given
in the Description.
Requirement Property :
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Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

NATO UNCLASSIFIED
Book II, Part IV, SOW, Annex A, SRS Page 490



NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2

6. INTERFACE REQUIREMENTS

TRITON will use the existing interoperability profiles for MSA and provide any new profiles into the
NATO Interoperability Standards and Profiles [ADatP-34] (NISP) volumes after all implementation is
completed. The interfaces will basically use the TRITON Data Model, which will be compliant to NATO
Core Metadata Specification.

Interfaces to external systems and services will be over Local Area Network as part of the operational
network. The primary physical interface types are TCP/UDP IP, Web services, streaming and file
transfer.

TRITON will provide well-defined interfaces and services so that Nations will be able to continue to
interoperate with NATO to aid in the exchange of data for the compilation of the RMP.

6.1. Interfaces

6.1.1. System Interface Services

[T1-R1842] TRITON shall implement a SIS Framework providing isolated processing capability.
Utilisation of multiple CPUs and load balancing shall be considered during system design
and deployment.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Demonstration

6.1.2. Interface Control Description

TRITON will use the Interface Control Description (ICD) documents for other systems/services to
implement an interface for each of them. TRITON itself will also have an ICD to describe its own
external interfaces/services available to other systems/services. This ICD will include information on
concept, standards, syntactic and semantic details, rules of exchanging data, recovery and security
aspects. Services must be defined using SoaML [SoaML].

ICD Content:
The content of this ICD will include, where applicable, at least the following information:

e Description of the concept how and why the exchanged information is used

e Alist of the applicable technical standards

e A catalogue of the services and interfaces exposed by TRITON

e A detailed description of the interfaces, including diagrams, data elements, data formats,
performance values, communication protocols, security settings, etc. (using modelling languages)

e Descriptions of data elements (syntactic and semantic details)

e Units of measure required for the data element, such as seconds, meters, kilohertz, etc.

e Limit/range of values required for the data element (for constants provide the actual value)

e Accuracy required for the data element

e Precision or resolution required for the data element in terms of significant digits

e Data type, such as integer, ASCII, fixed, real, enumerated, etc.

e Data representation/format

e Frequency at which the data element is calculated or refreshed (e.g. 1 KHz or 5 message/second)

e Legality checks performed on the data element

e Priority of the data element
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e Service Descriptors, identifying the services endpoints, a detailed description of the of the service
operations and service parameters

e All related artefacts such as WSDL, schema files and descriptors

e Message descriptions

e Error codes and descriptions

e Interface priority

e Security aspects

e Communications protocol

e Recovery mechanisms.

[T1-R1843] TRITON shall have an Interface Control Description (ICD) having the content given in the
Description for its External Interfaces/Services. The External Interfaces/Services are
described in Subsection 6.2.

Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

6.1.3. Interface Mechanisms

The primary physical interface types are:

e Network Communication (TCP/UDP IP) (streaming)
e Web services

e File exchange

e Direct database access

o API

6.1.3.1. Network Communication

TRITON will establish Network Communication using given network addresses, port numbers and
protocols. Following are the applicable Network Communication Interface Standards:

Application Layer:

e Messaging : SMTP (RFC 821, 1869, 1870)

e Domain Name Service : DNS (IETF STD 13)

e File Transfer :FTP (IETFSTD 9)

e Bulletin Board : Network News Transfer Protocol NNTP (RFC 977)

e Datainterchange : XML (XML 1.0) JavaScript Object Notation (JSON) [RFC 7159]
e Instant Messaging and Presence : XMPP (RFC 6120, 6121, 6122)

Transport Layer:

e TCP(IETFSTD 7)
e UDP (IETF STD 6)

Network Layer:
e Internetworking : IPv4, IPv6 Border Gateway Protocol (BGP4) (RFC 1771)

[T1-R1844] TRITON shall comply with the Network Communication Interface Standards given in the
Description.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
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Qualific. Method : Inspection
[T1-R1845] TRITON shall be able to use TCP/IP or UDP/IP for interfacing external Network Addresses.

Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Demonstration

[T1-R1846] TRITON shall be able to reconnect automatically within one second if the TCP/IP or UDP/IP
connection is broken.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Test

[T1-R1847] TRITON shall use configuration settings for Network Communication Parameters.

Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Demonstration

[T1-R1848] TRITON shall allow the authorised user to alter the configuration settings for a Network
Communication.
Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Test

6.1.3.2. Web Services

Web services are today’s most widely used and popular implementation of SOA. They provide a
standard means of interoperability between different software applications, services, components
running on a variety of platforms and/or frameworks.

The architecture style defining a SOA describes a set of patterns and guidelines for creating loosely
coupled systems that enable a clear separation between the Service Provider and Service Consumer.
The Service Provider is the one, who publishes a service description and provides the implementation
of the service; whereas the Service Consumer is the one who invokes the service without knowing any
implementation details about the service. This approach not only enables a loosely coupling
integration between systems, but also simplifies the integration by hiding the unnecessary
implementation details.

Web services are intended to provide self-describing, self-contained, modular units of software
application logic that provide defined business functionality. Web services are consumable software
services that typically include some combination of business logic and data. Web services can be
aggregated to establish a larger workflow or business transactions. Inherently, the architectural
components of web services support messaging, services description, registries and loosely coupled
interoperability.

TRITON support for Web services is required to enable applications to streamline the sharing of data
across different functional services, support integration, and reduce development time of new
capabilities.
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TRITON will use Web services as part of its External Interfaces, to make data available for external
access. All Service Inter-Operability Points (SIOP) (for the Web services) will have Service Interface
Profiles (SIP) describing the service in a standard modelling language such as SOAML [SoaML].

[T1-R1849]

[T1-R1850]

[T1-R1851]

[T1-R1852]

[T1-R1853]

[T1-R1854]

[T1-R1855]

TRITON shall provide an implementation supported by Extensible Mark-up Language
(XML) technology and standards for all external interfaces.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

All Web services published by TRITON shall adapt a single, consistent exception handling
and error reporting mechanism within the SIS Framework as defined in its SIP.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Demonstration

TRITON Web service design shall consider alternative response mechanisms where a long
running process between request and response results (e.g. sync-on-async pattern
interaction).
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall avoid the practice, as both a publisher and consumer, of treating Web
services as a high frequency, pollable call.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall observe the best practice of preferring primitive types for Web service
parameters.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall consider the best practice of avoiding long running Web services to be a
design goal.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall observe best practice and prefer message-based interactions over the remote
procedure call (RPC) style while implementing Web services.

Requirement Property :
Domain for Static: Both
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Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

TRITON Web services shall observe best practice in the design of chunky interfaces to
realise the design goal of minimising round trips.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON Web services shall be non-sticky (avoid maintaining server state between calls) in
order to facilitate scaling out of web services.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall incorporate a compression mechanism for both request and response
payloads of Web services.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall use the event-driven mechanisms compliant with OASIS WS-Notifications
protocols to consume event driven, time sensitive and critical web services of other system.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall provide Service Interface Profiles (SIP) for all its Service Inter-Operability
Points (SIOP) (Web services) using service modelling language.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall promote usage of SOA, by isolating the existing interfaces to the lowest level
of communication and transforming information from these channels to SOA compatible
means. (i.e. Legacy System Adapter concept in SOA, integration with legacy systems,
protocols, etc.)
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

6.1.3.2.1. Web Service Standards
TRITON will use the standards by the following organizations:
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e World Wide Web Consortium (W3C)

e Web Services Interoperability Organization (WS-I)

e Internet Engineering Task Force (IETF)

e Organization for the Advancement of Structured Information Standards (OASIS)

TRITON will use the ratified standards (WS-* and others) in the implementation of Web services. The
references are given below:

e WS-| Basic Profile 1.1

e WS- Basic Security Profile 1.1

e WS-I Simple SOAP Binding Profile 1.0

e WS-| Attachments Profile 1.0

e W3C, Web Services Security: SOAP Message Security 1.1, 1 February 2006.

e W3C, Web Services Security: SAML Token Profile 1.1, 1 February 2006.

e W3C, Web Services Security: X.509 Certificate Token Profile 1.1, 1 February 2006.
e W3C, XML Signature Syntax and Processing, 10 June 2008.

[T1-R1862] TRITON shall use the standards given in the Description for the implementation of Web
services.
Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1863] TRITON shall be compliant with the W3C, Web Services Security standards given in the
Description.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1864] TRITON shall provide W3C XML schemas to express all XML file formats.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1865] TRITON shall use the XML to facilitate publish and subscribe information brokering as a
standard language.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1866] TRITON shall be able to make all information exchanged across its boundaries available in
XML format.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1867] TRITON shall validate all received XML files against the schemas published by the suppliers.
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Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

TRITON shall have the syntax of the XML documents it accepts and produces in its ICD
using models and XML schemas.
Requirement Property :

Domain for Static : Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall use the SOAP XML format to exchange information between the service
provider and the service requester.
Requirement Property :

Domain for Static : Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall support both SOAP Web and RESTfull Services to exchange information
between the service provider and the service requester.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall use the Web Service Description Language (WSDL) XML format to describe
the Web services provided.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall use the Universal Description, Discovery and Integration (UDDI) protocol
[OASIS-UDDI] to publish the Web service metadata.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall use XPATH expressions or Schematron to specify semantics that cannot be
captured by XML Schema.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall prefer, where appropriate, XmIReader or SAX-based parsers over DOM type
in-memory expansions.
Requirement Property :
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Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1875] TRITON Web services shall be compliant with the W3C, XML Digital Signature Standard
and Processing.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1876] TRITON shall support XML, Namespaces, XPath, XSLT, XQuery to perform XML-level
transformation of document instances. All XML W3C Recommendations shall be
supported.

Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

6.1.3.2.2. Web Service - Service Level Agreement

TRITON will provide a Service Level Agreement (SLA) for the Web Services that it will expose. The SLA
will include Quality of Service.

[T1-R1877] Each TRITON Web service shall be delivered in conjunction with a Web Service - SLA.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1878] TRITON Web Service SLA shall specify performance target values for Availability,
Throughput and Response Time, including specification of local and wide-area network
capability dependencies.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1879] TRITON Web Service SLA shall specify security configurations for authentication,
authorisation, confidentiality, integrity and non-repudiation.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1880] TRITON Web Service SLA shall provide adequate documentation, using a service modelling
language, for the meaning of the documents it produces or accepts (An adequate
definition is one that enables a programmer or user to understand the meaning of the data
and determine whether it is suitable for the intended use). This documentation shall be
expressed as annotations on the XML schema for the XML payload.

Requirement Property :
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Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1881] TRITON shall supply a text definition for every element, attribute, and enumeration value
defined in the schema.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1882] TRITON shall publish the XML schema for every external XML interface it defines.

Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

6.1.3.2.3. Web Service Performance

TRITON will provide External Interfaces based on the Web services concepts that will allow validated
clients to access data and functionality. The non-functional performance requirements for Web
services will be specified in their Web Service SLA.

[T1-R1883] TRITON Web services shall meet the non-functional performance requirements specified
in their Web Service SLA.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1884] TRITON shall provide mechanisms to monitor and audit the performance, availability,
throughput and response times of Web services that it publishes.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

6.1.3.2.4. Web Service Security

The non-functional security requirements for Web services will be specified in their Web Service SLA
to include authentication, authorisation, confidentiality, integrity and non-repudiation.

[T1-R1885] TRITON Web services shall meet the non-functional security requirements specified in their
Web Service SLA.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1886] TRITON Web services shall be compliant with [OASIS WS-Security] set of specifications for
publishing and consuming web services.
Requirement Property :
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Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

TRITON Web services shall support auditing and non-repudiation.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

TRITON Web services shall support point-to-point integrity.

Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

TRITON Web services shall support point-to-point confidentiality.
Requirement Property :

Domain for Static : Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON Web services shall incorporate authorisation according to the Role-Based Access
mechanisms.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON Web services shall incorporate authentication.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall implement role-based access for accessing external services and service
operations.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall use approved X.509 certificates produced by the responsible security
administrators.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection
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[T1-R1894] TRITON shall sign a validated service request to external services using its Bi-SC AlS
credentials defined in its X.509 certificate.
Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1895] TRITON shall only accept data signed by external services with valid X.509 certificates.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

6.1.3.2.5. TRITON as a Service Consumer

TRITON will be able to consume services from other Functional Services on NS Domain. If commercial
services are available on the Internet, TRITON-NU will be able to consume those services.

[T1-R1896] TRITON shall use the Role-Based Access Mechanism for authorization and authentication
purposes, for systems interfacing with TRITON.
Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1897] TRITON shall be able to communicate with NATO Meta-data Registry and Repository to
find the available services that it can interact with.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

[T1-R1898] TRITON shall validate the received XML documents against the schemas published by
external parties.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection

6.1.3.2.6. TRITON as a Service Provider
TRITON will provide External Interfaces based on Web services.

[T1-R1899] TRITON shall provide interfaces based on the Web services concept which will allow
validated clients to access data and functionality. TRITON shall also provide Web service
interfaces for the data that it will accept from external systems (e.g. Nations' input).
Requirement Property :

Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Inspection
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TRITON shall support both read-only Web services with select and filter capabilities; and
write Web services with insert, update, and delete capabilities.
Requirement Property :

Domain for Static : Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall register its Web services to the NATO Meta-data Registry and Repository. If
this is not possible, then it shall build and maintain an XML Registry defining its XML
interfaces.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall publish the W3C XML schemas for every external XML interface it defines.
Every element in the defined schema shall be documented using annotations and Interface
Control Description document.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall guarantee that the XML documents that are generated are valid according
to the XML schema that has been published.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall provide an implementation supported by XML technology for all external
interfaces.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

TRITON shall allow the authorised User to export a web service into an XML file in order
its data would be consumed by disconnected external systems.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Inspection

Every Web service method in TRITON shall also include a NATO Confidentiality Label field
to determine the sensitivity of the data that is sent. This label will be used by NATO
Information Exchange Gateway (IEG) in cross-domain data exchange.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
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Baseline :BL2
Qualific. Method : Inspection

6.1.3.3. File Exchange

TRITON will require file exchange, in some instances, to enable the exchange of information with
external systems for reasons of legacy, security, connectivity, capability or efficiency. Bespoke file
formats, where possible, will use XML as the primary mechanism for file-level information exchange.

[T1-R1907] TRITON shall use XML as the primary mechanism for file-level information exchange.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1908] TRITON shall provide adequate documentation for the content and meaning of the file
formats it produces or accepts. An adequate definition is one that enables a programmer
or user to understand the meaning of the data and determine whether it is suitable for its
intended use. TRITON shall supply a definition for every element, attribute, and
enumeration value defined in the file format.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1909] TRITON shall, to the extent possible, validate the format and contents of all incoming and
outgoing files according to the documented format.
Requirement Property :
Domain for Static : Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

6.1.3.4. Direct Database Access

In TRITON, direct database access may be required to enable information exchange with external
systems and components. TRITON will use a Direct Database Access Control Mechanism to allow such
access. Authorised users can access the database.

[T1-R1910] In TRITON, as a design rule, direct database access by external systems should be avoided.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1911] TRITON shall allow the authorised users to directly access the database used in TRITON.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1912] TRITON shall allow the controlled access of authenticated and authorised external systems
or components to internal databases via the Direct Database Access Control Mechanism
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forinformation items (e.g. records, files) and structures (e.g. tables, directories) to perform
an authorised function.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL1
Qualific. Method : Inspection
Comment : Direct Database Access Control Mechanism will be proposed by the Bidders

and finalised during Software Design.

6.1.3.5. Multi-lateral Interoperability Program Data Exchange
Mechanism Information Exchange

Multi-lateral Interoperability Program (MIP) Data Exchange Mechanism (DEM) Information Exchange
may become available to future Increments of TRITON. Therefore TRITON should have a growth
potential to implement information exchange defined by MIP-DEM.

[T1-R1913] TRITON “should” have a growth potential to implement information exchange defined by
MIP-DEM.
Requirement Property :
Domain for Static: NS
Domain for Afloat: NS
Baseline :BL3
Qualific. Method : Inspection

6.1.3.6. Application Programming Interface

TRITON may need to use Application Programming Interface (API) in some special cases. An adequate
definition for an API is one that enables a software architect or developer to understand the meaning
of the interface and determine whether it is suitable for its intended use. For each APl component,
TRITON will fully document the interface, including:

e Mechanisms for securely invoking the API

e Available methods and functionality

e Available information elements, including attributes and enumeration values
e Error handling.

[T1-R1914] As a design rule, the use of an API "should" be minimized in TRITON to the extent possible.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1915] TRITON shall provide adequate documentation for any API it supports.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1916] TRITON shall allow authorised external systems or components to access the TRITON API.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
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Qualific. Method : Inspection

[T1-R1917] TRITON shall allow the controlled access of authenticated and authorised external systems
or components through its API.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

6.1.4. Information Products

An Information Product is any final product in the form of information that a person needs to have.
Information Products consists of several Information Elements and can be seen as any communications
or representation of knowledge such as facts, data, or opinions in any medium or form.

The Information Products that TRITON will consume or produce are given in each interface. TRITON
will be able to export selected information as an Information Product into a file in Recognised Export
File Format.

During the System Requirements Analysis and Design phases, the detailed information about these
products, their attributes and their relationship with other Functional Services will be identified in
detail, and relevant functionality associated to attributes of incoming products will be implemented.

One of the primary Information Product for TRITON is a "Track". A set of attributes described in the
Track Management function will be used to define a track as "TRITON Track Specification". This
specification, defined for NS and NU Domains, will be used to exchange track information with external
systems/services including Nations.

[T1-R1918] TRITON shall be able to export selected information as an Information Product into a file

in Recognised Export File Format. For example, a WSM Area can be saved into a Formatted
Message as an Information Product.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL1

Qualific. Method : Demonstration

[T1-R1919] TRITON shall use the "TRITON Track Specification - NS" to receive tracks from external
systems and to make the RMP available as an Information Product to the external world
on the NS Domain. The TRITON Track Specification - NS shall be documented in the TRITON
ICD.

Requirement Property :
Domain for Static: NS
Domain for Afloat: NS

Baseline :BL1
Qualific. Method : Inspection
Comment : TRITON Track Specification - NS will be finalised during the Software

Requirements Analysis.

[T1-R1920] TRITON shall use "TRITON Track Specification - NU" to receive tracks from the external
world and to make the WP available as an Information Product to the external world on
the NU Domain. The TRITON Track Specification - NU shall be documented in the TRITON
ICD.

Requirement Property :
Domain for Static: NU
Domain for Afloat: NU
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Baseline :BL2
Qualific. Method : Inspection
Comment : TRITON Track Specification - NU will be finalised during the Software

Requirements Analysis.

6.2. External Interface Requirements

TRITON has interfaces with external systems and services in order to be able to exchange information.
Some of these interfaces are on the NS Domain, and some of them are on the NU Domain.

TRITON interface requirements for all external systems/services and how a SIS is used will be explained
in this Section using a representation as given below:

TRITON

Data
External — [ ss | Internal Data . Main

System/Service Type of Interface w Function
Data Format

A SIS may provide a Web service or establish a Network Communication with an external system or
access a Web service of another system.

6.2.1. NATO Systems and Services

6.2.1.1. NATO Bi-SC AIS Core Services

TRITON will be compliant with the Core Enterprise Services (CES) Framework v1.2 and the
recommended CES standards.

6.2.1.1.1. Windows Domain Services

MS Windows Domain Services provide Security and Directory Services to the Bi-SC AIS Domain. In case
TRITON needs to be exposed to consumers external to the Bi-SC AlS domain, claims-based security will
be applied, as described in "SOA Platform Information Assurance Services". TRITON will also be able to
access services that make use of claims-based authorisation.

Directory data specific to TRITON will be stored using the Directory Storage Services (see "Directory
Storage Services") instead of making use of the Bi-SC AIS Active Directory.

Standards:

e |ETFSTD 13:1987 / IETF RFC 1034:1987, Domain Names — Concepts and Facilities
e |ETF RFC 1035:1987, Domain Names - Implementation and Specification.

[T1-R1921] TRITON shall be integrated with the Bi-SC AIS Directory Services based on MS Windows
Active Directory in compliance with the standards given in the Description.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1922] TRITON shall interface with the Active Directory Forest on the NSWAN.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
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[T1-R1929]
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Qualific. Method : Demonstration

If TRITON requires a schema change, these schema extensions shall be documented.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL1
Qualific. Method : Demonstration
Comment : Any changes to the schema will be submitted for approval to the Purchaser

during Software Design.

TRITON shall be compatible with Windows Active Directory services and protocols (e.g.
LDAP).
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL1

Qualific. Method : Demonstration

TRITON shall support, as appropriate, Active Directory read, write, change operations.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL1

Qualific. Method : Demonstration

TRITON shall support interoperability with the name resolution mechanism in the
Directory Services.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL1

Qualific. Method : Demonstration

TRITON shall support integration with MS Windows Server 2016 (or later) File and Print
Services (including publishing and lookup through Active Directory).
Requirement Property :

Domain for Static : NS

Domain for Afloat: N/A

Baseline :BL1

Qualific. Method : Demonstration

TRITON shall support integration with MS Windows Server 2016 (or later) built-in services
(e.g. Internet Information Services, RUP, Terminal Server).
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL1

Qualific. Method : Demonstration

TRITON shall support integration with MS Windows Server 2016 (or later) Security
Services.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL1

Qualific. Method : Demonstration
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Comment : Any reliance on legacy NTLM authentication will be submitted for approval
to the Purchaser during the Software Design.

[T1-R1930] TRITON shall support integration with Active Directory-supported Security Access Control
(e.g. ACL, security groups).
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1931] TRITON shall be able to operate with the latest security settings from the NATO
Information Assurance Technical Centre (NIATC) without change.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A

Baseline :BL1
Qualific. Method : Demonstration
Comment : Any changes to the standard security settings shall be submitted for

approval to the Purchaser during the Software Design.

6.2.1.1.2. SOA Platform Information Assurance Services

TRITON will be able to use the Bi-SC AIS SOA Platform Information Assurance (IA) Services. The Service
Interface Profiles given in [NCIA-06.02.01], [NCIA-06.02.02], [NCIA-06.02.03] and [NCIA-06.02.04] are
applicable.

[T1-R1932] TRITON shall provide for SAML-based authentication and authorization.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1933] TRITON shall use a Policy Decision Point to evaluate a request and provide the
authorisation decision for services.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1934] TRITON shall use a Policy Enforcement Point as defined in [NCIA-06.02.04] to secure all
Services.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1935] TRITON shall use a Security Token Service as defined in [NCIA-06.02.02] to generate,
validate and exchange security tokens.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration
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[T1-R1936] TRITON shall be compatible with the Service Interface Profile for Security Services as
defined in [NCIA-06.02.01], [NCIA-06.02.02], [NCIA-06.02.03] and [NCIA-06.02.04].
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1937] If the Bi-SC AlS SOA Platform IA Services are not available, TRITON shall establish its own
supporting services for the NS and NU Domains.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Demonstration

[T1-R1938] TRITON shall ensure that no security warnings are generated in the applicable system log
as a result of normal operation.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

6.2.1.1.3. Directory Storage Services

TRITON will be able to operate with NATO-wide Enterprise Directory Services (NEDS) through
Lightweight Directory Access Protocol (LDAP) [RFC4510] and [ACP-133].

[T1-R1939] TRITON shall interface with the NATO-wide Enterprise Directory Services (NEDS) through
Lightweight Directory Access Protocol (LDAP) [RFC4510].
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1940] TRITON shall be compatible with the Enterprise Directory Services SIP-{te-be-provided-by
the-Purchaser) [INCIA-06.02.05].

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1941] TRITON shall include the necessary administration tool(s) to manage the interface with
the NEDS if required by the NEDS Agreement.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1942] TRITON shall be able to use the NEDS Directory as its own directory.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
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Baseline :BL1
Qualific. Method : Demonstration

[T1-R1943] In case TRITON cannot use the NEDS Directory as its own directory, then it shall establish

its own directory and that directory shall interface with the NEDS either through the NEDS
Meta-Tool or directly by reading/writing into the NEDS Directory through LDAP, and as
required by the agreement.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL2

Qualific. Method : Demonstration

6.2.1.1.4. Enterprise Management System

TRITON will report its internal performance metrics (Key Performance Indicators), enterprise-level
errors and suggestions to the Bi-SC AIS Enterprise Management System (EMS). Following are examples
to the reported metrics:

e Status

e Faultrate

e Response time
e Load

e Availability

TRITON will also use its own error collection and reporting mechanism internally.

[T1-R1944] TRITON shall report its internal performance metrics, enterprise-level errors and suggested
corrective actions to the Bi-SC AlS EMS automatically.
Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1945] TRITON shall be able to report its performance values (load, transaction ratio, active users,
active sessions) to the NATO EMS environment (in addition to any project specific
requirements).

Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

6.2.1.1.5. E-mail Services
TRITON will be able to use the Bi-SC AlS E-mail Services.

[T1-R1946] TRITON shall be integrated with the Bi-SC AIS E-mail Services based on MS Exchange.

Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1947] TRITON shall be compatible with Bi-SC AlS E-mail Services and protocols (e.g. MAPI and
SMTP).

Requirement Property :
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Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1948] E-mail messages produced by TRITON to be provided to the Bi-SC AlS E-mail Services shall
be compatible with the formats used in the Bi-SC AlS (e.g. classification header).
Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

6.2.1.1.6. NATO Information Portal

When NATO Information Portal (NIP) is used for information management purposes, TRITON will be
able to send or receive Information Products to/from the NIP. Current Increment will support the
interface standards for the NIP for sending or receiving Information Products.

[T1-R1949] TRITON shall support the information exchange interface standards for the NATO
Information Portal.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Inspection

6.2.1.1.7. Metadata Repository Services

A metadata registry is a system that contains information that describes the structure, format and
definitions of data. Typically, a registry is a software application that uses a database to store and
search data, document formats, definitions of data, and relationships among data.

NATO is developing a NATO Metadata Registry and Repository (NMRR) to support implementation of
federated network. The purpose of the NMRR is to provide a (conceptually) centralised source of
technology-based representations of standards and Standardization Agreements in order to improve
visibility and enable interoperability among and between various NATO, national and non-
governmental organization (NGO) systems in a net-centric environment.

In the context of the NMRR, the registry would contain the so-called metacards (i.e. metadata that
facilitates the discovery of the artefacts such as security information, resource description, format and
content), whereas the repository would contain the artefacts themselves (e.g. the schemas describing
the structure of a particular type of data, the semantics encapsulated in this structure and
dependencies between individual schemas.

Metadata registration and service discovery capabilities interim to the delivery of the NMRR are
anticipated. TRITON is therefore expected to register its Web Services and other artefacts in available
metadata registry and service registry.

[T1-R1950] TRITON Web Services shall support WSDL to specify the way to connect to supported Web
Services, and the structure of messages that are exchanged with them.

Requirement Property :
Domain for Static: NS
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection
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[T1-R1951] TRITON shall use, when applicable, the NATO Guidance for XML naming and design (see
[EAPC(AC/322-5C/5-WG/4)N(2008)0004]) as a reference to work with XML artefacts.
Requirement Property :
Domain for Static: NS
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1952] If available, TRITON shall use the NATO Metadata Registry and Repository (NMRR) or
other metadata repository services on the related security domain.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Demonstration

6.2.1.1.8. Service Discovery Services

Service Discovery Services (or Service Registry) provide a set of services that enable the formulation of
search activities within shared space repositories (e.g. catalogues, directories, registries). It provides
the means to articulate the required service arguments, provide search service capabilities, locate
repositories to search and return search results.

[T1-R1953] TRITON shall support discovery of Web Services via service discovery/registry mechanisms.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Inspection

[T1-R1954] TRITON shall be able to communicate with the provided service discovery/registry
mechanism to discover available services which it can utilise.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Inspection

6.2.1.1.9. Malware Detection Services
TRITON will be able to run with the available Malware Detection Services and anti-virus software.

[T1-R1955] TRITON shall coexist (i.e. work correctly and not adversely impact other applications) with
Bi-SC AlS standard Anti-Virus software during installation and operation.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

[T1-R1956] TRITON shall be equipped with security software that can detect malicious software
contained in files of TRITON-delivered workstations and servers. The software shall have
the ability to scan any file or directory to detect any malicious software. The supplied
software shall be compatible with the NATO Anti-Virus management centre and approved
by the Purchaser.

Requirement Property :
Domain for Static: Both
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Domain for Afloat: Both
Baseline :BL1
Qualific. Method : Inspection

6.2.1.1.10. Generic Security Services Application Programming Interface
TRITON will use security services provided by Core Enterprise Services.

[T1-R1957] TRITON shall use Generic Security Services Application Program Interface (GSS-API), if
possible, as the API for accessing security services.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1958] TRITON security API shall be compliant with [RFC2078].

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1959] TRITON primary security services (access control, confidentiality, integrity, authentication,
and non-repudiation) shall be supported by X.509.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1960] TRITON X.509 support to primary security services shall be compliant with NATO Public
Key Infrastructure (NPKI).
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

6.2.1.2. NATO Bi-SC AIS Enabling Services

Enabling Services in C3 Taxonomy provides foundation for other Community of Interest Services (COI).

6.2.1.2.1. NIRIS

Networked Interoperable Real-time Information Services (NIRIS) is a C2 Enabling Service ensuring
proper situational awareness via the provision of a set of services to enable data collection,
dissemination and transformation to information in an interoperable manner based on NATO and
commercial standards (e.g. Tactical Data Links).

NIRIS processes TDL messages, builds its Track Store, and provides tracks in a NIRIS-specific format
(NIRIS TrackStore Synchronisation Server Format) or Web-service.

When a TDL network is established at sea, one of the Participating Units (PU) in the Link 11 network
should forward Link 11 messages to Link 11B and transmit them to a static site over an IP network.
Similarly, a Link 16 J-Units (JUs) should use Joint Range Extension (JRE) to pass TDL messages to a static
site. Link 22 interfaces to pass NILE Unit (NU) data will be defined in the future. NIRIS deployments at
those static sites can then access the TDL data, process the messages and built their own Track Stores.
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These Track Stores are then made available to client applications via NIRIS Application Program

Interface (API).

TRITON can receive surface and subsurface track information along with PU/JU (NU in future)
information from NIRIS. The connectivity of TDLs to TRITON via NIRIS is depicted in the following figure:

NATO Maritime Task Forces/Groups

Link 11B
Site

IRE

—] "“"ﬂ\
e

Track Store

-

Track Store

PUs, JUs, NUs
Tracks

o —>

TRITON

Track Database

TRITON Installation Site

As NIRIS can receive tracks from several different track sources, SIS NIRIS will be able to handle the
tracks coming from NIRIS with different source identification.

Following figure depicts how NIRIS will be interfaced:

TRITON
S NM Cer) SIS \ track
TCP/IP ‘w
API

Track
Management

[T1-R1961] TRITON shall have a dedicated interface for NIRIS on the NS Domain.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstrat

[T1-R1962]
interfacing.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R1963]
APl according to [NIRIS ICD].

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

ion
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[T1-R1964] TRITON shall be able to receive available tactical information from NIRIS using the NIRIS
APl according to [NIRIS ICD].

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R1965] TRITON shall be able to handle multiple track sources coming from the same NIRIS
interface.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

6.2.1.3. NATO Bi-SC AIS Functional Services
TRITON is required to communicate with a number of systems or Functional Services of Bi-SC AlS using

the defined interface mechanisms. These Functional Services include:

e Environmental FS (ENV-FS)
e CBRN Defense FS (CBRN-FS)
e Intelligence FS (INTEL-FS)

6.2.1.3.1. Environmental FS

TRITON will have an interface with ENV-FS (if it is available) and receive the Environmental Information
as defined below:

Environmental Information:

e Present Weather Assessment (WMS or KML)

e Wind direction and speed
e Observation Plots

= Temperature

= Pressure
e Weather Risks to Air, Land, Maritime Operations (WMS or KML)
e Astronomic Data such as Night lllumination (WMS or KML)

If Satellite or Radar Imagery is available in GeoTIFF or JPEG2000 format, TRITON will be able to receive
them, have them processed by the available GIS Server and display them in the GeoView.

The TRITON interface with ENV-FS is depicted below:

TRITON

Env. Info.l sis | Environmental Info. Maritime

ENV-FS “' » [nformation
Web Service | ENV-Fs Management

If ENV-FS is not available, TRITON will interface with the interim solution called "VISUAL Meteorological
Enclave" (VISME). The ENV-FS ICD will be used when it becomes available. The interface with VISME
may be limited upon its capabilities at the time of TRITON implementation.
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As a secondary option, if Environmental Information becomes available via NATO Core GIS as Web
Map Service (WMS), TRITON will be able to use that service to retrieve information.

[T1-R1966]

[T1-R1967]

6.2.1.3.2.

TRITON shall have a dedicated interface for ENV-FS on the NS Domain and implement
[ENV-FS ICD].
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Demonstration

TRITON shall be able to receive Environmental Information, given in the Description, from
ENV-FS according to [ENV-FS ICD] and process it in Environmental Information
Management function. If Core GIS can provide it as a service, this service shall be used.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3
Qualific. Method : Test
Comment : The availability of information will be determined at Software Requirements

Analysis for BL3.

CBRN Defence FS

TRITON will have an interface with CBRN-FS (when it is available) and receive the CBRN Information as
defined below:

CBRN Information:

TRITON will be able to receive the following CBRN Information from CBRN-FS (if it is available):

e CBRN Incidents
e CBRN Threats and Hazards

= Hazard and contaminated areas

= Areas of endemic diseases

=  Waste areas

e Roughness areas (topography)
e Safe areas.

The TRITON interface with CBRN-FS is depicted below:

TRITON

CBRN Info. ‘ Mariti
> CBRN Info. aritime
CBRN-FS § SIS \

Information
Web Service CBRN-FS Management

v

[T1-R1968]

TRITON shall have a dedicated interface for CBRN-FS on the NS Domain and implement
[CBRN-FS ICD].
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Demonstration
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TRITON shall be able to receive CBRN Information, given in the Description, from CBRN-FS
according to [CBRN-FS ICD] and process it in CBRN Information Management function.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3
Qualific. Method : Test
Comment : The availability of information will be determined at Software Requirements

Analysis for BL3.

Intelligence FS

INTEL-FS Spiral 1 provides access to its information via Web Services. Some information products will
be provided by Spiral 2. TRITON will have an interface with INTEL-FS and receive the Intelligence
Information given below through the INTEL-FS Web Services:

Intelligence Information:

e Current Intelligence Situation

e Maritime Intelligence Report

e Maritime Intelligence Summary
e Enemy ORBAT

e Area Information

The TRITON interface with INTEL-FS is depicted below:

TRITON

Query
4—

Intelligence Info. Maritime
—_—

SIS \ Intelligence Info.

{ .
INTEL-FS Information
Web Service INTEL-FS Management

A

[T1-R1970]

[T1-R1971]

[T1-R1972]

TRITON shall have a dedicated interface for INTEL-FS on the NS Domain and implement
[INTEL-FS ICD].
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Demonstration

TRITON shall be able to receive the Intelligent Information given in the Description from
INTEL-FS according to [INTEL-FS ICD] and process it in Intelligence Information
Management function.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Test

TRITON shall be able to send a query to INTEL-FS prepared according to [INTEL-FS ICD] to
request intelligence information on an object, and process the returned result in
Intelligence Information Management function.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
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Baseline :BL3
Qualific. Method : Test

6.2.1.4. NATO Systems and Capabilities

6.2.1.4.1. Message Handling System

NATO uses a common military Message Handling System (MHS) to exchange text-based messages such
as ADatP-11. TRITON will be able to exchange messages as electronic mail attachments with the MHS
on the NS Domain using SMTP. Following Formatted Messages will be received from MHS:

e NAVSITSUM

e NAVSITREP

e MARINTSUM

e MARINTREP

e RMPSITSUM

o NAVPOSREP

e |OCATOR

e PURPLE

e OPSTAT UNIT

e SUBNOTE

e SUBNOTE CHANGE
e SUBNOTE REQ

e SUBNOTE CHANGE REQ
e BARNSTORM

o WSM ALLOCSTAT
e SUBDANGER

e SUBTASK

e SUBNOI

e UW OBIJECT NOTE
e WSM REQ

e ROEREQ

e ROEAUTH

e ROEIMPL

Following Formatted Messages will be sent to MHS:

e NAVSITSUM

e NAVSITREP

e MARINTSUM

e MARINTREP

e RMPSITSUM

e NAPOSREP

e SUBNOTE

e SUBNOTE CHANGE
e BARNSTORM

e WSM ALLOCSTAT
e SUBTASK

e SUBNOI

Following figure depicts how MHS will be interfaced over Mail Exchange:

NATO UNCLASSIFIED
Book II, Part IV, SOW, Annex A, SRS Page 518



NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2

Formatted _
Messages Picture
Message . — Management
Mail —_—

Handling —

E)mhange SMTP
System Message-Related
Function

[T1-R1973] TRITON shall have a dedicated interface for MHS over Mail Exchange on the NS Domain.

Requirement Property :
Domain for Static: NS
Domain for Afloat: NS
Baseline :BL3
Qualific. Method : Demonstration

[T1-R1974] TRITON shall be able to exchange Formatted Messages with Mail Exchange using SMTP.

Requirement Property :
Domain for Static: NS
Domain for Afloat: NS
Baseline :BL3
Qualific. Method : Test

6.2.1.4.2. NCOP

NATO Common Operational Picture (NCOP) provides collective information related to the Operational
Picture for a selected area/campaign. NCOP provides component pictures to other Functional Services.
TRITON will make the RMP available for NCOP via its RMP Service.

TRITON will receive the following information from NCOP:

e Recognised Air Picture (RAP)
e Recognised Ground Picture (RGP)

The interface with NCOP is depicted below:

RAP, RGP
—_— Picture
Web Service Display
NCOP
RMP :
— Picture
Management

[T1-R1975] TRITON shall have a dedicated interface for NCOP on the NS Domain.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstration

[T1-R1976] TRITON shall be able to receive RAP from NCOP via NCOP Web Service according to [NCOP
ICD].
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
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Qualific. Method : Test

[T1-R1977] TRITON shall be able to receive RGP from NCOP via NCOP Web Service according to [NCOP
ICD].
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

6.2.1.4.3. MCCIS

MCCIS is the existing Maritime C2 System being used for operational and tactical levels. Until the
complete retirement of this system, TRITON will have an interface with the existing MCCIS Server(s) to
send or receive information using the OTH-T GOLD Messages.

TRITON will be able to receive the following information from MCCIS:

e CONTACT REPORT

e ENHANCED CONTACT REPORT
e OVERLAY-2

e OVERLAY-3

e PIMTRACK

TRITON will be able to send the following information to MCCIS:

e CONTACT REPORT
e ENHANCED CONTACT REPORT

The interface with an MCCIS Server is depicted below:

Tracks TRITON
q—
Tracks, Overlays X
S . osis Track | Track

mccls TCR/IP McCIs | " Management
OTH-T GOLD Messages

If more than one MCCIS Server are needed to be interfaced for on different locations, a separate SIS
will be instantiated with a unique identification. TRITON will be able handle information coming from
different MCCIS Servers.

[T1-R1978] TRITON shall have a dedicated interface for each MCCIS Server on the NS Domain.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Demonstration

[T1-R1979] TRITON shall be able to receive track and overlay information from MCCIS Server using
OTH-T GOLD Messages.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL1
Qualific. Method : Test

[T1-R1980] TRITON shall be able to handle interfaces with more than one MCCIS Server.
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Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R1981] TRITON shall be able to send selected track information to the selected MCCIS Server using
OTH-T GOLD Messages.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

6.2.1.4.4. Alliance Ground Surveillance System

Alliance Ground Surveillance (AGS) (CP 0A0201) provides a fully integrated capability of near real-time,
continuous, releasable, raw (pre-exploited) data, and surveillance information in all weather
conditions concerning friendly, neutral, and opposing forces from a stand-off position.

The Alliance Ground Surveillance Core System consisting of Air (assets), Ground (facilities and
deployable capacities), and Support Segments.

TRITON will be able to receive track information from AGS Ground Segment using the provided Web
service on the NS Domain. The interface with AGS is depicted below:

TRITON

Radar track,

AlS track
AGS - 515 | track | Track

Ground Segment Web Service Qiy " Management

[T1-R1982] TRITON shall have a dedicated interface for AGS on the NS Domain.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstration

[T1-R1983] TRITON shall be able to receive Track Data from AGS via a Web service if the [AGS ICD] is
available at the time of implementation. If not, a generic Track Data interface shall be
provided for test purposes.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R1984] TRITON shall be able to receive AlS track data from AGS via a Web service. If AGS is not
available at the time of implementation, the interface shall be tested with simulated AIS
data.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test
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6.2.2. Non-NATO Systems and Services

TRITON will use data received from Non-NATO systems and services to build the WP. These sources
include the following (all on the NU Domain):

e AIS Data Source

e MSSIS

e AlS Data Services (e.g. IHS Fairplay Services, exactEarth Services)
e LRIT Data Centre

e Space-Based Asset Source (AlS data and other services)

e Format Alfa (message-based reporting).

6.2.2.1. AIS Data Source

Automatic ldentification System (AIS) is an automatic tracking system used on ships and by vessel
traffic systems for identifying and locating vessels by electronically exchanging data with other nearby
ships, AIS base stations, and satellites. AlS is designed to be capable of providing information about
the ship to other ships and to coastal authorities automatically. The regulation requires AlS to be fitted
aboard all ships of 300 gross tonnage and upwards engaged on international voyages, cargo ships of
500 gross tonnage and upwards not engaged on international voyages and all passenger ships
irrespective of size.

An AIS transceiver sends data reports at the following intervals:

Ship at anchor or moored :3min
Ship 0-14 knots 112 sec
Ship 0-14 knots and changing course  : 4 sec
Ship 14 — 23 knots : 6 sec
Ship 14 — 23 knots and changing course : 2 sec
Ship > 23 knots :3sec
Ship > 23 knots and changing course 2 sec

An AIS transceiver sends the following data (in AIS Message Type 1):

e Maritime Mobile Service Identity (MMSI) number (a unique nine digit identification number)
¢ Navigation status ("at anchor", "under way using engine(s)", "not under command", etc.)

e Rate of Turn (right or left, from 0 to 720 degrees per minute)

e Speed Over Ground (SOG) (0.1-knot resolution from 0 to 102 knots)

e Position accuracy

e Longitude (with accuracy of 0.0001 minutes)

e Latitude (with accuracy of 0.0001 minutes)

e Course Over Ground (COG) (relative to true north with accuracy of to 0.1°)

e True Heading (0 to 359 degrees)

e Time Stamp (UTC Seconds, the seconds field of the UTC time when these data were generated)
In addition, the following data (in AIS Message Type 5) are broadcast every 6 minutes:

e MMSI number

e AlS version

e IMO Number (a seven digit number that remains unchanged upon transfer of the ship's registration
to another country)

e Call Sign (international radio call sign, up to seven characters, assigned to the vessel by its country
of registry)

e Name (20 characters to represent the name of the vessel)
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e Ship and Cargo (code of vessel classifications)

e Dimensions (distances from reference position to Bow, Stern, Port, Starboard in meters)
e Position Fix Type (code of classification of the method used to fix geographic position)

e Estimated Time of Arrival (ETA) at destination (UTC month, day, hour, minute)

e Draught (0.1 meter to 25.5 meters)

e Destination (max. 20 characters)

e Data terminal status

More information on AIS can be found in [IEC 62320].

TRITON will not have a direct interface to an AlS device, but it will be able to receive AIS messages or
AIS tracks from a data source or a data centre over an IP network using a dedicated interface as
depicted below:

TRITON

AlS track
— > . sis ) track | Track

AlS Data Source — w ‘ Management
AIS messages

TRITON will be able to receive data from any number of independent AIS Data Sources on either NS or
NU Domain, depending on its operating domain.

The design should be scalable to handle large number of tracks.

[T1-R1985] TRITON shall have a dedicated interface for each AlS Data Source specified on either NS or
NU Domain.
Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Demonstration

[T1-R1986] TRITON shall be able to receive AlS track data from a dedicated source on the NU Domain.

Requirement Property :
Domain for Static: NU
Domain for Afloat: Both
Baseline :BL2
Qualific. Method : Test

[T1-R1987] TRITON shall be able to receive AlS track data from a dedicated source on the NS Domain
if data source is available at the time of System Integration.

Requirement Property :
Domain for Static: NS
Domain for Afloat: Both
Baseline :BL3
Qualific. Method : Inspection

6.2.2.2. MSSIS

Maritime Safety and Security Information System (MSSIS) is a freely-shared, unclassified, near real-
time data collection and distribution network. Its member countries (more than 70) share data from
AlS, coastal radar, and other maritime-related systems.

MSSIS is intended to promote multilateral collaboration and data-sharing among international
participants, with a primary goal of increasing maritime security and safety. Data sources may range
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from a single sensor to an entire national vessel tracking network. MSSIS is perfectly suitable as a one-
stop source for streaming global maritime data. Because the data distributed by MSSIS maintains its
original, internationally recognised format and is delivered to users in near real-time, member
organizations are able to utilize the feed to meet their specific mission requirements.

This Internet-based system is developed by US Department of Transportation (DOT) Volpe Center
where a maritime picture of commercial activity (White Shipping) is freely shared in near real-time
amongst partner maritime nations and organizations. The system tracks more than 62,000 vessel and
distributes raw AlS data collected from world-wide sources (www.volpe.dot.gov) (2014). TeleView-
32 (TV32) is the standard MSSIS interfacing software available to users.

MSSIS is one of the AIS data input for the current MSA/BRITE in NATO. TRITON will have a dedicated
interface to MSSIS via its interfacing unit TV32 on the NU Domain, as shown below, to receive AIS
tracks with NMEA 0183 format.

TRITON

AlS track
f track
MISSIS V32 - Y | Track

TCP/IP MSSIS Management
NMEA 0183

[T1-R1988] TRITON shall have a dedicated interface for MSSIS via TV32 on the NU Domain.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Demonstration

[T1-R1989] TRITON shall be able to receive AlS messages from TV32 using NMEA 0183 format via
TCP/IP connection over the Internet.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R1990] TRITON shall be able to process all data received from MSSIS without any loss.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

6.2.2.3. AIS Data Services

TRITON will be able to use commercial AIS Data Services based on contract made by NATO. These
services provide AlS data over the Internet. Following are examples to possible services:

e |HS Fairplay Data Services (Maritime Insight & Information, IHS Maritime) (www.ihs.com)
e exactEarth (exactAlS) (www.exactearth.com)

TRITON will have a dedicated interface for each contracted AlS Data Service on the NU Domain to
receive AlS tracks as a stream and process them. A dedicated interface is depicted below:
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TRITON

AlS track 5
el .55 | track | Track

AlS Data Service - AIS-DS | Management
AlS message

There may be as many interfaces as the contracted data services, including their recovery services.
TRITON will be able to receive live data or stored data from these services.

[T1-R1991] TRITON shall have a dedicated interface for a contracted AIS Data Service on the NU
Domain.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Demonstration

[T1-R1992] TRITON shall be able to receive AlS data from a contracted AlS Data Service via TCP/IP
connection over the Internet.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R1993] TRITON shall be able to process all data received from a AlS Data Service without any loss.
Lost track reports shall be recorded as KPI.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R1994] TRITON shall allow the authorised user to adjust the update rate of tracks received from
AIS Data sources.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

6.2.2.4. LRIT Data Centre

Long-Range Identification and Tracking (LRIT) system provides for the global identification and tracking
of ships. The obligations of ships to transmit LRIT information and the rights and obligations of SOLAS
Contracting Governments and of Search and rescue services to receive LRIT information are
established in regulation V/19-1 of the 1974 SOLAS Convention. The LRIT system consists of the
shipborne LRIT information transmitting equipment, the Communication Service Provider(s), the
Application Service Provider(s), the LRIT Data Centre(s), including any related Vessel Monitoring
System(s), the LRIT Data Distribution Plan and the International LRIT Data Exchange. Certain aspects of
the performance of the LRIT system are reviewed or audited by the LRIT Coordinator acting on behalf
of all SOLAS Contracting Governments.

LRIT System Architecture is depicted below (www.imo.org):
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Current regulations require vessels to automatically transmit identity and position with date/time at
6-hour intervals. Time interval between LRIT reports can be changed to a maximum frequency of every
15 minutes when necessary (i.e. when approaching to high traffic area). LRIT Position Reports sent by
ships contain the following information:

e Latitude

e Longitude

¢ Time Stamp (Date and time of the position)

e Shipborne Equipment Id (an Identifier used by the shipborne equipment)

LRIT information is provided to Contracting Governments to the 1974 SOLAS Convention and Search
and rescue services entitled to receive the information, upon request, through a system of National,
Regional and Cooperative LRIT Data Centres using the International LRIT Data Exchange. The Technical
Specifications are provided in www.imo.org.

LRIT Data Centre collects and provides LRIT information to its users according to the Data Distribution
Plan (DDP). LRIT DDP defines rules and access rights (i.e. which users can receive what LRIT
information). The DDP server is managed by IMO and is populated by SOLAS Contracting Governments,
following IMO technical specifications.

International LRIT Data Exchange (IDE) routes LRIT information between LRIT Data Centres according

to the DDP. TRITON will access the contracted LRIT Data Centre over Internet and receive the following
LRIT information in XML format:

e |IMO Number

e MMSI Number

e Name

e Latitude

e Longitude

e Time Stamp (Date and time of the position)

e Data provider

The interface with the LRIT Data Centre is depicted below:
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TRITON

LRIT info
— sis | track | Track

LRIT Data Centre = | LRIT | Management
XML

[T1-R1995] TRITON shall have a dedicated interface with a contracted LRIT Data Centre to receive LRIT
Position Reports on the NU Domain.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Demonstration

[T1-R1996] TRITON shall extract track information from LRIT Position Reports, resolve identity of the
vessel and process it as a new track or update an existing track.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

6.2.2.5. Space-Based Asset Source

Space-Based Assets (SBA) like Satellite Radar or Satellite AIS (S-AlS) can be used as data sources to
increase Maritime Situational Awareness. TRITON will be able to interface with a provided SBA through
a contracted service. It is expected that the SBA services will be available through an Interfacing Unit
(SBA-IU). This unit will provide tracks and images based on a regional request. TRITON will be able to
send region request with a timeframe and receive radar and AlIS track data for that region.

TRITON will provide a generic interface with minimum functions for future adaptation of SBA as
depicted below:

Region
< TRITON
Radar track, ack
AlS track, Image . rac
Space-Based Asset —> . sis | track image | Management,

Interface Unit TCP/IP \ SBA " Geographic
XML View

Following data will be sent to the SBA-I1U:

e Region (geographic position of rectangular vertices)
e Surveillance Timeframe (start DTG, end DTG)
e Minimum vessel size to be detected

Following data will be received from the SBA-IU:

e Available radar tracks (geographical position, heading, speed, size information)
e AIS tracks
e Image of the region (with geographical location information)

If the external service is not ready at the time of development, the interface will be tested with only
test data.

[T1-R1997] TRITON shall have a dedicated interface for a generic SBA-IU on the NU Domain.
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Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Demonstration

TRITON shall allow the authorised user to define a region with a timeframe and issue a
surveillance request to the SBA-IU.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

TRITON shall generate an XML file that includes the surveillance request and send it to the
SBA-IU.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

TRITON shall be able to receive track data in XML file or as a stream from the SBA-IU.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

TRITON shall be able to receive an image file from the SBA-IU with geospatial data and
display it in the GeoView in a separate Layer.
Requirement Property :

Domain for Static: NU

Domain for Afloat: N/A

Baseline :BL2

Qualific. Method : Test

TRITON shall provide an SBA-IU Simulator for interface test purposes.
Requirement Property :

Domain for Static: NU

Domain for Afloat: N/A

Baseline :BL2

Qualific. Method : Demonstration

TRITON SBA-IU Simulator shall be able to receive surveillance area request from TRITON,
and send a predefined image file and at least one-hundred (100) radar and one-hundred
(100) AIS tracks in the surveillance region.
Requirement Property :

Domain for Static: NU

Domain for Afloat: N/A

Baseline :BL2

Qualific. Method : Test

Generic Track Source

TRITON will provide a generic interface to be used for integration of additional track sources. The
Generic Track Source Interface is depicted below:

NATO UNCLASSIFIED

Book II, Part IV, SOW, Annex A, SRS Page 528



NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2

TRITON
Track data -~ SIS
Any Track Source . Track ) > e
— ‘ Management
Web-service Source

The Generic Interface Module, "SIS Track Source", will be a re-usable software module which consists
of a standard part and a modifiable part to implement an interface for a particular track source. The
SIS will convert the external track data into internal data format. The modifiable part can be developed
and introduced to the system by using the configuration capability of the System Management. There
may be more than one track source interface that can be added to a TRITON instance. The configurable
track interfacing capability may have certain limitations as the internal data format cannot be changed.

[T1-R2004] TRITON shall provide a Generic Track Source Interface module which can be implemented
according to a particular external system interface specification.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstration

[T1-R2005] TRITON Generic Interface Module shall have a re-usable software module which consists

of a standard and a modifiable part to implement an interface for a particular track source.
The interface module shall be introduced to the system by configuring the System
Management.
Requirement Property :

Domain for Static: NU

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Demonstration

6.2.3. Nation Interfaces

Nation Interfaces have two forms: Static and Afloat. Static Interfaces are used to exchange information
with Nations (HQs) on both NS and NU Domains. Afloat Interfaces are used to exchange information
with Command Ship systems on both NS and NU Domains.

6.2.3.1. Nation Interface - NS

All Nations as users of TRITON on the NS Domain will be able to access TRITON services using TRITON
Clients as Web-based User Applications. In addition, TRITON will provide an interface for each Nation
to send or receive information. The conceptual information exchange with Nations on the NS Domain
is shown below:
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m —%' National CIS Onjine Rp
v Formatted Megsage — =] |
J_z o 1 National Sec. 1 __E: =l |
Formatted Message i )
. Manual track feed
Clients i / Clients (Formatted Message, XML file)
=l Nl | L ) = |
_E_.I _E.- B— on | NS - National Enclave _;_,- \I/ L=k 4
I ]

li NSWAN {
J

Lt
=l |

Web services \

Manual Track Input
(GUI fordataentry and

file management)

RMP Request and Monitor
(Gcun

On-line Track Feed Control
(GUI)

If on-line connectivity exists between NSWAN and National CIS, the information can be exchanged on-
line via Web services or stream on TCP/UDP/IP. If there is no on-line connectivity, then the data can
be entered into TRITON manually by using the Web-based User Application or by uploading an existing
file, provided that the file is previously uploaded on the NS Domain.

While a new information exchange mechanism for track streaming will be used, the existing OTH-T
GOLD messages will also be used for backward compatibility. TRITON will be able to send and receive
at least the following Formatted Messages to/from Nations:

CONTACT REPORT
ENHANCED CONTACT REPORT

Following figure depicts the possible information exchange options:

NATO Nation
SYAT * Access to services
4 \ ( \ * View RMP
NATO TRITON | (TRITON + Request RMP feed
Data Centre Server B | “\ Client + Control and monitor RMP reception
TR\TQN | TRITON * Manual data entry
- Services User Applications * Upload files
I
TRITON Nation Interface - NS I
) Web Service Protocol i
Nation Feed (Web Service) ( i €D service Frotoco On-line Track Feed
(less frequent stream)
|
Net k Prot: | i
Nation Feed (stream) | i etwork Trotoco On-line Track Feed
(frequent stream)
I
RMP and ICI {Web Service) \ i Web Service Protocol On-line RMP
(RMP and ICl)
I
RMP (stream) | § 3 X Netwaork Protocol On-line RMP
\ ' (stream)
|
RMP (message) \ , _ Message Handling System Off-line RMP
\ J T (Formatted Message)
I )
RMP (Formatted Message, | » File Import / Export Off-line RMP
<-—-——-————"—————- - > (Formatted Message
TRITON Track Format) | & g€,

-

TRITON Track Format)

TRITON Nation Interface - NS will have the capability to receive the following information from a

Nation's system:

e Track Feed (Nation's RMP) as a stream, according to the TRITON Track Specification - NS

Track Feed with Formatted Messages

TRITON Nation Interface will have the capability to send the following information to a Nation:
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e RMP with Formatted Messages.
Note that a Nation is actually a "National System".
The interface is depicted below:

Formatted Message,

Web Service, TRITON

Stream on TCP/UDP/IP

Tracks ——» [ osIs Track, RMP Picture

Nation NATION-A ™ " Management
«— RMP

Formatted Message,
Web Service,
Stream on TCP/UDP/IP

Nations will be able to receive the RMP according to the following RMP Specification:

e Indication of Maritime Operation

e Filter Criteria on Maritime Operational Objects (Tracks, Vessels, Reference Objects)
e Full RMP, MP or WP components

e RMP Region

e Timelate (1 minute to 24 hours)

e Update rate (1 minute to 60 minutes)

e Requester address

The Nation Interface will have the capability to provide all or filtered Maritime Operational Objects
within an RMP Region as specified in the RMP Request. Maritime Operational Objects can be filtered
according to their attributes such as Ship Designator, country. A specific vessel can also be requested
by indicating its key attributes (e.g. country and vessel name).

[T1-R2006] TRITON shall have a dedicated interface per Nation as a service on the NS Domain.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstration

[T1-R2007] TRITON shall allow the authorised user to control and monitor each Nation Interface - NS.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R2008] TRITON shall allow a National System to register to the Nation Interface with the RMP
Specification as given in the Description.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R2009] TRITON shall make the RMP available according to the RMP Specification via the Nation
Interface - NS as a Web Service.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3

NATO UNCLASSIFIED
Book II, Part IV, SOW, Annex A, SRS Page 531



[T1-R2010]

[T1-R2011]

[T1-R2012]

[T1-R2013]

6.2.3.2.
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Qualific. Method : Demonstration

TRITON shall be able to send the RMP to a registered Nation as a stream on TCP/UDP/IP
in compliance with the TRITON Track Specification - NS.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

TRITON shall be able to receive track reports from a Nation as a Web Service in compliance
with the TRITON Track Specification - NS.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

TRITON shall be able to receive track reports from a Nation as a stream on TCP/UDP/IP in
compliance with the TRITON Track Specification - NS.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

TRITON shall allow the authorised user to specify the destination addresses for the Nation
to which the RMP will be disseminated with point-to-point Formatted Messages.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Test

Nation Interface - NU

All Nations as users of TRITON on the NU Domain will be able to access TRITON services using Web-
based Clients. In addition, TRITON will provide an interface for each Nation to send or receive
information. The conceptual information exchange with Nations on the NU Domain is shown below:

WP (TRITON Track Format)

NATO . Nation
EUERNEN * Access to services
4 N \ * View WP
NATO TRITON | l \mnou * Request WP feed
Data Centre Server ~\ Client | * Control and monitor WP reception
TR‘TQN | TRITON * Manual data entry
Services 1 User Applications * Upload files
TRITON Nation Interface - NU |
Nation Feed (Web Service) i ) I web service Protocol On-line Track Feed

| (less frequent stream)

. ) Neb k Protocol -li

Nation Feed (stream) k ) I etwork Frotoco On-line Track Feed
1 (frequent stream)
. | i -
WP and ICI (Web Service) k \ Web Service Protocol On-line WP
| (WP and ICI)
| .
WP (stream) & \ Network Protocol On-line WP
| (stream)
e _____ ) _riemport/Export _ __ __ offline wp
‘ | (TRITON Track Format)
S
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TRITON Nation Interface - NU will have the capability to receive track feed (Nation's WP) from a Nation
as a stream, in compliance with the TRITON Track Specification - NU or AIS data in NMEA 0183.

TRITON Nation Interface will have the capability to send the WP as a stream, in compliance with the
TRITON Track Specification - NU.

The interface is depicted below:

AIS Tracks (NMEA 0183)

Web Service TRITON

Stream on TCP/UDP/IP

Tracks ——» LSS Track, WP Picture

Nation NATION-A > Management
+«— WP

Tracks Data
Web Service,
Stream on TCP/UDP/IP

Nations will be able to receive the WP according to the following WP Specification:

e Indication of Maritime Operation

e Filter Criteria on Maritime Operational Objects (Tracks, Vessels, Reference Objects)
e WP Region

e Timelate (1 minute to 24 hours)

e Update rate (1 minute to 6 hours)

e Requester address

Each Nation Interface - NU will have the capability to provide all or indicated type(s) of Maritime
Operational Objects within a WP Region as specified in the WP Request. TRITON will disseminate the
WP as a data stream on TCP/UDP/IP in compliance with the TRITON Track Specification - NU.

[T1-R2014] TRITON shall have a dedicated interface per Nation as a service on the NU Domain.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Demonstration

[T1-R2015] TRITON shall allow the authorised user to control and monitor each Nation Interface - NU.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2016] TRITON shall allow a National System to register to the Nation Interface with the WP
Specification as given in the Description.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2017] TRITON shall make the WP available according to the WP Specification via the Nation
Interface - NU as a Web Service.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Demonstration
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[T1-R2018] TRITON shall be able to send the WP to a registered Nation as a stream on TCP/UDP/IP in
compliance with the TRITON Track Specification - NU.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2019] TRITON shall be able to receive track reports from a Nation as a Web Service in compliance
with the TRITON Track Specification - NU or AlS data in NMEA 0183 format.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2020] TRITON shall be able to receive track reports from a Nation as a stream on TCP/UDP/IP in
compliance with the TRITON Track Specification - NU or AlS data in NMEA 0183 format.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

6.2.4. Afloat Command Platform Interfaces
TRITON will provide interfaces for the Command Ship (ACP) within the TRITON Deployable Kits.
Formatted Messages will also be handled in order to preserve backward compatibility.

6.2.4.1. ACP Interface - NS

TRITON Deployable Kit - NS (TDK-NS) ACP Interface will have similar capabilities as the Nation Interface-
NS and the RMP Service. In addition, the ACP Interface will contain Own Ship Data handling capability.
The interface options are defined below:

NATO
* Access to services
4 \ 4 Y [ \ * View RMP
TRITON ./ TRITON \q TRITON | * Request RMP feed
Server NSWAN “\DeployableKit - ~\ Client | » Control and monitor RMP reception
TRITON * Manual data entry
User Applications * Upload files
TRITON ACP Interface - NS
: INP=9 Web Service Protocol Ji .
Ship Feed (Web Service) ( } €D >ervice TTotoco On-line Track Feed Nation
(less frequent stream)
. Net k Prot | i
Ship Feed {stream) \ ' etwork Frotoco On-line Track Feed
(frequent stream)
National
RMP and ICI {Web Service) \ \ Web Service Protocol On-line RMP \ Cc2
(WP and ICI)
RMP (stream) \ "y Network Protocol On-line RMP
(stream)
File Import / Export Off-line RMP
RMP (Formatted Message, k <l ————= > (Formatted Message,
TRITON Track Format) | y; TRITON Track Format)

TRITON will be able to make the RMP available to ship systems over the ACP Interface according to the
RMP Specification as defined in the Nation Interface - NS. Own Ship Data can be received from external
sources using the TRITON Own Ship Data Specification. The TDK-NS ACP Interface is depicted below:
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TRITON
Tracks (stream), Deployable Kit (NS)
Own Ship Data
- —_— .
Nation’s CIS on RMP y \ |
board ACP — | SIS " Relevant

(NS) Web Service w Function

[T1-R2021]

[T1-R2022]

[T1-R2023]

[T1-R2024]

[T1-R2025]

[T1-R2026]

[T1-R2027]

TDK-NS shall have an ACP Interface on the NS Domain for interfacing the systems available
on the Command Ship.

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NS
Baseline :BL4
Qualific. Method : Demonstration

TDK-NS shall allow the authorised user to control and monitor the ACP Interface - NS.

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NS
Baseline :BL4
Qualific. Method : Test

TDK-NS shall allow an external system to register to the ACP Interface with the RMP
Specification (as described in Nation Interface - NS).
Requirement Property :

Domain for Static: N/A

Domain for Afloat: NS

Baseline :BL4

Qualific. Method : Test

TDK-NS shall make the RMP available according to the RMP Specification (as described in
Nation Interface - NS) via the ACP Interface as a service.

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NS
Baseline :BL4
Qualific. Method : Inspection

TDK-NS shall be able to receive track reports from an external system as a stream in
compliance with the TRITON Track Specification - NS via the ACP Interface - NS.
Requirement Property :

Domain for Static: N/A

Domain for Afloat: NS

Baseline :BL4

Qualific. Method : Test

TDK-NS shall be able to receive Own Ship Data from external systems as a stream in
compliance with the TRITON Own Ship Data Specification via the ACP Interface - NS.
Requirement Property :

Domain for Static: N/A

Domain for Afloat: NS

Baseline :BL4

Qualific. Method : Test

TDK-NS shall maintain Own Ship Data and automatically initiate and update a track with
the highest Confidence Level.
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Requirement Property :
Domain for Static: N/A
Domain for Afloat: NS
Baseline :BL4
Qualific. Method : Test

[T1-R2028]

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NS
Baseline :BL4
Qualific. Method : Test

[T1-R2029]
if needed.
Requirement Property :
Domain for Static: N/A
Domain for Afloat: NS
Baseline :BL4
Qualific. Method : Test

6.2.4.2. ACP Interface - NU

IFB-CO-13859-TRITON, Amd.2

TDK-NS shall allow the authorised user to manually enter the attributes of Own Ship Data.

TDK-NS shall have the RMP Service to be activated and controlled by the authorised user

TRITON Deployable Kit - NU (TDK-NU) ACP Interface will be similar to the Nation Interface - NU and the

WP Service. The interface options are given below:

NATO

TRITON TRITON Nraron)

Server Internet ployableKit | Glient
TRITON

User Applications

TRITON ACP Interface- UC

- \

) Web Service Protocol

Ship Feed (Web Service)

Network Protocol

Ship Feed (stream)

WP and ICI (Web Service) Web Service Protocol

Y Network Protocol

WP (stream)

File Import / Export

*

WP (TRITON Track Format)

s - -_ - -

p

A

* Access to services

* View WP

* Request WP feed

* Control and monitor WP reception
* Manual data entry

* Upload files

) Nation
On-line Track Feed

(less frequent stream)

On-line Track Feed
(frequent stream) National
\ C2 System
On-line WP

(WP and ICl)

On-line WP
(stream)

Off-line WP
(TRITON Track Format)

TRITON will be able to make the RMP available to ship systems over the ACP Interface according to the
RMP Specification as defined in the Nation Interface - NS. Own Ship Data can be received from external

sources using the TRITON Own Ship Data Specification.
The TDK-NU ACP Interface is depicted below:

Tracks (stream),
AlS Tracks (NMEA 0183)
Own Ship Data

B

Nation’s CIS on WP { s \
board ACP :

TRITON
Deployable Kit (NU)

Relevant

»

{Unclassified) Web Service w
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[T1-R2031]

[T1-R2032]

[T1-R2033]

[T1-R2034]

[T1-R2035]

[T1-R2036]

[T1-R2037]
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TDK-NU shall have an ACP Interface on the NU Domain for interfacing the systems
available on the ACP.

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NU
Baseline :BL4
Qualific. Method : Demonstration

TDK-NU shall allow the authorised user to control and monitor the ACP Interface - NU.

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NU
Baseline :BL4
Qualific. Method : Test

TDK-NU shall allow an external system to register to the ACP Interface with the WP
Specification (as described in Nation Interface - NU).

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NU
Baseline :BL4
Qualific. Method : Test

TDK-NU shall make the WP available according to the WP Specification (as described in
Nation Interface - NU) via the ACP Interface as a service.

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NU
Baseline :BL4
Qualific. Method : Inspection

TDK-NU shall be able to receive track reports from an external system as a stream in
compliance with the TRITON Track Specification - NU via the ACP Interface - NU.

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NU
Baseline :BL4
Qualific. Method : Test

TDK-NU shall be able to receive Own Ship Data from external systems as a stream in
compliance with the TRITON Own Ship Data Specification via the ACP Interface - NU.
Requirement Property :

Domain for Static: N/A

Domain for Afloat: NU

Baseline :BL4

Qualific. Method : Test

TDK-NU shall maintain Own Ship Data to automatically initiate and update a track with
the highest Confidence Level.
Requirement Property :

Domain for Static: N/A

Domain for Afloat: NU

Baseline :BL4

Qualific. Method : Test

TDK-NU shall allow the authorised user to manually enter the attributes of Own Ship Data.
Requirement Property :
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Domain for Static: N/A
Domain for Afloat: NU

Baseline :BL4
Qualific. Method : Test

[T1-R2038] TDK-NU shall have the WP Service to be activated and controlled by the authorised user if
needed.
Requirement Property :
Domain for Static: N/A
Domain for Afloat: NU
Baseline :BL4
Qualific. Method : Test

6.2.4.3. Message Handling System Interface

TDK-NS will have an interface with on-board Message Handling System (MHS) if available. The interface
will be the same as static site MHS Interface using E-mails.

[T1-R2039] TDK-NS shall have a dedicated interface service for MHS over Mail Exchange.
Requirement Property :
Domain for Static: N/A
Domain for Afloat: NS
Baseline :BL4
Qualific. Method : Demonstration

[T1-R2040] TDK-NS shall be able to exchange Formatted Messages with Mail Exchange using SMTP.

Requirement Property :
Domain for Static: N/A
Domain for Afloat: NS
Baseline :BL4
Qualific. Method : Test

6.2.5. TRITON External Interfaces

TRITON will provide interfaces to the external world primarily as Web services and streaming services.
Point-to-point dedicated interfaces with Formatted Messages will also be provided in order to preserve
backward compatibility. The TRITON ICD will include the Service Interface profiles for these Web
Services.

6.2.5.1. RMP Service

While TRITON provides all users with the capability of accessing Maritime Operational Picture (using
Picture Management Applications) as well as the RMP, it will also make the RMP information available
for external users via Web services and Formatted Messages. The "RMP Service" will provide
dissemination of Military and White Picture as separate RMP components, including all Maritime
Operational Objects and other relevant information to the requester with the most appropriate
means. Nation Interfaces (or ACP Interfaces) also provide Web services and other options to receive
the RMP.

Reference Objects (Lines, Areas, Reference Points) will be made available through the RMP Service as
part of the RMP.

The external interface for the RMP Service is depicted below:
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TRITON
| Operational Objects . :
Nations in RMP ~ Operational Objects ‘
Commands — SIS\ _inMilitary and Picture
Other ESs ' Web Service w‘wmte Pictures Management
Stream
RMP Specification:

External systems/services will be able to receive the RMP according to the following RMP Specification:

e Indication of Maritime Operation

e Filter Criteria on Maritime Operational Objects (Tracks, Vessels, Reference Objects)
e Full RMP, MP or WP components

e RMP Region

e Timelate (e.g. 1 minute to 24 hours)

e Update rate (e.g. 1 minute to 60 minutes)

e Requester address

The RMP Service will have the capability to provide all or filtered Maritime Operational Objects within
an RMP Region as specified in the RMP Request. Maritime Operational Objects can be filtered
according to their attributes such as Ship Designator, country. A specific vessel can also be requested
by indicating its key attributes (like country and vessel name).

TRITON will be able to disseminate the RMP using the following formats:

e As a track data stream, in compliance with the TRITON Track Specification
e As Formatted Messages for tracks

e As NVG for tracks

e As NVG for Reference Objects (also known as Overlays)

The RMP Service will also have a search capability compliant to Open Search [Open Search].

[T1-R2041] TRITON shall have an interface service named as "RMP Service" on the NS Domain.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Inspection

[T1-R2042] TRITON shall make the RMP available according to the RMP Specification as given in the
Description via a Web service.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Inspection

[T1-R2043] TRITON shall allow external systems/services to register themselves to the RMP Service
with the RMP Specification.
Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R2044] TRITON RMP Service shall provide a search capability compliant to Open Search [Open
Search].
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[T1-R2047]

[T1-R2048]

[T1-R2049]

[T1-R2050]
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Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstration

TRITON shall allow the authorised user to control and monitor the RMP dissemination
process.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Test

TRITON shall be able to provide the RMP to external systems/services as a track data
stream in compliance with the TRITON Track Specification - NS within one second after
applying the requested RMP Specification including filtering.
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Test

TRITON shall be able to send the RMP to the external systems/services using Formatted
Messages and point-to-point communication.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

TRITON shall be able to send the RMP to the external systems/services using NVG format
according to [NVG].
Requirement Property :

Domain for Static: NS

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Test

TRITON Deployable Kit (NS) shall have the same RMP Service if activated and controlled
by the authorised user.
Requirement Property :

Domain for Static: N/A

Domain for Afloat: NS

Baseline :BL4

Qualific. Method : Demonstration

TRITON RMP Service interface shall be defined in the TRITON ICD.
Requirement Property :

Domain for Static: NU

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Demonstration
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TRITON will make the White Picture (WP) available on unclassified domain as a service in a concept
similar to the RMP Service. All Maritime Operational Objects will be made available through the "WP
Service" as part of the WP. External systems/services can register themselves to this service and

NATO UNCLASSIFIED

WP Service

receive the WP.

The external interface for the WP Service is depicted below:

Nations, in WP

Operational Objects

—

TRITON

Operational Objects

SIS \‘anhlte Picture

Commands,
Other FSs

WP Specification:

External systems/services will be able to receive the WP according to the following WP Specification:

e Indication of Maritime Operation
e Filter Criteria on Maritime Operational Objects (Tracks, Vessels, Reference Objects)
e WP Region

e Timelate (1 minute to 24 hours)

e Update rate (1 minute to 6 hours)
e Requester address

The WP Service will have the capability to provide all or indicated type(s) of Maritime Operational
Objects within a WP Region as specified in the WP Request. The WP Service will have a search capability
compliant to Open Search [Open Search]. TRITON will disseminate the WP as a data stream in

Web Service,
Stream

A"/

compliance with the TRITON Track Specification - NU.

[T1-R2051] TRITON shall have an interface service named "WP Service" on the NU Domain.

[T1-R2052]

[T1-R2053]

[T1-R2054]

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

TRITON shall make the WP available according to the WP Specification as given in the
Description via a Web service.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

TRITON shall allow the external systems/services to register themselves to the WP Service
with the WP Specification.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

TRITON shall be able to provide the WP to external systems/services as a track data stream
in compliance with the TRITON Track Specification - NU within one second after applying

the requested WP Specification including filtering.
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Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2055] TRITON WP Service shall provide a search capability compliant to Open Search [Open
Search].
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Demonstration

[T1-R2056] TRITON shall allow the authorised user control and monitor the WP dissemination process.
Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2057] TRITON Deployable Kit (NU) shall have the same WP Service if activated and controlled by
the authorised user.
Requirement Property :
Domain for Static: N/A
Domain for Afloat: NU
Baseline :BL4
Qualific. Method : Demonstration

[T1-R2058] TRITON WP Service interface shall be defined in the TRITON ICD.

Requirement Property :
Domain for Static: NU
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Inspection

6.2.5.3. Information of Common Interest Service

TRITON will make certain maritime information named as "Information of Common Interest" (ICl)
available to external systems/services as a Web Service. The authorised systems/services can access
this information.

The external interface for the Information of Common Interest, "ICl Service", is depicted below:

TRITON

Requested .
. Information of
Information

— . SIS \_ Common Interest Information

Commands, <
Other FSs Web Service w Management

The ICI Service, "ICI Service", provides the following information:

Nations,

e Maritime Task Organization List (NS)

e Area of Interest (NS)

e Rules of Engagement List (NS)

e WSM/PMI Areas (NS)

e Vessel List (CCOI/COI/VOCI and Custom Watch List) (NS)
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e Person of Maritime Interest List (NS)
e Lloyd's Maritime Intelligence Unit List (NS, NU)
e Detention List (NS, NU)

The ICI Service on relevant domain will provide the information according to its classification. The
details of the interface will be determined at software design phase and included in the TRITON ICD.

The ICI Service will provide a search capability compliant to Open Search [Open Search].

[T1-R2059] TRITON shall have an interface service named as "Information of Common Interest (ICl)
Service" on both NS and NU Domains.

Requirement Property :
Domain for Static : Both
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Demonstration

[T1-R2060] TRITON shall allow the authorised user to control the releasability of Information of
Common Interest.

Requirement Property :
Domain for Static : Both
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2061] TRITON shall make the Maritime Task Organization List available via the ICl Service.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R2062] TRITON shall make the Area of Interest List available via the ICI Service.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R2063] TRITON shall make the Rules of Engagement List available via the ICI Service.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R2064] TRITON shall make the WSM/PMI Areas available via the ICI Service.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R2065] TRITON shall make the Vessel List available via the ICI Service.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
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Qualific. Method : Test
[T1-R2066] TRITON shall make the Person of Maritime Interest List available via the ICl Service.

Requirement Property :
Domain for Static: NS
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

[T1-R2067] TRITON shall make the Lloyd's Maritime Intelligence Unit List available via the ICI Service.

Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2068] TRITON shall make the Detention List available via the ICI Service.

Requirement Property :
Domain for Static : Both
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2069] TRITON shall make the requested data available within one second via the ICI Service.
Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Test

[T1-R2070] TRITON ICI Service shall provide a search capability compliant to Open Search [Open
Search].
Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstration

[T1-R2071] TRITON Deployable Kit (NS and NU) shall have the same ICI Services if activated and
controlled by the authorised user.
Requirement Property :
Domain for Static: N/A
Domain for Afloat: Both
Baseline :BL4
Qualific. Method : Demonstration

[T1-R2072] TRITON ICI Service interface shall be defined in the TRITON ICD.

Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL2
Qualific. Method : Inspection

6.3. TRITON Internal Interface Requirements

TRITON Internal Interfaces will be dependent upon the selected architecture. Each module and inter-
module interfaces will be defined during the System Design phase.
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The interfaces between separate TRITON installations are considered as internal interfaces.

6.3.1. TRITON Internal Interfaces

All interfaces between TRITON User Applications, Technical Services, internal modules and
components will be documented in the Interface Requirements Specifications and Interface Design
Description.

6.3.2. TRITON-to-TRITON Interfaces

TRITON will be installed at more than one location and will be used concurrently. All TRITON Instances
(static or afloat) will be able to exchange information between their servers to preserve consistency
and data integrity, also providing resilience. Therefore, each TRITON Instance will have a dedicated
interface service (SIS TRITON-name) for exchanging information with the other TRITON Instances to
support Multi-site Operation (see System Technical Management). Since there will be more than one
instance active simultaneously, a mechanism such as "master-slave" will be established to achive
continuous data integrity. The concept is illustrated below:

TRITON (Master) Data Synch TRITON (Slave)

\ —_— ;SIS Relevant
A — TRITON-A Function

Relevant
Function

TRITON (Slave)
Data Synch.
\ — . SIs Relevant
3 — TRITON-B Function
SIS SIS

e \ | TRITON :
. _ACP2 \ ACP1 Data Synch. TRITON Deployable Kit (Normal Mode)
N \
~

B \ SIS \ Relevant
TRITON

N
N | N
Data Broa& N {flaster runctin
~
N

N

“.  TRITON Deployable Kit (Standalone Mode)
N

N

‘\ TRITON \ Relevant

SIS
Master Function

The Master TRITON Instance will handle all External Data Exchange, build the RMP and disseminate it.
Other TRITON Instances, the Slaves, will replicate the Maritime Information as received from the
Master (see Multi-site Operation Management). If the Master Static Site loses its connectivity to
general NSWAN for a configurable period of time, then another Static Site having connectivity to
NSWAN will be set as the Master; its interfaces will be activated appropriately and other TRITON
Instances will be slaved to this new Master. When the old Master regains the connectivity, it will
synchronise its data from the current Master until an explicit swap.

TRITON Servers should be able to exchange data in the background even under low bandwidth
conditions. This may require special mechanisms to handle exceptions such as lost data packets,
frequent disconnection and re-connection. The design of the relevant SIS must handle these
drawbacks, trying to achieve the maximum resilience without stalling user accessibility (i.e. user access
to data should not be slowed down due to data synchronisation).

The same mechanism will be applicable for the NU Domain and the Internet.

If an ACP cannot connect to the WAN (NS or NU) due to communication system failure, bad weather
or operational restrictions (e.g. EMCON), the TRITON Deployable Kit (NS or NU Unit) onboard will
change the mode of operation to Standalone and continue its operation with limited functionality.

NATO UNCLASSIFIED
Book II, Part IV, SOW, Annex A, SRS Page 545



NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2

The Deployable Kit will be able to operate with local data or manually-input data. If the communication
equipment can provide receive-only IP capability to the LAN, TRITON will be able to receive data from
external sources even though it is in Standalone Mode. Requests cannot be sent out but any received
data from the LAN can be received and processed. Considering this situtation, the interface of the
Deployable Kit indicated as the SIS TRITON-Master in the above figure, will be able to listen a dedicated
IP address and receive data from it while the SIS TRITON-ACP(x) on the static site sends data
continuosly to a dedicated IP address. The authorised user will control and monitor the data exchange
on both sides. In any case, the commnuication capabilities are beyond the scope of this project. It will
be assumed that NS-LAN or NU-LAN is always available at static or afloat site.

Receiving Formatted Messages via the Message Handling System on board is a separate case that can
be operationally handled by means of Standard Operating Procedures.

Continuity of Dynamic Data:

Some data in TRITON requires continuity deu to its dynamic nature. Tracks are an example to
frequently changing dynamic data. TRITON must handle continuity for managing the dynamic data
especially at afloat sites. For example, while a static TRITON Instance is providing data to afloat
instances, only the changing attributes of tracks should be send at shorter intervals whereas
unchanged attributes are sent at longer intervals. Valid track list must be updated regularly to prevent
ghost track accumulation at the receiver side.

[T1-R2073] A static TRITON Instance shall have a dedicated and configurable interfaces with other
static TRITON Instances to enable Multi-site Operation.
Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstration

[T1-R2074] The Static TRITON Instance on a static site having the Master Role, shall have a dedicated
interface for each Deployed TRITON Instance toto enable Multi-site Operation. The
interface should be able to select the appropriate mechanism for enabling network
communication in low bandwidth environment (e.g. reducing the update rate).
Requirement Property :

Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Demonstration

[T1-R2075] The TRITON Instance on a static site having the Master Role, shall have a dedicated
interface for each Afloat TRITON Instance to enable Multi-site Operation. The interface
should be able to select the appropriate mechanism for enabling network communication
in low bandwidth environment (e.g. reducing the update rate).

Requirement Property :

Domain for Static : Both
Domain for Afloat: N/A

Baseline :BL3
Qualific. Method : Demonstration
Comment : The criteria for network communication in low bandwidth will be

determined at CDR. BL3 and BL4 tests will be performed according to this criteria.

[T1-R2076] The TRITON Instance on an afloat site shall have a dedicated configurable interface for a
Static TRITON Instance to enable Multi-site Operation. It shall be able to receive data from
a designated IP address without requiring request and acknowledgement.

Requirement Property :
Domain for Static: N/A
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Domain for Afloat: Both

Baseline :BL4
Qualific. Method : Demonstration
Comment : The test criteria will be determined at CDR.

A static TRITON Instance having a System Interface Service for another static TRITON
Instance shall be able to synchronise data to enable Multi-site Operation.

Requirement Property :
Domain for Static: Both
Domain for Afloat: N/A
Baseline :BL3
Qualific. Method : Test

TRITON shall allow the static site authorised user to control and monitor the System
Interface Services for other static or afloat TRITON Instances.
Requirement Property :

Domain for Static: Both

Domain for Afloat: N/A

Baseline :BL3

Qualific. Method : Test

TRITON shall allow the afloat site authorised user to control and monitor the System
Interface Services for static TRITON Instances.
Requirement Property :

Domain for Static: N/A

Domain for Afloat: Both

Baseline :BL4

Qualific. Method : Test

TRITON shall be able to send a selected set of data to a dedicated IP address without
requiring request and acknowledgement. The data shall be sent with a logic which
provides continuity of dynamic data as explained in the Description.
Requirement Property :

Domain for Static: Both

Domain for Afloat: Both

Baseline :BL3
Qualific. Method : Demonstration
Comment : Details of the logic will be determined at the SRR.

TRITON shall allow the static site authorised user to set the System Interface Service for a
selected afloat TRITON Instance to send a selected set of data.
Requirement Property :

Domain for Static: N/A

Domain for Afloat: Both

Baseline :BL4

Qualific. Method : Test

TRITON shall allow the authorised user to dynamically add or remove System Interface

Services for the selected TRITON Instances.

Requirement Property :
Domain for Static: Both
Domain for Afloat: Both
Baseline :BL3
Qualific. Method : Test

**%* END OF SRS ***
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1. GENERAL INFORMATION
1.1. Relation of this Document to the SOW
1.1.1. The purpose of this annex to the TRITON Statement of Work (SOW) is to describe

the scope of work in terms of Contract Work Packages, the relations between the
Work Packages and how each of the Work Packages shall be implemented.

1.1.2. The Work Packages define the actual plans whereas the SOW defines the principles
and standard activities.

1.1.3. For those SOW requirements that are not explicitly covered by a Work Package
shall also be met by the Contractor under the control of Project Management
Process.

1.1.4. The document also lists the time constraints and milestones that the Contractor shall

use to build the Project Master Schedule.

1.1.5. The Work Packages include all the system life cycle processes to realise the
TRITON Increment 1 Capability. The mapping of the standard system life cycle
processes defined in the SOW onto the Work Packages is illustrated in Figure 1.

WP1 - Project Management

Requirements Analysis
WP2 - Systems Engineering Services
Architectural Design

Implementation WP3.1 - Build Process 1

o WP3.2 - Build Process 2
Integration ‘ WP3.3 - Build Process 3
- J ' WP3.4 - Build Process 4
WP4 - Visualisation Component Provision

Verification
Transiti ' WP5 - System Transition
ransition | WPS8 - Support to Transition From Legacy Systems
Validation |
I WP?7 - Support to Operational Testing and Evaluation
Operation

\ WP6 - System Supportand Maintenance

Maintenance | WP10 - 5-Year Maintenance and Support (option)

Figure 1 — Mapping the System Life Cycle Processes onto Work Packages

1.2. Work Packages

1.2.1. The Contractor shall realise the TRITON Increment 1 Capability by performing the
activities defined in the Work Packages listed in Table 1-1.
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Table 1-1 — List of Work Packages

Number Work Package
WP1 Project Management
WP2 Systems Engineering Services
WP3.1 Build Process 1 (TRITON-NS Partial) as Pilot
WP3.2 Build Process 2 (TRITON-NU Full Capability)
WP3.3 Build Process 3 (TRITON-NS Full Capability)
WP3.4 Build Process 4 (TRITON ACP Capability)
WP4 Visualisation Component Provision
WP5 System Transition
WP6 System Support and Maintenance
WP7 Support to Operational Testing and Evaluation
WP8 Support to Transition from Legacy Systems
WP9 COTS Software Provision (option)
WP10 5-Year Maintenance and Support (option)
WP11 Support to Preparations for the Next Increment (option)
1.2.2. The Purchaser currently envisions a Contract Work Package Schedule for the

project as shown in Figure 2.

1.2.3. The dates in this diagram shall be perceived as “no later than” dates. The Contractor
can propose earlier deliveries.
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Figure 2 — Contract Work Package Schedule
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Work Package Structure

Each Work Package defined in this document has the following structure:

e General

e Work Package Dates

e Activities
e Reviews

e Milestones (indicated as Months after Contract — MAC)
e Deliverables

Project Master Schedule

The Contractor shall develop the Project Master Schedule (PMS) according to this
Work Package schedule. The PMS shall also include the optional Work Packages
WP9, WP10 and WP11, and all Milestones and Checkpoints associated to Work

Packages.

The End Dates of Build Processes are the deadlines set by the Purchaser. Earlier
planning according to the Requirements Implementation Schedule can be proposed,
and applied upon Purchaser’s approval.

Project Milestones

Figure 2 shows the most important project milestones in a diagram. Table 1-2
gives the list of Milestones which will be monitored by the Purchaser and are
usually tied to Decision Gates and payment triggers.

Table 1-2 — Project Milestones

Milestone Description CP DG | WP
EDC Effective Date of Contract 1
PMR Project Management Review 1
PCR Monthly — Project Checkpoint Review 1
SRR System Requirements Review CP1 2
PDR Preliminary Design Review CP2 2
CDR Critical Design Review CP3 DG1 2

SwWRR-1 Software Requirements Review — BL1 3.1
SwDR-1 Software Design Review — BL1 CP3 DG1 | 3.1
SWRR-2 Software Requirements Review — BL2 CP4 3.2
SwDR-2 Software Design Review — BL2 CP5 3.2
SwWRR-3 Software Requirements Review — BL3 CP5 3.3
SwDR-3 Software Design Review — BL3 CP6 3.3
Hw/SWRR | Hardware/Software Requirements Review — BL4 3.4
Hw/SwDR | Hardware/Software Design Review — BL4 3.4
TRR-1 Test Readiness Review — BL1 3.1
FAT-1 Factory Acceptance Test — BL1 CP7 DG2 | 3.1
SverR-1 System Verification Review — BL1 3.1
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FSiA-1 Final Site Acceptance — BL1 CP8 5
TRR-2 Test Readiness Review — BL2 3.2
FAT-2 Factory Acceptance Test — BL2 CP9 3.2
SverR-2 System Verification Review — BL2 3.2
TRR-4 Test Readiness Review — BL4 3.4
FAAT First Article Acceptance Test 3.4
FAT-4 FAT for one TDKs 34
7 X FAT FAT for 7 TDKs 3.4
SQR-2 Sustainment Qualification Review — BL2 5
FSiA-2 Final Site Acceptance — BL2 CP10 | DG3 5
OTTR-2 Operational Test and Readiness Review — BL2 CP10 | DG3 | 3.2
TRR-3 Test Readiness Review — BL3 3.3
FAT-3 Factory Acceptance Test for BL3 CP10 | DG3 | 3.3
SverR-3 System Verification Review — BL3 3.3
OTTR-3 Operational Test and Readiness Review — BL3 CP11 3.3
FSIiA-3 Final Site Acceptance —BL3 5
SQR-3 Sustainment Qualification Review — BL3 5
SverR-4 System Verification Review — BL4 3.4
SeAT Sea Acceptance Test for one TDK 5
OTTR-4 Operational Test and Readiness Review — BL4 CP11 3.4
MMR Monthly Maintenance Review 6
ISR-1,2,3 | In-Service Review 7
PSA Provisional System Acceptance CP11 1
TrRR Transition Readiness Review (NU) CP11 8
TrRR Transition Readiness Review (NU) CP12 8
SVR System Validation Review CP12 2
FMN FMN Testing 5
FSA Final System Acceptance 1
CCM Contract Close-out Meeting (CCM)
EOC End of Contract 1
Visualisation Component
SwWRR-1 Software Requirements Review — BL1 CP1 4
SwDR-1 Software Design Review — BL1 CP2 4
WPA Work Package Assessment CP3 DG1 4
FAT-1 Factory Acceptance Test — BL1 CP5 4
SwWRR-2 Software Requirements Review — BL2 CP5 4
SwDR-2 Software Design Review — BL2 CP6 4
VC-BL1 BL1 Delivery CP6 4
WPA Work Package Assessment CP7 DG2 4
SwWRR-3 Software Requirements Review — BL3 CP5 4
SwDR-3 Software Design Review — BL3 CP6 4
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FAT-2 Factory Acceptance Test — BL2 CP8 4
VC-BL2 BL2 Delivery CP9 4
FAT-3 Factory Acceptance Test — BL3 4
VC-BL3 BL3 Delivery CP10 4
WPA Work Package Assessment DG3 4
CAT Component Acceptance Test CP12 4
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WORK PACKAGE 1:
PROJECT MANAGEMENT

General

The Contractor shall provide project management for the overall project and the
implemented Work Packages as described in Section 3 of the SOW.

Work Package Dates

The Work Packagel Performance Start Date (WP PSD) shall be on Effective Date
of Contract (EDC).

The Work Package 1 Performance End Date (WP PED) shall be the End of Contract
(EOC).

Project Resources

Project Management Office

The Contractor shall establish and maintain a Project Management Office
(PMO) as described in Subsection 3.5 of the SOW through the period of
performance of this Work Package.

The Contractor shall provide the nomination of the Key Personnel as referenced
in SOW, Subsection 3.5 at the WP1 PSD.

Project Website and Collaborative Working Environment

As specified in Subsection 3.6 of the SOW, the Contractor shall use an
unclassified but managed Project Website and Collaborative Working
Environment (CWE) (based on Microsoft SharePoint) on which all relevant
unclassified project documentation shall be stored and shall manage and
maintain it throughout the period of performance of this Work Package.

The Contractor shall review and comment on the proposed design for the Project
Website and CWE not later than two (2) weeks after the WP1 PSD. This design
information shall be provided by the Purchaser at WP1 PSD.

The Contractor shall populate and activate the Project Website and CWE within
four (4) weeks after WP1 PSD.

The Contractor shall get Purchaser’s approval of the Project Website and CWE
at the Project Management Review (PMR).

Project Planning

Project Management Plan

As specified in SOW, Subsection 3.7, the Contractor shall establish and maintain
a Project Management Plan (PMP) which shall describe how the Contractor will
implement the totality of the project, including details of the project control that
will be applied.
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The Contractor shall provide the initial baseline version of the PMP at the Project
Management Review (PMR) and maintain it throughout the period of
performance of this Work Package.

Project Product Breakdown Structure

As specified in SOW, Subsection 3.8, the Contractor shall establish and maintain
a Project Product Breakdown Structure (PPBS).

The Contractor shall provide the initial baseline version of the PPBS at the PMR
and maintain it throughout the period of performance of this Work Package.

Project Work Breakdown Structure

As specified in SOW, Subsection 3.9, the Contractor shall establish and maintain
a Project Work Breakdown Structure (PWBS).

The Contractor shall provide the initial baseline version of the PWBS at the PMR
and maintain it throughout the period of performance of this Work Package.

Project Master Schedule

As specified in SOW, Subsection 3.10, the Contractor shall establish and
maintain a Project Master Schedule (PMS) that contains all Contract: events and
milestones, including contract-related Purchaser activities and events (e.g.
Purchaser reviews, IV&YV testing, participating meetings and conferences). The
PMS shall correlate with the PWBS and also be traceable to performance and
delivery requirements of this SOW.

The Contractor shall provide the initial baseline version of the PMS at the PMR
and maintain it throughout the period of performance of this Work Package.

Work Package Management

The Contractor shall prepare the draft Work Package Descriptions in accordance
with SOW, Subsection 3.11 and this Annex of the SOW.

The Work Package Descriptions shall be reflected in the Project Work
Breakdown Structure (PWBS), to be accepted at PMR.
Risk Management

The Contractor shall establish and maintain an overall Risk Management
programme for the project throughout the period of performance of this Work
Package in accordance with SOW, Subsection 3.12.

The Contractor shall provide the Risk Management Plan (RMP), Risk Register and
Issue Register as defined in SOW, Subsection 3.12.
Quality Management

The Contractor shall establish, execute, and maintain an effective Quality
Management Programme as specified in the SOW, Subsection 3.13 and as defined
in Quality Plan (QP) throughout the period of performance of this Work Package.

The Contractor shall provide the Quality Plan (QP) and Quality Register as defined
in SOW, Subsection 3.13.
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Configuration Management

The Contractor shall perform Configuration Management Process as specified in
SOW, Subsection 4.7.

The Contractor shall provide the Configuration Management Plan (CMP) to be
reviewed at PMR and maintain it throughout the period of performance of this Work
Package.

As needed to identify and request changes to the Functional, Development, or
Product Baselines, the Contractor shall prepare and manage Change Requests and
Deficiency Reports as specified in SOW, Paragraph 4.7.8 and 4.7.9.

The Contractor shall provide the initial baseline of its Configuration Status
Accounting Database (CSAD) at PMR and maintain the database throughout the
period of performance of this Work Package as specified in SOW, Paragraph
4.7.10.

The Contractor shall provide Internet read-only access to this CM tool via the
Project Web-site.

The Contractor shall support the Functional Configuration Audit (FCA) and
Physical Configuration Audit (PCA) and prepare Configuration Audit Report
(CAUR) for each Baseline.

The Contractor shall follow the Change Management Process defined in SOW,
Paragraph 4.7.7 when applicable to products (document, software or hardware).

The Contractor shall prepare and maintain Configuration Status Accounting System
(CSAS) as described in SOW, Paragraph 4.7.10.5.

ILS Management

The Contractor shall plan and perform the ILS-related activities as specified in
SOW, Section 5.

The Contractor shall prepare the Integrated Support Plan (ISP) as described in
SOW, Subsection 5.2 and submit the draft at PMR, an initial version at the CDR
and final version at least two (2) weeks before the SQR-2. It shall be updated at
SQR-2 and SQR-3 as necessary.

The Contractor shall prepare and submit the In-Service Support Plan (ISSP) as
described in SOW, Subsection 5.3, including the System Maintenance Plan (SMP)
and Obsolescence Management Plan (OMP), at least two (2) weeks before the SQR-
2. The Contractor shall update these plans at FSA as necessary.

The Contractor shall provide all training services specified in related Work Package
in accordance with the specifications given in SOW, Subsection 5.8.

Planning of Engineering and Test Activities

System Development Plan

The Contractor shall plan software and hardware implementation activities and
prepare a System Development Plan (SDP) and its annexes as described in SOW,
Subsection 4.6.
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The Contractor shall establish the SDP with combined activities in accordance
with the Incremental Development with Multiple Delivery approach as
described in SOW, Subsection 4.2.

The Contractor shall provide the initial version of the SDP at PMR and maintain
the plan throughout the period of performance of this Work Package.

For each Build Process, the Contractor shall also plan in SDP:

e Deployment of TRITON Operational Software to the Test System
e Testing the system with the users
e Working Group Workshops.

Requirements Implementation Schedule

The Contractor shall establish a Requirements Implementation Schedule
(RI1S), as specified in SOW, Paragraph 4.6.3 as an annex to SDP.

Usability Engineering Plan

The Contractor shall establish a Usability Engineering Plan (UEP), as
specified in SOW, Paragraph 4.6.4 as an annex to SDP.

In the UEP the Contractor shall plan users’ involvement to the definition of
the Human-Machine Interface (HMI) of the software for each Baseline.

The UEP shall also include the C41SR Visualisation Component.
Security Accreditation Plan

The Contractor shall establish a Security Accreditation Plan (SAP), as
specified in SOW, Paragraph 4.6.5 as an annex to SDP.

Test Management Plan

The Contractor shall prepare the Test Management Plan (TMP) as specified in
SOW, Paragraph 4.12.2 and submit it at least two (2) weeks prior to the CDR,
provide an updated version at TRR-1 and update thereafter as necessary.

Test Management Tool

The Contractor shall provide a Test Management Tool as defined in SOW,
Paragraph 4.12.3.

The Contractor shall demonstrate the Test Management Tool during PMR. The
full capability of the Tool shall be demonstrated at the first TRR with actual data.

Monitoring, Control and Reporting

Project Highlight Reports

The Contractor shall provide a monthly Project Highlight Report (PHR), as
specified in SOW, Subsection 3.17.

The Contractor shall provide the first PHR four (4) weeks after WP1 PSD, and
then, no later than the third business day of each month throughout the period of
performance of this Work Package.

Periodic Status Assessment
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The Contractor shall conduct the Periodic Status Assessment together with the
Purchaser regarding the Checkpoints and Decision Gates as described in SOW,
Subsection 3.18.

Lessons Log

The Contractor shall maintain the Lessons Log as specified in SOW, Paragraph
3.38.

The Contractor shall prepare a Lessons Report (LR) at each major milestone
aligned with a Check Point.

Provisional System Acceptance

Provisional System Acceptance (PSA) will be based on the capabilities provided
to MARCOM (see SOW, Paragraph 4.14.7).

The Contractor shall plan and conduct Provisional System Acceptance Review
(PSAR), and provide the report.

Final System Acceptance

Final System Acceptance (FSA) occurs when the Purchaser has evaluated the
whole deliverables as described in SOW, Paragraph 4.14.8.

The Contractor shall submit the Final System Acceptance Report (FSA-R) at the
Contract Close-out Meeting.

Meetings

The Contractor shall conduct meetings and prepare their minutes in accordance with
SOW, Subsection 3.15.

The Contractor shall participate in the Project Kick-off Meeting at the Purchaser’s
facility within two (2) weeks after EDC, and provide a report.

As required by the Purchaser the Contractor shall participate in TRITON Integrated
Project Management Team (IPMT) meetings and TRITON Change Control Board
(CCB) meetings.

The Contractor shall organise Working Group Meetings/Workshops to support
engineering activities, as described in SOW, Subsection 4.4.
Contract Close-out

The Contractor shall perform the Contract Close-out activities as specified in SOW,
Subsection 3.19 when agreed with the Purchaser.

The Contractor shall attend the Contract Close-out Meeting (CCM) and submit the
CCM Report which marks the End of Contract.
Other Project Management Work

The Contractor shall perform other project-related work as defined in SOW,
Subsection 3.20.
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The Contractor shall provide Project Information Materials as defined in SOW,
Paragraph 3.20.1.4, as directed by the Purchaser during the course of this Work
Package.

The Contractor shall attend meetings and conferences together with Purchaser at
least three (3) times a year at locations to be defined by the Purchaser.

Reviews

Project Management Review

The Contractor shall conduct Project Management Review (PMR) as specified
in SOW, Paragraph 3.16.2.

Project Checkpoint Reviews

The Contractor shall schedule and conduct monthly Project Checkpoint Reviews
(PCR) as specified in SOW, Paragraph 3.16.3 at least once every month
throughout the period of performance of this Work Package.

Formal Reviews
The Contractor shall plan and conduct the Formal Reviews as specified in SOW,
Paragraph 3.16.4.

Milestones

The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
EDC Effective Date of Contract 0
PMR Project Management Review 1
PCR Project Checkpoint Review Monthly
PSA Provisional System Acceptance 31
FSA Final System Acceptance 36
EOC End of Contract (Contract Close-out) 36
Checkpoints
The Checkpoints for the overall Contract are given below:
Checkpoint Description Date (MAC)
CP1 SRR 4
CP2 PDR 6
CP3 CDR, SwDR-1 8
CP4 SWRR-2 10
CP5 CDS Demonstration, SWDR-2, SWRR-3, 12
VC-FAT-1, VC-SWRR-2
CP6 SwDR-2, VC-BL1, VC-SwDR-2 14
CP7 FAT-1 16
CP8 SiAR-1, VC-FAT-2, VC-SWDR-3 20
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CP9 FAT-2, FAAT, VC-BL2 22
CP10 OTRR-2, FAT-3, VC-BL3 26
CP11 OTRR-3, OTRR-4 30
CP12 SVR, CAT 35

Decision Gates

The Project Schedule will have Contractual Phases where each phase is tied to a
Decision Gate.

The Contract Phases are given in Table 2-1:
Table 2-1 — Contract Phases

Phase Begin End Description
1 EDC CDR System Analysis and Design Phase
2 CDR FAT-1 First Implementation Phase
3 FAT-1 OTRR-2 Implementation and Verification Phase
4 OTRR-2 EOC Validation and Operation Phase
The Decision Gates for the overall Contract are given in Table 2-2:
Table 2-2 — Decision Gates
Dec(;:;st;on Phase | Checkpoint Description Date (MAC)
1 1 3 CDR completed 8
2 2 7 FAT-1 completed. 16
3 3 10 BL2 delivered. 26
4 12 FSA 36

The Contract Phases and related Decision Gates are shown on the WP1 — Project
Management in the Work Package diagram given in Figure 3.
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Figure 3 — Contract Phases and Decision Gates
2.17.5. Decision Gate 1
2.17.5.1. Decision Gate 1 shall be the CDR.
2.17.5.2. The default Success Criteria for Decision Gate 1 are given in Table 2-3.

Table 2-3 — Success Criteria for Decision Gate 1

Serial Status

SRR status is “Passed”.

2 PDR status is “Passed”.

3 There are no unaccepted specification and design documents.

4 CDR is planned to be executed as scheduled in PMS, and it is not
delayed more than thirty (30) days.

5 VC Milestones are on track.

6 CP1 and CP2 do not still contain any Major Warnings.

7 CDR status is not “Fail”.

8 Lessons Learned are captured and plans are updated.

9 The Purchaser may have sent only “one” Formal Notification to the
Contractor within this Phase.

2.17.5.3. The default Fail Criteria for Decision Gate 1 are given in Table 2-3.

Table 2-4 — Fail Criteria for Decision Gate 1
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Serial

Status

PDR status is still “Failed”.

CDR schedule is delayed more than thirty (30) days beyond the agreed
PMS.

CDR status is “Fail”.

The Contractor does not provide sound solutions for the previously issued
Major Warnings recorded in CP1 (SRR) and CP2 (PDR).

The Purchaser may have sent “more than one” Formal Notification to the
Contractor within this Phase.

2.17.6. Decision Gate 2
2.17.6.1. Decision Gate 2 shall be the FAT-1.
2.17.6.2. The default Success Criteria for Decision Gate 2 are given in Table 2-5.

Table 2-5 — Success Criteria for Decision Gate 2

Serial

Status

1

If DG1 status was Provisional Success, all pending items have been
solved, and the status has been set to Success.

CP3 to CP6 are completed successfully.

CP3 to CP6 do not still contain any Major Warnings.

CDS is deployed successfully and found to be satisfactory.

VC-BL1 is delivered successfully.

OO WIN

FAT-1 is planned to be executed as scheduled in PMS, and it is not
delayed more than thirty (30) days.

FAT-1 status is not “Fail”.

Lessons Learned are captured and plans are updated.

The Purchaser may have sent only “one” Formal Notification to the
Contractor within this Phase.

2.17.6.3. The default Fail Criteria for Decision Gate 2 is given in Table 2-6.

Table 2-6 — Fail Criteria for Decision Gate 2

Serial

Status

1

CDS delivery is delayed more than two (2) months or it is not found to be
satisfactory.

FAT-1 is delayed more than two (2) months.

VC-BL1 Delivery is delayed more than two (2) months.

FAT-1 status is “Fail”.

albh|lwN

The Contractor does not provide sound solutions for the previously issued
Major Warnings recorded in earlier CPs.

The Purchaser may have sent “more than one” Formal Notification to the
Contractor within this Phase.
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2.17.7. Decision Gate 3
2.17.7.1. Decision Gate 3 shall be the OTRR-2.
2.17.7.2. The default Success Criteria for Decision Gate 3 are given in Table 2-7.

Table 2-7 — Success Criteria for Decision Gate 3

Serial Status

1 If DG2 status was Provisional Success, all pending items have been
solved, and the status has been set to Success.

CP7 to CP9 are completed successfully.
CP7 to CP9 do not still contain any Major Warnings.

CP8 (SiAR-1) is completed successfully.

CP8 (VC-FAT-2) is completed successfully.

CP9, VC-BL2 is delivered successfully.

CP10, VC-BL3 is delivered successfully.

CP10 (FSiA-2) is successful.

CP10 (OTRR-2) is planned to be executed as scheduled in PMS.
OTRR-2 status is not “Fail”.

Lessons Learned are captured and plans are updated.

O |INjo|jOo|h~W|N

[N
o

[EEN
[N

=
N

The Purchaser may have sent only “one” Formal Notification to the
Contractor within this Phase.

2.17.7.3. The default Fail Criteria for Decision Gate 3 are given in Table 2-8.

Table 2-8 — Fail Criteria for Decision Gate 3

Serial Status

CP8 (SiAR-1) is delayed more than two (2) months.

CP9 (FAT-2) is delayed more than two (2) months.

CP9 (VC-BL2 Delivery) is delayed more than two (2) months.
VC-BL3 Delivery is delayed more than two (2) months.

CP10 (FSiA-2) is delayed more than two (2) months.
OTRR-2 status is “Fail”.

The Contractor does not provide sound solutions for the previously issued
Major Warnings recorded in earlier CPs.

N[OOI WIN|PF

8 The Purchaser may have sent “more than one” Formal Notification to the
Contractor within this Phase.

2.18. Deliverables

2.18.1. The Work Package Deliverables are given below:
e Project Management Office
¢ Project Website and Collaborative Working Environment (CWE)
e Project Management Plan (PMP)
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¢ Project Product Breakdown Structure (PPBS)
= Breakdown Structure
= Product Descriptions
= Product Flow Diagram
¢ Project Work Breakdown Structure (PWBS)
e Project Master Schedule (PMS)
e Work Packages
e Quality Plan (QP)
e Configuration Management Plan (CMP)
¢ Risk Management Plan (RMP)
e System Development Plan (SDP)
= Requirements Implementation Schedule (RIS)
= Usability Engineering Plan (UEP)
= Security Accreditation Plan (SAP)
¢ Integrated Support Plan (ISP)
e In-Service Support Plan (ISSP)
= System Maintenance Plan (SMP)
= Obsolescence Management Plan (OMP)
e Test Management Plan (TMP)
= Security Test and Verification Plan (STVP)
= System Validation Plan (SVP)
e Test Management Tool (demonstration)
o Risk Register and Issue Register
e Quality Register
e Lessons Log and Lessons Learned Report (LL-R)
¢ Requirements Change Requests
¢ Change Requests, Deficiency Reports
o Configuration Status Accounting Database (CSAD)
¢ Project Highlight Reports (PHR)
e Project Information Materials
e Minutes of Meetings (in general)
¢ Project Kick-off Meeting Report
e Contract Close-out Meeting Reports (CCM-R)
e Project Management Review Report (PMR-R)
e Project Checkpoint Review Reports (PCR-R)
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WORK PACKAGE 2:
SYSTEMS ENGINEERING SERVICES

General

The Contractor shall provide Systems Engineering Services including system
requirements analysis and system architectural design for the overall system as
described in Subsection 4.7 and 4.8 of the SOW.

The Contractor shall implement, test, and deliver Product Baselines compliant with
the “TRITON Contractual System Requirements Specification (SRS)” under the
overall governance of Systems Engineering Services.

The Contractor shall follow the System Life Cycle Processes as defined in
Subsection 4.2 of the SOW.

The Contractor shall follow the “Incremental Development and Multiple Deliveries
Approach” as described in SOW, Subsection 4.3, where each development activity
is called “Build Process” which ends with an official product delivery called
“Baseline”.

Within this Work Package, the Contractor shall perform the system-level
requirements analysis and architectural design as a basis for all Build Processes.

The Contractor shall establish the Working Groups as specified in Subsection 4.4
of the SOW.

The Systems Engineering Working Group (SEWG) shall provide the necessary
support for the Systems Engineering Services within this Work Package as defined
in SOW, Paragraph 4.4.7.

Work Package Dates

The WP2 PSD shall be on PMR.

The WP2 PED shall be the FSA.

Activities
System Requirements Analysis

The Contractor shall conduct the System Requirements Analysis Process as
defined in SOW, Subsection 4.8.

Requirements Management Database

The Contractor shall establish and maintain an effective Requirements
Management Database (RMD) throughout the period of performance of this
Work Package.

A copy of the Purchaser’s Preliminary System Requirements will be handed
over to the Contractor during the TRITON Project Kick-Off Meeting. The
Contractor shall take over the requirements that the Purchaser RMD contains
and maintain it throughout the Contract.

System Requirements Specification
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The Contractor shall prepare the System Requirements Specification (SyRS)
as described in SOW, Paragraph 4.8.3.

The Contractor shall conduct Reliability Engineering and document the
results in the SyRS.

User Interface Specification

The Contractor shall prepare User Interface Specification (UIS) as described
in SOW, Paragraph 4.8.4, deliver a draft at PDR, a preliminary version at
CDR, and update it during the Build Processes.

The Contractor shall develop and provide a mock-up or low fidelity prototype
of the major user interface features and include the user interface concept in
the UIS.

Security Risk Assessment and Requirements Analysis

The Contractor shall conduct a Security Risk Assessment (SRA) as defined
in SOW, Paragraph 4.8.5.

System-Specific Security Requirement Statement

The Contractor shall prepare System-specific Security Requirement
Statement (SSRS), Community Security Requirement Statement (CSRS) and
System Interconnection Security Requirement Statement (SISRS) as defined
in SOW, Paragraph 4.8.6.

System Requirements Review

The Contractor shall plan and execute System Requirements Review (SRR)
(see 3.4.1).

System Architectural Design

Within this Work Package, the Contractor shall conduct the System
Architectural Design activities as defined in SOW, Subsection 4.9.

System Design Specification

The Contractor shall prepare the System Design Specification (SDS) as
defined in SOW, Paragraph 4.9.2.

The SDS shall include a System Security Design Specification (SSDS) as an
Annex.

As an appendix to the SDS, the Contractor shall provide a Requirements
Traceability Matrix (RTM) and maintain it.

The Contractor shall develop and maintain TRITON Architecture Models as
defined in SOW Paragraph 4.9.2.11.

Interface Control Description

The Contractor shall prepare TRITON Interface Control Description (ICD),
describing all external TRITON interfaces. The Version 1 of the ICD shall be
provided at the CDR, and then other versions shall be delivered at each SWDR
of each Build Process.

System Design Reviews
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The Contractor shall plan and execute Preliminary Design Review (PDR) and
Critical Design Review (CDR) (see 3.4.2 and 3.4.3).

Implementation

The Contractor shall continue to perform Systems Engineering activities during
the implementation of software and hardware within the Build Processes.

The Contractor shall execute a sequence of software requirements analysis,
design, construction, integration, testing and deployment activities (as defined
in SOW, Paragraph 4.10.2) in each Build Process to deliver a Baseline with a
software version.

The Contractor shall execute a sequence of hardware requirements analysis,
design, production and testing activities (as defined in SOW, Paragraph 4.10.3)
to produce and deliver TRITON Deployable Kits.

The Build Processes and their objectives are given below:

e Build Process 1 will deliver BL1 TRITON-NS (Partial) as the Pilot System.
e Build Process 2 will deliver TRITON-NU (Full) for operational use.

e Build Process 3 will deliver TRITON-NS (Full) for operational use.

e Build Process 4 will deliver TRITON-ACP (Full) for operational use.

e C4ISR Visualisation Component development for TRITON and other use.

Each Build Process is expected to follow the standard Waterfall Development
life cycle enabling updates to previous Baselines. A notional overview of Build
Process Realisation Plan is given in Figure 4.

6 12 18 24 30 36

System System ’F SA
Requirements Architectural
Analysis Design

BLA (Pilot)
WP3.1 —Build Process 1

TRITON-NS (Partial)

WP3.2 - Build Process 2 BL2

TRITON-NU (Full)

WP3.3 —Build Process 3 L

TRITON-NS (Full)

WP3.4 - Build Process 4 =

TRITON-ACP

VC-BL1 VC-BL2 VC-BL3
WP4 - CAISR Visualisation Component

Operational Transition

Figure 4 — Build Process Realisation Plan (Notional)

System Maintenance

The Contractor shall continue to provide Systems Engineering activities during
the System Maintenance Process in order to coordinate maintenance activities
according to the evolving requirements due to changing environment (e.g.
interfaces, data formats, updates to used standards) and result of findings
detected during OT&E.
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System Validation

The Contractor shall prepare the System Validation Plan (SVP), as an Annex to
TMP, as defined in SOW, Paragraph 4.13.3.

The Contractor shall prepare the initial version of the System Validation Test
Procedure (SVT-P) as defined in SOW, Paragraph 4.13.4, submit it at CDR, and
update it as necessary at PSA.

The Contractor shall plan and—exeeute-the System Validation Test (SVT),
execute as defined in WP7 (Paragraph 11.3.4), and conduct the System
Validation Rreview using the System Validation Test Report.

Reviews
System Requirements Review

The Contractor shall conduct System Requirements Review (SRR) as defined in
SOW, Paragraph 4.8.8 and provide the report.

Preliminary Design Review

The Contractor shall conduct Preliminary Design Review (PDR) as defined in
SOW, Paragraph 4.9.3 and provide the report.

Critical Design Review

The Contractor shall conduct Critical Design Review (SRR) as defined in SOW,
Paragraph 4.8.4 and provide the report.

Joint Technical Reviews

The Contractor shall plan and conduct Joint Technical Reviews (JTR) as
described in SOW, Subsection 4.5 and provide the JTR Reports.

System Validation Review
The Contractor shall plan and conduct System Validation Review (SVR) as
described in SOW, Paragraph 4.1314.76 and provide SVR Report.

Milestones

The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
SRR System Requirements Review 4
PDR Preliminary Design Review 6
CDR Critical Design Review 8
SVR System Validation Review Before 35
Deliverables

Work Package Deliverables are given below:

¢ Requirements Management Database (RMD)
o System Requirements Specification (SyRS)
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e User Interface Specification (UIS) (draft)
e Security Risk Assessment Report (SRA-R)
e System-Specific Security Requirements Statement (SSRS)-Draft
e Community Security Requirements Statement (CSRS)-Draft
e System Interconnection Security Requirements Statements (SISRS)-Draft
e Preliminary Software Architectural Design (SAD)
¢ Preliminary Database Design Description (DDD) (draft)
e System Design Specification (SDS)
= Requirements Traceability Matrix (RTM)
= System Security Design Specification (SSDS)
= Architecture Models
e System Security Design Specification (SSDS)
e Requirements Traceability Matrix (RTM)
e User Interface Mock-Up or Low Fidelity Prototype
¢ Interface Control Descriptions (ICDs) (external systems)
e TRITON Interface Control Description (ICD) (v1)
e System Validation Plan (SVP)
e System Validation Test Procedure (SVT-P)
¢ System Requirements Review Report (SRR-R)
e Preliminary Design Review Report (PDR-R)
o Critical Design Review Report (CDR-R)
e System Validation Review Report (SVR-R)
e Joint Technical Review Reports (JTR-R)
e Systems Engineering Working Group (SEWG) Minutes of Meeting
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WORK PACKAGE 3.1:
BUILD PROCESS 1 - TRITON-NS (PARTIAL)

General

Build Process 1 shall aim to develop and deliver TRITON-NS (Partial) on the NS
Domain with the requirements given in the SyRS as BL1. This delivery shall
include TRITON-NS Infrastructure Software and Operational Software.

BL1 delivery shall be a “Pilot System” which can be used for user evaluation
purposes at the operational site. A notional capability for the Pilot System is
depicted in Figure 5. The actual requirements allocation will be performed during
the System Requirements Analysis.

TRITON-NS BL1 Application \ Geographic \
View ] View
Mccis RMP-A oSS \
Operation- A OTHT GOLD Message | % MCCIS-A S
e S i )| e
Management 08 )
- RMP-B s \ N’
Nation Simulator 4 o5 D Message || Mation
(TCPIP) A 4 Operational Object Databases
mccis RMP-C o ss ) SOA \ System } Core |
Operation- C OTH-T GOLD Message Mccis-c k""fras‘ﬂ'ﬁu'? | Management | | Services |
\‘/ \\_—//V \'\.__/ \___,@/
‘ Server Operating System ’

[ Virtualised Environment ‘

Figure 5 — TRITON-NS (Partial) Capability

Work Package Dates

The WP3.1 PSD shall be PMR.

The WP3.1 PED shall be the end of installation activities and successful completion
of SIAT-1 followed by SiAR.

Activities

General

The Contractor shall conduct the software implementation activities as described
in SOW, Paragraph 4.10.2 to implement the TRITON Operational Software
Baseline 1 (BL1).

The Contractor shall establish Software Development Environment as defined
in SOW, Paragraph 4.10.2.2.
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The Contractor may start developing software which can be considered as
independent of the system-level requirements analysis and architectural design.
This software may include code libraries, system support libraries, automated
test framework, formatted message parsers, database management tools,
visualisation capabilities and other initial development activities which can be
altered according to design decisions.

The Contractor shall build the software infrastructure and integrate it with the
NATO Core Services on the NS Domain.

The Contractor shall include implementation of the non-functional requirements
specified in the SyRS allocated to this Baseline.

The Implementation Working Group (IWG) shall provide the necessary
technical support.

The Verification and Validation Group (VVWG) shall provide support for test
events.

The SEWG shall provide governance for the system-level design decisions.

Software Requirements Analysis

The Contractor shall perform the software requirements analysis as defined in
SOW, Paragraph 4.10.2.4.

The Contractor shall produce and maintain the Software Requirements
Specification (SRS), covering only those requirements allocated to this Baseline.

The Contractor shall prepare an initial version of the User Interface Specification
(UIS).

The Contractor shall prepare preliminary FAT, SIT, SSMAT and UAT Test
Procedures.

Software Architectural and Detailed Design

The Contractor shall perform the software architectural design as defined in
SOW, Paragraph 4.10.2.5.

The Contractor shall produce and maintain the Software Architecture
Description (SAD).

The Contractor shall design the databases and prepare a Database Design
Description (DDD) as an annex to the SAD.

The Contractor shall document the detailed design in Software Design
Description (SDD).

The Contractor shall design the GUI for each software item before the
construction and update the UIS during the construction.

The Contractor shall prepare TRITON Interface Control Description (ICD) (v2),
describing all external TRITON interfaces.

Software Construction

The Contractor shall perform the software construction activities as described in
SOW, Paragraph 4.10.2.7 and deliver the software.
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Concept Demonstration System

The objective of the Concept Demonstration System (CDS) is to demonstrate
the technology chosen by the Contractor to the Purchaser with basic capabilities.
A sample CDS configuration is given in Figure 6.

Client (workstation or laptop) (one or two monitors)

| Client I | Client I | Client I
4[ Network Switch ]7

[ Server and Storage ]

Unit

Figure 6 — Concept Demonstration System (CDS)
The CDS shall demonstrate at least the following:

e The selected technology for the infrastructure
¢ Running on virtualised environment

e \Web-based applications running on the server
e At least three (3) concurrent users

e Database management functions

e Formatted Message parser mechanisms (for at least one message for ADatP-
3 and at least one message for OTH-T GOLD)

e System Interface Service Framework
e Display symbology for Operational Objects.

The Contractor shall build the CDS, install it on the TRITON Test System at the
PMIC facilities of the Purchaser and activate it.

The Contractor may update the CDS during Software Construction.

Software Integration and Testing

The Contractor shall produce Software Test Description (STD) for each software
item in order to perform unit testing as described in SOW, Paragraph 4.10.2.7.

The Contractor shall perform the software integration and testing activities as
described in SOW, Paragraph 4.10.2.8 and provide the Test Procedures and
Guides for the testing activities at TRR-1.

The Contractor shall perform software qualification testing activities as
described in SOW, Paragraph 4.10.2.9.

The Contractor shall perform software verification activities as described in
SOW, Paragraph 4.10.2.10.
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The Contractor shall perform Internal System Test (IST) and deliver Internal
System Test Report (IST-R).

The Contractor shall conduct Source Code Review (SCR) and deliver Source
Code Review Report (SCR-R).

The Contractor shall execute Security Test and Evaluation (ST&E) as described
in SOW, Paragraph 4.12.12.2 and provide ST&E Report.

Software Version Description

The Contractor shall produce the Software Version Description (SVD) for this
Baseline as defined in SOW, Paragraph 4.10.2.11.

The final SVD shall be submitted at IPC.

System Integration

The Contractor shall perform System Integration Activity as defined in SOW,
Paragraph 4.11.2 in order to get prepared for the System Integration Test.

The Contractor shall provide support to the Purchaser to establish TRITON
Interoperability Test Centre (TITC) at PMIC Facilities for testing Nation
Interfaces on the NS Domain. The Contractor shall configure the TRITON Test
System — NS for individual tests and develop the necessary test harnesses with
test procedures. The Contractor shall support the Purchaser for performing tests
with Nations.

System Verification and Validation

The Contractor shall perform software verification and validation as part of
System Verification Process as defined in SOW, Subsection 4.12, and provide
the documents and reports.

The Contractor shall plan and execute the following tests:

e Factory Acceptance Test (FAT)

e System Integration Test (SIT)

e System Supportability and Maintenance Acceptance Test (SSMAT)
e User Assessment Test (UAT)

e Regression Test (RegT)

e V&YV Testing (IV&V)

The Contractor shall provide reports after each test.

The Contractor shall implement a Change Process to correct any software defects
detected during the tests.

Reviews
Software Requirements Review

The Contractor shall plan and conduct Software Requirements Review (SWRR-
1), and provide the SWRR Report.

Software Design Review
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The Contractor shall plan and conduct Software Design Review (SwDR-1), and
provide the SWDR Report.
User Assessment Reviews

The Contractor shall support at least two (2) User Assessment Reviews (UAR)
as defined in SOW, Paragraph 3.16.5.

Test Readiness Review

The Contractor shall plan and conduct Test Readiness Review (TRR-1) before
the FAT, and provide the TRR Report.

The Contractor shall demonstrate the use of Test Management Tool with actual
data.

IV&YV Planning Conferences

The Contractor shall support the Purchaser for Initial Planning Conference (IPC)
and Final Planning Conference (FPC) prior to the IV&YV Testing.

IV&V CCB will participate in the IPC and FPC.

System Verification Review
The Contractor shall plan and conduct System Verification Review (SVerR-1)
after the IV&V testing, and provide the SVerR Report.

Milestones

The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
SWRR-1 Software Requirements Review — BL1 5
SwDR-1 Software Design Review — BL1 8

CDS Demonstration with CDS 12
UAR-1.1 User Assessment Review 13
UAR-1.2 User Assessment Review 14

IST-1 Internal System Test 15

TRR-1 Test Readiness Review — BL1 16
FAT-1 Factory Acceptance Test —BL1 16

SIT-1 System Integration Test — BL1 17

SSMAT-1 System Supportability and Maintenance 17

Acceptance Test— BL1
UAT-1 User Assessment Test — BL1 17
RegT Regression Tests — BL1 18
IV&V-1 IV&V Testing — BL1 18
SVerR-1 System Verification Review — BL1 20
UAR User Assessment Review (as a UAT) 20
Close-out WP Close-out 20
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4.6. Deliverables

4.6.1. Work Package Deliverables are given below:

Software Requirements Specification (SRS) (v1)

User Interface Specification (UIS) (v1)

Software Architecture Description (SAD) (v1)

Database Design Description (DDD) (v1)

Software Design Description (SDD) (Cl-level set, for information)
Software Test Description (STD) (Cl-level set, for information)
TRITON Interface Control Description (ICD) (v2)

Software Version Description (SVD) (BL1)

Concept Demonstration System (CDS)

Test Management Tool (with actual data)

,Amd.2

Internal System Test Report (IST-R) (unit tests, system tests, regression tests)

Source Code Review Report (SCR-R)

Security Test and Evaluation Report (ST&E-R)

Factory Acceptance Test Report (FAT-R)

Security Operating Procedures (SecOps)

Security Implementation Verification Procedures (SIVP)
System Integration Test Report (SIT-R)

Software Installation Guide (SIG)

System Support and Maintenance Acceptance Test Report (SSMAT-R)
User Assessment Test Report (UAT-R)

Regression Test Reports (RegT-R)

Support to IV&V Testing (until pass)

Software Version Description (SVD) (BL1)
TRITON-NS Operational Software - BL1 (in AFPL)
Software Requirements Review Report (SWRR-R)
Software Design Review Report (SWDR-R)
Configuration Audit Report (CAUR)

Test Readiness Review Report (TRR-R)

System Verification Review Report (SVerR-R)
Working Group (WG) Meetings - Minutes
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WORK PACKAGE 3.2:
BUILD PROCESS 2 - TRITON-NU (FULL)

General

Build Process 2 shall aim to develop and deliver the full TRITON Operational
Software on the NU Domain with the requirements given in the SyRS as BL2. This
delivery shall include TRITON-NU Infrastructure Software and Operational
Software.

Work Package Dates

The WP3.2 PSD shall be determined at CP3.

The WP3.2 PED shall be OTRR-2 (after the successful completion of SIAT-2).

Activities
General

The Contractor shall conduct the software implementation activities as described
in SOW, Paragraph 4.10.2 to implement the TRITON Operational Software
Baseline 2.

The Contractor shall build the software infrastructure and integrate it with the
NATO Core Services on the NU Domain.

If the NATO Core GIS is not available on the NU Domain, the Contractor shall
provide an Interim Local Geospatial Service having, as a minimum, map
handling capability with an interface compliant with the Service Interface Profile
that NATO Core GIS provides. The capability shall be described in the proposal
and finalised at the CDR. This service can be used on TDKs if NATO Core GIS
is not available.

The Contractor shall include implementation of the non-functional requirements
specified in the SyRS for this Baseline.

The IWG shall provide the necessary technical support.

The VVVWG shall provide support for test events.

The SEWG shall provide governance for the system-level design decisions.
Software Requirements Analysis

The Contractor shall perform the software requirements analysis as defined in
SOW, Paragraph 4.10.2.4.

The Contractor shall update the SRS, covering the requirements allocated to this
Baseline.

The Contractor shall update the User Interface Specification (UIS).
Software Architecture Design

The Contractor shall perform the software architectural design as defined in
SOW, Paragraph 4.10.2.5.
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The Contractor shall update the SAD.
The Contractor shall update the DDD as the annex to the SAD.
The Contractor shall update the SDD.

The Contractor shall design the GUI for each software item before the
construction and update the UIS during the construction.

The Contractor shall prepare TRITON Interface Control Description (ICD) (v3),
describing all external TRITON interfaces.

Software Construction

The Contractor shall perform the software construction activities as described in
SOW, Paragraph 4.10.2.7.

Software Integration and Testing

The Contractor shall produce Software Test Description (STD) for each software
item in order to perform unit testing as described in SOW, Paragraph 4.10.2.7.

The Contractor shall perform the software integration and testing activities as
described in SOW, Paragraph 4.10.2.8 and provide the Test Procedures and
Guides for the testing activities at TRR-2.

The Contractor shall perform software qualification testing activities as
described in SOW, Paragraph 4.10.2.9.

The Contractor shall perform software verification activities as described in
SOW, Paragraph 4.10.2.10.

The Contractor shall perform Internal System Test (IST) and deliver Internal
System Test Report (IST-R).

The Contractor shall conduct Source Code Review (SCR) and deliver Source
Code Review Report (SCR-R).

The Contractor shall execute Security Test and Evaluation (ST&E) as described
in SOW, Paragraph 4.12.12.2 and provide ST&E Report.

Software Version Description

The Contractor shall produce the Software Version Description (SVD) for this
Baseline as defined in SOW, Paragraph 4.10.2.11.

The final SVD shall be submitted at IPC.

System Integration

The Contractor shall perform System Integration Activity as defined in SOW,
Paragraph 4.11.2 in order to get prepared for the System Integration Test.

The Contractor shall provide support to the Purchaser to establish TRITON
Interoperability Test Centre (TITC) at PMIC Facilities for testing Nation
Interfaces on the NU Domain. The Contractor shall configure the TRITON Test
System — NU for individual tests and develop the necessary test harnesses with
test procedures. The Contractor shall support the Purchaser for performing tests
with Nations.
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System Verification and Validation

The Contractor shall perform software verification and validation as part of
System Verification Process as defined in SOW, Subsection 4.12, and provide
the documents and reports.

The Contractor shall plan and execute the following tests:

e Factory Acceptance Test

e System Integration Test

e System Supportability and Maintenance Acceptance Test
e User Assessment Test

e Regression Test

e V&V Testing

The Contractor shall provide reports after each test.
The Contractor shall implement a Change Process to correct any software defects
detected during the tests.

Reviews

Software Requirements Review

The Contractor shall plan and conduct Software Requirements Review (SWRR-
2), and provide the SWRR Report.

Software Design Review

The Contractor shall plan and conduct Software Design Review (SwWDR-2), and
provide the SWDR Report.

User Assessment Reviews

The Contractor shall support at least two (2) User Assessment Reviews (UAR)
as defined in SOW, Paragraph 3.16.5.

Test Readiness Review

The Contractor shall plan and conduct Test Readiness Review (TRR-2) before
FAT, and provide the TRR Report.

IV&YV Planning Conferences

The Contractor shall support the Purchaser for Initial Planning Conference (IPC)
and Final Planning Conference (FPC) prior to the IV&V Testing.

IV&V CCB will participate in the IPC and FPC.
System Verification Review

The Contractor shall plan and conduct System Verification Review (SVerR-2)
after the IV&YV testing, and provide the SVerR Report.

Operational Test Readiness Review

The Contractor shall plan and conduct Operational Test Readiness Review
(OTRR), as defined in SOW, Paragraph 4.13.9, as the last activity of the Build
Process to set the system to operation for BL2, and provide the OTRR Report.
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5.5. Milestones
55.1. The Milestones for this Work Package are given below:
Milestone Description Date (MAC)
SWRR-2 Software Requirements Review — BL2 10
SwDR-2 Software Design Review — BL2 12
UAR-2.1 User Assessment Review 16
UAR-2.2 User Assessment Review 20
IST-2 Internal System Test 21
TRR-2 Test Readiness Review — BL2 22
FAT-2 Factory Acceptance Test — BL2 22
SIT-2 System Integration Test — BL2 23
SSMAT-2 System Supportability and Maintenance 24
Acceptance Test — BL2
UAT-2 User Assessment Test — BL2 24
RegT Regression Tests — BL2 25
IV&V-2 IV&V Testing — BL2 25
SVerR System Verification Review — BL2 26
OTRR-2 Operational Test Readiness Review — BL2 26
Close-out WP Close-out 26
5.6. Deliverables
5.6.1. Work Package Deliverables are given below:

Software Requirements Specification (SRS) (v2)
User Interface Specification (UIS) (v2)
Software Architecture Description (SAD) (v2)
Database Design Description (DDD) (v2)
Software Design Description (SDD) (Cl-level set, for information)
TRITON Interface Control Description (ICD) (v3)

Software Test Description (STD) (Cl-level set, for information)

Internal System Test Report (IST-R) (unit tests, system tests, regression tests)
Source Code Review Report (SCR-R)

Security Test and Evaluation Report (ST&E-R)
Factory Acceptance Test Report (FAT-R)

Security Operating Procedures (SecOps)

Security Implementation Verification Procedures (SIVP)

System Integration Test Report (SIT-R)

System Support and Maintenance Acceptance Test Report (SSMAT-R)

User Assessment Test Report (UAT-R)
Regression Test Reports (RegT-R)
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e Support to IV&V Testing

e Software Test Description (STD) (Cl-level set, for information)
e Software Version Description (SVD) (BL2)

e TRITON-NU Operational Software - BL2 (in AFPL)

e Software Requirements Review Report (SWRR-R)

e Software Design Review Report (SWDR-R)

e Configuration Audit Report (CAuR)

e Test Readiness Review Report (TRR-R)

e System Verification Review Report (SVerR-R)

e Operational Test Readiness Review Report (OTRR-R)

e Implementation Working Group (IWG) Meetings - Minutes
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WORK PACKAGE 3.3:
BUILD PROCESS 3 — TRITON-NS (FULL)

General

Build Process 3 shall aim to complete the TRITON Operational Software and
deliver the full capability on the NS Domain with the requirements given in the
SyRS as BL3. This delivery shall include TRITON-NS Operational Software.
Work Package Dates

The WP3.3 PSD shall be determined at CP4.

The WP3.3 PSD shall be the activation date determined by the Purchaser after
SWRR-2.

The WP3.3 PED shall be OTRR-3 (after the successful completion of SIAT-3).

Activities
General

The Contractor shall conduct the software implementation activities as described
in SOW, Paragraph 4.10.2 to implement the TRITON Operational Software
Baseline 3.

The Contractor shall include implementation of the non-functional requirements
specified in the SyRS for this Baseline.

The IWG shall provide the necessary technical support.

The VVVWG shall provide support for test events.

The SEWG shall provide governance for the system-level design decisions.
Software Requirements Analysis

The Contractor shall perform the software requirements analysis as defined in
SOW, Paragraph 4.10.2.4.

The Contractor shall update the SRS, covering the requirements allocated to this
Baseline.

The Contractor shall update the UIS.
Software Architecture Design

The Contractor shall perform the software architectural design as defined in
SOW, Paragraph 4.10.2.5.

The Contractor shall update the SAD.
The Contractor shall update the DDD as the annex to the SAD.
The Contractor shall update the SDD.

The Contractor shall design the GUI for each software item before the
construction and update the UIS during the construction.
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The Contractor shall prepare TRITON Interface Control Description (ICD) (v4),
describing all external TRITON interfaces.

Software Construction

The Contractor shall perform the software construction activities as described in
SOW, Paragraph 4.10.2.7.

Software Integration and Testing

The Contractor shall produce Software Test Description (STD) for each software
item in order to perform unit testing as described in SOW, Paragraph 4.10.2.7.

The Contractor shall perform the software integration and testing activities as
described in SOW, Paragraph 4.10.2.8 and provide the Test Procedures and
Guides for the testing activities at TRR-3.

The Contractor shall perform software qualification testing activities as
described in SOW, Paragraph 4.10.2.9.

The Contractor shall perform software verification activities as described in
SOW, Paragraph 4.10.2.10.

The Contractor shall perform Internal System Test (IST) and deliver Internal
System Test Report (IST-R).

The Contractor shall conduct Source Code Review (SCR) and deliver Source
Code Review Report (SCR-R).

The Contractor shall execute Security Test and Evaluation (ST&E) as described
in SOW, Paragraph 4.12.12.2 and provide ST&E Report.

Software Version Description

The Contractor shall produce the Software Version Description (SVD) for this
Baseline as defined in SOW, Paragraph 4.10.2.11.

System Integration

The Contractor shall perform System Integration Activity as defined in SOW,
Paragraph 4.11.2 in order to get prepared for the System Integration Test.

The Contractor shall provide support to the Purchaser to establish TRITON
Interoperability Test Centre (TITC) at PMIC Facilities for testing Nation
Interfaces on the NS Domain. The Contractor shall configure the TRITON Test
System — NS for individual tests and develop the necessary test harnesses with
test procedures. The Contractor shall support the Purchaser for performing tests
with Nations.

System Verification and Validation

The Contractor shall perform software verification and validation as part of
System Verification Process as defined in SOW, Subsection 4.12, and provide
the documents and reports.

The Contractor shall plan and execute the following tests:

e Factory Acceptance Test
e System Integration Test
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System Supportability and Maintenance Acceptance Test
User Assessment Test

Regression Test

IV&V Testing

The Contractor shall provide reports after each test.

The Contractor shall implement a Change Process to correct any software defects
detected during the tests.

Reviews

Software Requirements Review

The Contractor shall plan and conduct Software Requirements Review (SWRR-
3), and provide the SWRR report.

Software Design Review

The Contractor shall plan and conduct Software Design Review (SwDR-3), and
provide the SWDR Report.

User Assessment Reviews

The Contractor shall support at least two (2) User Assessment Reviews (UAR)
as defined in SOW, Paragraph 3.16.5.

Test Readiness Review

The Contractor shall plan and conduct Test Readiness Review (TRR-3) before
FAT, and provide the TRR Report.

IV&YV Planning Conferences

The Contractor shall support the Purchaser for Initial Planning Conference (IPC)
and Final Planning Conference (FPC) prior to the IV&V Testing.

IV&V CCB will participate in the IPC and FPC.
System Verification Review

The Contractor shall plan and conduct System Verification Review (SVerR-3)
after the IV&V testing, and provide the SVerR Report.

Operational Test Readiness Review

The Contractor shall plan and conduct Operational Test Readiness Review
(OTRR) as the last activity of the Build Process to set the system to operation
for BL3, and provide the OTRR Report.

Milestones

The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
SWRR-3 Software Requirements Review — BL3 10
SwDR-3 Software Design Review — BL3 14
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UAR-3.1 User Assessment Review 18
UAR-3.2 User Assessment Review 22
IST-3 Internal System Tests 25
TRR-3 Test Readiness Review — BL3 26
FAT-3 Factory Acceptance Test — BL3 26
SIT-3 System Integration Test — BL3 27
SSMAT-3 System Supportability and Maintenance 28
Acceptance Test — BL3
UAT-2 User Assessment Test — BL2 28
RegT Regression Test 28
IV&V-3 IV&V Testing — BL3 29
SVerR-3 System Verification Review — BL3 30
OTRR-3 Operational Test Readiness Review — BL3 30
Close-out WP Close-out 30

6.6. Deliverables

6.6.1. Work Package Deliverables are given below:

Software Requirements Specification (SRS) (v3)

User Interface Specification (UIS) (v3)

Software Architecture Description (SAD) (v3)
Database Design Description (DDD) (v3)

Software Design Description (SDD) (Cl-level set, for information)
TRITON Interface Control Description (ICD) (v4)

Software Test Description (STD) (Cl-level set, for information)
Internal System Test Report (IST-R) (unit tests, system tests, regression tests)

Source Code Review Report (SCR-R)

Security Test and Evaluation Report (ST&E-R)

Factory Acceptance Test Report (FAT-R)

Security Operating Procedures (SecOps)

Security Implementation Verification Procedures (SIVP)

System Integration Test Report (SIT-R)

System Support and Maintenance Acceptance Test Report (SSMAT-R)

User Assessment Test Report (UAT-R)
Regression Test Reports (RegT-R)
Support to IV&V Testing

Software Version Description (SVD) (BL3)

TRITON-NS Operational Software - BL3 (in AFPL)
Software Requirements Review Report (SWRR-R)

Software Design Review (SwWDR-3)
Configuration Audit Report (CAUR)
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Test Readiness Review Report (TRR-R)

System Verification Review Report (SVerR-R)
Operational Test Readiness Review Report (OTRR-R)
Implementation Working Group (IWG) Meeting - Minutes
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WORK PACKAGE 3.4:
BUILD PROCESS 4 —- TRITON-ACP CAPABILITY

General

Build Process 4 shall aim to provide TRITON ACP Capability with the TRITON
Deployable Kits for both NS and NU Domains with the requirements given in the
SyRS as BL4. This delivery shall include:

e TRITON-NS Infrastructure and Operational Software.

e TRITON-NU Infrastructure and Operational Software.
e Interim Local Geospatial Service

Work Package Dates

The WP3.4 PSD shall be proposed by the Contractor and approved by The
Purchaser during a PCR. The initial planning will be CP7.

The WP3.4 PED shall be OTRR-4 after the successful completion of Sea
Acceptance Test (SeAT).

Activities
General
The Contractor shall conduct the hardware implementation activities as

described in SOW, Paragraph 4.10.3 to implement the TRITON Deployable Kits
(TDK).

The Contractor shall also conduct the software implementation activities as
described in SOW, Paragraph 4.10.2 to implement the TRITON Operational
Software Baseline 4 to be used in TDKs.

The Contractor shall include implementation of the non-functional software
requirements specified in the SyRS for this Baseline.

If the NATO Core GIS is not available for TDKs, the Contractor shall provide
an Interim Local Geospatial Service having, as a minimum, map handling
capability with an interface compliant with the Service Interface Profile that
NATO Core GIS provides. The capability shall be described in the proposal and
its specification shall be finalised at the SRR. If NATO Core GIS is not available
on the NU Domain, the Interim Service to be developed for TDKSs can also be
used for Baseline 2 on the NU Domain.

The IWG shall provide the necessary technical support.

The VVWG shall provide support for test events.

The SEWG shall provide governance for the system-level design decisions.
Software Requirements Analysis

The Contractor shall perform the software requirements analysis as defined in
SOW, Paragraph 4.10.2.4.
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The Contractor shall update the SRS, covering the requirements allocated to this
Baseline.

The Contractor shall update the UIS.

The Contractor shall determine the COTS software to be used in TDK servers
and clients according to the specifications given in the SRS, and provide them
with the necessary licenses upon the Purchaser’s approval.

The Purchaser will provide MS Office applications for TDK Client Laptops_and
Workstations.

Hardware Requirements Analysis

The Contractor shall perform the Hardware Requirements Analysis Process as
defined in SOW, Paragraph 4.10.3.2.

The Contractor shall prepare Hardware Requirements Specification (HRS).

Software Architectural and Detailed Design

The Contractor shall perform the software architectural and detailed design as
defined in SOW, Paragraph 4.10.2.5 and 4.10.2.5.6.

The Contractor shall update the SAD.
The Contractor shall update the DDD as the annex to the SAD.
The Contractor shall update the SDD.

The Contractor shall design the GUI for each software item before the
construction and update the UIS during the construction.

The Contractor shall prepare TRITON Interface Control Description (ICD) (v5),
describing all external TRITON interfaces.

Hardware Design

The Contractor shall perform the Hardware Design Process as defined in SOW,
Paragraph 4.10.3.3.

The Contractor shall design the TDKs and prepare the Hardware Design
Description (HDD).

Software Construction

The Contractor shall perform the software construction activities as described in
SOW, Paragraph 4.10.2.7.

The Contractor shall develop the following software for ACP:
e TRITON-NS Operational Software for TDK-NS

e TRITON-NU Operational Software for TDK-NU
¢ Interim Local Geospatial Service.

Hardware Production

The Contractor shall produce one (1) TDK as described in SOW, Paragraph
4.10.3.4.
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The Contractor shall provide the TDK Client Workstations and Client Laptops
as defined in the SRS, Paragraph 4.4.1.7.5.

The Contractor shall install and activate all servers and clients of the TDK prior
to tests.

Software Integration and Testing

The Contractor shall produce Software Test Description (STD) for each software
item in order to perform unit testing as described in SOW, Paragraph 4.10.2.7.

The Contractor shall perform the software integration and testing activities as
described in SOW, Paragraph 4.10.2.8 and provide the Test Procedures and
Guides for the testing activities at TRR-4.

The Contractor shall perform software qualification testing activities as
described in SOW, Paragraph 4.10.2.9.

The Contractor shall perform software verification activities as described in
SOW, Paragraph 4.10.2.10.

The Contractor shall perform internal software and hardware tests and deliver
Internal System Test Report (IST-R).

The Contractor shall deliver Source Code Review Report (SCR-R).

The Contractor shall execute Security Test and Evaluation (ST&E) as described
in SOW, Paragraph 4.12.12.2 and provide the ST&E Report.

The Contractor shall perform infrastructure and operational software installation
on one TDK (Server and Clients) as defined in SOW, Paragraph 4.10.3.5.

Software Version Description

The Contractor shall produce the Software Version Description (SVD) for this
Baseline as defined in SOW, Paragraph 4.10.2.11.

The final SVD shall be submitted at IPC.
Hardware Verification

The Contractor shall plan and execute the First Article Acceptance Test (FAAT)
for the first HDI produced before the serial production as defined in SOW,
Paragraph 4.10.3.6 and provide the FAAT Report.

FAAT shall include the TDK Clients.
Serial Hardware Production

The Contractor shall perform serial hardware production of HDIs according to
the authorisation given by the Purchaser as defined in SOW, Paragraph 4.10.3.7.

System Integration

The Contractor shall perform System Integration Activity as defined in SOW,
Paragraph 4.11.2 in order to get prepared for the System Integration Test.
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The Contractor shall provide support to the Purchaser to establish TRITON
Interoperability Test Centre (TITC) in PMIC Facilities for testing ACP
Interfaces on the NS and NU Domains within System Integration Test (SIT) (see
SOW, Paragraph 4.11.3).

System Verification and Validation

The Contractor shall perform software verification and validation as part of
System Verification Process as defined in SOW, Subsection 4.12, and provide
the documents and reports.

The Contractor shall execute Factory Acceptance Test (FAT) for one HDI
including TRITON Operational Software BL4 as defined in SOW, Paragraph
4.10.3.8.2 and provide the FAT Report.

The Contractor shall plan and execute the following tests and provide reports:

System Integration Test

System Supportability and Maintenance Acceptance Test
User Assessment Test

Regression Test

The Contractor shall support IV&V Testing for one TDK as defined in SOW,
Paragraph 4.12.12.7.26. The TDK shall be tested as a standalone “system”.

The Contractor shall execute Sea Acceptance Test (SeAT) using one TDK as
defined in SOW, Paragraph 4.10.3.8.3 and provide the SeAT Report.

After the serial production is completed, the Contractor shall execute a serial of
Hardware Factory Acceptance Tests (Hw-FAT) for the remaining seven (7)
TDKs with nominal software tests and provide the FAT Reports.

The Contractor shall implement a Change Process to correct any software defects
detected during the tests.

Delivery

The Contractor shall deliver eight (8) TDKs as defined in SOW, Paragraph
4.10.3.9.

The location of the delivery will be determined by the Purchaser. It is expected
the delivery location will be NCI Agency-The Hague or NCI Agency-
Northwood (MARCOM).

The delivery date of the TDKs shall be accepted as the starting date of the
Warranty Period. The Warranty period for hardware is two (2) years. The
Warranty Period for the TRITON Operational Software installed on TDKs shall
start at FSA, and shall be valid for one (1) year.

Reviews
Software and Hardware Requirements Reviews

The Contractor shall plan and conduct Software Requirements Review (SWRR-
4), and provide SWRR Report.
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The Contractor shall plan and conduct Hardware Requirements Review
(HWRR), and provide HWRR Report.
Software and Hardware Design Reviews

The Contractor shall plan and conduct Software Design Review (SwDR-4), and
provide SWDR Report.

The Contractor shall plan and conduct Hardware Design Review (HWDR), and
provide HWDR Report.

User Assessment Review

The Contractor shall support at least one (1) User Assessment Review (UAR) as
defined in SOW, Paragraph 3.16.5.

Test Readiness Review

The Contractor shall plan and conduct Test Readiness Review (TRR-4) before
FAAT.

The TRR-4 shall include hardware units, their identification (i.e. models, part
numbers, and serial numbers) and physical conditions.

IV&YV Planning Conferences

The Contractor shall support the Purchaser for Initial Planning Conference (IPC)
and Final Planning Conference (FPC) prior to the IV&V Testing.

IV&V CCB will participate in the IPC and FPC.
Production Readiness Review

The Contractor shall plan and conduct Production Readiness Review (PRR), and
provide PRR Report.

System Verification Review

The Contractor shall plan and conduct System Verification Review (SVerR)
after the IV&YV Testing, and provide SVerR Report.

Operational Test Readiness Review

The Contractor shall plan and conduct Operational Test Readiness Review
(OTRR) as the last activity of the Build Process to set the system to operation
for BL4, and provide the OTRR Report.

Milestones

The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
SwRR-4 Software Requirements Review — BL4 18
HWRR Hardware Requirements Review 18
SwDR-4 Software Design Review — BL4 20
HwDR Hardware Design Review 20
UAR User Assessment Review 22
Hw-TRR Hardware Test Readiness Review 23
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FAAT First Article Acceptance Test 24
PRR Production Readiness Review 24
TRR-4 Test Readiness Review — BL4 26
FAT-4 Factory Acceptance Test (with BL4 software) 26
SSMAT-4 System Supportability and Maintenance 27
Acceptance Test — BL4
RegT Regression Tests 28
IV&V-4 IV&V Testing — BL4 29
SVerR System Verification Review — BL4 (on one TDK) 29
FATs Factory Acceptance Tests for other 7 TDKs 28-30
SeAT Sea Acceptance Test 30
OTRR-4 Operational Test Readiness Review 30
Close-out WP Close-out 30
7.6. Deliverables
7.6.1. Work Package Deliverables are given below:

Software Requirements Specification (SRS) (v3)

User Interface Specification (UIS) (v3)

Software Architecture Description (SAD) (v3)

Database Design Description (DDD) (v3)

Software Design Description (SDD) (Cl-level set, for information)
TRITON Interface Control Description (ICD) (v5)

Software Test Description (STD) (Cl-level set, for information)
Internal System Test Reports (unit tests, system tests, regression tests)
Source Code Review Report (SCR-R)

Security Test and Evaluation Report (ST&E-R)

First Article Acceptance Test Report (FAAT-R)

Security Operating Procedures (SecOps)

Security Implementation Verification Procedures (SIVP)

System Integration Test Report (SIT)

TDK Factory Acceptance Test Report (FAT-R)

= for one TDK

= for seven TDKs

Sea Acceptance Test Report (SeAT-R)

System Support and Maintenance Acceptance Test Report (SSMAT-R)
Support to IV&V Testing

Software Version Description (SVD) (BL4)

Software

e TRITON-NS Infrastructure and Operational Software - BL4 (in AFPL)
e TRITON-NU Infrastructure and Operational Software - BL4 (in AFPL)
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e Interim Local Geospatial Service
e Hardware

e Eight (8) sets of TRITON Deployable Kits (each including one NS and one
NU unit)

e Software Requirements Review Report (SWRR-R)

e Hardware Requirements Review Report (HWRR-R)

e Software Design Review Report (SWDR-R)

e Hardware Design Review Report (HWDR-R)

e Configuration Audit Report (CAuR)

e Production Readiness Review Report (PRR-R)

e Test Readiness Review Report (TRR-R)

e System Verification Review Report (SVerR-R)

e Operational Test Readiness Review Report (OTRR-R)

¢ Implementation Working Group (IWG) Meeting Reports
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WORK PACKAGE 4:
VISUALISATION COMPONENT PROVISION

General

The C4ISR Visualisation Component (VC) shall be implemented within this Work
Package.

The Contractor shall include implementation of the non-functional requirements
specified in the SyRS for the initial Baseline of the VC.

Work Package Dates

The WP4 PSD shall be PMR.

The WP4 PED shall be the successful completion of Component Acceptance Test
(CAT).

Activities

General

The Contractor shall conduct the software implementation activities as described
in SOW, Paragraph 4.10.2 to implement the VVC.

Visualisation Component Working Group (VCWG) shall provide technical
support to the implementation activities.

The SEWG shall provide governance for the system-level design decisions.
The VVWG shall provide support for test events.

In case the VC is not available at the time of early TRITON Baseline deliveries,
the Contractor shall provide an interim Visualisation Capability (for the
Geospatial View). This capability shall be replaced when the actual VC becomes
functional.

The Contractor shall deliver C4ISR Visualisation Component as a standalone
software package.

The Contractor shall deliver Reusable User Interface (Ul) Components as
defined in the SRS, allowing to be used in development of the Application View.
The Ul Components shall be documented in the VC ICD and delivered as
reusable software elements.

The Contractor shall deliver the Symbology Service as defined in the SRS.
Incremental Development

The Contractor shall apply Incremental Development and Multiple Deliveries
approach for the VC.

The Contractor shall plan three (3) Baseline Deliveries within the Performance
Dates of the Work Package. Each Baseline shall have its own software life cycle
as described below.

Software Requirements Analysis

NATO UNCLASSIFIED

Book I, Part IV, Annex B Page 43



8.3.3.1.

8.3.3.2.

8.3.3.3.

8.3.3.4.

8.3.3.5.

8.3.4.
8.3.4.1.

8.3.4.2.
8.3.4.3.
8.3.4.4.
8.3.4.5.

8.3.4.6.
8.3.4.6.1.

8.3.4.6.2.

8.3.4.6.3.

8.3.5.
8.3.5.1.

8.3.5.2.

8.3.6.

8.3.6.1.

8.3.6.2.

NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2

The Contractor shall perform the software requirements analysis as defined in
SOW, Paragraph 4.10.2.4.

The Contractor shall prepare a Software Requirements Specification (SRS)
covering only the requirements allocated to the VC.

The Contractor shall prepare the VC FAT Test Procedures to be used at each
FAT. The preliminary FAT Procedures shall be made available at each VC
SWRR and delivered at each TRR.

The Contractor shall prepare the Component Acceptance Test (CAT) Procedure
at VC-SwWRR-3.

The Contractor shall plan and execute VC Software Requirements Review (VC-
SwWRR) for each Baseline, namely SWRR-1, 2 and 3.

Software Architectural and Detailed Design

The Contractor shall perform the software architectural and detailed design as
defined in SOW, Paragraph 4.10.2.5/ 6.

The Contractor shall prepare an SAD at the first Baseline and update it thereafter.
The Contractor shall prepare an SDD at the first Baseline and update it thereafter.
The Contractor shall prepare a UIS at the first Baseline and update it thereafter.

The Contractor shall plan and execute VC Software Design Review (VC-SwWDR)
for each Baseline, namely SWDR-1, 2 and 3.

VC Interface Control Description

The VC Interface Control Description (VC ICD) shall include external
interfaces of the VC including the Symbology Service.

The Contractor shall prepare the initial VC ICD and make it available during
the VC-SwWDR-1. After agreeing on the initial version, the VC ICD shall be
made available to the TRITON Build Processes.

The VC ICD shall be updated at VC-SwDR-2 and 3 thereafter.

Software Construction

The Contractor shall perform the software construction activities as described in
SOW, Paragraph 4.10.2.7.

The Contractor shall develop and deliver Reusable Graphical Components as
stated in the Contractual SRS. When commercial components are intended to be
used the Purchaser’s approval shall be requested.

Software Testing

The Contractor shall produce Software Test Description (STD) for the VC as a
standalone component as described in SOW, Paragraph 4.10.2.7.

The Contractor shall deliver Source Code Review Report (SCR-R) at VC-TRR-
2. If necessary, another review shall be conducted and the SCR-R shall be
delivered at VC-TRR-3.
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The Contractor shall plan and execute Test Readiness Review (TRR) for each
Baseline, namely TRR-1, 2 and 3, and provide the TRR Report.

The Contractor shall execute a FAT for each Baseline using the FAT Procedure
and provide the FAT Report.

The Contractor shall prepare Software Installation Guide (SIG) for the VC and
its sub-components.

Software Version Description

The Contractor shall produce the Software Version Description (SVD) for each
Baseline as defined in SOW, Paragraph 4.10.2.11 and submit them at each VC-
TRR.

Component Acceptance Test

The Contractor shall plan and execute Component Acceptance Test (CAT) at the
end of the implementation process. The CAT shall cover stand-alone
functionality, supportability, sustainment and maintenance aspects of the
component.

The Contractor shall prepare CAT Procedure and submit it to the Purchaser at
VC-TRR-3.

The Contractor shall provide the CAT Report (CAT-R) within three (3) days
after the test event.

Software Maintenance
The Contractor shall maintain the VVC software until FSA as described in SOW,
Paragraph 5.4.3.

Reviews

Software Requirements Review

The Contractor shall plan and conduct VVC Software Requirements Review (VC-
SWRR) for each Baseline, and provide the VC-SWRR Report.

Software Design Review

The Contractor shall plan and conduct VVC Software Design Review (VC-SwDR)
for each Baseline, and provide the VC-SwDR Report.

Test Readiness Review

The Contractor shall plan and conduct VC Test Readiness Review (VC-TRR)
before each FAT, and provide the VC-TRR Report.

Component Acceptance Review

The Contractor shall plan and conduct Component Acceptance Review (CAR)
after the CAT.

The CAR shall include the assessment of the component, including the software
transition.

The Contractor shall provide the CAR Report within three (3) days after the
review.
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8.5. Milestones
8.5.1. The Milestones for this Work Package are given below:
Milestone Description Date (MAC)
VC-SwWRR-1 | Software Requirements Review — BL1 4
VC-SWDR-1 | Software Design Review — BL1 6
ICD Initial ICD 6
Ul Comp Initial User Interface Components 8
VC-TRR-1 Test Readiness Review — BL1 12
VC-FAT-1 Factory Acceptance Test — BL1 12
VC-BL1 Baseline 1 Delivery 14
VC-SWRR-2 | Software Requirements Review — BL2 12
VC-SwDR-2 | Software Design Review — BL2 14
VC-TRR-2 Test Readiness Review — BL2 20
VC-FAT-2 Factory Acceptance Test — BL2 20
VC-BL2 Baseline 1 Delivery 22
VC-SWRR-3 | Software Requirements Review — BL3 18
VC-SWDR-3 | Software Design Review — BL3 20
VC-TRR-3 Test Readiness Review — BL3 24
VC-FAT-3 Factory Acceptance Test — BL3 25
VC-BL3 Baseline 1 Delivery 26
VC-TRR (Component) Test Readiness Review 33
CAT Component Acceptance Test 34
CAR Component Acceptance Review 34
Close-out WP Close-out 35
8.6. Deliverables
8.6.1. Work Package Deliverables are given below:

VC Software Requirements Specification (SRS) (for each BL)
VC Software Architecture Description (SAD) (for each BL)

V/C Software Design Description (SDD) (for each BL)

VC User Interface Specification (UIS) (for each BL)

V/C Interface Control Description (ICD) (a version at each SWDR)
VC Software Requirements Review Reports (SWRR-R) (for each BL)
VC Software Design Review Reports (SWDR-R) (for each BL)
Test Readiness Review Reports (TRR-R) (for each BL)

Delivery of interim VC

Initial Reusable User Interface Component Set (with guidance)
VC Test Procedures (for each BL)

VC Source Code Review Report (SCR-R)
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e VC Test Readiness Review Report (TRR-R) (for each BL)

e VC Factory Acceptance Test Report (FAT-R) (for each BL)

e VC Software Installation Guide (SIG) (for each BL)

e VC Software Version Description (SVD) (for each BL)

e Component Acceptance Test Report (CAT-R)

e Component Acceptance Review Report (CAR-R)

¢ Visualisation Component Working Group (VCWG) Meetings - Minutes
e CA4ISR Visualisation Component — VC-BL1

e C4ISR Visualisation Component — VC-BL2

e CA4ISR Visualisation Component — VC-BL3

e Final Reusable User Interface Component Set (with guidance)
e Symbology Service (together with an ICD)
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WORK PACKAGE 5:
SYSTEM TRANSITION

General

The Contractor shall plan and execute the System Transition Process as described
in SOW, Subsection 4.13, for the TRITON Baselines as indicated in the related
Work Packages.

Within this Work Package the Contractor shall:

e Plan installation activities

e Perform site surveys

o Install the system at the Authorised Locations

e Activate the system at the Organizational Nodes
e Provide initial training

e Support provision of training.

The Contractor shall prepare the System Transition Plan (STrP) as described in
SOW, Paragraph 4.13.2, and deliver the draft to the Purchaser at CDR and submit
the updated version at least thirty (30) days before the TRR-2.

The Contractor shall perform the training-related activities as defined in SOW,
Paragraph 4.13.7 and Subsection 5.8.

As Baselines become ready in each Build Process, the Contractor shall install and
activate TRITON PBL (NS and NU) at the Authorised Locations.

The System Transition Working Group (STWG) shall provide the necessary
technical support to the System Transition activities.

Work Package Dates

The WP5 PSD shall be CDR.

The WP5 PED shall be FSA.

Activities
Site Surveys

The Contractor shall perform the Site Surveys as defined in SOW, Paragraph
4.13.3 for the Authorised Locations listed in Table 9-1.

Table 9-1 — Authorised Locations for Site Survey

Serial Location Survey Date Date (MAC)
1 Data Centre 1 — SHAPE, Mons | After the CDR 8-10
2 Enhanced Node — MARCOM After the CDR 8-10
3 Data Centre 1 — SHAPE, Mons | At least one (1) month 28-30
prior to the installation.
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4 Data Centre 2 — JFC Naples, At least one (1) month 29-30
Lago Patria prior to the installation.

5 Data Centre 3 — Brussels At least one (1) month 33-34
prior to the installation.

6 DCIS (locations to be defined) | At least one (1) month 33-34
prior to the installation.

The Contractor shall conduct the first Site Survey at the Data Centre and the
second at MARCOM, including the survey of NATO Communication
Infrastructure between MARCOM and Enterprise Data Centres.

The Contractor shall perform other Site Surveys at the Data Centres and DCIS
(location to be confirmed).

The Purchaser will have the right to change the location of the Site Survey and
inform the Contractor one month prior to the event.

Site Survey Reports

The Contractor shall prepare a Site Survey Report (SS-R) for each site.

The Contractor shall deliver the SS-R to the Purchaser no later than one (1) week
after the survey.

The Purchaser will decide whether to activate the Optional Package for COTS
Software Provision (WP9) in accordance with the SS-R for the first survey.

The Purchaser will then decide on which site TRITON will be installed.
The Contractor shall update the STrP according to the final installation plan.

Site Preparation

The Contractor shall perform the Site Preparation as defined in SOW, Paragraph
4.13.5 after SQR at each site.

Static Site Installation

The Contractor shall perform the Site Installation activities as defined in SOW,
Paragraph 4.13.6. If any additional COTS software products and licenses are
needed, the Purchaser will activate the optional Work Package (WP9) of this
Contract. The Contractor shall provide the necessary services and support
required to install, configure and activate the additional COTS software
products. This support includes original manufacturer’s on-site support if
necessary.

The Contractor shall perform the Pre-Installation Check (PIC) and Site Software
Installation activities as defined in SOW, Paragraph 4.13.6.1. The type of the
Installation Site shall be taken into account for planning the activities.

The Contractor shall install TRITON primarily at the following Enterprise Data
Centres (DC) as the main Authorised Locations:

e Data Centre 1 — SHAPE, Mons (DC-1)
e Data Centre 2 — JFC Naples, Lago Patria (DC-2)
e Data Centre 3— NATO HQ, Brussels (DC-3)

NATO UNCLASSIFIED

Book I, Part IV, Annex B Page 49



NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2

9.3.4.4. According to the Site Survey, if the Purchaser decides to install an instance of
TRITON at MARCOM instead of DC-1, then the Contractor shall install
TRITON on the Enhanced Node at MARCOM. Subsequent installations shall be
performed on DC-1 and DC-2 upon the Purchaser’s decision. The Purchaser will
decide on the mode of an installation (Active, Hot-standby, Warm-standby,
Cold-standby) according to the operational needs.

9.3.4.5. The final situation after all installations are complete is illustrated in Figure 7.

Standard Node Deployed Node Standard Nodes Enhanced Node Remote Nodes

NATO | |
NCI | | | S
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Test Sys. Test Sys.

-

TRITON-NS
Ref.Sys
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Figure 7 — TRITON Installations

9.3.4.6. If a TRITON installation has already been done for a Baseline (e.g. BL3
delivery), a remote upgrade for the Operational Software shall be applied.

9.3.4.7. Establishing TRITON Support Systems

9.34.7.1. The Contractor shall establish the TRITON Support Systems at the locations
indicated in Table 9-2. The details of Support Systems Locations are
explained in SOW, Paragraph 1.4.3.7:

Table 9-2 — TRITON Support Systems

Support System Ogg;?vvgrlal Primary Location

Test System TRITON-NS Test Node Location
TRITON-NU Test Node Location

Reference System | TRITON-NS Reference Node Location
TRITON-NU Reference Node Location

Training System TRITON-NS Individual Training Node Location
TRITON-NU Individual Training Node Location
TRITON-NS Collective Training Node Location
TRITON-NU Collective Training Node Location
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The Test Systems shall be established after SWDR-1 and SwDR-2 for BL1
and BL2 respectively. They will be used for design validation during software
construction process and User Assessment Reviews/Tests. The full capability
of the Test Systems shall be available at TRRs.

The Purchaser will provide the initial guidance to prepare the test data on the
Test Systems. The actual test data shall be prepared by the Contractor to cover
all test cases.

The Test Systems will be also used as TRITON Interoperability Test Centre
(TITC) at PMIC to support testing Nation Interfaces with each Nation.

The Training System locations will be determined by the Purchaser at the
time of deployment.

The technical requirements for the Support Systems are given in SRS,
Subsection 4.5.

The Contractor shall update the infrastructure and operational software for
the Support Systems as necessary until FSA.

The Contractor shall perform the software installation activities for Product
Baseline (PBL), Operational Baseline (OBL), Support Systems and TDKSs as
listed in Table 9-3:

Table 9-3 — Installation Activities

Product BL Location Activity Date
TRITON-NS BL1 |Test Node Location |Full installation |After SwDR-1
Test System
TRITON-NS Ly |Reference Node |- irstallation | After BLL IVaV
Reference System Location
TRITON-N il
onL ON-NS(Pllo) 15 1 |pc-1 or MARCOM | Full installation | After BLL IV&V
TRITON-N . . .

© v BL2 |Test Node Location |Full installation |After BL2 IV&V

Test System
TRITON-NU Lo |Reference Node |- ihsiallation | After BL2 VeV
Reference System Location
TRITON-NU gLz |raining Node Full installation | After BL2 IV&V
Training System Location
TRITON-N . .
OBL © v BL2 |DC-1 or MARCOM |Fullinstallation |After BL2 IV&V
TRITON-NS .

BL3 |Test Node Location |Upgrade After BL3 IV&V
Test System
TRITON-NS

L3 |Reference Node |\, e After BL3 IV&V
Reference System Location
TRITON-NS pL3 | raining Node Full Installation | After BL3 IV&V
Training System Location
TRITON-NS
OBL BL3 |DC-1 or MARCOM |Upgrade After BL3 IV&V
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EEE-NS BL4 |Test Node Location |Full installation |After BL4 IV&V
EEE-NU BL4 |Test Node Location |Full installation |After BL4 IV&V
TRITON-NS BL3 [DC-2 Full installation | After PSA
OBL
TRITON-NU BL3 [DC-2 Full installation | After PSA
OBL
TRITON-NS DC-3 . .
OBL BL3 (if not MARCOM) Full installation |After PSA
TRITON-NU DC-3 . .
OBL BL3 (if not MARCOM) Full installation | After PSA
S;IJON_NS BL3 |DCIS Location Full installation |After PSA
S;IJON_NS BL3 |DCIS Location Full installation |After PSA
S;IJON_NS BL3 |DCIS Location Full installation |After PSA
S;IJON_NS BL3 |DCIS Location Full installation |After PSA
TRITON-NS New .
OBL Rel. DC-1 or MARCOM |Upgrade During OT&E
TRITON-NU New .
OBL Rel. DC-1 or MARCOM |Upgrade During OT&E
TRITON-NS New .
OBL Rel. DC-2 Upgrade During OT&E
TRITON-NU New .
OBL Rel. DC-2 Upgrade During OT&E
TRITON-NS New |DC-3 .
OBL Rel. |(if not MARCOM) | UP9rade During OT&E
TRITON-NU New |DC-3 .
OBL Rel. |(if not MARCOM)  |UP9rade During OT&E
TDK-NS New .
OBL Rel. Test Node Location |Upgrade End of OT&E
TDK-NU New .
OBL Rel. Test Node Location |Upgrade End of OT&E
TRITON-NS New Test Node Location |Upgrade End of OT&E
Test System Rel.
TRITON-NS New | Reference Node
Reference System |Rel. |Location Upgrade End of OT&E
TRITON-NS New | Training Node

. . U d End of OT&E
Training System Rel. |Location pgrade nao
TRITON-NU N .

ew Test Node Location |Upgrade End of OT&E

Test System Rel.
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TRITON-NU New |Reference Node

Reference System |Rel. |Location Upgrade End of OT&E
TRITON-NU New | Training Node

Training System Rel. |Location Upgrade End of OT&E

DCIS Installation

The Contractor shall perform installation and activation activities for four (4)
Deployable CIS (DCIS) at locations which require final confirmation. The DCIS
installation sites are assumed to be in Europe.

The Contractor shall upgrade the Operational Software and the infrastructure (if
any patch is available) of the Deployable Systems after each new Baseline, and
after each new software release.

The Contractor shall install “TRITON-NS Configuration” on a virtualised
environment provided by the DCIS infrastructure (named as DragonFly).

The Contractor shall execute SiAT for the installation at DCIS, plan and conduct
one SIAR when all installation activities are completed and provide the report.

Ship Installation

The Contractor shall install one TRITON Deployable Kit on board a selected
ship at a port as defined in SOW, Paragraph 4.13.6.3, integrate it with the
allowed ship systems and perform Sea Acceptance Test (SeAT).

The Purchaser will coordinate the ship, the port and the date, and inform the
Contractor at least one (1) month prior to the installation.

Physical Configuration Audit

The Contractor shall perform Physical Configuration Audit (PCA) as defined in
SOW, Paragraph 4.13.6.4 for each Baseline at the designated Installation Sites
and provide PCA Reports.

Static Site Activation

The Contractor shall perform Site Activation as defined in SOW, Paragraph
4.13.6.6 for each Baseline at the designated Installation Sites.

The Contractor shall execute the Site Activation Test (SIAT) as defined in SOW,
Paragraph 4.13.6.8 for each Baseline at each Static Installation Site, and provide
the reports.

Unless otherwise stated by the Purchaser, Site Activation will be performed at
the Installation Site and MARCOM concurrently.

Organizational Node Activation

The Contractor shall execute the On-site User Assessment Test (On-site UAT)
as defined in SOW, Paragraph 4.13.6.7.8 for each Baseline at MARCOM until
PSA, and provide the UAT Report. MARCOM will be the only Organizational
Node on which all Baselines are activated until PSA_(TRITON-NS and NU).

The Contractor shall perform Organizational Node Activation as defined in
SOW, Paragraph 4.13.6.7 at the following Authorised Locations (TRITON-NS):
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SHAPE — Mons
JFC — Naples
JFC — Brunssum

AIRCOM — Ramstein

Organizational Node Activation shall include provision of the planned Training
Courses_and On-the-Job Training.

The Contractor shall plan and execute Organizational Node Acceptance Review
(ONAR) after the activities are completed.

Training Need Analysis

The Contractor shall perform Training Need Analysis (TNA) as defined in SOW,
Paragraph 5.8.2 and provide the TNA Report.

Training Courses

The Contractor shall provide the Training Courses for each Baseline of the

TRITON Capability as specified in SOW, Paragraph 5.8.10.

The Contractor shall provide the Training Courses listed in Table 9-4 as a

minimum.

Table 9-4 — Training Courses to be provided

Training

MOC Operators

Course Name Audience Location Date
TRITON-NS System System DC-1or After BL1 installation
Administrator Training | Administrators MARCOM
TRITON-NS Operator | MARCOM MARCOM After BL1 installation
Training MOC Operators
TRITON-NS System NCI Agency MARCOM or | After BL1 installation
Support Training C2 Service Line; NCIA-TH

MARCOM Support

Staff
TRITON-NS System NCI Agency NCIA-TH After BL1 installation
Maintenance Training | C2 Service Line
TRITON-NU System System DC-1or After BL2 installation
Administrator Training | Administrators MARCOM
TRITON-NU Operator | MARCOM MOC MARCOM After BL2 installation
Training and NSC Operators
TRITON-NU System NCI Agency MARCOM or | After BL2 installation
Support Training C2 Service Line; NCIA-TH

MARCOM Support

Staff
TRITON-NU System NCI Agency NCIA-TH After BL23
Maintenance Training | C2 Service Line installation
TRITON-NS System System DC-1 or After BL3 installation
Administrator Training | Administrators MARCOM
TRITON-NS Operator | MARCOM MARCOM After BL3 installation
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TRITON-NS System NCI Agency MARCOM or | After BL3 installation
Support Training C2 Service Line; NCIA-TH
MARCOM Support
Staff
TRITON-NS System NCI Agency NCIA-TH After BL3 installation
Maintenance Training | C2 Service Line
TDK Maintenance NCI Agency NCIA-TH After the final HW-
Training C2 Service Line; FAT
MARCOM Support
Staff
TDK User Training National NCIA-TH After OTRR-4
Representatives
(ship crew)
TRITON-NS and NU National NCIA-TH After PSA
Nations Training Representatives
(HQ staff)
Trainer Training NCI Agency NCIA-TH After PSA
Trainers
Software Maintenance | NCI Agency NCIA-TH Before FSA
Training (see 9.3.14) C2 Service Line

9.3.11.3.

Courses listed in Table 9-5 as a minimum.

The Contractor shall support the NCI Agency Trainers for providing the Training

Table 9-5 - Training Courses to be supported

Training Name Audience Location Date
TRITON-NS System System DC-1 After BL3 installation
Administrator Training | Administrators
TRITON-NS System CSU Staff DC-1 After BL3 installation
Support Training
TRITON-NS System System DC-2 After BL3 installation
Administrator Training | Administrators
TRITON-NS System CSU Staff DC-2 After BL3 installation
Support Training
TRITON-NS System System DC-3 After BL3 installation
Administrator Training | Administrators
TRITON-NS System CSU Staff DC-3 After BL3 installation
Support Training
TRITON-NS User HQ staff SHAPE After PSA
Training
TRITON-NS User HQ staff JFC-Naples After PSA
Training
TRITON-NS User HQ staff JFC-Brunssum | After PSA
Training
TRITON-NS User HQ staff AIRCOM After PSA
Training
TRITON-NS User NATO Command | NCIA-TH Before the first
Training Structure Staff planned exercise
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TRITON-NS Operator | HQ Staff MARCOM Before the first
Training planned exercise
TRITON-NS Operator | HQ Staff MARCOM Before the second
Training planned exercise
TRITON-NS Operator | HQ Staff MARCOM Before the third
Training planned exercise

The Contractor shall provide the Computer-Based Training (CBT) capability,
hard copy and electronic copy of the Training Materials to each trainee one week
before the training event.

The Contractor shall provide Test Crew Training for the Purchaser’s test staff as
defined in SOW, Paragraph 5.8.8.

The Contractor shall collect the feedback from each course participant on the
quality of the provided courses and used Training Materials, develop the
Training Course Report (SOW, Paragraph 5.8.12) and submit to the Purchaser
within one week after the training.

The Contractor shall update the Training Materials based on the collected
feedback information. The changes have to be authorised by the Purchaser.

Site Acceptance

The Contractor shall perform Site Acceptance process including the following
and provide the reports:

e Provisional Site Acceptance (PSiA) and Observation Sheet

e Technical Transfer Meeting

e Final Site Acceptance (FSiA) and Site Acceptance documents

e System Statement of Conformance (SSC)

e Site Acceptance Review (SIAR) and its report

The Installation Sites that are subject to assessment in the scope of FSiA are
listed in Table 9-6.

Table 9-6 — Sites subject to Final Site Acceptance

Serial Location System to be Installed

1 NCI Agency TRITON-NS Test System, BL1
The Hague TRITON-NU Test System, BL2

5 NCI Agency TDK-NS, BL4 on TRITON-NS Test System
The Hague TDK-NU, BL4 on TRITON-NU Test System

3 NCI Agency TRITON-NS Reference System, BL1
The Hague or Mons TRITON-NU Reference System, BL2

TRITON-NS PBL, BL1
4 | DC-1orMARCOM TRITON-NU OBL, BL2

(if indicated by Purchaser) | . -\ \o OBL, BL3

TRITON-NS Training System (on NS)
TRITON-NU Training System (on NU)
TRITON-NU, BL2 (on NU)
TRITON-NS, BL3 (on NS)

5 DC-1

6 DC-2
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7 DC-3 TRITON-NU, BL2 (on NU)
TRITON-NS, BL3 (on NS)
DCIS Sites
; . 4 X TRITON-NS, BL M
8 (Location to be defined) X ON-NS, BL3 (on MS)

System-level Testing

Multi-Site Operation Test

The Contractor shall plan and conduct Multi-Site Operation Test (MSOT) as
defined in SOW, Paragraph 4.13.11.

MSOT shall be planned after all installations are completed.

The Contractor shall provide the Test Procedures before the MSOT and
prepare a report after the test.

Support to Federated Mission Network Testing

The Contractor shall provide support to Federated Mission Network (FMN)
Testing as described in SOW, Paragraph 4.13.12.

The tests shall be executed in two steps: Initial and Final. The total level of
effort expected for supporting this activity shall be no less than twenty (20)
man-days for each step. Man-days can be transferred between the test events
upon Purchaser’s approval.

Release Management

During the three-level support activities, the Contractor shall perform software
upgrades and conduct Release Management as described in SOW, Paragraph
5.6.6.

Software upgrades (i.e. minor releases, patches) may be performed remotely.
Major releases may require on-site support such as updating documentation and
on-the-job training.

The Contractor shall deliver the Release and Deployment Plan (RDP) at SQR-2
and update as necessary thereafter.

Software Transition

The Contractor shall prepare and deliver the Software Transition Plan (SwTrP)
as defined in SOW, Paragraph 4.17.2 at SWTrRR.

The Contractor shall provide the source code and documentation for the
delivered TRITON software. An initial copy shall be provided at SWTrRR and
updated thereafter. The final version of RMD shall also be delivered as a
DOORS module.

The Contractor shall perform the software transition activities as defined in
SOW, Software Transition Process (Subsection 4.17) for the following:

e TRITON Operational Software — NS
e TRITON Operational Software — NU
e TRITON Deployable Kit Operational Software — NS
e TRITON Deployable Kit Operational Software — NU
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e TRITON Test System Software — NS

e TRITON Test System Software — NU

e TRITON Reference System Software — NS

e TRITON Reference System Software — NU

e TRITON Training System Software — NS

e TRITON Training System Software — NU

e C4ISR Visualisation Component
e Component Software for Server and Client
e Reusable User Interface Components
e Symbology Service

The Contractor shall provide the Software Maintenance Training, as defined in
SOW, Paragraph 5.8.14, to the NCI Agency C2 Service Line staff or
representatives of the Purchaser at the NCI Agency The Hague premises.

The Contractor shall prepare Computer Programming Manual (CPM) and make
the software source code available for the Software Maintenance Training.

The Contractor shall plan and conduct Software Transition Validation Test
(SWTrVT) and provide the SWTrVT Report.

System Rolling-out

The Contractor shall complete installation and activation of TRITON
Operational Software at the Authorised Locations until FSA.

The Contractor shall provide the Training Courses as described in the Training
Plan (TP).

Reviews

Training Readiness Review

The Contractor shall plan and conduct Training Readiness Review (TrRR) as
defined in SOW, Paragraph 5.8.5, and provide the report.

The Contractor shall execute TrRR for each Baseline.
Sustainment Qualification Review

The Contractor shall plan and conduct Sustainment Qualification Review (SQR)
as defined in SOW, Paragraph 4.13.4, and provide the report.

The Contractor shall provide the Software Distribution List (SWDL).
The Contractor shall conduct SQR for each Site Installation.
Physical Configuration Audit

The Contractor shall plan and conduct Physical Configuration Audit (PCA) at
the Installation Site as defined in SOW, Paragraph 4.13.6.6, and provide the
report.

Site Acceptance Review
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The Contractor shall plan and conduct Site Acceptance Review (SiAR) for each
installation site as defined in SOW, Paragraph 4.13.9.2, and provide the report.

The Contractor shall provide the Key Performance Indicators for deployment
and the final (if modified) Software Distribution List (SWDL) (see SOW,
Paragraph 4.13.6.11/12).

The Contractor shall conduct SiAR during each new Site Installation and major
upgrade.

Organizational Node Activation Review

The Contractor shall plan and conduct Organizational Node Acceptance Review
(ONAR) as defined in SOW, Paragraph 4.13.6.7 and provide the report.

Software Transition Readiness Review

The Contractor shall plan and conduct a Software Transition Readiness Review
(SWTrRR) as defined in SOW, Paragraph 4.17.4, and provide the report.

The Contractor shall deliver the Software Transition Readiness Review Report
(SWTIRR-R).

Software Transition Validation Review

The Contractor shall plan and conduct a Software Transition Validation Review
(SWTrVR) as defined in SOW, Paragraph 4.17.7, and provide the report.

The Contractor shall deliver the Software Transition Validation Review Report
(SWTrVR-R).

Milestones

The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
TNA Training Needs Analysis 1
TRR-1 IV&V TRR - BL1 i.a.w. WP3.1
SOQR-1 Sustainment Qualification Review — BL1

TrRR-1 Training Readiness Review — BL1
SIAT-1 Site Activation Test — BL1

On-site UAT | On-site User Assessment Test — BL1
SIAR-1 Site Acceptance Review — BL1
TRR-2 IV&V TRR — BL2 i.a.w. WP3.2
SQR-2 Sustainment Qualification Review — BL2
TrRR-2 Training Readiness Review — BL2
SIAT-2 Site Activation Test — BL2

On-site UAT | On-site User Assessment Test — BL2
SIAR-2 Site Acceptance Review — BL2
TRR-3 IV&V TRR - BL3 i.a.w. WP3.3
SQR-3 Sustainment Qualification Review — BL3
TrRR-3 Training Readiness Review — BL3
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SIAT-3 Site Activation Test — BL3
On-site UAT | On-site User Assessment Test — BL3
SiAR-3 Site Acceptance Review — BL3
TRR-4 IV&V TRR — BL4 i.a.w. WP3.4
FMN-1 FMN Testing - Initial 32
FMN-2 FMN Testing - Final 35
SWTrRR Software Transition Readiness Review i.a.w. the SWTrP
SWTIVT Software Transition Validation Test (before FSA)
SWTrVR Software Transition Validation Review
ONAR At each Organizational Node until FSA
9.6. Deliverables
9.6.1. Work Package Deliverables are given below:

Training Needs Analysis Report (TNA-R)

Site Survey Reports

Pre-Installation Check (PIC) Procedure

On-site User Assessment Test (UAT) Procedure

System Transition Plan (STrP)

Software Transition Plan (SwTrP)

Release and Deployment Plan (RDP)

Training Plan (TrP)

Configuration Audit Report (CAR)

Sustainment Qualification Review Report (SQR-R) (for each installation)
Site Acceptance Review Report (SiAR-R) (for each installation)
Organizational Node Activation Review Report (ONAR-R) (for each ONAR)
Training Materials

= Student and Instructor Manuals

= Computer-Based Training (CBT) for BL2, 3 and 4)

Training Courses

Training Course Evaluation Reports (TCER)

TRITON Test Systems — NS, NU

TRITON Reference Systems — NS, NU

TRITON Training Systems — NS, NU

TDKSs available with the latest software release (NS and NU)
Multi-Site Operation Test Report (MSOT-R)

Support to FMN Initial Testing

Support to FMN Final Testing

Software Source Code and documentation

Computer Programming Manual (CPM)
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e Software Transition Readiness Review Report (SWTrRR-R)

e Software Maintenance Training

e Software Transition Validation Test Report (SWTrVT-R)

e Software Transition Validation Review Report (SWTrVR-R)

e System Transition Working Group (STWG) Meetings - Minutes
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WORK PACKAGE 6:
SYSTEM SUPPORT AND MAINTENANCE

General

Within this Work Package the Contractor shall provide operational support and
system maintenance to the delivered software and hardware until FSA.

The SEWG will provide support to identify the maintenance needs and analyse the
impact of changes.

The Operation and Support Working Group (OSWG) shall provide the necessary
technical support to the System Maintenance activities.

This WP shall be applicable to Baseline 2, 3, and 4.

Work Package Dates
The WP5 PSD shall be OTRR-2 (end of Build Process 2).
The WP5 PED shall be FSA.

Activities
Operational (on-site) Support

The Contractor shall provide Operational Support as described in SOW,
Subsection 4.15 System Operation Process, 4.15.4 On-Site Support.

The Contractor shall provide On-Site Support as defined in SOW, Paragraph
4.15.4 at the NCI Agency The Hague unless otherwise agreed.

The Purchaser’s on-site representative will assign and monitor progress on
specific tasks within the scope of this Contract and this Work Package.

The Contractor shall ensure the designated individuals are available to begin
working at the Purchaser’s facility within one (1) week of the OTRR-2. The
exact date will be agreed with the Purchaser.

The Contractor shall provide at least one-hundred-and-fifty (150) man-days of
On-Site Support starting from the agreed date until FSA.

These individuals shall work at least eight (8) hours per working day within the
normal working hours at the Purchaser’s facility.

The Contractor shall ensure that their On-Site Support staff maintains regular
communications with the Contractor’s Technical Lead.

Experimentation, Exercise and Prototyping Support

The Contractor shall provide support to the Purchaser for experimentation,
exercising and prototyping as defined in SOW, Paragraph 4.16.4.

This support shall be no less than fifty (50) man-days of software development
and support effort.

The Contractor shall maintain the effort used and remaining during the course of
this Work Package and present it to the Purchaser during PCRs.
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System Support and Maintenance

The Contractor shall provide three-level System Support as described in SOW,
Subsection 5.6, 5.7, and 5.8.

The Contractor shall conduct the maintenance activities as described in SOW,
Subsection 4.16 System Maintenance Process.

The Contractor shall prepare and maintain the System Maintenance
Documentation as defined in SOW, Paragraph 4.16.2 throughout this Work
Package. The Contractor shall also update any formal documentation produced
before, but need to be modified due to changes (e.g. Design Descriptions, Test
Descriptions, Training Material, TRITON ICD).

The Contractor shall apply the Release Management Process (SOW, Paragraph
5.6.6.2.2), including IV&V Testing for each Maintenance Release to be
deployed.

The Contractor shall provide at least one-hundred (100) man-days of engineering
support for adaptive and perfective software maintenance defined in SOW,
Paragraph 5.4.3. The Contractor shall maintain the effort used and remaining
during the course of this Work Package and present it to the Purchaser during
PCRs.

The Contractor shall evaluate the results of In-Service Reviews and plan the
maintenance activities accordingly after the precedence of activities are
determined by the Purchaser.

Reviews

Monthly Maintenance Review

The Contractor shall conduct Monthly Maintenance Review (MMR) as defined
in SOW, Paragraph 4.16.3 and provide the MMR Reports.

IV&YV Planning Conferences

The Contractor shall support the Purchaser for Initial Planning Conference (IPC)
and Final Planning Conference (FPC) prior to the IV&V Testing of new releases.

IV&V CCB will participate in the IPC and FPC.
System Verification Review
The Contractor shall plan and conduct System Verification Review (SVerR)
after the IV&V testing, and provide the SVerR Report for each new release.
Milestones
The Milestones for this Work Package are given below:

Milestone Description Date
MMR Monthly Maintenance Review PSD to PED
Deliverables

Work Package Deliverables are given below:

NATO UNCLASSIFIED

Book I, Part IV, Annex B Page 63



NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2

e Software Distribution List (SWDL)

e System Maintenance Documentation

e Monthly Maintenance Review Report (MMR-R)

e System Verification Review Report (SVerR-R)

e Operation and Support Working Group (OSWG) Meetings - Minutes
e Engineering Support
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WORK PACKAGE 7:
SUPPORT TO OPERATIONAL TESTING AND
EVALUATION

General

Within this Work Package the Contractor shall provide support during the operation
of the system.

This WP shall be applicable to Baseline 2, 3, and 4.

The Contractor shall provide technical and CIS support at the installation sites.
The SEWG shall provide governance for the system-level design decisions.

The OSWG shall provide the necessary technical support to the OT&E activities.
The VVVWG shall provide support for test events.

Work Package Dates
The WP7 PSD shall be OTRR-2 for BL2, OTRR-3 for BL3 and OTRR-4 for BL4.
The WP7 PED shall be the FSA.

Activities

The Contractor shall conduct the activities as described in SOW, Subsection 4.13
System Validation Process and Subsection 4.14 System Operation Process.
Operating Support

The Contractor shall support the Purchaser with development and establishment
of Standard Operating Procedures (SOPs) for using TRITON as defined in SOW,
Paragraph 4.15.2.

The total level of effort expected for support to SOP development shall be no
less than forty (40) man-days.

Exercise Support

The Contractor shall provide support to MARCOM users, as explained in SOW,
Paragraph 4.15.3, during at least three (3) exercises that MARCOM will
participate in (One of them will be CWIX).

The total level of effort expected for participating in the three exercises shall be
no less than twenty (20) man-days for a period of ten (10) days for each exercise
(60 man-days in total) (travel excluded). Man-days can be transferred between
the exercises upon Purchaser’s approval.

These individuals shall work at least eight (8) hours per working day within the
normal business hours at the Purchaser’s facility or at the exercise venue.

The Contractor shall provide support to Collective Training by setting up and
configuring the system

The Contractor shall collect user feedback during exercises and In-Service
Reviews.
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System Validation Test
The Contractor shall plan—and-execute the System Validation Test (SVT) as
defined in SOW, Paragraph 4.14.4, and provide the SVT Report.
Reviews
In-Service Review

The Contractor shall conduct monthly In-Service Reviews (ISR) as defined in
SOW, Paragraph 4.15.5.

There will be one ISR quarterly and after each exercise.

Milestones
The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
ISR In-Service Reviews Quarterly
SVT System Validation Test Before 35
Deliverables

Work Package Deliverables are given below:

e System Validation Test Report (SVT-R)

¢ In-Service Review Report (ISR-R)

e Operating and Exercise Support
= Support to development of Standard Operating Procedures
= Support to MARCOM Users during three exercises

e Testing
= Support to System Validation Test (SVT)
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WORK PACKAGE 8:
SUPPORT TO TRANSITION FROM LEGACY
SYSTEMS

General

The existing systems, MCCIS and MSA/BRITE, used in Maritime User
Community will be replaced with the TRITON Capability in time. The Purchaser
will prepare a Transition Plan for replacement. The plan will also include the
National use of the legacy systems.

The Contractor shall provide support to update the Transition Plan according to the
recent state of the systems and accumulated data.

The System Transition Working Group (STWG) shall provide support for transition
activities.

The Contractor shall provide engineering support to data migration.

Work Package Dates
The WP8 PSD shall be the PDR (approx. 6 MAC)
The WP8 PED shall be the FSA.

Activities
Support

The Contractor shall provide technical and CIS support for transition from
MSA/BRITE to TRITON-NU.

The Contractor shall provide technical and CIS support for transition from
MCCIS to TRITON-NS.

The total level of effort for this activity will be as follows:
e At least forty (40) man-day for period between PSD and FAT-2 (approx. 16
months).

e At least forty (40) man-day for the period between FAT-2 and TrRR for
TRITON-NU (approx. 8 months)

e At least forty (40) man-day for the period between FAT-3 and TrRR for
TRITON-NS (approx. 8 months).

Data Migration
The Contractor shall provide engineering support to the data migration process.

The Contractor shall develop tools and procedures for easy and reliable transfer
of existing data accumulated in MCCIS and MSA/BRITE into TRITON.
Examples to this data are given below:

e Historical track data

e Historical AIS data

e Historical WSM/PMI data

NATO UNCLASSIFIED

Book I, Part IV, Annex B Page 67



12.3.2.3.

12.3.2.4.

12.3.3.

12.3.3.1.

12.3.3.2.
12.3.3.3.

12.4.
12.4.1.

12.4.1.1.

12.4.1.2.

12.4.1.3.

12.5.
12.5.1.

NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2

e Formatted Messages

The Contractor shall deliver the Migration Tools for MSA/BRITE no later than
TRR-2.

The Contractor shall deliver the Migration Tools for MCCIS no later than TRR-
3.

Nations Interoperability Testing

The Contractor shall develop TRITON Simulators (for NS and NU), as defined
in the SRS, to enable Nations to test their own interfacing software at their own
premises prior to integration.

TRITON Simulators shall be delivered at TRR-1, 2, 3.

During System Installation and Activation for Baselines 2 and 3, Nation
interfaces shall be tested at the TRITON Interoperability Test Centre (ITC) (at
PMIC). The Purchaser will coordinate the testing activities with Nations during
the SITs. The Contractor shall provide technical support to these integration and
test activity.

Reviews
System Transition Readiness Review

The Contractor shall plan and conduct System Transition Readiness Review
(STRR)-NU for reviewing the transition process from MSA/BRITE to TRITON-
NU including the following:

e Commercial service transition
e Migration of data

The Contractor shall plan and conduct STRR-NS for reviewing the transition
process from MCCIS to TRITON-NS including the following:

e MCCIS Servers at MARCOM
e Migration of operational data stored at MARCOM
e MCCIS used on board ships and National Headquarters

The Contractor shall provide the STRR Reports after the reviews.

Milestones
The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
Tools Delivery of Migration Tools for MSA/BRITE 20
Tools Delivery of Migration Tools for MCCIS 26

STRR-NU TRITON-NU is fully functional 30

MSA/BRITE service cut-off 30

STRR-NS TRITON-NS is fully functional 33

MARCOM MCCIS service suspended (to be decided 35
by the Purchaser)
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12.6. Deliverables
12.6.1. Work Package Deliverables are given below:

e Support to Transition
e Data Migration
= Support to Data Migration
= Data Migration Tools and Migration Procedures
e TRITON Simulators (for NS and NU)
e Support to Nations Interoperability Testing
e System Transition Readiness Review - NU Report (STRR-R)
e System Transition Readiness Review - NS Report (STRR-R)
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WORK PACKAGE 9:
COTS SOFTWARE PROVISION (OPTION)

General

This Work Package is a Contract Option. Its requirements will be applicable only
if it is activated.

The Purchaser will decide if any additional COTS software and licenses (COTS
Products) are needed to operate TRITON on the Authorised Locations. In case other
Installation Locations are authorised, and additional COTS software and licenses
are needed, then the Purchaser will use this package as a contingency resource. The
Purchaser’s existing enterprise agreements for the COTS Products will be used to
the extent possible.

The Work Package can be activated by the Purchaser according to the Site Survey
or any time until SVT.

The Contractor shall perform requirements analysis after the Site Survey and
prepare the final COTS Products List.

The Contractor shall provide support for the procurement and delivery of the COTS
Products to the location indicated by the Purchaser.

The package shall be closed after the all authorised locations are activated
successfully and system is validated.

Work Package Dates

The WP9 PSD shall be declared by the Purchaser according to the Site Survey
Report (approximately 12 MAC). The Purchaser will have the right to activate it
any time before the System Validation Test (SVT).

The WP9 PED shall be the SVT (34-35 MAC).

Activities
COTS Products Requirements Analysis

Upon activation of the Work Package, the Contractor shall perform COTS
Products Requirements Analysis considering the Purchaser’s input, Site Survey
Report and the technical specifications given in SRS (Subsection 5.4 Computer
Resource Requirements), and determine the detailed definitions of COTS
Products with the latest but approved versions to operate TRITON properly on
the indicated network environment.

The Contractor may propose using the Purchaser’s Enterprise Agreement for
procuring Microsoft products.

The Contractor shall prepare the COTS Products List for two (2) installations,
each supporting at least one hundred (100) users, and include the following:

e Virtualised Environment (for only processing)
e Operating System
e Database Management System/Server
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Web Server Software

Virus Scan Software (Server)
Backup Software
Compression Software.

The Purchaser will decide on the final specification of the COTS Products during
the COTS Products Review.

The Contractor shall propose a procurement, delivery and installation plan for
the COTS Products to be used on the NS or NU Domains.

The Purchaser will decide on which site the COTS Products shall be delivered
and installed, and when.

Procurement and Delivery

The Contractor shall provide support for the procurement of the approved COTS
Products for one of the following locations:

e First Installation Location on which Baseline 1 and 2 will be installed (Data
Centre — 1 or MARCOM)

e Other Installation Locations to be decided for Baseline 2 and 3 (assumed to
be in Europe)

The Contractor shall deliver the COTS Products prior to SQR for that site.

The Contractor shall follow the delivery procedures defined in SOW Section 5
ILS.

If the software products are also required for development and testing, the
delivery location will be the Contractor’s premises.

Reviews
COTS Products Review

The Contractor shall plan and conduct COTS Products Review (COTSPR) to
finalise the proposed COTS Products List.

The Contractor shall prepare the COTSPR Report (COTSPR-R) which shall
include the agreed COTS Products List.

The Contractor shall submit the COTSPR-R to the Purchaser within three (3)
days after the COTSPR.

Milestones

The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
COTSPR COTS Products Review 13
Delivery COTS Products SQR of the site
Close-out WP Close-out Before FSA
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13.6. Deliverables
13.6.1. Work Package Deliverables are given below:
e COTS Products Review Report (COTSPR-R)
= COTS Products List

e Support for the Procurement and Delivery of the COTS Products
e COTS Products as defined in the approved COTS Products List
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WORK PACKAGE 10:
5-YEAR MAINTENANCE AND SUPPORT (OPTION)

General

This Work Package is optional. Its requirements will be applicable only if it is
activated.

The Contractor shall provide Maintenance and Support as defined in the SOW,
Section 5 during the performance of this Work Package.

The Maintenance and Support shall cover the TRITON Operational Software,
including the C4ISR Visualisation Component, installed on both static sites and
TDKs.

Work Package Dates

The WP10 PSD shall be the end of Warranty Period for the Operational Software,
unless the Purchaser asks for another date, earlier or later. If the PSD starts earlier
than the end date of the Warranty Period for the Operational Software, the change
process activities shall be mutually agreed considering if the scope of a change is
to be handled under the Warranty clauses.

The WP10 PED shall be one (1) year after the PSD with an option of yearly
extensions up to five (5) years.

The Purchaser will inform the Contractor in written to extend the validity of the
Maintenance and Support Package for another year at least two (2) months prior to
the PED.

Activities

Management

The Contractor shall maintain Project Management team to execute the
Maintenance and Support Package.

The Contractor shall define in the In-Service Support Plan the management
activities stated in SOW Section 3 and applicable to Maintenance and Support.

The Contractor shall prepare monthly Project Highlight Reports as defined in
SOW Subsection 3.17.

The Contractor shall update the In-Service Support Plan (ISSP), as described in
SOW, Paragraph 5.11.2, which includes the System Maintenance Plan (SMP).

Maintenance and Support

The Contractor shall provide corrective and preventive software maintenance for
the TRITON Operational Software including the C4ISR Visualisation
Component as defined in the SOW, Paragraph 5.4.3.

The Contractor shall provide the average level of effort for the maintenance
TRITON Operational Software (except the C4ISR Visualisation Component) as
given below:
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. Labour Amount
Type of Maintenance Labour Type
(man-day)
Corrective Maintenance Software Developer As needed
Preventive Maintenance Software Developer As needed
Adaptive Maintenance Software Developer 100
Perfective Maintenance Software Developer 200

The Contractor shall provide the average level of effort for the maintenance of
only the C4ISR Visualisation Component as given below:

: Labour Amount
Type of Maintenance Labour Type
(man-day)
Corrective Maintenance Software Developer As needed
Preventive Maintenance Software Developer As needed
Adaptive Maintenance Software Developer 50
Perfective Maintenance Software Developer 100

The Contractor shall provide Third Level Support for the TRITON Operational
Software as defined in the SOW, Paragraph 5.7.4.

The Contractor shall maintain the effort used and remaining during the course of
this Work Package, update the Maintenance Records and present them to the
Purchaser during QMRs.

Testing and Assurance

The Contractor shall provide technical support during the IV&V Testing for the
new release.

The Contractor shall maintain Maintenance Records which shall also include the
type of amount of labour used for each maintenance activity and the remaining
allocated resources.

The Contractor shall update the System Documents if they affected by any
maintenance activity.

Training

The Contractor shall provide training for any improvements in functionality or
changes in the user interface.

The Contractor shall provide the following Training Courses in one calendar
year to cover any changes made during maintenance:

e At least two (2) days of User Training
e At least one (1) day of System Administrator Training
e At least one (1) day of System Support Training.

The Contractor shall update the Training Material to reflect any changes made
during the software maintenance.
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Reviews
Quarterly Maintenance Review

The Contractor shall conduct Quarterly Maintenance Review (QMR) and

include review of Maintenance Accounting Records.

The Contractor shall provide QMR Report after the review.

Milestones
The Milestones for this Work Package are given below:

Date
Mil Descripti
Ilestone escription (Months i PSD)
1 Yearly Package Activation 0
2 Yearly Package Closure 12
Checkpoints
The Checkpoints for this Work Package are given below:
Date
heckpoi D ipti
Chec point escription (Months S PSD)
1 QMR-1 3
2 QMR-2 6
3 QMR-3 9
4 QMR-4 12
Deliverables

Work Package Deliverables for Year-1 are given below:

e Project Management
e Updated In-Service Support Plan (ISSP)
e Quarterly Maintenance Review Reports (QMR-R)
e Maintenance and Support
= Software Maintenance
= Third Level Support
e Support to Testing and Assurance
= Support to IV&V Testing
= Updated Maintenance Records
e Training
= Updated Training Material
= Training Courses
Year-2 to Year-5 have the same deliverables.
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WORK PACKAGE 11:
SUPPORT TO PREPARATIONS FOR THE NEXT
INCREMENT (OPTION)

General

This Work Package is optional. Its requirements will be applicable only if it is
activated.

The Contractor shall perform system requirements analysis and high-level system
design for TRITON Increment 2.

The Contractor shall reflect this schedule in the Project Management Plan and
Project Master Schedule.

The Contractor shall provide final versions of the WP deliverables by the end of the
WP.

Work Package Dates

The WP11 PSD shall be determined by the Purchaser.

The WP101 PED shall be ten (10) months after the PSD.

Activities
System Requirements Analysis

The Contractor shall perform requirement analysis for implementation of
TRITON Increment 2, following the process described in Subsection 4.4 of the
SOW and, as a result of the analysis, propose changes to the SyRS.

The Contractor shall incorporate purchaser-provided requirements into the
analysis of TRITON Increment 2 requirements.

The requirements analysis shall be in sufficient detail to support accurate pricing
of implementing Work Packages.

The Contractor shall follow the Change Management Process defined in SOW,
Paragraph 4.7.7 when applicable to the SyRS.

The Contractor shall prepare the draft System Requirements Specification
(SyRS) which includes the functional requirements, information exchange
requirements, interfaces and any other system-specific requirements that are not
covered during Increment 1.

Security Risk Assessment Report

The Contractor shall perform Security Risk Assessment (SRA) on the
Increment 2 scope and provide a report on its findings.

High-Level System Requirements Review

The Contractor shall conduct a High-Level Systems Requirements Review
(HL-SRR) for Increment 2.

System Design

NATO UNCLASSIFIED

Book I, Part IV, Annex B Page 76



15.3.2.1.

15.3.2.1.1.

15.3.2.1.2.

15.3.2.1.3.

15.3.2.1.4.

15.3.2.2.
15.3.2.2.1.

15.3.3.
15.3.3.1.

15.3.3.2.
15.3.3.2.1.

15.3.3.3.
15.3.3.3.1.

15.3.3.4.

15.3.3.4.1.

15.3.3.4.2.

15.3.3.4.3.

15.3.35.
15.3.3.5.1.

15.3.3.5.2.

15.3.4.

NATO UNCLASSIFIED
IFB-CO-13859-TRITON, Amd.2
High-Level System Design

Based on the approved SRS changes to Increment 2 scope, the Contractor
shall perform design for the TRITON Increment 2 capability in sufficient
detail to support accurate pricing of implementing Work Packages.

In the scope of this Work Package the Contractor shall limit design activities
to high-level design, as specified in Section 4 of the SOW.

The Contractor shall describe Increment 2 design in the System Design
Specification (SDS).

The SDS shall identify all changes to external interfaces as required to
implement Increment 2 scope.

High-Level System Design Review

The Contractor shall conduct a High-Level System Design Review (HL-
SDR) for Increment 2.

Planning

The Contractor shall plan Increment 2 activities in coordination with the
Purchaser. The information, as described below, shall be provided to the
Purchaser as valid commercial offer for implementation of the Increment 2 by
the Contractor, valid for a period of twelve (12) months after the submission.

Draft Project Product Breakdown Structure

The Contractor shall plan Project Product Breakdown Structure (PPBS) for
Increment 2 and describe that in a draft PPBS document, as specified in
Section 3 of the SOW.

Draft Project Work Breakdown Structure

The Contractor shall plan Project Work Breakdown Structure (PWBS) for
Increment 2 and describe that in a draft PWBS document, as specified in
Section 3 of the SOW.

Draft Work Packages with Cost Estimates

The Contractor shall draft Increment 2 Work Packages. The Work Packages
shall correspond to the Project Work Breakdown Structure (PWBS).

The Contractor shall plan implementation of the TRITON Increment 2 using
the guidance as provided for Increment 1 in the Section 4 of the SOW.

The Contractor shall define cost estimates required to implement each Work
Package and provide summary of those with possible pricing options.

Draft Project Master Schedule

The Contractor shall propose draft Project Master Schedule (PMS) for
implementation of TRITON Increment 2.

The level of detail of PMS shall allow the Purchaser to estimate time
constraints required to implement Increment 2 Work Packages.

Engineering Support
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The Contractor shall provide Engineering Support for the preparations for the
next Increment.

The Contractor shall provide inputs to cost estimates and Work Packages which
shall cover the following:

e Background (introducing what was achieved through Increment 1).

e Reviewing operational requirements for Increment 2

e Implementation proposal for the specific capabilities of Increment 2

¢ Interdependencies (e.g. with Core Services)

e Risk management information, including a revised Risk Register

e Schedule for the Increment 2

e Resource estimate (i.e. complete cost estimate for the Contractor effort for
Increment 2 and identification of key Purchaser activities)

e Detailed cost breakdown by contract line item using labour rates as defined
in the Contract.

e Draft Work Packages required to implement Increment 2

e Draft updates to the PWBS and PMS based on the draft Work Package
changes

e Draft changes to the SOW, if required, based on the draft Work Package
changes

The Contractor shall provide at least one-hundred (100) man-days of
Engineering Support within the Work Package performance.

Reviews
High-Level System Requirements Review

The Contractor shall plan and conduct a High-Level Systems Requirements
Review (HL-SRR) at the Purchaser’s facility to determine the FBL and present
his proposed changes to the FBL for Increment 2.

The Contractor shall conduct the HL-SRR not later than four (4) months after
the WP PSD and provide a report.

High-Level System Design Review

The Contractor shall plan and conduct a High-Level System Design Review
(HL-SDR) at the Purchaser’s facility to review the system architectural design
and software architecture design for Increment 2.

At this review, the Contractor shall present its high-level system design,
including major software and hardware components.

The Contractor shall conduct the HL-SDR not later than skxeight (68) months
after the WP PSD and provide a report.

Final Assessment Review

The Contractor shall plan and conduct a Final Assessment Review (FAR) at the
Purchaser’s facility to review the status of preparations and finalise the prepared
documents.
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The Contractor shall present a preliminary Project Product Breakdown Structure,
Project Work Breakdown Structure and Project Schedule during the FAR.

The Contractor shall also present cost estimate based on draft Work Packages.
The Purchaser will evaluate the products for preparation of Increment 2.

The Contractor shall prepare the FAR Report within three (3) days after the FAR.

Milestones

The Milestones for this Work Package are given below:

Milestone Description Date (MAC)
1 High-level System Requirements Review (SRR) 2630
2 High-level System Design Review (SDR) 304
3 Final Assessment Review (FAR) 345
4 Package Closure 35-36
Deliverables

Work Package Deliverables are given below:

System Requirements Specification (SyRS) (draft)
Security Risk Assessment Report (SRA-R)

System Design Specification (SDS) (draft)

Draft Project Product Breakdown Structure (PPBS)

Draft Project Work Breakdown Structure (PWBS)

Draft Work Packages with Cost Estimates

Draft Project Master Schedule (PMS)

High-level System Requirements Review Report (SRR-R)
High-level System Design Review Report (SDR-R)

Final Assessment Review Report (FAR-R)
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| INSTRUCTIONS |

The requirements are given in the SRS, Annex A to the SOW, with descriptions and full properties. The list in this Annex is an extraction of requirements from the DOORS Module.

The Object Number column contains the numbers given to each object in DOORS.

The Requirement Number column contains the unique number for a requirement together with prefix "T1", which indicates "TRITON Increment 1".

The Heading / Requirement column contains the Headings in DOORS, and the requirement.

The Default Baseline column indicates to which Baseline the requirement is initially allocated to in the SRS.

The columns under "Availability of TRITON Functions" indicates the capability level prioritisation of requirements of Maritime Functions, showing when it is going to be available.

The columns under "Availability of VC Functions" indicates the capability level prioritisation of requirements for the Visualisation Component, showing when it is going to be available.
The Remarks may include any explanation.

The Bidders should fill in the requirements, by putting an 'X' in which Baseline the requirement can be implemented. The Headings will be skipped.
An 'X"in the column "Available at Bidding" indicates that the requirement is already covered by an existing product/component at the time of Bidding. This will have to be verified through the Technical Demonstration to be held during
Bidding.
An 'X"in the column "Available at BL1" indicates that the requirement will be met as part of the BL1 Delivery and will be subject to Pilot Acceptance.
An 'X"in the column "Available at BL2, BL3 or BL4" indicates that the requirement will be met as part of the BL2, BL3 or BL4 Delivery and will be subject to System Acceptance.
An 'X"in the column "Available at VC-BL 1, VC-BL 2 or VC-BL 3" indicates that the requirement for the C4ISR Visualisation Component will be met as part of the VC-BL 1, VC-BL 2 or VC-BL 3 Delivery.
An 'X'in the column "Not Implemented" indicates that the Bidder is declaring that the proposed solution will not cover this requirement. Short explanation should be entered in the Remarks field, but the Bidder should also include, as
part of the Bid, any changes they are proposing to the requirements, including a proposal that a requirement is not to be implemented.
It should be noted that not implementing some of the requirements will have an impact on the Technical Evaluation of the Bid and may result in lower scores for the Bidder.

ions:

: Bidding Time

: Concept Demonstration System
NI : Not Implemented

VC : C4ISR Visualisation Component

o
=}
I

Book II, Part IV, SOW, Annex C NATO UNCLASSIFIED Page 2



NATO UNCLASSIFIED

TRITON REQUIREMENTS

1FB-C0-13859-TRITON

objetumber | Porerent \ Heading/ Requirement o | :
7 FUNCTIONAL REGUREMENTS
o
i11
prev
pree
4113 Mode Setines
41130101 ITLRCOI  TATON shll have Onrationl M, descrbd n the escioto. whic defin s curooseof aerains s a1
41130102 [TL-RO02]  TRITON shall allow er Mode during th and BL1
41130103 [T1-R003]  TRITON shall perform an internal check allthe and BL4
i1l n Sandons Mo, and ten et s OoerationaStat secordin.
412 Overationai ttes
pres Seerstae
e stae efinions
ar212 state Trantions
412120101 [T1:R004]  TRITON shall monitor the system functions and "for BL1
coeatonal ot chanes.
412120102 [T1-R00S]  TRITON shall allow user to modify the pe BL1
412120103 [T1-RO06]  TRITON shall allow the authorised user to set the Operational State to Operational or Maintenance when the system is turned on. The. BL1
et shll b Ooeraonl
412120104 MLRcon  TATON salslow withanotfcston o3 uiers a1
412120105 [TL-RO08]  TRITON shall change its state . the functions in the System BL1
ConfurationSeins s ot maiable for  confewrale maximum alowed tme
412120106 [TL-RO09]  TRITON shall change its stat Degraded all the functions and interfaces specified in the. BL1
Sustem ConfuratonSttines re bl for o cnfarale i alowed e
412120107 [T1-R010]  TRITON shall switch to "Shutdown" state when an administrative command is issued by either an authorised user or the TRITON BL1
Sustm Technical Manasemen Fncto,
412120108 [TI-RO11]  TRITON shall notify all Clients when the Server enters in the Shutdown state after  configurable time period (e.g. "The system is BL1
g down n S mintes
412120109 [T1-RO12]  TRITON shall notify the authorised user if it detects connection failure to the specified TRITON Server for more than five (5) minutes. BL4
whie it peratinginNormal Mode, hen y 1o Standalne Made confguralecoun.
downcerin o thesutherised s out.
4121201010 MLRoI  TATON Deslvable asrctre ws
a122 et o
pren stse Definins
41222 stata Trantion
412220101 (T1-RO14]  TRITON ADn\I\ew ‘shall be available to all users if the standard NATO CIS Infrastructure and a workstation with a browser is available. BL1
412220102 ITLROISI  TATON AooView shall b able o connet 0 3 elected TRITON Serer. w1
412220102 TLROIG  TRTON Anoiew ol swich ta-Comneced stte i s connecte 1 th slct TRTON S w1
412320104 LROLT  TATON AaoView hall alow he usr 1o Bunch GeoView when i & n ‘Conncte st w1
412220105 LROIS  TRTON AnoView ol wich to Dsconnecied e e i cnnectio o th seeced TRITON Srer w1
412220106 [T1-RO19]  TRITON AppView shall be able to detect failure anc the selected BL1
netuork connecti i sablbed i confewrsbl ime e,
412220107 [T1-R020]  TRITON AppView shall ititl to the selected : the P BL1
taan sl ot ot eraina o command
412220108 (T1-R021]  TRITON AppView an Exit Cc user If GeoView has been launched, it shall be BL1
termintea whenthe Aociw & ermite.
a2 TRTON Functonl Senvce Recuiraments
i21 Martims Gneraton! Obiects
i22 Martims eration Manasement
4220501 TLRGER  TATON shll w1 f Mt Ooeratons. w1
4220502 ITLRGES)  TATON shll o th uthore usr 1o st mod.delee. oo the Marime Orations st w1
4220503 [T1-R024]  TRITON shall allow the authorised user to import i lected TRITON Server of a selected BL1
inttatn.
4220504 TLRDRSI  TRITON shll allow he suthorsed ser P — ws
4220505 [T1-R026]  TRITON shall allow the authorised user ., backt store, delets rt, export) The BL1
userhallbe sl o ot jee ot
o it Ooeraton
4220506 TLGEn TATON shl ot w1
4220507 ITLRGEEL  TATON shllcontol and et the flow of it coming fom et ot curces o Marime erain w1
4220508 TLRD2SI  TRTON shl contrl nd iformaton o sl o
4220509 (T1-R030]  TRITON shall allow the horised user of a information to/from BL1
42205010 [T1-R031]  TRITON shall allow the authorised user of a data with P BL1
acorin o the e dsicaton sy s
42205011 [T1-R032]  TRITON shall allow d user of a by P BL1
sccoding o thesecurty csicaton an eessbity abes.
42205012 TLRO33]  TRTON shll allow the uthored ser of - w1
orocesing
422 Martime siuatons Awarness
4231 Martime vessl Manement
42311 Vese efion
42312 Vese atabise Manseement
423120101 [TLAOMI  TRTON shall mantain  Veseel Databasetostore I Vesel i the kol ll e an e s recomnse by NATO, o
423120102 (TLROSS]  TRTON shll s i optimise datasesructur o toing ony th relevant dtafor elevant s for gartclr ypes of o
e sl vesoars i st or ok ot
423120103 [1LA036)  TATONshalalow the st i 1, exprt,bckup) thevesel Dtsse i eseh w1
Wi Goeaion scpe. e uer vll sl 0 exor o mport whole r ot o e o,
423120104 (TLAO]  TRTON shll b ale o store th atrbute changes made by he authorsed i h VeselDtabas userfor a st ety (G0) s, L1
423120105 (TLAO3E]  TRTON shll b sl o store Kinematic Hstory Joumey istry, Aty Hstory and Event Hstoryfo each Vessel oraporcd of L1
time st nthe confsration ramete HistoyFeiod
423120105 (TLAO3S]  TRTON shll aow the authorsed usr o st th configuration parameter “Histry Period whic s s fordetermiig heperod L1
ofistor o b stored i th Ve Database
423120107 (A0l TRTONshal Pt s reached withanoptonof ime extension w1
423120108 (TLADS]  TRTON shll alow the authorsed s o st th confguration parameter Vessl History Ditance o eachvessel ypemrderto L1
etermin the nterul o udting the vese otonsn the esselDtabse
42313 Vesel Nmber Mansgement
423130101 ITLROI  TATON shlluse uriaue decimal mumber todenty veses t uer el o
423130102 (LRI TRTON shal alow he authorsed vser 10 slocte TV pool or desen by defning o
st el mbers.
423130103 ITLROMI  TRTON shalssiensuiaue TV o schnew vsseladded nothe Vesel Database o
42314 Vesedentiy Mansgement
423140101 (LRSS TRTONshl g ety o3 he Vessel Dot and NEUTRALLS 814
i othervessls o the s o,
423140102 (TLROHG]  TRTON shll s NEUTRAL Wentiy to lvesesnclucing inthe vessel o
Datase o the N Doy
423140103 [TLRO]  TATON shlllow th sthorise usr o s new Sandard ity ccording 1o [STANAG 1241] 0 selctd vesslsinthevessel L1
otaase
42315 vesel Manasement
423150101 ITLROIS  TRTON shlllow the suthoriseduser o imoort dt o recognsed Marime Dtsets nt he Vesel Dt o
423150102 (Al TRTONshal el Ditacurng the selected iartimeDatsets o th vese o
Ditabasean orevent any duslcatons with notfcaion
423150103 [TLAOSO]  TATON shll b bt use 3 VesselDta Import Tl mportdtarom  elected Mriime atsatsinto e i ecognised w1
imsort e Forma.
423150104 (TLAOSH]  TRTON shll allow the suthorsed s o be e . w1
sersociie e n Recosnised ExcrtFle Frmt
423150105 (T1-R052]  TRITON shall be able to in the Vessel P if they are labelled dingly BL1
i the Relssable Mt Operationsatrute
42316 Vessel List Management
423160101 ITLA0SI  TATONshallmata Vsl ccorconvocian m o
423160102 ILROSA  TRTON shlllow th authoieduirtomanasecrest, i celee. imoor, exaor) the Vessel Lt o
423160103 Miossl  TRTONshal 15 Cc0 s o1 vessel o
423160104 ITLAGSED  TRITON halsuoratcal s th et denies o CEO1 nd O1vesals when e Vel s s e o
423160105 (T1-RO57]  TRITON shall allow the user to display the Vessels in the selected Vessel List in sortable tabular form with an option to indicate it on BL3
the GeoView.
4.2316.0-1.06 (T1-R058]  TRITON shall allow the user to display the positions of the Vessels of the selected Vessel List on the GeoView based on user-selected BL3
criteria (e.g. tvpe. date. countrv. areal.
4.231.6.0-1.07 (T1-R059]  TRITON shall allow the authorised user to export selected Vessel Lists into a file in Recognised Output File Format and import Vessel BL3
st o 3 ven e n Recosed nout e or
423160108 (T1-R060]  TRITON shall user to select a Vessel L 8 OTH-T GOLD CONTACT REPORT BL3
or At MARNTRER
4232 Wartime Track Mansgement
42321 Track Definition
2322 Track Database Management
423220101 (T1-R061]  TRITON shall maintain a tracks within the a pe astandard "Track BL1
o i theDesraion of the Track et
423220102 (T1-R062]  TRITON shall use a Track Database structure optimised to store only the relevant data for relevant attributes for particular types of BL1
Vot for . s ool be e o st
423220103 (T1-R063]  TRITON shall user to set rack type in order to BL1
for oo ek Daabss. T e r en s S
423220104 Miosd  TRTONshal user to e th Tk st confmtion o
423220105 (T1-R065]  TRITON shall be able to share the Track Data among multiple Maritime Operations if they are labelled accordingly in their Releasable BL1
artime Operatons tibute
42323 TrackSource Manssement
423230101 (T1-R066]  TRITON shall identify each track source uniquely (i.e. maintaining a Source D). A System Interface Service (SIS) shall be used for each BL1
extema
423230102 (T1-R067) TR\TBN shaH user to configure track , modify, re-starting the whole BL1
Avplicat
423230103 (T1-R068] TR\TBN shaH assign the label received from Manager. BL1
423230104 (T1-R069]  TRITON shall user’ or ‘tracks from a BL1
423230105 (T1-RO70]  TRITON shall be able to process all "acks received from a track source by taking the performance issues into consideration. Depending BL1
n tf be used.
423230106 [T1-RO71]  TRITON shall assign the source -dennhcanon to each track when it s received for the first time and maintain it thereafter. BL1
423230107 (T1-R072]  TRITON shall maintain a Cor Table, for each pe ., to be rack sources. BL1
ITLRGTS) TR shll o th authored s to i the Cofidence Level able, whit the st is oeraing. o
TackNumber Manasement
ITLRG7A1  TATON shlluseunve decimal numbers o dentv acs t s v, o
(T1-RO7S]  TRITON shall allow the authorised user to allocate TTN pool for the entire system and each Maritime Operation by defining the first BL1
and st sk s
[T1-RO761  TRITON shall assign a uniaue TTN to each new track received from external sources or initiated internallv. BL1
s gty anseement
ITLRG77)  TATON shlluse Standard e 3 dfinein STANAG 1241 frrcks on the s Domain. o
(T1-RO78]  TRITON shall restrict the user to assign SUSPECT and HOSTILE as Standard Identities to any track or vessel on the NU Domain. BL1
423250103 [T1-R079]  TRITON shall user has already made a ch: it. BL1
423250104 (T1-R080]  TRITON shall aummaucaﬂv ‘assign the Standard Identity if it doesn't Y shi BL1
oesignator s country s one of s indctedin Country Code Tble
423250105 (T1-R081]  TRITON shall allow the authorised user to assign a new Standard Identity to a received track with Ship Designator non-combatant. BL1
423250106 (T1-R082)  TRITON shall compare the names in the Identity Set when a new positive identity (country and vessel name) is entered by a user for BL1
an exsting rack snd oty theusr f ancthr sk with h same e alead exsts.
423250107 ITLA0E31  TRTON shllse the socted Vesslname fthe recotednames o corlte cks r diferine. o
423250108 ITLROGA  TRTON shllalow the authoised usr o ssin Exrdse Incicator and Exrce denity . rick o
423250105 ITLROESI  TRTON shallbe et racessa eceed rack with s s t o
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oee ey ‘ Requirement ‘ Hoading  Roquiroment Default Availabilty of TRITON Functions Availability of VC Functions —
Number Baseline BT cos. a3 [ Ba [ w | veata [ vesiz [vesta | w
ITE-ROBGI  TRITON shall erform automatc and manual rck Ife ccle manasement nclucing cretion, uodte and deletion BL1
IT1-RO87  TRITON shall automaticallv BL1
[T1-R088]  TRITON shall allow the authorised user to set the Lost Track Duration for automatic tracks between 30 (thirty) seconds and ten (10) BL1
‘minutes deoending on the tvoe of its source and soeed.
IT1-R0891  TRITON shall declare an automatic track as Lost f it s not undated by its source more than the Lost Track Duration. BL1
[T1-R090]  TRITON shall maintain the Lost tracks for the time period set by the authorised user a system configuration parameter after the user BL1
acknowledges the lost track indication
[T1-R091)  TRITON shall allow the authorised user to set the Maximum Time w BL1
intervals
[T1-R092)  TRITON shall declare the i track as Expired and notify to user of the trackif the Maximum Time Late duration is BL1
exceeded.
[T1-R093]  TRITON shall indicate (such as blinking or faded track symbol) Lost tracks and Expired tracks on the GeoView until they are deleted. BL1
[T1-R094]  TRITON shall continue maintaining aulomanc, correlated track until at least two tracks are left. If one more track is deleted, then the BL1
correlated track shall become normal tr
ITLAOOSI  TRITON shll to dslovind an st vack when s delted BL1
Track Initiation. Undate and Deletion
[T1-R09]  TRITON shall initiate an automatic track in the Track Database when it is received for the first time from a Track Source. The processis ~ BL1
exolained in the Descriotion,
[T1-R097)  TRITON shall allow user to intiate a manual agiven BL1
geographical position or at the pointed position on the GeoView. The user shallfill in Track Report and submit. The process is
exolained in the Descriotion,
[T1-R098]  TRITON shall allow the authorised user to manually update any attribute of a manual track. A notification shall be issued to the user if  BL1
that attribute has already been chansed by another authorised user.
(TL-R099] - TRITON shallautomatcall update the attributes of an automatc track (e v AIS, LRIT) when they are changed by its source. TRITON BL1
shall check the ack update is received. The updated attribute shall be
Soia 1 the rack Do an 1 .t manual verdden b the au(horvsed user,
[T-R100]  TRITON shall automatically update the kinematic attributes of an automatic track (e.g. AIS, LRIT) when they are changed by its source. BL1
hall be set inside the
[T1-R101]  TRITON shall name position using the Function when BL1
created.
[T1-R102]  TRITON shall allow the authorised user to dead reckon a track or  vessel to the current time or a given time with ts last known BL1
course and soeed with an option of leavina at the new bosition or returning to the original position.
[T1-R103]  TRITON shall allow the user to dead reckon (DR) a track or a vessel to the current time or a given time with it last known course and BL1
soeed without leaving it at the new position.
[T1-R104]  TRITON shall use Rhumb Line DR calculation of tracks or vessels for ranges up to sixty (60) Nautical Miles and Great Circle projection BL1
for longer ranges.
[TL-R105]  TRITON shall dead reckon a track for the amount of time given by the user. The range shall be ten (10) minutes to eight (8) hours. BL1
ITLRI061  TRITON shall automatically delete a manual track after Mamum Time Late has passed from its last undate time. BL1
[T1-R107)  TRITON shall source (e.g. track s dropped in TOL or Nation feed BL1
exolictlv drops it from its feed!.
[T1-R108]  TRITON shall allow user track beissued if the track has one or more BL1
user-overridden attributes or it is associated to a Vessel.
[T1-R109]  TRITON shall allow user to delete an beissued to BL1
is beina deleted. and a new track mav be initiated at the next uodate.
[TLR110]  TRITON shall allow the user to slave a Reference Point or an Area to a track on a true or relative bearing and to assign independent BL1
course and soeed.
[T1-R111]  TRITON shall compute and use the Track Position by using the Track History for  BL1
the tvbe of the vessel in the Sustem Operational Parameters.
[T1-R112]  TRITON shall store the track positions in the Kinematic History of each track in the Track Database using the position and speed of the BL1
track at intervals indicated by the Track Kinematic Historv Update Interval
[T1-R113]  TRITON shall keep the Kinematic History of a track for a duration of Maximum Time Late. After the time has elapsed, the last data BL1
oosition shall be dronped.
ITLR114]  TRITON shall be able selected track for oeriod of time on the GeoView. BL1
[T1-R115]  TRITON shall dels an authorised user or the source of that BL1
track with  notification if the track has user-overridden attributes or not associated.
Track Correlation
[T1-R116]  TRITON shall automatically correlate a new track with an existing track if the configurable conditions of the Correlation Criteria are: BL1
satisfied.
[T1-R117]  TRITON shall automatically correlate a new track with an existing track and notify the authorised user if one or more of the authorised  BL1
user-selected conditions of the Correlation Criteria are not being satisfied.
ITLR118]  TRITON shall BL1
ITLR1191  TRITON shall undate each track under even though match. BL1
ITLR1201  TRITON shall allow two tracks 3 BL1
[T1-R121]  TRITON shall allow user to modify the Ct Criteriain Parameters. BL1
ITLR1221  TRITON shall BL1
[T1-R123]  TRITON shall use extrapolated positions of tracks for correlation and decorrelation checks as explained in the Description. BL1
ITLR124]  TRITON shall keep one track if that track i correlated with another track. and disolay only the correlated track. BL1
[T1-R125]  TRITON shall use the highest Confidence Level of the correlating tracks to determine the Confidence Level of the correlated track. BL1
[T-R126]  TRITON shall use the most recent kinematics information of the correlating tracks to set the kinematics of the correlated track (as BL1
exolained in the Descriotion].
[TL-R127]  TRITON shall treat a decorrelated track as a new track, and pracess it if its last time of update is not older than the Maximum Time BL1
Late. If it s older. then the decorrelated track shall be deleted automatical
ITLR128]  TRITON shall disolav correlated tracks with an indication in the GeoView (e.e. a small dot on the svmboll BL1
ITLR1291  TRITON shall allow the detailed track each track under the . BL1
ITLRI301  TRITON shal uodate i are not chaneed. BL1
[T1R131]  TRITON "should” be scalable (e.8. over 100,000) (e.g. less than 30 BL1
seconds) and handle correlation.
[T1-R132]  TRITON shall be able five ten thousand (10,000) tracks BL1
Track and Vessel Association
[T1R133]  TRITON shal allow user riteria in Parameters BL1
[T1-R134]  TRITON shall inthe the Association Criterials  BL1
satisfied.
[T1-R135]  TRITON shall allow the authorised user to manually associate an automatic or manual Live Tracks with a Vessel even though some of BL1
lhe attributes of a reborted Track do not match to the Vessel's.
IT1-R1361 ITON Tracks on the GeoView. BL1
ITLRI371 mmu shall disolay the TTN of the Track ifitis associated to a Vessel. BL1
ITLR138]  TRITON shall user to the Trackif it fails. BL1
[T1-R139]  TRITON shall of an associated Track and a Vessel if one of the BL1
Disassociation Criteria is met.
[T1-R140]  TRITON shal automatically update Kinematic History, i story and aVessel in the Vessel BL1
Database if the Vessel s associated to a Track. The kinematics m«mam ‘with the most recent time of update shall be used to
uodate the Vessel kinematics.
[T1-R141]  TRITON shall compute and use the Vessel Position by using the Vessel History BL1
for the tvoe of the Vessel in the Svstem Operational Parameters.
[T1-R142]  TRITON shall update the in the Vessel of Track at intervals BL1
indicated by the Vessel Position Udate Interval.
imulated Track Handling
ITLR1431  TRITON shall be able to orocess Simulated Tracks senerated by its own simulators. BL1
IT1-R1441 mmu shall create a Simulated Track when a simulated hnktvack\sve:ewed 7mmaYDL via NIRIS. BL1
IT1-R1451 Tracks as Live BL1
IT1-R1461 mmu shall prevent correlation of Simulated Tracks with Live Tracks and association with Vessels. BL1
Track Interface Handling
[T1-R147]  TRITON shall handle track information received from external BL1
revorts into standard. internal track reoresentation using the TRTION Track Soecification (NS or NU)
4232110102 [T1-R148]  TRITON shall use configurable update rate for internal processing (51S) which BL1
external sources.
4232110103 [T1-R149]  TRITON shall allow the authorised user to control the internal update rate of the tracks that are received from a particular external BL1
4232110104 [T1-R150]  TRITON shall automatically maximise the internal update rate of the tracks assigned to the Status Board for close monitoring purposes  BL1
by any user.
4232110105 [T1-R151]  TRITON shz\\zutumztl:z”v maximise the internal update rate of a track i it i requested by a user in the Object Information Display BLL
(see Geo
4232110106 ITLRIS2I  TRITON smu mm I by BL1
4232110107 [TLR153]  TRITON shal use separate source identification for each SIS acting as a rack source (e.g. NIRIS Interface, Formatted Message Interface, ~ BL1
MCCIS Interface. AlS Data Source Interface)
4232110108 [T1R154]  TRITON shall allow user BL1
4232110109 ITLRISS]  TRITON shall manage Own Shio as a track and make it available for the GeoView to be disolaved as Own Position. BLA
42321101010 [T1-R1S6  TRITON shallallow the user to set a track as Own Shio on the GeoView. BLA
42321101011 [TL-RIS7  TRITON shall maintain Own Shio Data for the Deolovable Kits. BLA
42321101012 [T1-R1S8  TRITON shallallow user for BLA
42321101013 [T1-R1S9  TRITON shallallow user hi BLA
42321100014 [T1R160]  TRITON shall 4 d BL4
hichest Confidence Level.
4233
42331
42332
423320101 [TLR161]  TRITON shall maintain a Reference Object Database to store al types of Reference Objects within the Environment of a Maritime BL1
423320102 [T1R162]  TRITON shall allow user dify t, export) the Database. BLL
423320103 [T1-R163]  TRITON shall be able accordingly in their BL1
Releasable Maritime Ooerations attribute.
42333 Reference Obiect Number Management
423330101 ITLRI641  TRITON shall o identify level. BL1
423330102 [TL-R165]  TRITON shall allow the authorised user to an:ate TRN pool for by 3 BL1
and last Reference Obiect numbers.
423330103 ITLR166]  TRITON shall assien a uniaue TRN to each new Reference Obiect received from external sources or created internallv. BL1
. Reference Obiect Life Cvcle Management
423340101 IT1R167]  TRITON shall perform automatic and manual BLL
423340102 [T1-R168]  TRITON shall maintain the in the Time Validity. BL1
423340103 [T1-R169]  TRITON shall be able to create te if Special Points, d received BLL
such as TOL over NIRIS or Formatted Messaze over MHS.
423340104 [T1R170]  TRITON shall delete a d /pe of the object (e.g. BL1
deleted after its imbact time exceeded].
423340105 [TLR171]  TRITON shall provide a Time in addition to user deletion.  BL1
Obiects navin “Permanent”Time Valdite shll ot e deleted autamatial
423340106 ITLR1721  TRITON shall notifv the user at least ten (10} minutes before the Time Validitv of a Reference Obiect exvires. BL1
42335 Reference Obiect Creation. Undate and Deletion
423350101 ITLR1731  TRITON shall llow the user to manaee (create. modifv. delete) the BLL
423350102 [TL-R174]  TRITON shall allow the user to create a Reference Point, a Line or an Area by using the C2 Drawing facilties of the GeoView. BL1
423350103 ITLR175]  TRITON shall uodate attributes of BL1
423350104 [T1R176]  TRITON shall allow user to dead reckon the current time or a its last known BL1
course and soeed with an otion of leaving at the new position or returning to the original position.
423350105 [TLR177]  TRITON shall allow the user to dead reckon a Reference Object to the current time or a given time with ts last known course and BL1
soeed without leavine it at the new position.
423350106 ITLR178]  TRITON shall allow the user to dead reckon the oosition of a Reference Obiect if it has a course and soeed value. BL1
423350107 [T1R179]  TRITON shall use Rhumb Line dead reckoning calculation of Reference Objects for ranges up to sixty (60) Nautical Miles and Great BL1
Circle oroiection for longer ranees.
423350108 [TL-R180]  TRITON shall dead reckon a Reference Object for the amount of time given by the user. The range shal be ten (10) minutes to eight BL1
181 hours
423350109 ITLRISI  TRITON shall delete a tomatically if BLL
4233501010 [TL-R182]  TRITON shall provide the user with the capability to initiate Lines and multipoint Areas containing at least fifty (50) segments. The C2 BL1
Areas of the GeoView shall be used to visualise the Ar
4233501011 ITLRI831  TRITON shall allow the user to assien independent course and soeed to a Reference Obiect. BL1
4233501012 [T1R184]  TRITON shallallow user be BL1

42336
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0101 ITLRI8SI  TRITON shall allow the user to slave a Reference Obiect to an indicated Track. BL2
0102 ITLRI86]  TRITON shal toa Track i Association BL2
0103 ITLRI87I  TRITON shall if the indicated sociated with the indicated Track. BL2
[T1-R188]  TRITON shall allow the user to indicate the reference point of the Reference Object for aligning its position to the slaved Track. BL2
ITLRI8I1  TRITON BL2
IT1-R191  TRITON mu keen a slaved Re!erenae Obiect at ts last position if the Track associated to it has been deleted. BL2
Maritime
Onenllnnal Dl
Picture Disolav
ITLRI91  TRITON shal selected by the user in Lavers. BL1
ITLR192]  TRITON shall allow the user to set a Time Window and Undate Rate for Picture Disolav. BL1
[T1-R193]  TRITON shall allow the user to display the last based on BL1
in the GeoView, within only. be retrieved).
[T1-R194]  TRITON shall provide and update only those only BL1
those Objects having the last update time within the given Time Window shall be displayed and updated.
ITLR195]  TRITON shall adiust the Undate according to the the GeoView. BL1
[T1-R196]  TRITON shall allow the user to display historical positions of and with BL1
given time intervals, in tin the App\ ol
[T1-R197)  TRITON shall display in AppView and GeoView, the number of Maritime Operational Objects currently displayed in the GeoView, in BL1
the Area of Interest, and the Total Number of Objects in the selected Time Window. This information may be displayed with respect
to the Lavers.
[T1R198)  TRITON shall group the Maritme perational Objectsf the number of Oblects to be dispayed n a GeoView s greater than the BL1
taximum Number of Obiect to Disolav" setting.
[T1-R199]  TRITON shall be able to display the picture with the given Time Window, Update Rate and Spatial Extent within ten (10) seconds after BLa
ITON AppView shall bandwidth is a
icture from th sever.
[T1-R200]  TRITON shall d a willtake longer than fifteen (15) seconds. BL1
[T1-R201]  TRITON and from Track BL1
users issue viewina reauest with  Time Window.
[T1:R202)  TRITON shalluse TN of th trackn the Oblect abel I the Track s associted to a Vessel and TVN ofthe Vessel ifno Track s BL1
associated
[T1-R203]  TRITON shall display TTN, TVN and TRN lee asT,V, Rin front of BL1
the Obiect Label while disolaving it on the GeoView.
IT1-R2041  TRITON shall allow the authorised user to set Own Shio when it i deploved on an ACP. BLa
Obiect Disolav Control
IT1-R2051  TRITON shall brovide the user with the control of displaving Ooerational Obiects in the GeoView. BL1
[T1-R206]  TRITON shall allow the user to manage (create, save, modify, delete) Display Criteria and Display Options as given in the Description. BL1
The Ribbon Bar of the AooView mav be used to activate or de-activate them.
[T1-R207)  TRITON shall filter Display Cr This data BL1
shall be passed to the GeoView over the AooView using NMAPI
IT1-R2081  TRITON shall allow user lated BL1
Operational Information Disol:
[T1-R209]  TRITON shall be able to present Operational Information on the AppView using both dedicated panels and dialog boxes. BL1
[T1-R210]  TRITON shall display the detailed information for a selected Maritime Operational Object in a pop-up window called "Object BL1
\nmrmanen Box" on the View from which it is reauested.
taritime Operational Picture Manazement
m-R211l mmN shall build the MOP as a collection of allavailable Maritime Oerational Obiects on the NS Domain. BL1
IT1-R2121  TRITON shall be able to disolav the MOP i the GeoView as a Laver. BL1
[T1-R213] mmN shall allow userto igned Standard pes of inthe BL1
Mlln:m Picture Management
[T1-R214]  TRITON shall be able to filter the Miltary BL1
Identities and disolay them as a lavers on the GeoView.
[T1-R215]  TRITON shall allow user to select Objects as the v e BL1
Identity.
ITL-R2161  TRITON shall be able to disolav the Militarv Picture i the GeoView as a Laver. BL1
wh.m Picture Mannemenk
moilat
[11-R217) mmN al mam(amtheWPas the NU and NS Domain. BL2
ITL-R2181  TRITON shall be able to build the. the NU Domain, BL2
IT1-R2191  TRITON shall maintain a st WP Regions for each Maritime Operation on the NU Domain. BL2
[T1-R220]  TRITON shall be able to process received track information from external sources on the NU Domain, update the Track Database and BL2
the Vessel Database on the NU Domain.
[T1-R221]  TRITON shall maintain the WP on the NS Domain with the WP information received from the NU Domain and the information BL3
received from NATO assets operating on the NS Domain.
IT1-R2221  TRITON shall be able to disolav the White Picture in the GeoView as a Laver. BL2
White Picture Transfer
ITERZZ3] - TRITON shall transfer the W information from the NU Dorran tothe NS Domain automatcll. 8L2
[T1-R224]  TRITON shall allow user the NU Domain to the NS Domain. BL2
IT1-R2251  TRITON shall allow user NU Domain to the NS Domain. 8L2
IT1-R226]  TRITON shall bass the WP information to the NS Domain over the IEG-Data Diode. BL2
[T1-R227]  TRITON shall be able to receive WP information from the NU Domain via the Data Diode and process the track information BL3
automaticallv.
[T1-R228]  TRITON shall allow the authorised user to transfer files having exported WP information from the NU Domain to the NS Domain over BL2
the Data
ITLR2251 TRITON shll llow the authorised s o eceivedat e o the N Do and ot thrmanthe NS Damai BL3
White Picture Sharing
IT1R2301  TRITON shall make the WP Servicel. 8L2
[T1-R231]  TRITON shall allow user | ding to the Releasabilty BL2
Label over Maritime Operations and the RMP Resions.
Recognised Maritime Picture Management
RMP Building
IT1-R2321  TRITON shall maintain a ist RMP Resions for each Maritime Operation. BL3
[T1-R233]  TRITON shall use the recognised Tracks in the Track Database and the Vessels with last known positions in the Vessel Database on the. BL3
NS Domain to build the RMP by using the RMP Filter Criteria
ITL-R2341  TRITON shall of C of the global RMP. BL3
IT1-R2351  TRITON shall Vessel L dine to the default Picture of the slobal RM BL3
[T1-R236]  TRITON shall allow user to designate be included in 8 BL3
[T1-R237]  TRITON shall allow the authorised user to designate a selected Vessel List to be included in the RMP of the Current Maritime BL3
Ooeration or excluded.
[T1-R238]  TRITON shall not allow the user to designate Simulated Tracks and Exercise Tracks into the RMP if the Maritime Operation is not of BL3
toe Exercise.
IT1-R2391  TRITON shall be able to disolav the RMP in the GeoView as a Laver. BL3
RMP Control and Sharing
ITLR2401  TRITON shall make the RMP available over the RMP Service for external access. BL3
ITLR2411  TRITON shall make the RMP available over the Nation Interface for each Nation. 8L3
IT1-R2421  TRITON shall make the RMP available over the ACP Interface for the blatform on which the Devlovable Kitis installed. BLA
[T1-R243]  TRITON shall allow the authorised user to generate a selected Formatted Message after selecting the tracks on the GeoView or froma  BL3
Search Result.
IT1-R2441  TRITON shall be able to generate RwsnsuM message based on user-selected Tracks and Reference Obiects. BL3
X ITL-R2451  TRITON shall be able to generate NAVSITSUI identity. BL3
4234520107 ITL-R246]  TRITON shall be able to generate NAVSITREP message based on user-selected Tracks filtered for correct identi. BL3
4234520108 ITL-R2471 TRITON shall be able to generate MARINTSUM message based on user-selected Tracks filtered for correct identitv. BL3
4234520109 IT1-R248]  TRITON shall be able to generate BL3
4234520100 [T1-R2491  TRITON shall be able to zenerate NAVPOSREP messace based on user-selected Tracks filtered for correct identitv. BL3
42345201011 [T1:R250  TRITON shall be able to cenerate OTH-T GOLD CONTACT REPORT message based on user-selected Tracks. BL3
42345201012 TLA2S11  TRTON shll e sble to senerate OTH T GOLD ENHANCED CONTACT REPORT messae bosd o ser slected Tracks, BL3
42345201013 [T1-R2521  TRITON shall be able BL3
42345201014  [T1-R2531  TRITON shall be able BL3
42345201015  [T1R254]  TRITON shall be able to send the generated Formatted Messages containing the RMP o its Regions to the selected destination BL3
addresses at a selected Dissemination Rate.
42345201016  [T1R255]  TRITON shallallow user send the NGl BL3
42345201017  [T1-R256]  TRITON shall be able to exoort the RMP into Recoenised Outout File Format. BL3
42345201048 [TLR257]  TRITON shallallow user filein Format. BL3
42345 Onerational Obiect Search
423460101 ITL-R2581  TRITON shall orovide c fooensearchl. BL1
423460102 [T1-R259]  TRITON shall allow the user to manage (create, modify, delete, export, import) inthe reuse BLL
an existing one to issue a new search.
423460103 [T1-R260]  TRITON shall allow in the d: the given BL1
Quick Search Criteria or Detailed Search Criteria, as given in the Description. Both search criteria shall handle Vessel Name exceptions
b disolavine the closest the matches.
423460104 [T1-R261]  TRITON shall display the search results in sortable tabular format with a capability of finding one or more Maritime Operational BL1
Objects and displaying them on the GeoView. If the Objects are included in the current Spatial Extent, they shall be highlighted, if not,
user confirmation shall be requested to move the Extent to cover the last known position of the Objects.
423460105 [T1-R262]  TRITON shall display the closest ten (10) results of a search with an option to extend the number of results f a given name does not BL1
exactlv match with an of the records in the databases.
423460106 IT1-R2631  TRITON shall be able to disolav auemented information from the Vessel Database if the searched tracks are associated. BL1
423460107 IT1-R2641  TRITON shall allow the user to access the Obiect Search function in the context of a User Avolication. BL1
42347 Oerational Obiect Animation
423470101 ITL-R2651  TRITON shall be able to animate the selected Maritime Operational Obiects on the GeoView. BL2
423470102 IT1-R2661  TRITON shall allow the user to select the Maritime Operational Obiects. time veriod and the soeed of animation. BL2
423438 NATO Common Operational Picture Handiing
423480101 ITLR2671  TRITON shall receive RAP and RGP and disolav them on seoarate lavers in the GeoView. BL3
423480102 IT1-R2681  TRITON shall allow the authorised user to control and monitor the NCOP Interface. BL3
4235
42351
423511
4235110101 IT1-R2691  TRITON shall maintain a st of Network BL2
4235110102 ITL.R2701  TRITON shall maintain a st of Web BL2
4235110103 [T1-R271]  TRITON shall allow the authorised user to manage (create, modify, delete] (he List uf ‘Web Sites and Network Locations having BL2
Maritime Datasets.
4235110104 IT1-R2721  TRITON shall allow the user to access the on-line Maritime Datasets on the soecified Web Sites with a search caoabilitv. BL2
4235110105 [T1-R273]  TRITON shall allow the user to access the off-line Maritime Datasets on the specified Network Location with a search capabilty. BL2
4235110106 ITLR2741 - TRTON sll e bl 0 usethe sarchcanabits orovided by the onine Maritime ataets BL2
4235110107 [T1-R275]  TRITON shall be able t load i indicated add to local Network BL2
Location. The authorised use shal be notified about the beinnine and end of uodate orocess.
423512 Person of M:
4235120101 ITL.R276  TRITON shall maintain a st for Person of BL3
4235120102 ITLR2771 TRITON shall allow the authorised user to manage (create. modifv. delete] the Person of Maritime Interest List BL3
4235120103 [T1-R278]  TRITON shall allow in BL3
e Person of arime st i userseeced atrbute f erson ata match
4235120104 ITL.R279  TRITON shall allow the authorised user to disolav the vessel on the GeoView if the berson is embarked on a vessel. BL3
4235120105 ITL-R2801  TRITON shall alow the authorised user to add afile holding the lst of basseneers on board a vessel BL3
4235120106 [T1-R281]  TRITON shall allow the authorised user to filter and export the Person of Maritime Interest List in a user-specified file in Recognised BL3
Exoort File Format
423513 Uovd's Maritime Intell it
4235130101 TLR2821 TRTON shllmaitn 3t of Uova's MU Dot BL2
4235130102 ITLR2831  TRITON shall alow the user to manace (create. modifv. delete) the Liovd's MIU List BL2
4235130103 TLR2841  TRITON shalbe abl to imoort Lovd's MIU data from an indiated filinto the Liov's IU List: BL2
4235130104 ITL.R2851  TRITON shall allow user into the local st BL2
4235130105 ITL-R286]  TRITON shall allow the authorised user to imoort Liovd's MIU dataset from a fle into the local st BL2
4235130106 [T1-R287]  TRITON shall llow the authorised user to export the selected Lioyd's MIU Data into a file in Recognised Export File Format. BL2
4235130107 IT1-R288]  TRITON shall allow the user to disolav Liove's MIU List in sortable tabular form with search and filter cavabiliies BL2
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o ‘ Requirement ‘ e Default | ‘Avallabiity of TRITON Functions ‘Availabilty of VC Functions PO—
Number Baselne | BT | coS a3 [ Ba [ w I veata [ vesiz [vesta | w
a Detention i
40401 Lasl  THMO shlmatain st of Wb She 1o eacs o sces inforation et o MOU Dstenton L BL2
40102 [T1R290]  TRITON shallallow the authorised user to manage (create, modify, delete] the List of Web Sites having MOU Detention Lists BL2
[T1-R291]  TRITON shall maintain a st of MOU Detention Lst v banned and Maritime BL2
Operation.
T1-R2921 TRITON shall allow the authorised user to manage (create. modifv. delete) the local MOU Detention Lst. BL2
T1-R2931  TRITON shall allow the authorised user to exoort filtered Detention Lits nto a file In Recognised Exvort ile Format. BL2
(T1-R294]  TRITON shall allow user Import Fie Format into alocal Detention List BL2
(T1-R295]  TRITON shall allow the authorised user to be able to combine the MOU Detention Lists recelved from different sources by using the BL2
Detention Lis Correlation Critria
(T1-R296]  TRITON shall allow the authorised user set the rules for the Detention List Correlation Criteri for combining MOU Detention Lits BL2
received from different sources.
(T1:R297]  TRITON shallallow userto 2 o b d displ BL2
the resultin sortable tabular format
(T1-R298]  TRITON shall asociate vessels in any of the Detention Lists i the local MOU Detention List with the vesselsin Vessel Database. BL2
[T1-R299]  TRITON shall allow the authorised user to search for a vessel in the local MOU Detention Lists, display the details of the recordingand ~ BL.2
in the an ootion to on the GeoView.
T1-R300]  TRITON shall allow the authorised user to display the local MOU Detention Lstsin sortable tabular form with an option to display the  BL2
oosition of the selected vessel.
Merchant Shios Characteristics
T1R3011  TRITON shall maintain a st of Web to haracterist BL2
[T1-R302]  TRITON shall allow the authorised user to manage (create, modify, delete] the Lit of Web Sites having Merchant Ship Characteristics.  BL2
T1-R3031  TRITON shall allow the user to access the Merchant Shio Characteristcs dataset on the speciied sites. BL2
(T1-R304]  TRITON shall allow the authorised user to manualy update the Vessel Database by using the Merchant Ship Characteristcs reference BL2
dataset
World Port Index
IT1R3051  TRITON shall maintain an Port Database to BL2
IT1-R3061  TRITON shall maintain a st of Naval Bases in the World Port Database based on country. BL3
IT1-R3071  TRITON shall allow the authorised user to manage (create. modifv. delete) the internal World Port Database. BL2
IT1-R3081  TRITON shal be able to imoort World Port dataset from a selected online source. BL2
(T1-R309]  TRITON shall allow the authorised user to manually import data from the World Port data published by U.S. National Geospatial- BL2
Intellizence Agency (NGA into Waorld Port Database.
[T1-R310]  TRITON shall allow the authorised user to import data from an external file in Recognised Import File Format to build the internal B3
World Port Database.
ITLR311 TRITON shal allow user to exnort Exoort File Format. BL2
TLRSL2I  TRITON shll s Iternl o exernl Word or dav o suspor DestinaionResltion roces for A1 tack BL2
[T1R313]  TRITON shal allow the user to search for internal database or and display them BL2
on aLaver in the GeoView.
IT1-R3141  TRITON shal be able to store classified information about Naval Bases in the World Port Database. BL3
ITLR3151  TRITON shal allow the user to disolay the selected Ports or Naval Bases on the GeoView in a Laver. BL2
[T1-R316]  TRITON shal be able to use a World Port Data Service if the available GIS Server can provide (e.g. WFS, Gazetteer Service) B3
Shiooing Route Networks
IT1R3171  TRITON shall maintain a ist o Shioping Route Networks to store Route Networks BL2
(T1:R318]  TRITON shallallow user , modiy, delete, import, the Route in the Shipping Route BL2
Networks List
IT1R3191  TRITON shall allow file in Recognised Imoort File Format. BL2
ITLR3201  TRITON shll allow thesutharied uer t cxootShooine Route Networks . fle nRecosnsed Exo0rtFleFormat BL2
(T1R321]  TRITON shall allow the authorised user to create a new Route Network by defining nodes (ports) and legs by either entering the BL2
oosition data for nodes manually or bointing the bositions of nodes on the GeoView.
(T1:R322]  TRITON shallallow user to perform lysis of the followed adefined period inadefined  BL2
area
(T1:R323]  TRITON shallallow userto v BL2
of statistical analvsis and the existing network
(T1:R324]  TRITON shallallow user to search in a Shipping Route Network given in BL2
Recoanised Imoort File Format.
IT1-R3251  TRITON shall be able to disolav a Shiooing Route Network on the GeoView in a Laver. BL2
IT1R3261  TRITON shall allow the user to etworks to the Geoview. BL2
Internet Searching
[T1R327]  TRITON shall maintain a st of Recognised Web dalist of be used e on the BL2
Internet
(T1:R328]  TRITON shallallow the user to manage (create, modify, delete] the List of Recognised Web Sites to be used for Internet Searching BL2
(T1:R329]  TRITON shall allow the user to defi h luding free text, BL2
the selected Recoanised Web Sites.
(T1-R330]  TRITON shal allow the user to manage (create, mocify, delete) the List of Search Queries and issue a new search by using an existing BL2
Search Quer.
ITLR3311 TRITON shal be able to use the search cavabiltv brovided by the reference databases (e.2. Web services). BL2
IT1R3321  TRITON shall disolay the Internet Search results in sortable tabular format. BL2
Handling Country Code:
IT13331  TRITON shall maintain 2 "NATO Standard Country Codes Table" comliant to ISTANAG 10591, BL1
IT1R3341  TRITON shal allow . export) th ountry Codes Table. BL1
TLRS3S1  TRITON shll minai NS ok Masoia bl comolnt o fhe MO CountryCoen. BL2
ITLR3361  TRITON shal allow user . export) the Table. BL2
(T1:R337]  TRITON shallallow verto mportthe Table and the ountry Codes Table from a BL2
file n Recoanised Imoort File Format.
(T1:R338]  TRITON shall allow the authorised user to export the MMSI-Fiag Mapping Table and the NATO Standard Country Codes Table to afile BL2
n Recosnised Exoort File For
[TLRG3S] TRITON shall auvomticl der the igof a AIS rck s on s MV Numberusing the MV g MapringTale BL2
[T1-R340]  TRITON shall be able to derive the Flag for a user-selected track from its Country Code using the NATO Standard Country Codes Table, L1
(T1:R341]  TRITON shall display the Flag of a track or vessel indicating STANAG countrie ot BL2
covered by STANAG 1059), Th g con ca be disloyed together with the obectsymbol, an the detaled object nformation shll
orovide the descrintive information.
IT1R3421  TRITON shal automaticalv assian FRIEND as the Standard Identity for an AIStrack f ts derived Flag is a NATO Nation. BL2
Order of Battle Information Management
ITLR3431  TRITON shall maintain an ORBAT Database for each Maritime Oeration. BL3
IT1R3441  TRITON shal allow the authorised user to manase (create. modifv. delete) the ORBAT Database. BL3
[T1-R345]  TRITON shal be able to receive Enemy ORBAT iformation from INTEL-FS and update the ORBAT Database after the authorised user's L3
aooroval,
(T1:R346]  TRITON shallallow user to associate 4 in the ORBAT Vessels in the Vessel BL3
Database.
(T1:R347]  TRITON shall be able to display information in as selected by the user (e.g. Enemy ORBAT- B3
Maritime).
[T1-R348]  TRITON shal allow the user to display the selected ORBAT elements at their last known positions in the GeoView (on a Layer) i they BL3
are associated with Vessels in the Vessel Database.
Environmental Information Management
[T1:R349]  TRITON shal be able to receive the EnvironmentalInformation and display it in the GeoView as Layers with the symbology defined in ~ BL3
1APP-6
[T1:R350]  TRITON shall be able to import a Import File Geoview BL3
25 Lavers with the svmbology defined in IAPP-61.
CBRN Defence Information Management
(FLRSS1]  TATON shll 5 bl 0 eciv CORN formatonand il i om ayer I the GeoView ith the symilogy defined i 4776 BL3
(T1:R352]  TRITON shal be able to import CBRN Information from a file in Recognised Import Fie Format and display it in the GeoView as Layers  BL3
with the svmboloay defined in [APP-61,
42355 Intelizence Information Manazement
423550101 [T1R353]  TRITON shal allow the user to request Inteligence Information given in the Description from INTEL-FS, and display the received B3
information in text or sortable tabular form in the Aoo\View.
423550102 [T1:R354]  TRITON shal be able to receive the Enemy ORBAT Data from INTEL-S and update the ORBAT Database after the authorised user's B3
ooroval
423550103 [T1:R355]  TRITON shall be able t INTELFS, and store itin Area after the BL3
authorised user's anproval.
423550104 [T1:R356]  TRITON shallallow , and display the returned BL3
result I the AooView, e INTELS intetac 1 not valabe. he sser hal b need
424
4241
42411
424111 rea Alerts
4241110101 [T1R357)  TRITON shallallow user to define an Incl hich raises an Alert when fier BL2
ts the the
4241110102 [TLR3E  TRITON shallallow the authorised user to define an Exclusive Area which aises an Alert when a track fulfiling the user-defined filter BL2
enters the Area. and basses throuzh the Tolerance Distance.
4241110103  ITLR3SI  TRITON shall and Inclusive Areas within each BL2
4241110104  [TLR360I  TRITON shal user with an BL2
4241110105  [TLR361  TRITON shallnot outside the defined whenthe Areais  BL2
created
4241110106  [TLR3621  TRITON shall monitor Areas with check Is set by the user BL2
4241110107  [TLR3631  TRITON shall monitor the Groued Areas (Exclusive or Inclusive) as one sincle Area. BL2
4241110108  [TLR3641  TRITON shallbe able Areasin the BL3
424112 Time-Late Alerts
4241120101 [TLR3SI  TRITON shall andiissue the soecified fora B3
4241120102 [TLR36I  TRITON shallallow the authorised users to create Time-Late Alerts for automatic or manual tracks BL3
4241120103 [TLR367]  TRITON shallallow the authorised user to set Time-Late value up to thirty-six (36) hours i steps of one (1) minute for a selected track.  BL3
424113 Maritime Anomaly Alerts
42412 Manual Alert
424120101 (TLR38)  TRITON shll alow the userto the type, explanati BL3
oosition and the User Groun to be notified
424120102 (T1:R369]  TRITON shall allow user to issue a Manual selecting the GeoView orby using  BL3
the Search function.
424120103 ITLR3701  TRITON shal allow the user to lert by using Alert B3
424120104 ITLR3711  TRITON shal allow the authorised user to manase (create. modifv. delete) the Alert Temolates. BL3
424120105 ITLR3721  TRITON shal be able to disseminate a Manual Aler to the users of the soecified User Groun BL3
4242 Maritime Decision Suooort
42421 Track Statisti
424210101 ITLR3731  TRITON shal orovide the user with a caoability to disolay in the Descriotion. BL3
424210102 [T1R374]  TRITON shall compute Time-Late statistics for al or selected tracks in the Track Database in a given time window. The results shal be: BL3
islaved n el ormat o rss f bl
424210103 [TL8375]  TRITON shal display number of their types, source, correlation and lected graph form (5. BL3
2 bar chart of track tvoes in a regionl.
424210104 [TL:R376]  TRITON shall allow the user to select tracks either using the pointing device or issuing a query on the Track Database and iniiate. B3
statistcs calculaton.
42422 Furthest on Circle
424220101 ITLR3771  TRITON shal be able to nitate a FOC at an indicated oosition and uodate it automaticalv. B3
424220102 ITLR3781  TRITON shal be able to handle indeoendent FOCs in each Maritime Ooeration. BL3
424220103 [TLR379]  TRITON shal allow the user o initiate a FOC at an manual input or BL3
oosition of  track indicated bv the user with either the oointing device or track ID.
424220104 [T1:R380]  TRITON shal use the last known spe the FOC and B3
on the GeoView shal be updated automatically
424220105 ITLR3811  TRITON shall uodiate the FOC atintervals defined i the Confisuration Settings. The defaultshall be sixt (60) seconds. B3
424220106 ITLR3821  TRITON shall disolav the FOC in the GeoView as an Aoolication-based C2 Area. BL3
424220107 (TLR383)  TRTON shl keep 2 FOC acivefrthe amourt ftme st bythe user. The time rang shll b ten (10)minutes 0 eight () hours BL3
to extend when the user
42423 Status Board
424230101 ITLR3841  TRITON shall maintain a Status Board for each user in each Maritime Ooeration. B3
424230102 [T1:R385]  TRITON Status Board shall be play ging information BL3
format,
424230103 [T1-R386]  TRITON shal allow the user to manage (create, mocify, delete) Status Board and select the BL3
attributes to be disolaved with resoect to obiect tvoes.
424230104 ITLR3871  TRITON shal be able to disolav atleast twenty (20) Maritime Ooerational Obiects n a Status Board for each user. B3
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obietumber | orenent | Heading/ Requirement pee |
4330105 MLkass  TATONshll ke the SatusBoad et unl o ar Srmmtes . o
4243
42031
i24311 "
4243110101 [T1-R389]  TRITON shall be ihlz a reported the BL2
inthe wor par
4243100102 ITLA201 TRTON saluse an el or ctrnal Workd Port Index Db o resole desinatin. w2
4263100102 LRSI TRTON shallb et e Web srvies rom GecNames t resole destinato, w2
4263110104 MLt TATONshllbesbhe ot G S w2
4243110105 [T1-R393]  TRITON shall allow user ofa in case more BL2
tran ane el e et
420312 Shioine Route Valdat
4243120101 [T1-R394]  TRITON shall derive me shortest usual path from the position of a selected vessel to its resolved destination using the selected BL2
hiine Rote
4203120102 Muass TATON salslow P— fors seected tack w2
424313 VeseldentisValiation
4243130101 [TL-R396]  TRITON shall perform track using fi Vessel Database. If the BL2
Valdate wih th Vsl Databas, hen TRITONshll s th et efrenc dtaaes, g 1 he escptio, it by
ine uthorsed
4243130102 [T1-R397]  TRITON shall allow user to add on-line or Identity BL2
Valdation oracess.
4263130103 ITLRISE  TRTON shll mfor the authored s bout the resut ofthe Vessel et aldato aocess w2
prvev MartimsPattern of e Anshi
4263140101 LR TRTON shallmantan a st of Marime Pattem of i Ares o st anahi w2
4243140102 [T1-R400]  TRITON shall allow , modify, delete, export, Life Areas. BL2
4243140102 LRI TRTON shal low the uthoied uer o 5 descriote annotations o3 Marime Pttern o e A, w2
4263140104 LR TRTON shlllow th s o ol th eected Marime Pt of L Ares n the Geoview 23 Lave w2
42022 Mt incdent Recortine
424320101 [T1-R403]  TRITON shall be capable of exchanging information with JOCWatch using JOCWatch OIR Service as defined in [JOCWatch WSS]. BL3
420320102 MLRA TRTON shalbe caosle e from 10CMtch 35 dfined 7 1OCWatch s ws
424320103 [T1-R405]  TRITON shall allow the authorised user to manage (create, modify, import, export, delete) the Maritime Incidents (given in the BL3
Descritonhia JOCWath
420320104 MuRis  TATON shllorou Jocwate ws
424320105 (T1-R407]  TRITON shall , upon initiation by more vessels in the Vessel BL3
Databae i he vl kentcain s mcatedinte cden.
42023 Martim Aot beection
420331 Rendersousbeect
4243310101 LR TTONcalmaana s of : w2
4243310102 [T1-R409]  TRITON shall allow the authorised user ., modify, delete) the Rend D Area List and the processes BL2
4203310103 Mune anc 100 e bl scooe w2
4263310104 mnan s w2
4243310105 [T1-R412] for the \d detection process (i.e. Area BL2
efiion, ditance soee.cariic)
4243310106 [T1-R413]  TRITON shall apply Rendezvous Detection Criteria, as given in the Description, to all ships within the designated area periodically or BL2
i
4243310107 [T1-R414]  TRITON shall user if o with given interval b BL2
rocesatwith the curent crocesine ad
4243310108 [T1-R415]  TRITON shall inform the authorised user about the status of the current Rendezvous Detection processes and issue notification in case BL2
ihe RenderuousDetcionCrera mtehes
4243310109 [T1-R416]  TRITON shall display the result of selected Rendezvous Detection tabular form with bil g BL2
Scected te k(i e G
420222 ostiona Anoml Deec
4243320101 TLRET TATON sl mantin 6 of Posiions AnomaDeectio res for ech Wi Operin. w2
4243320102 [T1-R418]  TRITON shall allow the authorised user ., modify, delete) the Positional Detection Area List and the BL2
rocese e o th wers
4243320103 [T1-R419]  TRITON shall be able to hand 100) Positional global scope. BL2
4243320104 [T1-R420]  TRITON shall be able to handle at least ten (10) Usual for each Pc | which are excluded in checks. BL2
4243320105 (T1-R421]  TRITON shall be able ) aP less than ten (10) BL2
secons
4243320106 [T1-R422]  TRITON shall allow the authorised user to configure the P I Detect \d detection process (i.e. Area BL2
finions soee. nena,
4243320107 [T1-R423]  TRITON shall apply Positional Anomaly Detection Criteria, given in the Description, to all tracks and vessels within the designated area BL2
e rwhr vt e,
4243320108 (A TRTONshal e fhe o with g nterls annotbe 812
rocesad it thecurent rocessig s
4243320105 (TLAA2S]  TRTON shll form th authorsed user about thesatus of the curent P I etectonprocess snd w2
cas the Postions Aol Detection Cera matches
42433204010 (T1AdS]  TRTON shll dply th el of the ostionsl Ropview,in form v acapiyor oL
inicsting he selctd the ks on the Geoview
424333 Destination Anomal Detecti
4243330101 (1R8] TRTON shal perform Desnation Al Detection process ora . yoeectionCrtera L2
even n e Descrtion
4243330102 (TLAdS]  TRTON shllallow he authorse usr to it Destnat s seeced rack and oy e resut, 612
424334 stimted Time of Ariol Anomaly etecton
4243340101 (Aws]  TRTON shal cauiste ETAof 3 . dana e rang s withi the wser w2
salced it
4243340102 (TR0 TRITON shal o the suthoried user deine masmum s or peed, i and s 612
s or anse and it the ETAverfation,
4243300403 (TLAS3H]  TRTON shal notiy heusr  he caculte spe s smaler thanthe i it o greater thn th . w2
4243300104 (a2l TRTONshl e selecte tack prfort €T calcatonand " w2
resoved.
424335 Hitoria Aol Detection
4243350101 [T1ad]  TRITON shallbe sl tomonitor dtoa ping Route b w2
efined Wistorcl Anomal Detectonfules
4243350402 (TLA34]  TRTON shll alow the authorsed s o cefine a Shiping Routewith  ange an s the Hstorcal Anomay Detecion Rlesien L2
inthe Descrtion.
4243350403 (TLAA3S]  TRITON shllperform Historica Aol Detecton s itated by the users i oty th niatin user st he satus ofprocess. L2
424336 Kinematic AnomlyDetction
4203360101 IMLA6 TRTONshallbesbe oocd seinaven area w2
4243360102 (TLR7]  TRITON shllallow the authoised v todeine an Area nd or et w2
ea
4243360103 (TLads]  TRITONshallprform Kinrmtic AnrlyDetecton 3¢ sers and oty the ntsting swusotproess 012
4248 Geosaail Drawine Management
i2401 2 Drawing Handiing
424410101 [TLadsI  TRITON shall mantain astof C2Drawings orexch Waritine Oerato, w1
424410102 ILRAOL  TRTON shlllow the s o manse cete modi, delt,acthat/Gescte th C2Orawing s, o
424410103 ILRMI  TRTON halslow th s to e the Geoview Drawinecaosit o crestin C2 Drawines w1
424410104 TRITON shal o the s o st atrbutes oropertie) f 3 C2Oravine. w1
424410105 TRITON shall i o deactate 3 C2Oraving scording 1 TG setines w1
424310106 TRITON sl alow the ser 0 actiae or deacuate 3 C2Orawing. w1
424410107 TRITON shall o a ctive 2 rawin  he Geoview on user-seciied aer o
424410108 TRITON shall user fifteen (15) 2 Drawing is deleted if it has DTG of Deletion. BL1
42442 €2 Area Handling
424121 userbased C resHanding
4244210101 LRI TRTON shllmainti st of Usrbased C2 Ara Temoltes o2
4.2.4.4.21.01.02 (T1-Ra48] TR\TBN shaH allow the authorised user to manage (create, modify, delete) the User-based C2 Area Template List supported by the BL2
aeo
4244210105 (RSl TTON Shlmontn st of e ased C2 s o each vt st o2
4.2.4.4.21.01.04 [T1-R450]  TRITON shall 2 3 €2 Areas List. BL2
4244210105 [T1-R451)  TRITON shall allow the user to create a User-based C2 Area from the available Area Templates and set its attributes (properties) BL2
4244210106 ITLAIS2  TRTON shaldolav User.based C2 Are on the GeoView o  sersoccfed Laver e setated by the ser o2
4.2.4.4.21.01.07 [T1-R453]  TRITON shall user fifteen (15) User-based C2 Area if it has DTG of BL2
Deletion.
4244210108 ITLAISA TRTON shllmolement Temobtesforthe UserBasd C2 Aressgven  th Desrioion o2
424422 Anplication-based C2 Area Handling
4204220101 LSSl TRTON shallmaintain it ofAolcatonbased C2 Ara Temobtes o2
4204220102 el TRTONshal modi. deete th 2 e Temoate . 52
4244220103 (LRSI THTON hal mainalstof Asocation bres e Toreac i owsin. o2
4.2.4.4.22.0-1.04 (T1-R458]  TRITON shall be able = BL2
4244220105 [T1-R459]  TRITON shall display an Application-based C2 Drawing in the GeoView on a user-specified Layer when activated automatically. BL2
4244220106 ITLRIGOL  TRTON shallmolement Temoatesor the Aolcaton-Besed C2 Aress ven i the Descrioion o2
i20s
i2as1 untComverter
4.2.45.1.0-1.01 (T1-R461]  TRITON shall provide a Unit Converter application suppc ‘which shall | and BL3
extermause
4.2.45.1.0-1.02 (T1-R462]  TRITON Unit Converter onversion Fi d, ht/ BL3
olame,temosrature and denivoressre vilues
424510103 (T1-R463]  TRITON shall allow the user to activate the Unit Converter and perform conversions for the given values between selected units. BL3
42452 Coordinate Converter
424520101 (T1-R464]  TRITON shall be able of (Geodetic Datum, UTM, CGRS and MGRS values. BL3
4.2.45.2.0-1.02 (T1-R465]  TRITON shall allow the user to enter stem to convert lected BL3
ilable land l use should Y the unit converter),
42453 Logbook
426330101 M TATOU s Lsbok or s Vrtineosrston o2
i TN shl e toconfiur the Losbook Action i w2
TLRAGE) TR shlerste and st 5 m.mk “utamatical when new Martime Operton i reste o2
M) TN shll st i o2
TR TATON shlalow h authorsd it o mak an enr i e ot h Lok o2
MR TN shal e Loghookin s seach caabit. o2
ITLRAT2)  TRITON shllo an event tothe Losbook with the et sr.desroion and imestamo o2
ITLRAT3) TR shlllowth uthored i export the Losbook i Recoaised Outau e Format. o2
[T1-R474]  TRITON shall gt after a period of fi d by sser. By default the Logbook shall be archived BL1
of oggng erio ofthe et e e beor the Logging Perod
omolete.TRTON hallcrete snothr Losbaok e sn conive e
Maritime Operational Planning and Execution
a251 Martim Tas oraniation Wanseement
4.25.1.02.0-1 (T1-R475]  TRITON shall maintain a list of Maritime Task Organization with attributes as given in the Description for each identified Maritime BL3
overaton
.1.0-2.0-2 [T1-R476]  TRITON shall user , modify, save, delets ', export) the Maritime List. BL3
1.0-2.0-3 [T1-R477)  TRITON shall display Maritime ina the AppView, starting down to BL3
sk Element with n oton o excand at ech vl
10204 ITLRATED  TATON shll o th ser oview the slected uns o & it Tsk Orkaiation  he GeoView. o
Ara ofnerst Manseement
o101 ITLRAT9)  TRTON shll maintan st of A fnterst (A1 for eah Martime Operato. o
©2550102 FTLG01 TN sl sl h thored it mnse e, i gl e A0 s o
4.25201.03 [T1-R481]  TRITON shall user indicated geographic location. BL3
4.2.5.2.0-1.0-4 [T1-R4821  TRITON shall allow the authorised user to slave an AOI to a vessel at its point of reference. BL3
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42520105 [TLR483]  TRITON shal allow the authorised user to create an AOI by either entering location values or drawing as an Area and display it on the, B3
GeoView as a aver.
42520106 ITLR4841  TRITON shallallow user ito lement or unit in an Maritime Task Orzanization. BL3
4253 Rules of Engazement Management
42530101 ITLR48S1  TRITON shall maintain an ROE Listfor each Maritime Ooeration BL3
42530102 ITLRA861  TRITON shal allow the authorised user to manace (ereate. modifv. delete) the ROE List BL3
42530103 ITLR4E71  TRITON shal be able to build the ROE List from a received ROEAUTH Messaze. BL3
42530104 ITLRA8B1  TRITON shal allow the user to disolay the ROE Profle. BL3
42530105 ITLR4891  TRITON shall maintain an ROE Reauest List for each Maritime Operation. BL3
42530106 ITL-RA201  TRITON shal allow the authorised user to orocess the reauests n the ROE Reauest List BL3
42530107 [TL:R491]  TRITON shallallow user to issue ROE Req P by the hig! Each " Iy B3
enter nto the ROE Reauest List
42530108 [T1:R492]  TRITON shal be able to generate ROEREQ Message to BL3
42530109 [T1:R493]  TRITON shal be able to generate ROEIMPL Message based on the selected ROEs in the ROE Lis to distribute them to subordinate B3
425301010 (T1:R494]  TRITON shallallow user to set the ROE notify the authorised users of the B3
subordinate command:
425301011 ITLR4SS1  TRTON shll e bl osend he ROEREQ an ROEIMPL Miesses to M for disrbuton BL3
4254 s
42541 isoosi agement
425410101 IT1-RA%1  TRITON shall maintain a ist o Disoositions for each Maritime Ooeration. BL3
425410102 ITLRA97I  TRITON shal allow user modify. deletel BL3
425410103 ITLRA%B1  TRITON shall allow user BL3
425410104 ITLRA%1  TRITON shall GeaView as a Laver- label ootions. BL3
425411 Disoosition Four
4254110101  [TLRSO0I  TRITON shall maintain a ist of Disoosition 4W for each Maritime Ooeration. BL3
4254110102 [TLRSOI  TRITON shallallow modify. deletel st BL3
4254110105 TLASOZ  TRTO shll have Disoostion oW Edtr. BL3
4254110104  (TLRS03]  TRITON shallallow the authorised user to generate i.a.w. ATP.01 on a pointer position or on @ BL3
civen attributes.
4254110105  [TLRS04]  TRITON shallallow the authorised user grid boxes by g manually BL3
enterine the thei identifcation.
4254110106  [TLRSOSI  TRITON shallallow the authorised user set visibility and status of Disoosition 4W. BL3
4254110107  [TLRSOGI  TRITON shall be able to disolay the Disoosition 4W in the GeoView as a Laver BL3
42542 Position and Intended Movement
425420101 ITLRS071  TRITON shall maintain a st of Position and Intended Movement (PIM) Routes for each Maritime Ooeration BL3
425420102 ITLRS081  TRITON shal allow the authorised user to manace (ereate. mocifv. delete) the PIM Route List. BL3
425420103 [T1-R503]  TRITON shal allow the authorised user to create a PIM by entering. and creating BL3
the Wavooints. TRITON shallcalculate the DTG of each Wavoint automaticall.
425420104 [TLRS10]  TRITON shal allow the authorised user to create a PIM Route in Time-oriented Mode by entering the DTG of the Waypoints. TRITON BL3
shallcalculate the soeed to be used at each Lee automaticallv
425420105 [TL-R511]  TRITON shal allow the authorised user to create a PIM Route in the Geo\View, indicating the start position and Waypoints. BL3
425420106 ITLRS121  TRITON shall be able to disolav the selected PIM Routes as 2 Laver in the GeoView according to their viibility settings. BL3
42543 0-Route Management
425430101 ITLRS131  TRITON shall maintain a ist of O-Routes for each Maritime Ooeration. BL3
425430102 ITLRS141  TRITON shal allow the authorised user difv. delete. exvort. BL3
425430103 ITLRS1SI  TRITON shal allow the authorised user to create tribute vz BL3
425430104 [TLRS16]  TRITON shal allow the authorised user to create d forthe BL3
attributes.
425430105 ITLRS171  TRITON shall in Lavers n the BL3
42544 Navieational Area Manacement
425440101 LTSI TATON shall s a st of Nasstions s for each it Ooerstion BL2
425440102 ITLRS1SI  TRITON shalallow . Area st BL2
425440103 ITLRS201  TRITON shal allow the authorised user to create a ] BL2
425440104 ITLRS211  TRITON shal allow the user to disolay Selected Navieational Areas n the Geo\View. BL2
4255 Subsurface Mission Soace Management
42551 WSM/PMI Area Definition
425510101 [T1-R522]  TRITON shall maintain a WSM/PMI Database to keep WSM/PMI Areas and tracks (routes) for supporting both WSM and PMI BL3
Functions.
425510102 [T1RS23]  TRITON shal allow the authorised user to set Visiilty, Security Classficati Label of WSM/PMI Areas and modify their ~ BL3
a o il colour. )
425510103 ITLRS241  TRITON shal be able to disolay the WSM/PMI Areas and Moving Havens in the GeoViw. BL3
425510104 ITLRS251  TRITON shal be able to disolav all WSM/PMI Areas in sortable tabular format in the AooView. BL3
425510105 [T1-R526]  TRITON shal allow the authorised user to flter the tabular format of the WSM/PMI Areas displayed in the AppView with an optionto B3
disolay the selected ones in the GeoView.
425510106 ITLRS271  TRITON shal allow the user to select the WSM/PMI Areas to disolav them in the Geo\iew. BL3
42552 Interference Check
425520101 (T1-R528)  TRITON shl beabl toperform Iteference Check accrding o theIterferenceCheck Critera as given inthe Description) or BL3
pping Areas and depth separation.
425520102 [T1-R525]  TRITON shall allow the authorised user @ is added to each direction of all WSM/PMI BL3
Areas before checking for overlap.
425520103 [T1-R530]  TRITON shall user f the areas when the user creates initates a B3
check process
425520104 [TLRS311  TRITON shal allow the authorised user 0226 (NU) B3
425520105 (T1-RS32]  TRITON shal allow the authorised user to exclude specific WSM/PMI Areas from Interference Checks for specified units BL3
425520106 IT1-R5331  TRITON shal disolav all WSP/PMI Area interferences in sortable tabular format in the AppView. BL3
425520107 (TS24 TRITONshll b sle o srirate s slected WM/ Moving aven st fom a gven positon, e durtion BL3
update rate. Forward or be possible. The he GeoView (  CAISR Objects)
shallbe used.
425520108 [T1-R535]  TRITON shall allow the authorised user fora Areaand by setting the BL3
starting position, time, duration of for position update with at (1) minute steps
425520109 T1-RS36]  TRITON shal allow the authorised user to pause the animation, modify the WSM/PMI Area and Moving Haven and resume the B3
animation. The Timeline of the GeoView mav be used to control the animation.
4255201010 [T1-R537)  TRITON shal allow the authorised user to set the start time of the WSM/PMI animation to the beginning of  selected interference B3
4255201011 [T1-RS38]  TRITON shal be able to generate SUBNOTE and SUBNOTE CHANGE messages based on user-selected Moving Havens. The user shall e BL3
able to send these messages to the Message Handiing Svstemn
42553 Prevention of Mutual Interference
425530101 T1RS391  TRITON shal allow the authorised user to manage (create, modify. delete) the PMI Areas in the WSM/PMI Database. BL3
425530102 T1R5401  TRITON shal be able to generate PMI Areas as a Formatted Message. B3
425530103 (T1-R541]  TRITON shal allow the authorised user to generate SUBDANGER and UW OBJECT NOTE Messages. The user shallbe able to send these  BL3
messages to the Message Handiing Svstem.
42554 Water Soace Management
425540101 T1R5421  TRITON shall allow the authorised user to manage (create. modify. delete) the WM Areas n the WSM/PMI Database. B3
425540102 [T1-R543]  TRITON shall maintain a st of WSM Reauests. B3
425540103 IT1R5441  TRITON shall allow the authorised user to manage (create, modify. delete) the WSM Reauest List B3
425540104 (T1-R545]  TRITON shall allow the authorised user to create a WSM Request i the WSM Request List when a WS REQ message s received. BL3
425540105 [T1-R546]  TRITON shal be able to generate BARNSTORM, WSM ALLOCSTAT, SUBTASK and SUBNOI messages based on user-selected WSM Areas.  BL3
The user shall be able to send these messages to the Message Handing Suster.
426 Maritime Messaging and Communication
4261 Message Database Management
42610101 ITLRS47) TRTON shall mantan a Mossaee Databa o stre incoring and outolnk messas B3
42610102 [TLRS48]  TRITON shallallow user . edit. delete B3
42610103 T1-R549]  TRITON shall allow the user to search for a message according o given set of attibutes, isplay the results i sortable tabular format B3
and disolay the content of  selected messae i the AooView.
42610104 T1RS501  TRITON shal user to archive Message D: eded B3
42610105 FLASS11  TRITON shll povid aMessage Eftr it conigrabl dfat hld.The Messge Eator shll hove o et eting functions to B3
allow the user to tvoe messages and save them.
4262 Receiving Messages
42620101 IT1RS521  TRITON shal be able to receive ADatP-3 Formatted M f via sustem BL1
42620102 ITLRSS3]  TRITON shal be able from external BL1
42620103 (T1RS54]  TRITON shall validate received Messages and notify ifa Formatted Message is not validated. B3
42620104 T1RSSS]  TRITON shal user to set criteria from oarsing. B3
42620105 T1-RS56] TN shallstore unrecoanised messages for editing and reparsing. B3
42620106 [T1:R557)  TRITON shal f d Software Design Description) for the B3
mappings and b the supported Maritime Information Entity. An adequate
pclication s one that anables a programmer o usr 0 understand (e data ransformation and valcat s corectnes
4263 Sending Messaes
42630101 IT1RS581  TRITON shal be able to send orepared messages to selected e-mal addresses via SMITP. B3
42630102 IT1RS591  TRITON shal be able to exoort the prepared messages as text fles. B3
4264 Nandllnz ADatp-3 Messages
2641 ssing ADatP-3 Formatted Mes:
426410101 [T1-R560] Tovon hall be s o rocess NAVSTSUM mesge, exrct thetrack eports rom the message and thr creste new Tracks o )
uodate the existing Tracks.
426410102 [T1RS61]  TRITON shal be able to process NAVSITREP message, extract the track report from the message and either create a new Track or )
uodate the existing Track.
426410103 [T1:R562]  TRITON shall be able to process MARINTSUM message, extract the message and Tracks o )
uodate the existing Tracks.
426410104 [T1-R563]  TRITON shall be able tract the report from the create a new Track o )
uodate the existing Track.
426410105 [T1-RS64]  TRITON shal be able to process RMPSITSUM message, extract the track report or the Reference Obiect data from the message and )
then either create new Tracks and Reference Oblects or uodate the existing ones.
426410106 (T1-RS65]  TRITON shal be able to process NAVPOSREP message, extract the track report from the message and either create new Tracks or )
uodate the existing Track
426410107 [T1-RS66]  TRITON shall be able to process LOCATOR message, extract the track report from the message and either create new Tracks or update  BL3
the existing Tracks
426410108 [T1:R567]  TRITON shall be able to process PURPLE message, and display PURPLE area/route as a C2 Area drawing with the provided track )
information.
426410109 (T1-RS68]  TRITON shal be able to process OPSTAT UNIT message, extract the unit report from the message and either create a new friendly )
Track or update the existing friendly Track. If the unitis i the Maritime Task Organization, t shal be updated accordingy.
4264101010 (T1-RS65]  TRITON shal be able to process SUBNOTE and SUBNOTE CHANGE messages, extract the PMI Moving Haven from the message and BL3
create the reauested Moving Haven entry in the WSM/PMI Database.
4264101011 [T1-RS70]  TRITON shall be able to process SUBNOTE REQ and SUBNOTE CHANGE REQ messages, extract the PMI Moving Haven from the )
message and create the reauested Moving Haven entrv in the WSM/PMI Database.
4264101012 [T1-RS71]  TRITON shal be able to process BARNSTORWM, WSM ALLOCSTAT, SUBDANGER, SUBNOI and UW OBIECT NOTE messages, extract the )
WSM/PMI Areas and create a WSM/PMI Area in the WSM/PMI Database if not exists alread.
4264101013 [T1-R572]  TRITON shall be able to p tract the WSM Area from the requ M Areain B3
the WSM/PMI Database.
4264101018 [T1-RS73]  TRITON shall be able to process ROEREQ message, extract the ROE information from the message and update the ROE Request List B3
see ROE Management.
4264101015 [T1-R574]  TRITON shall be able to process ROEAUTH message, extract the ROE information from the message and update the ROE List. B3
4264101016 [T1-R75]  TRITON shall be able to process ROEIMPL message, extract the ROE information from the message and update the ROE Lit. )
4264101017 [T1-RS76]  TRITON shal allow the authorised user to process a slected ADatP-3 Formatted Message text file as an input for parsing B3
42641010 ITLRS771 TRITON should have a replaceable module that handles the barsing of Formatted Messages )
Generating ADatP-3 Messa
T1RS781  TRITON shal be able to generate ADatP-3 Formatted Messages and allow the authorised user to edit the message. B3
ITLRS791  TRITON shal user the fields of the B3
T1-RS80]  TRITON shall be able to get sem-stat for 8 Operational Parameters. B3
ITLRS811 TRITON should have a reolaceable module that handles the generation of Formatted Messages. )
Handling OTH-T GOLD Messas
.26 Processing OTHT GOLD Messates
426510101 [T1:R582]  TRITON shall be able to process OTH-T GOLD CONTACT REPORT tract p the deither create  BL1
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426510102 [TLRS83]  TRITON shal be able to process OTH-T GOLD ENHANCED CONTACT REPORT message, extract the track report from the message and BL1
either create a new Track or undate the existing Track.
426510103 [T1-RB4]  TRITON shal be able message, the graphics from the message BL3
and either create a new Reference Obiect (Reference Point. Line. Arcal or update the existing one.
426510104 [TLRSBS]  TRITON shal be able message, the graphics from the message BL3
and either create a new Reference Obiect (Reference Point. Line. Arcal or update the existing one.
426510105 [TLRS86]  TRITON shal be able to process OTH-T GOLD PIMTRACK message, extract the included PIM track and create the PIM Rout. BL3
426510106 ITLRSE71  TRITON shall allow the authorised user to orocess a slected OTH-T GOLD Message text file 2s an inout for parsine. BL1
426510107 ITLRSEB1  TRITON shal use the NATO Standard Country Codes Table to mao the country codes to country names. BL1
42652 Generating OTH-T GOLD Messaces
426520101 [TLRS89]  TRITON shal be able to generate OTH-T GOLD Messages from the Picture Management Function and allow the authorised user toedit  BL3
the messace before sendi
4266 Handling Format Alfa Messages
42661 ing Format Alfa Messages
426610101 ITLRS901  TRITON shal be able to orocess Format Alfa message. rtrieve the track information. BL2
426610102 [TLR591]  TRITON shallallow user the i for processing B2
426610103 [T1:R592]  TRITON shallallow user to either create a track. BL2
426610104 [T1:R593]  TRITON shal be able to tag the associated Vessel in the Vessel Database reported by Format Alfa for ts contribution with a DTG. BL2
426610105 ITLRS941  TRITON shal allow user d BL2
427 Sustem Management
4271 User Manazement
42711 User Grouos
42712 User Roles
42713
42714 Privileges and Access Richts
427140101 [T1-R595]  Each user of TRITON shall b " TRITON Roles, that Role, and BL1
the user. A User can be assizned one or more TRITON Roles in ane or more orzanizations.
427140102 ITLRS961  TRITON shal orovide orivileced TRITON accounts (e.e. svstem and security administrator accountsl. BL1
427140103 [T1-R597]  TRITON shall provide for user aset of s (d that BL1
427140104 ITLRSS81 12 user has more than one Basic Role.the user shall have the orivilezes for al the Basic Roles BL1
427140105 TLRS991  TRITON shal allow the authorised user with user. BL1
427140106 [T1-R600]  TRITON shall user with andBLL
TRITON tights.
427140107 ITLRGO1I  TRITON shal allow a user to different TRITON. BL1
427140108 (T1R602]  TRITON or Entities beyond those needed to BL1
execute their role.
427140109 [T1-R603]  TRITON shall allow th h . modify, delete) User G b BL1
Use Accounts, Usr Role, psoword detls and ssign User Roles v User Accounts and manage genera ccess prveges of
individual User Accounts
4271401010 [T1-R604]  TRITON shall allow the authorised user ique User User Group and Roles  BLL
within a User Grouo or Suberouo.
4271401011 ITLRG0SI  TRITON shall maintain a Function Table havine a it of functions with Access Rights eiven in the Descriotion. BL1
4271401012 [T1-R606]  TRITON shall allow the authorised user with the Function Table ps and BL1
User Roles
4271401013 ITLRG07I  TRITON shal be able to iy User Grouos o to User Roles. BL1
4271401014 [T1-R608]  TRITON shall user privl d Function Table when theServer  BL3
changes.
4271401015 [T1R609]  TRITON shal def ides auth long with foreach gsin to 2 Maritime BL1
Operation.
4271401016 [TL-R610]  TRITON shalintegrate with existing the BiSC AIS: Winds Directory and BL1
Directory Service.
42715 Identitv and Session Handiine
427150101 ITLRG111  TRITON shall suoort Sinele-Sien-On (SSO). BL1
427150102 ITLRG121  TRITON shal allow the user to log out anvtime and during anv orocess. BL1
427150103 [T1-R613]  TRITON shal automatically log out an inactive user ater a defined timeout. This timeout value shall be included in the system BL1
confiauration settines.
427150104 [T1R614]  TRITON shal allow the user (with the same User D) to v the BL1
network (.. "roving user" functionality). P he availabilty of the Wind
427150105 ITLRG1SI  TRITON shall be able to aoolv Role-based Access Control Guidelines eiven in the Descrintion BL1
427150106 ITLRGIG)  THTON shl s th redefin Kles o2 user aferthe user's uthntication nd uthrisation s comolted BL1
427150107 ITLR6171  TRITON shall auser dby Directory or BL1
427150108 (rLR618]) labl to BL1
orovide a valid User ID and password.
427150109 (FLRG13] - Forusers accesing TRITON fom networks which o ot allow an nstance of TRITON toauthenticteth user, TRITONshal BL1
to provide a valid User ID and passwor
4271501010 [T1-R620]  TRITON shall not store user login and locally while in operation. TRITON shall BL1
use either the enterprise-level authentication services or the TRITON authentication service (appropriate for the Standalone Mode of
operation). but not both simultaneously.
4271501011 ITLR6211  The interval for password change in TRITON shall be selectable BL1
4271501012 (T1-R622]  TRITON shall allow the authenticated users to manage their p profile e.g. e-mail address, BL1
4271501013 [T1-R623]  TRITON shal provide help text to support the login process together with inks to recover lost password and login details. BL1
4271501014 [T1-R624]  TRITON shalllimit the feedback of n to prevent users gaining of BL1
orocess.
4271501015 [T1-R625]  If an authenticated user is a member of more than one Organization (.e. Organizational Node), the user shall be prompted to select BL1
the Organization to be used during that session.
4271501016 [T1-R626]  TRITON shall display only the information allowed for a p according d to that user. BL1
4271501017 [T1-R627)  TRITON shall entries into TRITON Repository user Is authorised o effect such changes. BL1
4271501018 [T1-R628]  TRITON shall display only those functions enabled for a particular user according to the execution permissions assigned to that user BL1
and orovide access to them.
42716
427160101 [T1-R625]  TRITON shall provids Workspace as defined in ption for each user who is assigned o a User Role. BL1
427160102 [T1-R6301  TRITON shall allow the authorised user difv. delete. export, imoort) the Workspaces. BL1
427160103 (T1-R631]  TRITON shall the allocated Worksp: to 2 user when the user is de-assigned from a User Role by the ~ BL1
authorised user.
427160104 [T1-R632]  TRITON shal allow the user to manage (import, modify, save] his or her own Workspace including the User Settings for both AppView  BL1
and GeoView.
427160105 [T1-R633]  TRITON shall apply the User Settings for both AppView and GeoView at their start-up and manage them as the user applies any BL1
modification.
4272 Svstem Technical Management
42721 Svstem Administration
427210101 [T1-R6341  TRITON shal provide the authorised user with orivieges to i BL1
427210102 IT1R6351  TRITON shall allow the authorised user copv. modify. delete) Users, Roles and User Grouos. BL1
42722 Svstem Configuration Management
427221 Svstem Configuration Settings
4272210101 [TLRE36I  TRITON shallbe able to adiust R toits BL1
4272210102 [TLRE37)  TRITON 0 the Static C be provided during system BL1
installation.
4272210103 [TLR638I  TRITON shallallow the authorised user dif. BL1
4272210104 [TLR639]  TRITON shallbe able to configure itself at run-time according o the Dynamic Configuration Settings which shall be modified at run- BL1
time.
4272210105 [TLR6A0l  TRITON shall user dif. onfiguration Settings BL1
427222 Svstem Operational Parameters
4272220101 [TLR6A1]  TRITON shallbe able to adjust and fine-tune the behaviour ofits functions according 1o its System Operational Parameters BL1
4272220102 [TLR6421  TRITON shallbe able to use the Svstem Operational Parameters to adiust the behaviour ofits functions at run-time. BL1
4272220103 [TLR643I  TRITON shall user dif. Parameters. BL1
42723 Svstem Interface Management
427231 Svstem Interface Service Framework
4272310201 [TLR644I  TRITON shall Svstem BL1
4272310202 [TLRGASI  TRTONshallus a sandardntemnalsructureforeaeh . BL1
4272310203 [TLR6A6I  TRITON shall handiing sis. BL1
4272310204 [TLR6&47)  TRITON shall ding to the 2 and convert this data BL1
4272310205 [TLR6A8I  TRITON shallbe able to brovide Web Service capablity via a s, BL1
4272310206 [TLR64S)  TRITON shall when it b labl BL1
4272310207 [TIR650]  TRITON shallbe able to re-establish 10 the external h isfost. BL1
4272310208 [TIR6S1  TRITON shall convert internal data into external d f d send the BL1
data through the ohvsical communication channel,
4272310209 [TLRES2I  TRITON shall brovide data logging capability for each SIS to be enabled and disabled by the authorised user. BL1
427232 Svstem Interface Control
4272320101 (TLR6S3]  TRITON shall provide the user with the information (connectivity status,interface-specifc nformation such as data rate) elated to BL1
the status of each interface.
4272320102 [TLRESAI  TRITON shall brovide the authorised user to control [start. stob, change mode) individual s BL1
4272320103 [TLR6SS)  TRITON shall user to manually vitual CPUS for load balancing BL1
ourposes.
42724 Svstem Technical Status Management
427241 Technical Status Monitoring
4272410001 [TLR6SE]  TRITON shalldisplay the status of ] I interface in both form and graphical form using tree-  BL1,
like representation (.¢. a Dashboardl.
4272410102 [TLRES7I  TRITON shallallow the user to view the detailed status of a selected external Interface. BL1
4272410103 [TLR6SSI  TRITON shall brovide the authorised user with a configurable table of functions to compute the KPI. BL1
4272410104 [TLR6SS]  TRITON shallcalculate itsinstantaneous KPis based on status ofis services,display the KPI and update it at intervals set by the BL1
authorised user
4272410105 [TLR6EOI  TRITON shall rovide the status ofits functionality to SMC Services ncluding ts KPL. BL1
427242 vstem Mode Manageme:
4272420101 [TLR66I  TRITON shall manage v and allow to chane it manualy BL1
42725 Svstem Error Reporting
427250101 T1-R6621  TRITON shal have an error collecting. error logsing and reoorting mechanis. BL1
250102 T1-R6631  TRITON shall allow the authorised user to access the eror s to examine the traces. BL1
427250103 T1-R6641  TRITON shall allow the authorised user to manage (archive. deletel the error logs. BL1
250104 IT1R6651  TRITON shall report dinato he authorised user. BL1
Client Monitoring and Control
260101 T1-R6661  TRITON shall monitor the Clients connected to the TRITON Server. BL1
260102 (T1-R667)  TRITON shall display the status of the connected Clients in both sortable tabular form and graphical form using tree-ike BL1
reoresentation.
260103 T1-R6681  TRITON shall allow the authorised user to view the detailed tatus of a selected Clent. BL1
260104 IT1-R6691  TRITON shall allow the authorised user to controllincluding force logout) the session of a selected Client. BL1
: MultiSite Operation Management
427271 Redundancy Management
2700001 [TIR670]  TRITON shall implement ¥ Management using hods as defined in the )
Descriotion. COTS solutions mav be used ubon Purchaser aoorova.
2710102 TLR6711  TRITON shallallow the authorised user to configure instances of TRITON for Redundancy Management. BL3
2710103 [TLR6721  TRITON shall allow the authorised user to control and monitor the Redundancy Management. B3
2710104 [TLR673]  Incase the Active TRITON Instance fals, the Hot Standby Instance shall automatically take over and become operational within sixty BL3
160) seconds.
4272710105 [TIR674)  In case the Active TRITON Instance fals and is not available, the Instance shall become BL3
operational within fifteen (15) minutes after the manual nitation by the authorised user.
4272710106 [TIR675]  In case the Active, Hot Standby and Warm Standby TRITON Instances fail, the Cold Standby Instance shall become operational within )
two (21 hours after the manual nitiation.
427272 Data Reolication
4272720104 [TIR676]  TRITON shall support te,timely, consistent between B3
instances. Data Centre Infrastructure shallbe utiised to achieve resilience.
4272720102 [TLRE77I  TRITON shall user to confieure . citcal. non-criticall )
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4.2, 2.0-1.03 (T1-R678] latency for a set (1) minute for static instances and three. BL3
(3) minutes for afoat instances.
4.27.2.7.2.0-1.044 [T1-R679] TRITON shall be able to replicate new data entry on the Active Instance database on the other Instances' databases based on the rules BL3
set by the authorised user
(T1-R680] TRITON shall be able to replicate new data instances that are marked as "Critical” no later than ten (10) second plus the average BL3
network atenc of the nfrastructure.
ITL-R6811 TRITON “Wwil" be able to use Universall Uniaue Identifer (UUID) 1SO/IEC 98341 for Database Reolicaton. o3
[T1-R682]  TRITON shallllow user Data Replication Process or all TRITON instances. o3
[T1-R683]  TRITON Deployable Kits shall be able to replicate their BL4
Data Swnchronisation
(T1-R684]  TRITON shall support the Description to with the selected BL3
TRITON Server. The functionality over the datashall be oreserved!
ITLR6851  TRITON shallllow user tor. control the Process o3
IT1-R6861  TRITON shall user orocess. o3
ITLR6871  TRITON “wil" b able to Uniave 11S0/1EC 98341 o3
(T1-R688]  TRITON Deployable Kit shall be able to synchronise itself with the selected TRITON Server based on the Area of Interest set by the BL4
authorised user and the available banduwidth
Data Management
Data Imoort and Exvort
(T1-R689] TRWDN shall be able file in one Import File F the settings of BL1
afun
(T1-R690] TRWDN shaH be able to export data file in one Export File Fe the settings of a BL1
function.
(T1-R691]  TRITON shall be able to use path o location of the file to be imported or BL1
excorted
oatabases
Database Management
IT1:R6921  TRITON shall uiise 3 Databsse Manazement Svstem (DBMS) to manage alnternal data storase. o1
IT1.R6931  Each TRITON its own DEMS, the NATO inthe Desrinton. o1
[T1-R694] TRITON shall use only one database schema in a multiple user context (e.g. Live, Exercise, Training) during the execution and display BL1
which database s in use.
[T1-R695]  TRITON shall provide the thorised user with all BL1
historical dta.
(T1-R696]  TRITON shall ide auditing, change rdi database BL1
activites.
186971 allbe able inthe Descriotion. o1
ITLRG9B1  TRITON shll ve -l text search cnabit ofdtabase 1 order 5066 o feetext searhnthe s o1
[T1-R699]  TRITON shall allow shall be full, BL1
d archives of data locat
7001 sl suoort backuo and Archiving) o1
Database Import and Exvort
[T1-R701]  TRITON shall be able to import data from legacy system (MCCIS and/or MSA/BRITE) daxabases without loss. On-line or off-line data BL3
misration tools shallbe used to convert
ITL.R7021 TRITON shallperform lesacy o3
ITLR7031  TRITON shall be able to imoort data from oreviousiv exoorted own database. o3
(T1-R704]  TRITON shall assign PpIng system, if the values do not exist. BL3
ITLR7051 TRITON shall user when imoorted data o3
ITL.R7061  TRITON shall be able o exoort allor a porton of s databases tozether with their metadata, o3
[T1-R707]  TRITON shall allow user to select the set of based I ubset, BL3
Selected Entity Tvoes and Soecifed Date.
AT THTON hllrotect s detabas et duo xorine o3
s Tomai o3
[T1-R710]  TRITON shall provide a selective archiving capability for selected dalabases for a selected time period in a Maritime Operation. BL3
ITLR7IT TRITON shall inthe unauthorised dal o3
ITLR7121 TRITON shall uniauelv identify arhives fo long term oreservation. o3
ITLR7131  TRITON shallllow user media o3
(T1-R714]  TRITON shall allow user to import the entire selected or BL3
into a new Maritime Operation.
ITLR7151  TRITON shall perform archivin after removing an encryotion or password orotection. o3
Backuo
[T1-R716]  TRITON shall permit full, partial and incremental backup of both the TRITON Databases. TRITON shall be able restore the system to its. BL3
‘exact state at the ooint of anv full/partial backub.
[T1-R717] TRITON shall be able allor qL (e.g. every 24 hours). BL3
[T1-R718]  TRITON shall allow the authorised user to perform full and incremental backups of all databases and software itself without impacting BL3
the svstem availabiity.
ITLR7IS1 TRITON shallllow user sustem from an existin imace. o3
Ofine Reference Data Management
[T1-R720]  TRITON shall allow the authorised user to check external on-line Reference Data Sources from recognised Web sites or off-line. BL2
Reference Data Sources at indicated Network Locations and imoort data nto localReference Data Sources.
[T1-R721]  TRITON shall have a Vessel Data Import Capability to Import File BL2
Format.
ITL.R7221 TRITON shallllow the user to accessthe offin Reference Databases with search and lst capsbilt. o2
Own Shio Data Management
ITLR7231  TRITON shall maintain Own Shio Dat oL
IT1.R7241  TRITON shallllow the authorised user to modify Own Shio Data manuall. oL
[T1-R725]  TRITON shall be able Data from g to TRITON Own BL4
ITL.R7261  TRITON shall make Own Shio Data avaiable for internal rocessine. oL
Maritime Training and Exercse
Trainine
ITLR7271 TRITON shall Normal or Standalone Mode. o3
(T1-R728]  TRITON shall pi il BL3
forth Trbin st th e Erronmen.
[T1-R729] a Training Manager capability. pability BL3
e scenarios using d time, and save
ITLR7301  TRITON maintaina the in o3
[T1-R731]  TRITON have a Ground BL3
scenario and . The Simulated toSimulators
coordinated inthe same time and soace domin.
ITLR7321 TRITON shallllow user confaure,start. stoo) the o3
Data Source Simulation
il be able
Track Simulation
[T1-R733]  TRITON shall be able to use I3 integrated with the. BL3
[T1-R734]  TRITON shall be able to run Track P has a sep: BL3
[T1-R735]  TRITON shall allow user to configure the Track BL3
[T1-R736]  TRITON Track Simulator shall detect the operational mode of the TRITON Server and generate Live Tracks if the mode is Training and BL3
senerate Simulated Tracks or other modes
4.2821.0-1.05 [T1-R737] TRITON allow the user to assigr track lassificati itial position, d, BL3
etc)ina confiurbe table
428210106 [T1-R738] TRITON allow the user to 8. BL3
428210107 [T1-R739] TRITON Track Simulator shall allow the user to set an area that the tracks will be created either at default or random positions with BL3
the same or random course and
428210108 [T1-R740] TRITON user then Track at an indicated BL3
Dosition on the GeoView when TRITON is in Normal Mode.
4.2821.0-1.09 [T1-R741] TRITON e able je the Ground Truth and generate the Track Data when it is BL3
used in Trining Environment.
: Nation RMP Stream Simulation
428220101 [T1-R742] TRITON have a Nation tr on TCP/UDP/IP. BL3
428220102 [T1-R743] TRITON be able , update, drop) Nation the source of the stream set as a BL3
Nation.
428220103 [T1-R744] TRITON be able \d upd: ( is simulating the Nation RMP as a BL3
track stream.
42823 Nation RMP Reoort Simulation
4.2823.01.01 [T1-R745] TRITON have a Nation Ip: OTH-T GOLD Formatted BL3
4.2823.0-1.02 [T1-R746] TRITON be able , update, drop) Nation the source of BL3
Nation.
4.2823.01.03 [T1-R747] TRITON be able d send them to the BL3
TRITON AP as track revorts.
42824 Nation WP Stream Simulation
428240101 [T1-R748] TRITON Track Simulator shall have a Nation WP Stream Simulation capability which provides tracks as a stream on TCP/UDP/IP. BL2
4.2824.01.02 [T1-R749] TRITON be able , update) Nation source of the stream BL2
4.2824.01.03 [T1-R750] TRITON be able \d upd: ( is simulating the Nation WP as a BL2
track stream.
42825 AIS Data Source Simulation
4.2825.0-1.01 [T1-R751] TRITON ave P2 provides. to the AIS. BL2
Soecication
4.2825.0-1.02 [T1-R752] TRITON be able , update) source of the stream set as an AlS data source BL2
4.2825.0-1.03 [T1-R753] TRITON be able \d upd: (5000) AIS tracks if it is simulating an AIS data BL2
42826 ACP Stream Simulation
4.2826.0-1.01 [T1-R754] TRITON Track Simulator shall have an ACP Stream Simulation capability which provides tracks as a stream on TCP/UDP/IP. BL4
4.2826.0-1.02 [T1-R755] TRITON Track Simulator shall be able to manage (initiate, update, drop) ACP tracks with the source of the stream set as the Unit Name BL4
4.2826.0-1.03 [T1-R756] be able \d upd: ¢ is simulating the ACP as a track. BL4
4283
42831
428310101 [T1-R757] lable te " TRITON BL1
For examle, if ENV-F the time of test .
42832
428320101 ITLR7581  TRITON-NS Simulator shal emulate TRITON-NS Esternal Interfaces (.c. RMP Service. I Servicel. o3
428320102 ITLATSO - THTONU Siltr hal et THTONMU el iertces .. WS, 1 S o2
428320103 ITLR7601  TOK-NS Smulator shall emulate TOK-NS fe.c. ACP Interface - oL
428320104 TLATGH K00 St ol TN (5 AEP s N1 oL
4284 Exercise
4.284.01.01 [T1-R762] TRITON shall BL3
4.2.8.40-1.02 [T1-R763] TRITON shall utilise a type Exercise dy fully synthetic, fully live or combined BL3
environment.
4.28.4.0-1.03 [T1-R764] TRITON shall allow user to build a sep: Database in a for exercise purposes by BL3
)
429 Sustem Infrastructure
4291 Service Oriented Architecture Pltform
42910301 ITLR7651  TRITON shallbe abl to use Wi Basic o1
42910302 ITLR7661  TRITON should be able to use SPARQL Protocol and ROF Querv Laneusee Web services and ontoloeies o1
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42910303 [TLR767]  TRITON ‘the Reference s such, TRITON shall BL1
be identified by
Show how visibilty s established between service providers and consumers
Show how interaction is mediated.
Show how the effect of using services is understood.
Have descriptions associated with services
Show the execution context required to support interaction.
Show d how tobe modelled and enforced.
42910304 [TL-R768]  TRITON SOA Platform shall Language (BPEL).  BL1
ind of SOA related actvties onto aService Layer. The design shalallow future replacement of the Service Layer tasks with an
external Messaee Oriented Middleware Services.
42910305 [TL-R768]  TRITON SOA Platform shall use HTTP as the transport protocol for information without "need-to-know" caveats between all service: BL1
providers and consumers (unsecured HITP traffc). HTTPS shall be used as the transport protocol between al service providers and
consumers to ensure confidentiaity eauirements (secured HTTP trafic
42910306 [TL-R770]  TRITON SOA Platform design shall comply with the standards given in the Descriptions. Any deviation of the proposed solution from BL1
ficat
42910307 ITLR7711  TRITON SOA in INCIA-06.02.01 to 101, BL1
4292 Messace Oriented Middleware
42920101 [TL:R772]  TRITON Middleware shall be compatible with the Service Interface Profiles given in NCIA-06.02.08], [NCIA-06.02.09], [NCIA06.02.10).  BL1
42920102 [TLR773]  TRITON Middleware should p v to subscribe to pics and receive the BL1
Middleware.
42920103 (T1R774]  TRITON Middleware should provide for cons v BL1
42920104 [TLR775]  TRITON Middleware should onsis S EY
time sensitive and citical Web Services of other svstams.
42920105 ITLR7761  TRITON Middleware should allow consumers o intiate and manaze subscriotions. BL1
42920106 ITLR7771  TRITON Middleware should orovide for a oublcation manacer to manage al oublications from its services BL1
42920107 ITLR7781  TRITON Middleware should allow subseribers to manage their subscriotion. BL1
42920108 [TLR778]  TRITON Middleware should Entities by creating a structure. BL1
42920109 [T1-R780]  TRITON Middleware should publish each element of the Maritime Information Entities by iniiating a message delivery corresponding ~ BL1
to'the tooic.
429201010 [TLR781]  TRITON Middleware should & h " " b1
consumers to subscribe to 2 subset of those Enfities.
429201011 [T1-R782]  TRITON Middleware should Maritime BL1
429201012 [FLR783] - TRITON Midlewsreshould provie fo subirptions tobe efthr e . subsripton remalns i force une s ancelled) o BL1
o . whi expire ie. the consumer is only a subscriber for a certain
amount of timel,
429201013 [T1-R784]  TRITON Middleware should pability Data Store for a given time period using a BL1
sunchronisation interface
4293 Core Enterorise Services
4294 TRITON Clients
42941 Human-Machine Interface
429410101 ITLR7ESI - TRITON Clent hal e the Hil 2 i ased aoolaions on  iandard NATO 85C A Worksaton. BL1
429410102 [TL-R786]  TRITON HMI shall handle user inpus from keyboard and play: BL1
(monitors)
42942 Web Browser Standards
429420101 ITLR7E71  TRITON Client shall suovort in Web-based aoolications. BL1
42943 Visualsation
42944 Aoplication View
429440201 ITLR7881  TRITON shal h i which for User Avoll user. BL1
429440202 ITLR7891  TRITON AooView shall be able the user wants BL1
429440203 ITLR7201  TRITON AooView shillclose the GeoView when the user terminates the AooView. BL1
429440204 ITLR7911  TRITON AooView and GeoView shalinteract with each other over the NATO Mao API NMAPI as defined in the VC ICD. BL1
429440205 IT1R7921  TRITON AooView shall have the zeneral lavout as siven in the Descriotion BL1
429440206 [T1-R793]  TRITON AppView shall have a Title Bar to provide the user with the Functional Service Name and the current classification level. The BL1
Title Bar Component from the VC shall be used.
429440207 [T1-R794]  TRITON AppView shall have a Ribbon Bar as a series of tabs below the Menu Bar to provide the user with easy access to AppView BL1
functions. The Ribbon Bar Comoanent from the VC shall be used.
429440208 ITLR7951  TRITON AooView shallllow the user to select a User Apolication to activate or deactivate. BL1
429440209 TLR7961  TRITON AooView shall have an Aolication Menu to orovide the user with actions associated to User Apolications. BL1
4294402010 IT1R797]  TRITON AooView shall disolav Aolication Information in tabular form inside Abolication Panel and Information Panel BL1
4294402011 [T1-R798]  TRITON AppView shall have a Status Panel to display the connection status and the current TRITON Mode of Operation. The Status BL1
Panel Companent from the VC shall be used.
4294402012 (T1-R795]  TRITON AppView shall have a Time Panel The Time Panel Component  BL1
from the VC shall be used.
4294402013 [T1-R800]  TRITON AppView shall have a Notification Panel to display errors and warnings. The Notifcation Panel Component from the VC shall BL1
42945 Geospatial View
429450101 [T1-R801]  TRITON Client shal have a Geaspatial View (GeoView) integrated with the Application View (AppView) running on a standard Client BL1
Workstation.
429450102 [T1-R8021  TRITON shal only use the CAISR Visualisation Component as the GeoView. BL1
429450103 (T1-R803]  TRITON GeoView shal be able to display maps, , external graphical d images in Layers. BL1
4295 User support
42951 On-line Help
429510101 (T1-R804]  TRITON shall y of the TRITON cap: & Contents, Index and BL2
429510102 [T1-R805]  The TRITON On-line Help shall translate every use case and scenario v be B2
structured according to the user workflow.
429510103 T1-R8061  TRITON shall allow the user to be able to access Helo Function at anv stage of execution of afunction. BL1
429510104 [T1-R807)  TRITON On-line 3 d the functions. BL1
429510105 [T1-R808]  TRITON On-line all men items, , data entry and q lemented in the TRITON Product BL2
Baseline.
429510106 [T1-R803]  TRITON On-ine Help shallinclude a glossary providing definitions of all terms and acronyms implemented in the TRITON Product BL2
Baseline.
429510107 [T1-R810] Al definitions n the TRITON glossary shallbe available i roll-over, pop-up windows linked to every appearance in On-line Helpof the ~ BL2
corresponding term or acronv.
429510108 [TL-R811]  InTRITON, each dialogue, menu item, toolbar item, function,field or button (each item on the screen) shall have an On-line Help BL2
otion. This shall be clearl visible, but not ntrusive.
429510109 [T1-R812]  TRITON On-ine Help shall provide meaningful advice and hints to users appropriate to the actions they are trying to take. B2
4295101010 T1R8131  TRITON On-ine Help shall be concise, compact and clear t0 the user. BL2
4295101011 [TLR814]  TRITON On-line TRITON HMI provided in a suitable o eg  BL2
GIF.PNG) approved by the Purchaser.
4295101012 [TL-R81S] Pictures in the TRITON On-line Help showing more than five (5) GUI hall image BL2
each element
4295101013 (T1-R816]  If the TRITON Online Help topic requires a large picture that does not it on a normal page, a reduced copy shallbe additionally B2
included on me Helo page that will expand to its full ize on user request.
4295101014 [T1-R817]  TRITON Onlin the state of the software and providing help for the BL2
i hat 1 ssoited with tat te on action beneperormec)
4295101015 [T1-R818]  The Security Classification of any example data that is displayed in TRITON On-line Help shall not be higher than NATO UNCLASSIFIED. BL2
4295101016 [TL-R8ISI  TRITON On-ine Helo context-sensitive GUI elements shall be inked to the relevant User Manual tapics. BL2
4295101017 T1R8201  In TRITON. al source code elements shall be configured to link the GUI elements to their context-sensitve topics. B2
4295101018 [TLR8211  TRITON On-line dures and functions BL2
4295101019 (T1-R822]  The TRITON On-fine Help shall be given by a smal pop-up screen or Infotip screen. This screen shall appear quickly and be very easyto  BL2
hide. for instance clicking anvwhere within it
4295101020 (T1-R823]  TRITON On-ine Help shall open a dedicated Web page when the user requests access to the full content of the On-line Help. The On-  BL2
10 access TRIT tions.
4295101021 (T1-R824]  TRITON shall allow the user to hide the On-ine Help screen just by cicking , or there shall be another single action B2
hiding mechanism.
4295101022 [T1:R825]  TRITON On-line that 1o locate keywords or phrases (identified by enclosure B2
within double-auotation marks)in the User Manual.
4295101023 T1-R8261  TRITON shal support search aueries for inding helo items in the On-fine Helo. BL2
4295101024 (T1-R827)  TRITON shall be able to display search query results for finding help tems n the On-ine Help in a ist. TRITON shalldisplay the help B2
item when the user selects a auerv resultn this st
42952 Combuter-Based Training
429520101 T1R8281  TRITON shall provide a Comouter-Based Trainin (CBT) canability for both TRITON-NS and TRITON-NU. B3
429520102 (T1-R829]  TRITON CBT nd the TRITON featuresand ~ BL3
functions.
429520103 (T1-R830]  TRITON CBT Help function an the )
TRITON aperational process ncorrated into TRTON fatures an functions
429520104 IT1R8311  TRITON CBT . B3
429520105 [T1:R832]  TRITON CBT h to maintain user proficiency in TRITON. B3
429520106 (T1-R833]  TRITON CBT content package shall be compliant to Sharable Content Object Reference Model (SCORM) Edition 2004 of newer. )
429520107 (T1-R834]  TRITON CBT shallbe integrated with Help so that the h back and forth Help and the )
BT without losing the navigation istory.
429520108 (T1-R835]  TRITON CB shallbe accessible from the On-line Help that is available in each ser Application and shall allow the user to select the. )
relevant chapter/oaragraoh of the CB
429520109 T1R8361  TRITON CBT shallbe accessible on anv BI-SC AIS workstation. B3
4295201010 T1R8371  The TRITON CBT shall orovide links to apblicable kevwords in the TRITON On-ine Help function. B3
4295201011 18381 TRITON CBT asublect or groun of atleast three (3) hours B3
4295201012 T1R8391  TRITON CBT shal the GUIas the TRITON B3
4295201013 TLRBA0]  TRITON shll extabish s workaw fo the CBT feature and run d record the results. B3
4295201014 [T1-R841)  TRITON CBT shallbe limited to the allocated functions to the user positions and roles and the applicable security restrictions )
4295201015 [T1:R842]  TRITON CBT h for TRITON Functional d th hts shall be managed from the same 813
User Management function.
4295201016 IT1R8431  TRITON CBT "should" be easv to maintain without having to apoly all HMI modifications. )
2953 Onine Tutor
429530101 T1R8441  TRITON shal have On-line Tutorials integrated with TRITON On-line Help B3
429530102 T1R845]  TRITON On-line Tutorialsshall be accessible from the TRITON Clients. B3
429530103 T1R8461  TRITON shal adhere to the Microsoft standard GUI methods for accessing on-line documentation resources. BL1
53,0104 T1R847)  TRITON On-ine Tutorials shall be integrated with TRITON On-line Help so that the users can switch back and forth between On-Line B3
Helo and the On-ine Tutorial without losing the navigation historv.
Freauentlv Asked Questions
T1R8481  TRITON shall maintain a st of Freauentlv Asked Questions (FAQ). BL2
ITARB4S] TRTON FAQ shl b nterated withOnine Helo fnctoale. BL2
T1R8501  TRITON shal user to maintain the TRITON FAQ List. BL2
T1R8511  TRITON shall allow the user to perform search in the TRITON FAQ List and disolav the results in sortable tabular form. BL2
[T1-R852)  TRITON shall rto ask to the NCI by using the TRITON FAQ. BL2
T1R8531  TRITON shal suoport answering the user auestions by sending back existing or newlv-added FAQ entries. BL2
5. inting
29550101 T1-R854]  TRITON shall support printing to local and network printers including printing into a fil in Portable Document Forma (PDF). BL2
55,0102 T1R8551  TRITON shal ensure that the anolication maintains stabilty when brinting if no orinter is installed. BL2
29550103 T1-R856]  TRITON shall be able to print user-selected Information Products and screenshot to the resolutions supported by the printer or BL2
outout device
55,0104 (T1-R857]  TRITON shall support tcontain, text in tyles and colours using TrueType and Postscript fonts BL2
550105 (T1-R858]  TRITON shall support printing to printers with Long File Names (e.g. printer ude all legal Long ] BL2
atleast 128 characters long).
429550106 T1R8591  TRITON shal suooort printing of landscaoe. bortrait and al other supported baer sizes and lavous. BL2
429550107 T1-R8601  TRITON shall allow the user to oreview (Print Preview) a TRITON orint broduct before it s rinted. BL2
IT1R8611  The VC Print Preview shalldisolav the orint content to the user with the selected orinter settings BL2
User Notification Management
Warnings
T1R8621  TRITON shallissue a critcal warning when a predefined event that effects the svstem operations occurs. BL1
IT1R8631  TRITON shal use moda BL1
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0103 IT1-R8641  TRITON shall allow user warning with 3 BL1
0104 IT1-R865]  TRITON shall warning when h i BL1
IT1-R866  TRITON shall postoone a critical warning ifthe authorised user snoozes it BL1
[T1-R867)  TRITON shall o type when that needs to be escalated to user occurs. BL1
IT1-R8681  TRITON shall provide the authorised user with a sting of non- filtering on warning tyoes. BL1
IT1-R8691  TRITON shall alow the authorised user to cancel non-critical warnings. BL1
IT1-R8701  TRITON shall automaticallv remove non- the state of BL1
[T1-R871]  TRITON shall use unique identification numbers for each event requiring notification and provide a brief explanation for the cause of BL1
the warning and the guidance to recover.
Alerts
IT1-R8721  TRITON shall maintain an Alert List for each authorised user. BL1
IT1-R8731  TRITON shall allow the authorised user to manae (create. modifv. delete. set. cancel) the Alert List. BL1
IT1-R8741  TRITON shall allow the user to set an Alert for a recognised even BL1
IT1-R875  TRITON shall allow the authorised user to view the Alert List n sortable tabular format. BL1
ITL-R876]  TRITON shall use modeless pobup window with acknowledge ootion for notifving users. BL1
CaISR Visualisation Component Reauirements.
General Architecture:
TRITON Architecture.
Operational Modes
Integrated Mod
[T1-R877)  The VC GeoView (the Client-side of the VC) shall have Connected and Disconnected States in the Integrated Mode of operation. vesL1
IT1-R878]  The VC GeoView shall be fully operational when it is in Connected State. veBLL
[T1-R879]  The VC GeoView shall be able to store the visible C4ISR Objects and relevant geospatial information (received from the GIS Server)ina ~ VC-8L.3
ocal cache to be used when it is switched to Disconnected State.
(TLR880]  The VC GeoView shallbe able t continue o islay the cached CASR Objects nd thef rlevnt eospatalnformaton when tsin VC-8L3
cted State. The CAISR Objects be deleted after a configurable time period with a notification to the
user.
[T1-R881]  The VC GeoView shall display and notify the user in to the VC Server s lost more than a veBLL
configurable time period. The default time period to switch to Disconnected State shall be thirty (30) seconds.
[T1-R882]  The VC GeoView shall be able to displ; Earth surface when a higher scale  VC-BL1
man is not available
TLRGES!  The VC Geoviwshll e sle tositch to Connecte State automatically when the connetion s esored veBLL
[T1-R884]  The VC GeoView shall be terminated when the user closes the browser or explicity exits from the GeoView with confirmation. The veBLL
be
IT1-R885]  The VC GeoView shall be terminated automaticallv when AooView is terminated. veBLL
IT1-R886]  The VC and handle veBLL
Standalone Mode
[T1-R887)  The VC shall be able to run as a standalone application in Standalone Mode when it is packed as a component, deployed and veBL2
configured. This type of operational use shall be limited to displaying the Geo-information provided by the GIS Server.
IT1-R838]  The VC shall be able to intesrate NATO C is deoloved dal i veaL2
CAISR Visualisation Component Elements
Svmbolosv Service
[T1-R889]  The VCshall 53 Web service symbol set to be used and AppView. In veBLL
order toimprove , default and most used sy be transferred to the C|
ITL-R890]  The VC Svmbology Service shall maintain a Portraval Catalogue. veBLL
[T1-R891]  The VC Symbology Service Portrayal Catalogue shall support the standards . It shallinclude label tat veBLL
and the publication of those definitions. It "should" include Civil-Military Cooperation (CIMIC) symbology set as defined in [AM-86-
1
[T1-R892]  The VC shall allow the authorised user to configure the Symbology Service. For example, the most used symbols can be defined with  VC-8L1
respect to the Functional Service.
[T1-R893]  The VC GeoViews and 0 and C4ISR Objects  VC-BL1
Inan automated fshion.
[T1-R894]  The VC 8 8 default and mostused  VC-BL1
The caching of Sprite Sheets and tile maps shall also
consumers and oroxv services.
IT1-R895]  The VC ableto 3 veBLL
[T1-R896]  The VC B defined Je image veL1
asiven
IT1-R8971  The VC general size of svmbols provided in a Sorite Sheet. veBLL
[T1-R898]  The VC 8 P applicable given veBLL
[T1-R899) flags, dexed by the untry Codes Table. The veBLL
table shall be configured by the authorised user.
IT1-R9001  The VC the Portraval Catalosue. veBL2
ITLR9011  The Ve Sets to the Portraval Cataloaue. veBLL
[T1-R902]  TheVC B single symbol, the veBLL
svmbol.
[T1-R903]  The Vi and vesL2
sufficient
IT1-R9041  The Ve Interface the Ve Ico. vesL2
Viewer Server
IT1-R905  The VC veBLL
IT1-R9061  The VC shallstore the internal Confieuration Settinas siven in the Descriotion inside the Viewer Server. veBLL
IT1-R9071  The VC shallallow the authorised user to manage the Confisuration Settins. veBLL
Geoview
IT1-R9081  The VC Visualisation cavability as 3 anolication. veBLL
IT1-R9091  The VC shall brovide a suit of re-usable software modules as "Re-usable Ul Components" veBLL
[T1-R910]  The VC Reusable Ul ave indepe can be integrated into th which theyare  VC-BL1
reauired.
ITLR9111  The VC Reusable Ul Comoonents shall have API documented in the VC ICD. veBLL
[T1-R912]  The VC shall validate predefined syntax, structy I d validity, types and vesL1
external interfaces orior to processing.
[T1-R913]  The VCshall manage AppView ‘CAISR Objects and to display the  veBL1
mav usin the Portraval Rules.
IT1-R9141  The Ve NATO Core Gis. veBLL
GeoView User Interface Components
ader
Title Bar
[TIAS1S] - The VC GeoView shall have it br 0 display the Funcionl Senic Appliction Name and coloured abe contaning the veBLL
oolicv.
[T1R916]  The VC GeoView Tite Sarshal allow the user o control(minimise, maximise, los) the windov assocated with the TileBar. vesLL
Ribbon Bar
[T1-R917]  The VC GeoView shall have a Ribbon Bar as a with control  VC-BL1
(show. hide) the Grahical Components.
IT1-R918]  The VC GeoView Ribbon Bar shall disolav the currentlv loazeckin user's name and the selected Operation Name. veBLL
IT1-R9191  The VC GeoView Ribbon Bar shall have Quick Access Buttons le.z. On-line Helol. veBLL
IT1-R9201  The VC GeoView Ribbon Bar tabs. panels. buttons and fields as reauired. veL1
[T1-R921]  The VC GeoView Ribbon Bar (buttons, tabs, panels, fields, combo-lsts, etc.) as vesL1
reauired.
Mao Panel
Main Mao
IT1:R9221  The VC GeoView shall featy d CAISR Obiects. veL1
IT1-R9231  The VC GeoView shalldisolav a veBLL
¥ 1189261 The VC GeaViow Mao Ponelshlldsolo the M Lesend when enabled hvthe user. veBLL
4324210104 [T1-R925]  The VC GeoView Map restr limited distrib d releasability.  VC-BLL
4324210105 IT1-R926]  The VC GeoView Man Panel shall orovide the feature and Lavers. Vet
4324210106 IT1-R9271  The VC GeoView Mao Panel shall orovide the means to re-order the Lavers to achieve the desired visualisation. Vel
4324210107 [T1-R928]  The VC GeoView Map Panel shall be able to display multipl userto them (swipe) temporarily veBL3
432422 Overview Mao
4324220101 [T1-R929]  The VC GeoView Map Panel, which shows the Base Map at a smaller scale Vet
indicating a rectangle. indicate the extent of the Base Map in a user configurable
ratio.
4324220102 [T1-R930]  The VC GeoView shallallow the user to navigs igh the Base Map rectangle in p. veBLL
4324220103 [TLR931]  The vc GeoView shall align navigation of the Overview Map with the Map Panel Navigation Functions and the selected Base Map veBLL
4324220104 T1-R9321 hEVCGeoV\ew shallallow the user Vet
432423 Scale Bar
4324230101 [T1-R933]  The VC GeoView shall Ratio and unitsas VCBLL
defined by the user oreferences.
4324230102 [T1-R934]  The VC GeoView Scale ina Vet
between 1 and 1000 should be used.
4324230103 [T1-R935]  The VC GeoView Scale P the scale of inorzoom VL1
out.
4324230104 IT1-R936]  The VC GeoView shallallow the user to enable/disable and change the location of the Scale Bar. Vet
43242 Disolavine M:
4324240101 IT1-R9371  The VC shallallow the user to select the Base Mao from the Map Cataloeue orovided bv the GIS Server. Vet
4324240102 [T1-R938]  The VC Map Panel shall be able to use a WMS [OGC WMS] to get the maps. The VC shall support WMS Versions 10.0,1.1.0,1.1.1and  VC-BL1
13.03s defined in [Core GIS SIPI.
4324240103 [T1-R939]  The VC GeoView shall be able to display received maps in JPEG or PNG (with transparency). GIF and JPEG2K "should" be supported. Vet
4324240104 [T1-R940]  The VC Map Panel shall be able to use a WMTS [0GC WMTS] to get the map tiles. The VC shall support WMTS Version 1.0.0. Vet
4324240105 [TLR941]  The VC Map Panel shall display the 2 WM. f the Map, the background of the WMS  VC-BL1
Laver shall be disolaved as transoarent.
4324240106 IT1-R9421  The VC shall be able to add a WIS and WIITS to the Laver Manacer. Vet
4324240107 [T1-R943]  The VC shall be able to use Geospatial Web Map Services as defined in [Core GIS SIP]. The VC shallalso be able to use other Geospatial  VC-BL1
Services like Gazetteer and Web Processina Services as orovided b the GIS Server.
4324240108 IT1-R944]  The VC Map Panel shall use WGS84 s the default datum. Vet
4324240109 [T1-R945]  The VC Map Panel shall be able to display a selected map within ten (10) seconds on a Client running on a Standard Workstationona ~ VC-BL1
standard NATO Static Site Network.
432425 Disolaving Mao Labels
4324250101 [T1-R946]  The VC GeoView Map Panel shall be able to display Map Label ided by WFS, Shape Fil €2 Layers. veBLL
4324250102 ITLR947  The VC GeoView Man hide Mao Labels accord; Vet
4324250103 [TL:R948]  The VC GeoView shallallow the user to configure Map Label, fonts (True Type Fonts, Open Type Fonts, PostScript Fonts) and position  VC-BL1
throueh the Mao Label Settinas.
4324250104 ITL-R949]  The VC Map Panel shall de-confiict overlaooing Mao Labels at the time of map creation. Vet
432426 Coordinate Reference Sustems
4324260101 ITL.R950  The VC GeoView Man the C in the Descriotion. Vet
4324260102 ITLR9511  The VC GeoView shallallow the user to select a C to be used in the Vet
4324260103 ITL-R952]  The VC GeoView shallallow the user to select a Coordinate Reference Svstem to be used for the inout of locations. VoLt
432427 Mao Proiecti
4324270101 ITL.R9531  The VC GeoView Man the Mao P Vet
4324270102 ITL-R9541  The VC GeoView shallallow the user to select the esired Proiection from a lst of suooorted Mao Proiections. VoLt
432428 Mao Scaline
4324280101 [T1:R955]  The VC GeoView shall adjust the View Scale of the Map Panel according to the user selected View Scale. Any used Web services shall  VC-BL1,
also be scaled accordinelv
4324280102 [T1-RIS6]  The VC GeoView Map veBLL
required, no reconfiguration of the existing storage is needed, and the user can continue working during scaling.
4324280103 [T1RIS7]  The VC GeoView Map the of symbols changing the View Scale and apply veBLL
automaticallv.
4324280104 [T1-R958]  The VC GeoView shallallow the user to set froma Vet
configurable It value: in on the Ribbon Bar, manually or by using the
View Scale Bar.
4324280105 IT1-RISI  The VC GeoView Mao Panel shall enabled by the user. veBLL
4324280106 ITL.R960]  The VC GeoView shall isolav the current View Scale of the Mao Panel. VoLt
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9324290101 ITLRISH  The VC GeoView Mo the Gria in the Descrotion veaLL
4324290102 [TLRIZ  The VC GeoView Map 11 3nd [615C 80-4] . and Grid veaL1
References
4324290103 [TLRI3]  The VC GeoView Map . AppView according tothe parameters given  VC-BL1
in the Descriotion
4324290104 [TLAISE]  The VC GeoView shalallow the userto show, ride, ticks, lines and cach GridReference  VCBLL
Sustem,
4324290105  [TLRIESI  The VC GeoView shallallow the user to show or hide the erid ines and show or hide the erid abels veaLt
4324290106  [TLRISE]  The VC GeoView Map Panel shall use the Grid ine Calcul d inthe Description gidlinesto VCaLL
be disolaved.
4324210 Navieational Controls
43242101 Navieation lcons
43242101010 [TLRIS7]  The VC Map Panel shall have Navigation lcons for panning over the map and changing the View Scale veaLt
1
43242101010 [TLA9E  The VC Navigation Panelshallallow the user to pan and to chang through the panning and View Scale  VE-BL1
2
43242102 Cursor
43242102010 [TLAIS]  The VC GeoView shallllow the user to move the cursor with the available pointing device. veaLt
1
43242102010 [TLRIZ0]  The VC GeoView shallallow the user o furtherbeused  VCBLL
2 for brocessine (.. coov to cioboard),
43242103 Pan
43242103010 [TLRI7I]  The VC GeoView shall pan the Map Panel according tothe user control veaLt
1
43242103010 [TLRI72]  The VC GeoView shallallow the user to pan the Map Panel with the pointing device (lick and drag). veaLt
2
43242103010 [TLR973]  The VC GeoView shallallow the user to pan the Map Panel by pressing the Navigation lcons veaLt
3
43242103010 [TLRI74]  The VC GeoView shallallow the user to pan the Map Panel by using keyboard arrow keys veaL1
4
43242103010 (TLRITS]  The VC GeoView shallallow the user to pan the Map drag) when device s veaLs
s used
43242100 Centre
43242104010 [TLRIZE]  The VC GeoView shall take the centre of the Map Panel to a position indicated by the user. veaL1
1
43242104010 [TLRI77]  The VC GeoView shallllow the user to take the selected positon as the centre of the Map Pancl, veaL1
2
43242104010 [TLRIZS]  The VC GeoView shallllow the userto enter a geographic positon as the centre of the Map Pancl, veaL1
3
43242104010 [TLRIZS]  The VC GeoView shallllow the user to use Own Positon as the centre of the Map Panel with an option to follow. Ifthat option 5 VC-6L1
4 selcted. the Mao Panel centre shal fllow the Obiect as t chances ts noston
43242104010 [TLRI0]  The VC GeoView shall llow the userto use Ribbon Bar or keyboard Function key to invoke the Centre Function veaLt
s
43242104010 [TLRIBI]  The VC GeoView shallllow the userto select a CAISR Object a5 the centre of the Map Panel with an option to follow the Object. f  VC-8L1
6 that ootion i seected. centre shal folow the Ob
43242105 Select
43242105010 [TLRISZ]  The VC GeoView shallbe sble to ply a function to one or more selected Objects veaL1
1
43242105010 [TLAI3]  The VC GeoView shal highi map festures with indication mark. veaLt
2
43242105010 [TLRI4]  The VC GeoView shallllow the userto select one or more Objects or mp features on the Map Pancl, veaL1
3
43242105010 [TLRSS]  The VC GeoView shallllow the userto use a key-button combination (e.g. Control+ Click]or  cirle or a polygon to select more than VG681
4 one Obiect.
43242105010 [TLRIBE]  The VC GeoView shallprovids a manageable s for mult-election of Objects. The user shallbe able to add more Objects o the veaL1
s selction st or remove Obiects from the lst
43242106010 [TLRI7]  The VC GeoView shall change the Map Panel Viewing Scale a5 the user zooms in or ot veaL1
1
43242106010 [TLRISE]  The VC GeoView shallallow the userto control the Zoom Control Act inthe VoL
2 Descrintion.
43242106010 [TLRIS]  The VC GeoView shallllow the userto controlthe zo0m of the Map Panel through muli-touch gestures (.. pinch-to-zoom) whena  VC8L3
3 touch-screen devic i used.
43242107 Context.sensitive Menus
43242107010 [TLRI0]  The VC GeoView shall display C of pressed. The contentof the  VCBLL
1 ding to the area of the cursor i nositioned.
43242107010 [TLRSI  TheVC actvate the veaL1
2
43242107010 [TLRISZ]  The VC GeoView Context-sensitve Menus shall be configurable o allow the additon of menu items, including submenus. veaL1
3
43242107010 [T1R9%3]  Thevc toallow disabling of menu tems. veaL1
4
43242107010 [TLRI]  The VC GeoView Context-sensiive Menus shal be configurable to allow the hiding or showing of menu tems. veaL1
s
43242107010 [T1R%5]  Thevc o allow th amenuitem.  VCBLL
6
43242108010 [TLRI%]  The VC GeoView shallbe able to mark an i ifnot bebrought  VCaLL
1 o the centre of the Map Panel (paning.
43242108010 [TLRI7]  The VC GeoView shallllow the userto enter apositon of alocation to be marked when the Goto Function s invoked. veaL1
2
43242108010 [TLR99]  The VC GeoView shal allow the user to convert the entered vluels) from one Coardinate System to anather. Ve
3
43242109 Bookmarks
43242109010 [T1R995]  The VC GeoView shal be abl to save the current view of the GeoView as a Bookmark veaLs
1
43242109010 [TLRI000]  The VC GeoView shall maintain a ist of Bookmarks per user, accessible rom the Ribbon Bar. veaL1
2
43242109010 [TLRI001)  The VC GeoView shallllow the user o manage (add, etrieve, moclfy,delete)the Bookmark List. veaL1
3
43242109010 [TLRI002  The VC GeoView shallapply the setingsof the selected Bookmark tothe GeoView. Ve
4
43243 ControlPanel
432431 C2pane
4324310101  [TLRIOOH  The VC GeoView shall have a C2 Pane to control the dsolav of AISR Oblects i Laversof the Map Panel veaLt
4324310102 ITLRI004]  The VC GeoView shallallow the user to confizure the C2 Pane content. veaL1
4324310103 [TLRIOS|  The VC GeoView C the user to group CAISR Obj a ibute (e.g. Country, Type) by applying VC-BL1
afiter.
4324310104 [TLRIOS  The VC GeoView C contentin levels. veaLt
4324310105  [TLRIOT  The VC GeoView C the user veaL1
4324310106  [TLRI008]  The VC GeoView C the user c feature types in the tree struct veaL1
432432 Laver Control Pane
4324320201 [TLRIOO  The VC GeoView shalbe abl to disolav CAISR Obiects and map features on separate Lavers Ve
4324320202 [TLRI010]  The VC GeoView shall maintain a st of avers where each Laver is ontralled by ts own Disslay Settings. veaL1
4324320203 [TLRI011)  The VC GeoView shall have a ger o control the speciied Layer veaL1
according to Laver Displav Settings.
4324320204 [TLRI012]  The VC GeoView Layer C allow the user iy figure)the Layers and Web services veaL1
4324320205 [TLRI03]  The VC GeoView Layer Control Pane shall allow the user to confgure the Layer Display Settings for each Layer a given inthe veaL1
Descristion.
4324320206 [TLRIOM]  The VC GeoView Layer G allow the authorised user user access to certain Layers which are veaL1
disolaved on the Man Panel
4324320207  [TLRI0IS)  The VC GeoView Layer Control Pane shllallow the user to z00m to (or Goto) a selecte eature. The scal of this zoom shal be veaL1
& the by identifying the feature
or location by clckingat 2 ocation on the map
4324320208 [TLRI0I6)  The VC GeoView Layer Control Pane shallallow the user toset the Map Panel view to it to the fullspaia extent” covering all veaL1
features of a particular Laver.
4324320209 [TLRIOLT)  The VC GeoView Layer G allow the user to tempy off to5ee what s underneath without VG613
having to hde it
43243202010 [TLRIOIS)  The VC GeoView Layer Control Panel shallllow the user to temporariy move a Layer onto another Layer (swipe). When the swipe  VC-6L3
function isinvoked, the Map Panelshal display two Layers with a ne to controlthe swiping to Ift or right.
43243202011 [TLRI0IS)  The VC GeoView Layer Control Panel shalldisplay brief information about the metadata of each layer o servce whil hovering the VG612
cursor on it
432433 Placemarks Pane
4324330101 [TLRI0Z0|  The VC GeoView shall maintain aPlacemark Lst. veaL1
4324330102 [TLRI021]  The VC GeoView shallllow the user to manage (add, delete, moclfy, search,set visiilty, show, hide) the Placemark it veaL1
4324330103 [TLRI1022]  The VC GeoView shallllow the user to export the selected Placemarks in the Placemark List to an exported Placemark il in a2
KMLKMZ format.
4324330104 [TLRI023|  The VC GeoView shallllow the user to imoort Placemarks rom a exoorted Placemark filein KMLWMEZ format oLz
4324330105  [TLRI024]  The VC GeoView shallllow the user to select a unction on the Map panel veaL1
432434 Timeline Panel
4324340101 [TLRI025]  The VC GeoView shall have a Timeline Panel which controls the replaying a iven setof geospatialdata as explained in the Descrption.  VC-61.2
4324340102 [TLRI026]  The VC GeoView Timeline Panelshal allow the user o pick the date and time of the replav oeriod a2
4324340103 [TLRI027]  The VC GeoView Timeline Panel shall aonear automaticall vthe Geo Plaver. veaL2
43244 Footer
432441 Status Panel
4324410101 [TLRI08)  The VC GeoView shall have a Status Panelfor disolaving the status iformation siven in the Descrintion veaL1
4324410102 [TLRI029)  The VC GeoView Status Panelshal be able to displavstatus information as received from the VC or AooView, veaL1
432442 Time Panel
4324420101 [TLRI030]  The VC GeoView shall have a Time Panel o disoly the current date and time n decimal unts veaL1
4324420102 [TLRI0311  The VC GeoView Time Panel shalldisolay the current time in ocaltime zone, overational theatre time one or UTC. veBL1
4324420103 [TLRI032]  The VC GeoView Time Panel shallallow the user to selectthe time zone. The default shallbe UTC. veBL1
4324420104  [TLRI03|  The VC GeoView Time Panel shallallow the user to select the format for the displav o the date time. veaL1
432443 Notifiation Panel
4324430101 [TLRI0MI  The VC GeoView shall Panel to disolav veaL1
4324430102 [TLRIO3S]  The VC GeoView Notifcation Panelshall be abl to displav eror or warning messages sen by the VC or Application veaL1
432444 Coordinate Panel
432444001 [TLRI036]  The VC GeoView shall have  Coordinate Panelto disolav the position nformation ofthe cursor position. veaL1
324440102 [TLRI037]  The VC GeoView shall display the elevation/depth and slope information based on the cursor position on the Coordinate Panel. veaL1
432444003 [TLRI038)  The VC GeoView shall use Web Services provided by the GIS Server to et the levation/depth and slope nformation of an indicated  VC-6L1
oositon
432444004 [TLRI039]  The VC GeoView shallllow the user o enable/isable the disolaving of elevation/denth and slooe information. veaL1
ITLRI0401  The VC GeoView shallllow the user to confizure the Sttings of the Coordinate Panel, veaL1
Svmbol Selector
ITLRI0411  The VC GeoView shallprovide a Sumbol Slector veaLs
4324450102 [TLRI1082]  TheVC alow the user from those provided by Va3
4324450103 TLRI0SI  TheVC veaLs
4324450104 [(TLRI0M]  TheVc i point, | based symbology provided by the Symbology Va3
Service.
4324450105 [TLRIOSI  TheVC veaLs
4324450106  [TLRI0&) The purpose of presenting the available Va3
sumboloay o the user
4324450107  [TLRI047)  ThevC o and metadata CAISR Object o C2 Dravwin; veaLs
4324450108 [TLRI0)  The VC GeoView Sumbol Selector shall rovide the means o disolay the Sumbolosy Service metadata na ree format, veaLs
4324450109 [TLRI049]  The VC GeoView Symbol Slector shal provide the means to search fora symbol and display the results n  tree format. Va3
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e ‘ Requirement ‘ ey e— Default | ‘Availability of TRITON Functions. ‘Availability of VC Functions ——
Number Baseline [ BT cos. BL3 BLa | N I veata [ vesiz [vesta | w
[T1-R1050]  The VC GeoView shall request CAISR Objects from the AppView to display on the Map Panel with their geospatialinformation. The VCBLL
reauest filter shall be derived from the current Map Exten
IT1-R10511  The VC GeoView shall uodate the positions of the disolaved C4ISR Obiects when thev are uodated by the AooView. veBLL
(T1:R1052]  The VC Geoview shall be able » known kinematics  VC-BL1
when the ¢
(T1:R1053]  The VC GeoView shall be able alvisible Ca the user wants to view the Current Status,  VC-BL1
and display the Obects at their future defined in the Description for
(P03 The VC Geoviewshll e the st known kinematis of S Ot o extrapolation tocurent . fthe movemertvectrsfan. VG941
Object are not available at the fast position update, then the VC shal
within the last sx (6) hours.Ifno historical position i available, then the Object will ot be extrapolated to, e position and
disolaved with faded svmbol,
(T1-R1055]  The VC Geoview shall be able alvisble Ca the user wants to view the Current Status,  VC-BL1
and display the Obects at their future defined in the Description for f time or untilthe user
cancels,
IT1-R1056]  The VC GeoView shall allow the he . veBL1
[T1:R1057]  The VC GeoView shall allow the user 10 view the Current Status. The duration shall five(s)  VCBLL
seconds to one minute.
sumbology
(T1-R1058]  The VC GeoView shall display the C4) the Map 3 by veBL1
[T1-R1059]  The VC GeoView shall allow the authorised user to manage (publish, update, delete) symbols and associated rules from the Portrayal  VC-BL1
Cataloaue of the Svmbology Service
(T1-R1060]  The VC GeoView shall allow the user to select a Symbol Set from the list of available sets provided by the Symbology Service and setit  VC-BL1
as a versonal default.
IT1-R10611  The VC GeoView Map Panel shall abolv the selected svmbol set to al obiects and features automaticallv. veBL1
T1-R1062]  The VC GeoView Map Panel shal be able to display sy quired. veBLL
example, 3 sitable 2 be displayed with
faded svmbols temooraril.
(T1:R1063]  The VC GeoView Map Panel shalldisplay the Speed Leader or Direction & Movement [APP-6] of a moving Object if enabled. veBLL
[T1:R1064]  The VC shall use v . the  veBL1
talsat symbols and
Obiect Labels
(T1:R1065]  The VC GeoView Label: boxat 2 veBLL
IT1-R10661  The VC GeoView shall receive data to be disolaved on Obect Labels from the Aoolication. veBLL
ITLAI0GT - The VC GeoView shll oot the Oiect el fortssiven i the Descrioion. veBLL
IT1-R10681  The VC GeoView shal userto structure and size of : VeBLL
(T1:R1069]  The VC GeoView o ot to be displayed,  text type/size and colour)  VC-BL1
of the Obiect Label
(FLRIGIO)  The VC Geovem shlallow the st e ostion bt sl by slectn,dragging and dropoing t ny postion fthe op Poncl. V11
Clustering
ITL-RIOTIL - The VC Geoview shal alow the ser o enble/dsable Clusterin for aslected Laver, veBLL
(T1:R1072]  The VC GeoView shall allow the user to configure [ scale, numberof  VC-BL1
ctandle and
[T1:R1073]  The VC Geoview shall pping point the Map Panel user settings veBLL
when Clustering is enabled.
IT1-R10741  The VC GeoView shall orovide an otion to exclude an Obiect from clustering. veBLL
IT1-R1075]  The VC GeoView Map Panel shallre-cluster svmbols when the content of the laver is changed. veBLL
Obiect Grouoing
[T1-R1076]  The VC GeoView shall display a group of Obiects with at the Asingle Object Label  VC-BL2
shall be used which includes the text of the individual Obiect Labels.
IT1-R10771  The VC GeoView shall disolav the erouned Obiects when Clustering is enabled. veL2
[T1:R1078]  The VC GeoView shallallow the user Grouping (e.8 track veL2
label and an annotation!.
IT1-R10791  The VC GeoView shall uodate the centre of the obiect aroun when the obiect oositions are uodated. veL2
[T1-R1080]  The VC GeoView shall rearrange grouping if an object is deleted and vesL2
Obiect Historv
IT1-R10811  The VC GeoView shall be able oositions of moving C: when enabled veL2
[T1:R1082]  The VC GeoView shall allow the user d of selected vesL2
CAISR Obiects
[T1:R1083]  The VC GeoView shall display the History Tail known  VCBL2
oositions. The number of oositions shall be user confiaurable in the Disolav Settings.
Label De-confliction
[T1-R1084]  The VC GeoView shall be able to declutter Object Labels according to their position, number of visible objects and the available space  VC-BL1
in the current vy
IT1-R10851  The VC GeoView shall allow the user to enable/disable Label De-conflction for a selected laver. VoL
(T1:R1086]  The VC GeoView shall de- ject Labels and Map function is enabled for a selected layer. VoL
[T1:R1087]  The VC GeoView shall de-conflict the labels automatically when the Map Scale, position of obiects, the number of visible objects in VoL
the laver or content. font and size of the labels are chaneed
ITLHI0B - The VC e hll allow the st chance heabel ocatins il f the o s ot crbled vesL1
[T1:R1089]  The VC GeoView shal, when re-applying the trive to keey Theintent  VCBLL
sto avoid most labels iumoing to 2 new location with each apolication of the declutter function.
Tintine
IT1-R1090]  The VC GeoView shall be able to aooly tinting of svmbols and labels as set by the user for each Laver. VoL
IT1-R10911  The VC GeoView shall allow the user to change the attributes of labels aiven in veBLL
[T1:R1092]  The VC GeoView shall be able ping by eq " and "grouping by uniq VoL
Obiect Information Disolav
(T1:R1093]  The VC GeoView shall display the Simple Information, given in the Description, for a selected CAISR Obiect, s a Tooltip when the VoL
cursor i hovered on its svmbol.
(T1:R1094]  The VC GeoView Information Box as a flyout when the The Box can be docked on the vesL1
Geoiew.
[T1:R1095]  The VC GeoView shall allow the user b or VoL
selecting from the Context-sensitive Menu or oressing an Function Kev.
[T1:R1096]  The VC GeoView shall be able Object Information indications  VC-BL1
(e2.Ins o the svmboll o th rlated Obects,
(T1:R1097]  The VC GeoView Object Informati by the App! e e of the VoL
selected CAISR Obie
(T1:R1098]  The VC GeoView g display the Default Information, given In the Description, in an Object Information Box when a CAISR Objectis  VC-BL1
selected.
(T1:R1099]  The VC GeoView shall display the Detailed Informat in VoL
information for the C4ISR Obiect s reauested by the user.
[T1-R1100]  The VC GeoView shall be able to retrieve the augmented information from the AppView and display it in the Obiect Information Box ~ VC-BL1
as defined by the A
[T1-R1101]  The VC GeoView shall allow the user to ac in Box When  VCBLL
the user auits the Box. be
Tooltios
[T1-R1102]  The VC shall display a Tooltp for a CAISR Object or a Map Feature when the cursor is hovered on its symbol for more than five- VoL
hundred (500) millseconds. The Tooltip shall be removed when the cursor is moved away or when a duration given in the
< 4 be 3
IT1-R11031  The VC GeoView shall allow the user to configure Tooltio text format fe.e. font. sze. colour) as bart of the User Settings. VoL
[T1-R1104]  The VC GeoView shall allow the user to configure Tooltip text as part of the related Object attributes. Same structure as Object Labels  VC-BL1
shall be used for Tooltios.
4342 Manaing Soatial Extent
43420101 ITL-R11051  The VC GeoView shall manage the Soatial Extent bv zoomina in or out and bv drawing an extent rectanel. vesLl
43420102 [T1R1106]  The the calculated rectang age area via NMAPI and shall render the returned features  VC-BL1
and CAISR Obiects.
43420103 ITL-R11071  The VC GeoView shall allow the user to set the Soatial Extent Mode with an area selection. vesLl
43420104 [T1:R1108]  The VC GeoView shall by the AppView for AISR Objects.  VC-BLL
43420105 [TL-R1109]  The VC GeoView shall be able the C the current Spatial Extent with a ate of at least one-  VC-8L1
thousand (1000) Obijects per minute for a Client running on a Standard Workstation on a standard NATO Static Site Network.
4343 Disolaving Geo-Information
43430101 ITL-RIL101  The VC GeoView shal be able to disolav Georinformation eiven in the Descriotion. vesLl
43430102 ITLRIL111  The VC GeoView shall be able to disolav Aoolication-specifc features provided by the NMAPI vesL1
43430103 [TL-R1112]  The VC GeoView shall be able to interrogate the GIS Server for OGC compliant Web Services, st the available Services and display the  VC-BL1
selected services as Lavers.
43430104 ITL-RI113]  The VC GeoView shall allow the user to select the Web Services for disolavine as Lavers. vesLl
43430105 ITLRI114]  The VC GeoView vesL1
43430106 ITLALST - The VC Geview ll b bl 1 ol fiter o the Georiformaton esturesbsed on st ot vesL1
43430107 ITLR1116]  The VC Geo dinat vesL1
4344 Dl L andH
43440101 [TL-R1117]  The VC GeoView shall be able to display data given in KML/KMZ format in a Layer of the Map Panel with their descriptions and tags.  VC-BL1
43440102 ITL-R1118]  The VC GeoView shal be able to add a KML/KMZ Laver to the Control Panel. vesLl
43440103 ITL-R1119]  The VC GeoView Mao Panel shall be able to process a file in KML/KMZ format indicated by the user. vesL1
43440104 [TL-R1120]  The VC GeoView shallallow the user to select a KML/KMZ file or a drag the the Map Panel to display vesL1
Ifthe file format i incorrect the user shall be notified.
43440105 ITLRI211  The VC GeoView shal be able of a Laver to a KML/KMZ il as indicated by the user. vesL1
4345 Disolaving N
43450101 [T1:R1122]  The VC GeoView shall be able to display NVG data in Layers of the Map Panel indicated by the Application. The Layer Manager shall vesL1
control the flow of data.
43450102 ITL-R11231  The VC GeoView shall be able to disolav descriotion and tae of NVG data as detall vesLl
43450103 ITL-R11241  The VC GeoView shal be able to add a NVG Laver to the Control Panel vesL1
43450104 [TL-R1125]  The VC GeoView shall allow the user to select afile having NVG data or a drag the file and drop it over the Map Panel to display the  VC-BL1
content. f the file format i incorrect the user shal be notified.
43450105 ITL-R1126  The VC GeoView shal be able to orocess a file havinz NVG data indicated by the user. vesLl
43450106 ITLRI127  The VC GeoView shall be able of aLaver to.a NVG by the user. vesL1
4346 Disolaving Medi
43460101 ITL-R11281  The VC GeoView shall have an Image Viewer to disolav image filesin Recoanised Graohics File Format. vesL2
43460102 [T1:R1129]  The VC GeoView Image Viewer shallallow the user to manage (open, resize, adjust colour and brightness, save) image files vesL2
43460103 ITLR11301  The VC GeoView shall be able Box of that obiect. vesL2
43460104 ITLR11311  The VC GeoView shall have a Media Plaver to disolav video allowine the user to control the relav. vesL2
43460105 [TL:R1132]  The VC GeoView shal be able to display the content of a GeoTIFF file which is processed by the GIS Server and served as WS, vesL2
43460106 [TL-R1133]  The VC GeoView shall allow the user to manage (load, adjust col d files  VCBL2
and have them disolaved on the Mao Panel
4347 Animatin CAISR Obiects
43470101 [TL:R1134]  The VC GeoView shall have a Geo Player which can animate a given set of CAISR Objects with geospatial, date and time data. The data  VC-BL3
set shall be received from the AooVi
43470102 ITLR1135]  The VC Geo Plaver shall berform the obiect animation on a seoarate laver of the Map Panel, vesLs
43470103 ITLR1136]  The VC Geo Plaver shall be controlled by the Timeline Panel vesLs
435 ‘Geosoatial Drawines
43501 with geometry and can be managed by
users or applications. These Geo-drawings can be processed by AppView. digitize
them and retrieve them for displaying in a Layer.
The Ve able to pes of
4351 €2 0raw
43511 €2 Drawin Primitives
35110101 [T1-R1137]  The VC Geoview shall the Map d the vesLl
435110102 [T1-R1138]  The VC GeoView shall allow the user to create a C2 Drawing on the Map Panel using the Drawing Palette and the pointing device. vesLl
11,0103 IT1-R1139]  The VC GeoView shall allow the user to associate svmbology with individual Drawing Primitives in the C2 Drawing. veBL1
11,0104 [T1-R1140]  The VC GeoView shall llow the user to und drawing @ and  VCBLL
the oointing device.
11,0105 IT1-R11411  The VC GeoView shall llow the user to each vesLl
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Number Baseline [ BT cos. BL3 BLa | N I veata [ vesiz [vesta | w
(T1-R1142]  The VC GeoView shall allow the user to create Complex Drawings by combining Drawing Primitives from the Drawing Palette. VCBL2
[T1:R1143]  The VC GeoView shallallow the user vesL2
composite Drawing Primitive indicates that all contained Drawing Primitives are treated as a single representation of the concept
being exoressed.
IT1-R11441  The VC GeoView shall allow the user to associate metadata with each Drawing Primitive. veBL1
IT1-R1145]  The VC GeoView shall allow exclusion areas to be soecified on all area based Drawing Primitives. veBLL
IT1-R1146]  The VC GeoView shallallow Min and Max Alitude to be soecified on all area based Drawin Primitives. veBL2
€2 Drawing Proverties
IT1-R11471  The VC GeoView shall maintain a st of Proerties for each C2 Drawing as eiven in the Descriotion. veBLL
ITI-R11481  The VC GeoView shall allow the user to assien values to the C2 Drawing Proerties. veBLL
IT1-R1149]  The VC GeoView shall allow the user to modify a C2 Drawing by changing ts Proverties. veBLL
Handiing C2 Drawings
ITI-R1150  The VC GeoView shall allow the user to manage (create. modifv. delete) the C2 Drawings. veBL2
[T1-R1151]  The VC GeoView shall allow the user to select an Editable Layer as an active Drawing Layer. Only the selected Drawing Layer shall be ~ VC-BL2
used for creating a new C2 Drawing,
[T1-R1152]  The VC GeoView shall be able to send the Metadata of a C2 Drawing to the AppView, using the NMAPI, for further management and ~ VC-8L.2
orocessine.
[T1-R1153]  The VC GeoView shall be able to receive the Metadata of a C2 Drawing, from the AppView, using the NMAPI, and display it on the vesL2
indicated Laver of the Mao Panel according to the current Mao Prolection.
IT1-R11541  The VC GeoView shall allow the user exoort aselected C2 Drawing into a file of tvoe SVG. NVG. KML or KMZ. veBL2
[TI-R1155]  The VC GeoView shallallow the user import a previously exported C2 Drawing from a file, in SVG, NVG, KML or KMZ format, and veBL2
disolav it on the Ma Panel according to its Proerties.
2 Areas
€2 Area Temolates
TLALISSI  TheVC Geoviewshll b able to enerae C2 Aress rom aredefined Temlates veBL2
ITI-R1157]  The VC GeoView shall orovide a Temblate Editor to build C2 Area Temolates. veBL2
ITI-R1158]  The VC GeoView shall allow the authorised user to manae (create, edit. save. delete) the C2 Area Temolates. veBL2
User-based C2 Areas
[T1-R1159]  The VC GeoView shall implement the Default User-based C2 Area Templates given in the Description for TRITON Increment 1, veL2
[T1-R1160]  The VC GeoView shall be able to create a User-based C2 Area from a Template and display it on the indicated Layer of the Map Panel.  VC-BL2
ITL-R11611  The VC GeoView shall allow the user to create a User-based C2 Area using a Temolate. veL2
[T1-R1162]  The VC GeoView shall be able to receive the Metadata of a User-based C2 Area, from the AppView using NMAPI, and display it on the  VC-BL2
indicated Laver of the Mao Panel.
[T1-R1163]  The VC GeoView shall be able to update a User-based C2 Area automatically when its Metadata is modified by the user or AppView. veL2
Avolication-based C2 Areas
ITL-R11641  The VC GeoView shall in the Descriotion VL2
[T1-R1165]  The VC GeoView shall be able to receive the Metadata of an Appllcalmn e C2 Are, o he AppView sing NVIAP, and dislay it VC8L 2
on the indicated Laver of the Mao Panel,
[T1-R1166]  The VC GeoView shall be able to update an Application-based C2 Area automatically when its Metadata is updated by the AppView veL2
over the NMAPL
Disolaing C2 Areas
Handiing Geospatial Information
Gazetteer
ITL-R1167]  The VC GeoView shall be able to use the Gazetteer Service of the NATO Core GIS. veL2
ITL-R11681  The VC GeoView shall be capable of utilsing the azetteer data via an available Gazetteer Web Service. veL2
ITL-R11691  The VC GeoView shall allow the user to load the gazetteer data from a selected source. veL2
ITL-R1170  The VC GeoView shall allow the user to search for features in the eazetteer. veL2
[T1-R1171]  The VC GeoView shall display the results to itemon  VCBL2
the map.
IT1-R11721  The VC GeoView shall hold with veL2
search
[T1:R1173]  The VC GeoView shall provide a Search capabilty to allow the user to look for a CAISR Object or map feature using a query. veL2
[T1-R1174]  TheVC ults tofindand display an itemonthe  VC-8L2
W P The sl i s i e
[T1-R1175]  The VC GeoView Search shall allow the user to constrain the search to a geographic area defined by the user, a feature or CAISR veL2
Obiect.
Geo-Data Export and Imoort
[T1-R1176]  The VC shall be able the current view bol tations, etc.) of the Map Panel  VC-BL2
intoa file the NATO Core GI5 and data
exchange formats) as defined in the Description or in 15).
ITL-R11771  The VC shall be able to exoort selected lavers into sinalefil for NVG and KML/KMZ. veL2
(T1:R1178]  The VC shall be able to export and losslessly compress all fles referring to the same Shape File into an archived fil (e.g. zi). veL2
[T1-R1179]  The VC shal Jeasabiliy in NVG and KML/KMZ files 2 a key-value pair veL2
e exporting ForShape e, clsifctionhal be kept a5 a"2ip" file name. Timestamp and user name of a Shape File shall be kept
ITLRLIEDH  Toe Ve onll b i o exoort it sl et of e 5 NVG o ML e veL2
[T1-R1181]  The VC shal be able to import active elements from a Recognised Geo-Input File Format as defined n the Description into a Layer vesL2
indicated by the user.
[T1:R1182]  The VC shall be able 2 g5 afile and drops it 1 veL2
comoleted. the user shall be notified.
[T1-R1183]  The VC GeoView shall allow the user to select Recognised in veL2
the Descriotion and orovide the file name and oath
Screenshot
[T1-R1184]  The VC GeoView shall be able to capture the Map Panel and al it visible layers as a screenshot and save it to afile in Recognised veL2
Grahics File Format eiven in Paraaraoh 1.5,
[T1-R1185]  The VC GeoView shall allow the user to select only the Base Map or indicated Map Features including the visible Layers to be captured  VC-BL2
asa Screenshot.
ITI-R1186]  The VC GeoView shall llow the user to save the Screenshot into a file with a user-orovided name and oath. veL2
IT1-R1187]  The VC GeoView shall allow the user to send the Screenshot directly to a orinter. vesL2
printing
[T1-R1188]  The VC shall support printing to local and network printers including printing into a fil in Portable Document Format (PDF) at a user  VC-8L.2
defined resolution.
IT1-R11891  TheVC. orinting f no 3 veL2
IT1-R1190]  The VC shall be able bu the device, veL2
[T1-R1191]  The VC shall support printing to printers with mng File Names (e.g. printer ude all legal Long d vesL2
at least 128 characters lone).
IT1-R1192]  The VC shall subport orinting of landscane. oortrat and all other suoported paver sizes and lavouts. veL2
IT1-R11931  The VC shallallow the user to oreview (Print Preview) the orint content before it s orinte veL2
ITLR11041  The disolav the orint user with the selected vesL2
Presentation Suooort
IT1-R11951  The VC shall Office Open XML Presentation (oot ile. veL2
[T1:R1196]  The VC shall allow the user outline, select the inthe vesL2
Descriotion. and initate the exoort
[T1:R1197]  The VC shall allow the user to define a coverage area on the Map Panel,select the CAISR Objects and geospatial information to be veL2
included in the oresentation slides.
Geo Processing Tools
Distance Measurement
[T1-R1198]  The VC GeoView shall allow the user to measure the inthe projected  VCBL1
olane.
[T1:R1199]  The VC GeoView shall calculate and display the d the bearing from VoL
the selected
(P20 The Gt sl the st measre the the slant range (i two selected VoL
CaISR Obie
43710104 [T1:R1201]  The VC. eahew shall clte th distce betueen twoselected CASR Objects based on their last known positions and display the ~ VC-8L1
true bearing from the first object to the second and the distance. The height or depth attribute of the Objects shall be taken into
43710105 [T1:R1202]  The VC GeoView shall allow the user to measure the vesL1
wavooints.
43710106 [T1:R1203]  The VC GeoView shall calculate and display the the current vesL1
43710107 [T1:R1204]  The VC GeoView shallallow the user to move any vertex of the measurement ine or of the path to a new position by using the vesL1
oointin device
43710108 [T1:R1205]  The VC GeoView shall line or to the current dre- vesL1
comoute the oroiected curve and the values for stating and end bearine.
43710109 [T1:R1206]  The VC GeoView shall display the measured path on the Map Panel, in units selected by the user, until it is cleared or a new vesL1
mesurenentis ated
4372 Area Measurement
43720101 [T1-R1207]  The VC GeoView il sl the s to messure a v determind by a polygon or a circle drawn by the pointing device. vesL1
43720102 [T1:R1208]  The VC GeoView shall compute the area of t nt the  veBL1
user. The area of a polygon shall be calculated when the polygon shape is completed (closed), and the area e e cacomen
continuously as the oointer is moved.
4373 Line of Sight Analvsis
43730101 IT1:R12091  The VC GeoView shallallow the user to berform LOS Analusisif the available GIS Server can orovide it s a service. vesLl
43730102 ITL-R12101  The VC GeoView shall be able to use LOS Service and Elevation Service orovided bv the GIS Server. vesL1
43730103 ITLRL2ALI - The VE GeoViewshll alow the s o st the oarameters o  L0S Anass b manusl enterine values. vesL1
43730104 [T1:R1212]  The VC GeoView shall allow the user to set at the map. Ifthe vesL1
height information is available on the ma. it shal be used in the calculation.
43730105 [T1:R1213]  The VC GeoView shallallow the user to perform more than one LOS Analysis and display them on the Map Panel as layers, vesL1
43730106 ITLRI214]  The VC Geoview shallallow the user to delete the selected LOS llstration from the Mao Panel vesL1
4374 Deoth Anal
43740101 TLR121S!  The VC Geoview shalbe able to use bthe analvsis vesL2
43740102 ITL-R12161 The VC GeaView hal allow the user t erform Deoth Anaisif the avalableGIS Severcan orvide t 5 s vesL2
43740103 [T1:R1217]  The VC GeoView shall allow the user to set the parameters of a Depth Anal vesL2
oolveon on the Mao Panel.
43740104 [T1:R1218]  The VC GeoView shall allow the user to perform more than one Depth Analysis and display them on the Map Panel as Layers. vesL2
43740105 IT1:R12191  The VC GeoView shall disolav the minimum and maximum deoth values of the selected area on the Mao Panel. vesL2
4375 Heiaht Analvsis
43750101 IT1:R12201  The VC GeoView shall be able to use by analvsis vesL2
43750102 TLALIA eV Geoiow il i s s o Heo o e el 15 St o v 2 i vesL2
43750103 [T1:R1222]  The VC GeoView shall allow the user to set the parameters of a Height Anal vesL2
oolveon on the Mao Panel.
43750104 [T1:R1223]  The VC GeoView shall allow the user to perform more than one Height Analysis and display them on the Map Panel as Layers. vesL2
43750105 ITL:R12241  The VC GeoView shal disolav the minimum and maximum heieht values of the selected area on the Mao Panel. vesL2
4376 Ranee Rines
43760101 IT1:R12251  The VC GeoView shall allow the user to confieure the settines related to the Rane Rines. vesL2
43760102 [T1:R1226]  The VC GeoView shall allow the user to Rings by tion on the map or Object.  VC-BL2
43760103 (1812271 ThevC. user defined the Map Panel as aseparate layer. The distances  VC-BL2
hallbe rendered in the map in
the mao oroiection.
43760104 IT1:R1228]  The VC GeoView shall the resoect to vesL2
43760105 [T1:R1229]  The VC. the True North True. vesL2
43760106 [T1:R1230]  The VC the the heading of vesL2
obiect f it has headine value.
438 30 Visualisation
4381 3D Disolav Framework
43810301 [T1:R1231]  The VC shal provide porting or 0 The  vCBLL
adance m IMILSTD 252501 should b vsed
43810302 [T1:R1232]  The VC GeoView "should" allow the user to select 20 or 3D Display in the Map Panel. The 30 Display should be used in the Map Panel  VC-BL3
with confieurable settines (e.e. default height of the Viewooint. oersoective ratio).
43810303 [T1:R1233]  The VC "will’ receive maps with terrain data from the GIS Server, isplay them in a 2.50 environment as guided in [MIL'STD-2525D.  VC-BL3
43810304 [T1:R1234]  The VC 30 Display “should" be 2 in vesLs
and Marker Posts.
43810305 IT1:R12351  The VC 3D Disolay “should" be able to orovide fv-throueh over the terrain. vesLs
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IT1-R1236]  The VC 3D Disolay “should" allow the user to control the fiv-through usin the oointing device and kevboard. VCBL3
Navigation
T1:R12371  The VC 3D Disolay “should" provide navigation control bv adiusting the Navigation Controls given in the Descriotion. veL3
(P21 The 3D iy should slow heuer the Map Panel eing Controls given in the veBL3
ITLRIZIS ToeE 3 s Shok o st 1t 10 etk ool i th Reiaation Gl veL3
(T1-R1240]  The VC 3D Display “should" be able to render the display, including the terrain data and movement of CAISR Objects at a rate of at veBL3
least fifteen (15) frames oer second at a disolay resolution of at least 1280¢1024 when navigation is started.
[T1-R1241]  The VC 3D Display "should" be able to over the terrain by I the veBL3
Description.
T1:R1242]  The VC 3D Disolay “should" disolav the Direction Indicators in a fiv-through, veL3
T1-R12431  The VC 3D Disolay “should" allow the user to change the settings during a fl-through. veL3
(T1-R1244]  The VC 3D Display “should" be able to slave the Viewpoint to a selected CAISR Object 50 that it moves together with the Object froma  VC-BL3
user-selected distance during the lifecycle of the Obiect. For example, the Viewpoint can be slaved to an aircraft and updated as the
Kinematics of the aircraft is updated. The Object motion *should" be extrapolated according to a configurable frame rate with a
default of fifteen (15) Hertz.
(T1:R1245]  The VC 3D Display “should" allow the user to select a CAISR Object, seect a distance, Viewing Angle, Viewing Direction relative tothe  VC-BL3
d initiate a fly-through, “should be stopped when the users stops it or the Object s deleted.
Animation
(T1-R1246]  The VC 3D Display “should" be able to animate the motion of selected CAISR Objects with the geospatial data provided by the Vo3
AvoView.
IT1-R12471  The VC 3D Disolay “should" allow the user to control the animated motion using the GeoView Timeline. veBL3
User settings
Theme Selection
T1-R12481  The VC GeoView shall suoport configurable Theres for the GUI elements veL3
T1-R1249]  The VC GeoView shall orovide a Dark There and Light There as the default veBL3
T1-R12501  The VC GeoView shall maintain a st of Personal Themes. veL3
IT1-R12511  The VC GeoView shall be able to use Stvle Sheets. veL3
IT1:R12521  The VC GeoView shall allow the user to manae (load. modify. save) the Personal Theme List veL3
IT1:R12531  The VC GeoView shall allow the user to select a oredefined Theme. veL3
Most Used Function:
IT1-R12541  The VC GeoView shall have a st of the lat used functions. if aoolicable. the Most Used Functions. veL3
IT1-R12551  The VC GeoView shall allow the user to manae (add. modif. delete) the Most Used Functions List. veL3
IT1-R1256]  The VC GeoView shall execute the function when the user selects it from the Most Used Function List. veL3
ion
[T1:R1257]  The VC GeoView shall be able to receive a CAISR Obiject designated as Own Position from the AppView (as part of the API) as an veL2
ootion.
L1251 The VC e shll o the sr 5 O Poson 1 e 0o ot 3eleced AR Ot BL2
Disolay setti
[T1:R1259]  TheVC e b play Settings given In the Descrip AppView using the veBLL
them.
[T1:R1260]  The VC shall allow the user d send them using  veBLL
the NMAPI to be saved in the Functional Service Aoolication context.
(T1:R1261]  The VC shall e logs out from the AppView. veBLL
IT1:R12621  The VC shall brovide the defaults for the Disolav Settings as set by the authorised user. veBLL
Securitv
IT1:R12631  TheVC. for 52 veBLL
13 rror Handling
43110101 IT1:R12641  The VC shall revort them veBLL
43110102 IT1-R12651  The VC shall when an the vC. veBLL
4312 On-lne Helo
43120101 (T1:R1266]  The VC shall the the VC by using Contents, Index with anda veBL2
link to the On-line Helo orovided by the AooView (if exists).
43120102 [T1:R1267]  The VC On-line use case and scenario be veL2
structured according to a generic user workflow.
43120103 ITLAI2681 - The VCshlslow theuser o sces the O Helo fnction t anystae of eecution of  fnctin. VL2
43120104 [T1:R1269]  The VC On-line an ical seq functions veaLa
43120105 [T1:R1270]  The VC On-line all menu items, dialog 3 query fllds implemented i the VC Product veaLa
aseline.
43120106 [T1:R1272]  The VC On-line f all terms and in the VC Product Baseline,  VC-BL2
43120107 (T1:R1272] Al definitions i the VC glossary shall be available in roll-over, pop-up windows linked to every appearance in Online Help of the veL2
corresoonding term or acronvim.
43120108 (T1:R1273]  The VC shall provide On-line Help option for each dialogue, menu item, toolbar item, function, field or button (each item on the veL2
screen. This shall be clearlv visible but not intrusiv.
43120109 (T1:R1274]  The VC On-ine Help shall provide meaningful advice and hints to the users appropriate to the actions they are trying to take. veL2
431201010 IT1:R12751  The VC On-ine Helo shall be concise. comoact and clear to the user. veL2
431201011 (T1:R1276]  The VC On-line provided in a suitable lightweig & veL2
GIF. PNG) anroved by the Purchaser.
431201012 [T1:R1277)  Pictures in the VC (O hall image veL2
element.
431201013 [T1:R1278]  Ifthe VC On-line Help topic requires a large picture that does not fit on a normal page, a reduced copy shall be additionally included ~ VC-BL2
on the Helo bage that will exoand to is ful size on user reauest.
431201014 ] heveonine the state of the soft d for the veL2
that state on action
431201015 (T1-R1280) e Seclmty Classifcation of any example data that is isplayed in VC On-ine Help shall not be higher than NATO UNCLASSIFIED. vesL2
431201016 IT1-R12811  The VC On-line to the relevant 3 veL2
431201017 [T1:R1282]  The VC On-line by asmall foti auickly and be very easy to vesL2
hide. for instance clicking anvwhere within it
431201018 [T1:R1283]  The VC On-ine Help shall open a dedicated Web page when the user requests access to the full content of the On-line Help. The On-  VC-BL2
line Helo shall not be oreventing the user to oerform on the GeoVie,
431201019 (P21 The VC Gt il o te s to st  or there shall be another single veL2
ion hiding mechanism.
431201020 (T1-R1285] Treve omine to locate keywords or phrases (identified by vesL2
double-auotation marks) in the User Manual.
431201021 IT1-R12861  The VC shall itemsin veL2
431201022 (T1:R1287)  The VC Onvline Help shall b the Online Help in a ist. The VC GeoView vesL2
hll sl the el tem when the user selects aaers resul i s s
431201023 (T1:R1288]  The VC On-ine Help shall be 4 HTML helo fie . source veL2
elements and araohics
4313 External Interfaces
43131 Avolication Programming Interface
431311 N
4313110101 IT1:R12891  The VC shal orovide an AP named as "NATO Mao API" for interfacing between the AooView and GeoView. vesL1
4313110102 IT1:R1290]  The VC shallimolement CMAP v1.3.0 for the NMAP! veBLL
4313110103 IT1-R12911  The VC NMAPI shallinclude definition of C4ISR Obiects and their data model. veBLL
4313110104 [TLR1292]  The VCNMAPI and integration issues shll be defined and documented in the VC ICD for enabling the use of the VC within other VoL
Functional Services.
431312 ool mework
4313120101 [T1:R1293]  The VC shall provide the ion to within vesL1
Avolication.
43132 Mao Interface
431320101 (T1:R1204]  The VC shall have an interface with the NATO C: i in GIs Services VoL
Standards and File Formats [Core GIS SIPL
431320102 IT1:R12951  The VC shal have interfaces comoliant with Web Services Common Standard [06C WsCommon, vesL1
431320103 IT1:R1296]  The VC shall be able to receive data in NVG and KML format. and disolay them. vesL1
431321
4313210101 IT1:R1207]  The VC shall be able to consume OGC-comaliant. WMS defined by the OGC soecifications [0GC WS vesLl
4313210102 [T1:R1298]  The VC shall be able to display the maps in JPEG and PNG (with transparency) provided by the WMS. The map formats given in the vesL1
Descriotion shall be aolicable.
431322 i
4313220101 IT1:R12091  The VC shal be able to use OGC-comoliant, WMTS-based services defined by the OGC soecifications [0GC WMITSI vesL1
431323 Web Processine Service
4313230101 IT1-R13001  The VC shal be able to use OGC-comaliant. WPS-based services defined bv the OGC soecifications 10GC WPSI vesL1
43133 Geo Services Interfaces
431330101 ITL-R13011  The VC shal be able to use in the Interf vesL1
431330102 [T1:R1302]  The VC shal provide feedback to the user within five (5) seconds in a static network environment when a Geo Service isinvoked by~ VC-BL3
the user. If the data cannot be made available within ten (10) seconds, the user shall be notified with an option to cancel the request.
43134 Svmbology Service Interface
431340101 IT1:R13031  TheVC 2 Web service for its in s Service vesL2
431340102 ITLR13041  The VC IC for vesL2
43135 Interface Control Descriotion
431350101 [T1:R1305]  The VC shal have an ICi the API, d the Jdata VCBLL
and error handling mechanisms and aoolicable standards.
431350102 IT1-R13061  The VC ICO shall be develooed and made available i increments; vesL1
43136 Conformance Test Kit
431360101 IT1:R13071  The VC shall have a Conformance Test Kit to external BL3
a4 TRITON Deslovable Kit Reauirements
441 TOK Hardware
4411 TOK Case
44110101 ITLR13081  TDK 14nch rack with BL4
44110102 [T1:R1303] DK Case shall be watertght, dust proof,crush proof, equipped with anti-vbration shock mounts and Automatic ressure Equalzation  BL4
Valve [suitable for transoortation with air carao).
44110103 ITL-R13101  TOK Case size shall and twenty (120) em tv (701 cm wide X sixtv (60) cm hieh. BL4
44110104 ITL-R13111  TOK Case weieht includine the content shall not exceed sixtv (601 ke in total, BL4
44110105 [T1:R1312]  TOK Case shall have handles or special harnesses both o their sides and on top (in order to be able to carry in vertical position over BL4
shio ladders and durable enoush to use cranel.
44110106 ITLR13131 TDK wheels with BL4
44110107 ITL-R13141  TOK Case shall have front and end lids with securine locks and kevs BL4
44120101 [T1-R1315]  TOK Carrying Case shll be watertight, dust proof, crush proof and lockable, equipped with inner cushions, Automatic Pressure: BL4
Eaualzation with air careo). handles and wheels.
44120102 [r-R136] 0K shall and twenty (120) cm ty (70) cm wide X sixty (60) cm high. BL4
44120103 ITLR1317]  TOK Carrvine Case weight includine the content shal not exceed sixtv (60) ke in total. BL4
44120104 ITL-R1318]  TOK Carrvine Case interior desien shal be confieurable. BL4
44120105 ITL-R13191  TOK Carrvine Case used as the Secure Box shall have securitv labels and locks. BL4
4413 Uninterrutible Power Suoolv
44130101 ITL-R13201  TDK UPS shall suooort aToK fter the main oower is zone. [
44130102 ITL-R13211  TOK UPS shall be able to oberate usine both 110 VAC 60Hz and 220 VAC S0Hz as the main oower inout BL4
44130103 T2l T UF il e reolcestle bteris BL4
4414 Central Control U
44140101 TLRISZS)  Exh DK it shllhave aCenrl ContrlUnkt €EU1 BL4
44140102 ITL-R13241  TOK CCU shall have bower distribution capabilty to all comoonents nside the TDK Cases. BL4
44140103 ITLRI3SI  TOK CCU BL4
44140104 [T1:R1326]  TOK CCU shall be power loss within an audible notification (e.g. beep and BL4
fashine light),
44140105 TLR1327) CCU shall have toinitiate shut-d BL4
44140106 (m-R1328] TOK status (i.e. power aternal or UPS, UPS power BL4
oercentage and remaining time to auto shut-down) using SNP.
44140107 [T1R1329]  TOK CCU oK BL4
44140108 [TL-R1330]  TOK CCU shall be able to the process forall BL4
comoonents.
44140109 [TL-R1331]  TOK CCU sh power g citical BLa
threshold
4415 Monitor Kevboard Unit
44150101 (TLR1332)  Each TOK Unit shall have  1nch one 1) RU, builtin two-button BL4
anda LcD monitor I to the Server Unit.
4416 Installation Kit
44160101 ITLR13331  TOK shall Kitincluding a b BL4
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44160102 (R3] TOK TOK Cases on vertical(one case on topof  BL4
the other onel and horizonta lside-bu-side] orientation.
44160103 [T1R1335]  TOK Instalation Kitshall allow the nstalltion crew to fasten the TDK Cases on the deck to withstand ship movements at Sea State BLa
seven (7).
44160104 [TLR1336]  TOK Instalation Kitshall allow the nstalltion crew to unfasten the TOK Cases, move them to another compartment and fasten them  BL4
there in case of  re-olanning or an emercency,
44160105 [TLRI337]  TOK Instalation Kitshall have at least ten (10) metres of with an pe plug and potential of BLa
the NS and NU Unit.
44160106 [T1:R1338]  TOK Installation Kit shall have at least twenty (20) metres of both fibre-optic and copper Gigabit Ethernet cables (CAT-) with BLa
commercialtvoe iacks fi.2. RI-45) for each of the NS and NU Unit
44160107 (r-R133s]  TOK to connect the TK point. A BLa
combined eroundine cable can be used for both units.
4417 Comor re
44171 Server Unit
441710101 ITLRI3401  TOK Server Uit shall host the TRITON Ooerational Software confieure for ACP. BLa
441710102 ITLRI3411  TOK Server Uit shall be 19-inch rack tvoe whose chassis heieht does not exceed two (2) UL BLa
441710103 ITLRI3421  TOK Server Uit shall have at least two (2) ohysical CPUS each havine at least four (4] cores. BL4
441710104 ITLRI3431  TOK Server Uit shall have at least one-hundred-and twentv-cieht (128) Gigabvtes of memor. BL4
441710105 ITLRI3441  TOK Server Uit shall ocal BLa
441710106 [T1-R1345]  TOK Server Unit shall have at least five (5) Terabytes of storage. If SAN is used, one (1) Terabytes of local storage shall be included in BLa
the Server Unit.
441710107 ITLRI3461  TOK Server Unit shall be c for Unit BLa
441710108 [T1:R1347)  In case processing capacity for the TDK Server Unit s considered then BLa
be orovided and inteerated into the existing infrastructure. including the management features
44172 Storage Uit
441720101 ITLRI3E TOK 18:inch heieh d d two (2 RU. BLa
441720102 ITLRI3491  TOK Storage Unit shall have a capacitv of at least five (5) Terabvtes. BL4
441720103 TLR13501 al BL4
441720104 (r1R1351) the TOK Storage torage Network and licences) s considered to BL4
be less than the required level, then additional components shall be provided and integrated into the existing infrastructure, including
the management features.
44173 Network Elements
441730101 ITLRI3521  TOK Network Switch shall be 19.inch rack tvoe whose chassis heieht does not exceed two (2) UL BLa
441730102 ITLRIISH  TOK TP and 1/10 Gbos fibre channels. BLa
441730103 ITLRI3581  TOK Network Switch shall have at least eight (8) UTP and eight (8)fibre oorts. BLa
441730104 TLRIISS]  TOK BLa
441730105 (T1R1356]  In case . bandwidth P for the Network El dered tobe. BLa
less than the required level, then P and integrated into Tudi
the management features.
44174 IEG-Data Diodk
441740101 ITLRI3S7)  The IEGData onewav ey Dot BLa
441740102 ITLRI3SE  The IEG.Dat: BLa
441740103 TLRIISL ot G oot Dl s ot 18 o st ot ot e e s o 111 BLa
44175 Client Worlstations
441750101 ITLRI3601  TOK Unit shall have two (21 Workstations and two (2) Laotoos to be used as TRITON Clients BLa
441750102 [TL-R1361]  TOK Client Workstation shall have a similar configuration to the NATO Workstation Hardware Configuration as a Thin Client. The BLa
Server Uit shall orovide the comuting olatform for the Thin Clients.
441750103 (T1-R1362)  TOKC have two (2) monitors with at least Full HD (1920 x 1080) resolution, one standard BLa
Eneish OWERTY kevboard and ane mouse with two buttons and a wheel
441750104 [T1-R1363]  TOK Client Workstation and Laptop "should" have small form factor, preferably in industral standards, suitable to be used on board BLa
shios in small. air-conditioned comoartments with 110/220V 50/60Hz.
441750105 [T1-R1364]  TOK Client Laptop shal have a similar configuration to the NATO Laptop Hardware Configuration with at least Full HO (1820 x 1080) BLa
screen resolution. standard English QWERTY kevboard and touch-oad with two buttons.
442 TOK Software
4421 Infrastructure Software
44210101 ITLRI365]  TOK Infrastructure Software shall be BLa
44210102 ITLR13661  TOK Infrastructure Software shall o use of TOK. BLa
44210103 [TLRI367)  TOK Infrastructure Software shall have its own C to operate in Standalone Mode. Instances of NATO Core BL4
Enterorise Services shall be used.
44210104 [TLRI368]  TOK Infrastruct tomated monitoring of d Management protocol BL4
(SN
44210105 ITLRI36S  TOK Infrastructure TOK Uit hal be BLa
4422 Local Geosnatial Services
44220101 ITLRI3701  TOK shallutiise a Local Geosoatial Service in both Networked and Standalone Mades for each Unit. BLa
44220102 [TL-R1372]  TOK shall use the NATO B-5C AIS Core GIS as the defaulf Local Geospatial Service if available. I the NATO Core GIS is not available for ~ BL4
TOKs, an provided. replaced by the NATO Core GIS when it
becomes available.
44220103 (T1RI372) TOK map handling capability with an interface compliant with the BLa
Service Interface Profile that NATO Core GIS provides [Core GIS SIPL
44220104 TLR13731 T ble to exported from the NATO Core Gis. BLa
44220105 (TLR1374]  TDK Iread BLa
exported from the NATO Core Gis.
44220106 (TLR1375) T nteim LoalGeospaial Service shll b radly availbl . r-usable component i any contest 1 both N and NU Domains BL4
I lcense cost f
4423 TRITON Operational Software
44230101 [TL-R1376]  TOK shall host the TRITON-NS Operational Software configured for ACP on the NS-Unit. BL4
44230102 [TL-R1377  TOK shall host the TRITON-NU Operational Software configured for ACP on the NU-Unit BL4
44230103 [T1-R1378]  TOK shall have its own installation tools and configuration procedures to install and operate the TRITON Operational Software. BLa
as TRITON Support Svstems Reauirements
451 TRITON Test Svstems
4511 Operational Softwa
45110101 [TLR13791  TRITONTe hall have the Baseline to be tested. BL1
45110102 [TLR1380  TRITONTe hall provide d test data to test BL1
4512 Infrastructure
45120101 [T1-R1381)  TRITON Test Systems shall have their own Virtualised d q party BL1
software
45120102 [TLR1382]  TRITONTe hall TRITON tatc it BL1
45120103 IT1RI383]  Each TRITON be able to support at ¢ BL1
452 TRITON Reference Svstems
4521 perational Softw
45210101 [TLR13841  TRITON Ref the TRITON Operational BL2
45210102 (T1-R1385]  TRITON Ref d test data to test the BL2
4522 Infrastructure
45220101 [TLR1386]  TRITON Ref Virtualised BL2
45220102 [TLR1387  TRITON Ref the same TRITON Functional stes. BL2
45220103 T1-R1388]  Each TRITON Ref users. BL2
453 TRITON Training Svstems
4531 Operational Software
45310101 ITLR13891  TRITON the TRITON Operational | Baseline. BL2
45310102 [T1-R13%0]  TRITON the d services based on B2
4532 Infrastructure
45320101 ITLR1391  TRITON Virtualised BL2
45320102 (T1R1392)  TRITON the same TRITON Functional sites. Instances of NATO  BL2
Core Services shall be used to the extent possible
45320103 [TLR1393]  Each TRITON shall be users. BL2
5 NON-FUNCTIONAL REQUIREMENTS
51 Quality Reauirements
511 Performance Efficiency
5111 Performance by Time Behaviour
51110101 (TR1394] - TRTON Functionl Sericesshll become avlale acoring o the Il AvalailtyCriei 3 ghen i the Descrton withinten BL1
. he TRITON Server is started uo.
51110102 [T1:R1395]  TRITON shall in ess thanfive (5) accept user input i less than ten (10) BL3
minutes for both static and afloat Servers.
51110103 (T1-R1396]  In case a critca failure n the TRITON Sta is detected, the authorised user shallbe notified, and TRITON BL3
shallbe switch to the specified secondary Stati Server within five (5) minutes after the authorised user acknowledgement. The.
authorised user shall continuously be informed about the status of the server change process.
51110104 T1-R1397]  TRITON shal be available for accepting user commands within thirty (30) seconds after accessing or starting a user application via a BL1
ient at a static ste
51110105 (T1-R1398]  TRITON shall be available for accepting user commands within sixty (60) seconds after accessing or starting a user application via a BLa
Client atan afloat sit.
51110106 T1-R1399]  TRITON shal be able to suoport atleast twentv (20) concurrent uodate events per node. BL1
51110107 (T1-R1400]  TRITON shal be able P played at Clients with a ate of atleast one-thousand (1000)  BL1
tracks per minute.
51110108 [T1:R1401]  TRITON shall provide a response to a user, in either AppView or GeoView, in any environment, for any action,inless than five (s) BL3
seconds.
5112 Performance bv Bandwidth Efficiency
51120101 T1-R1402]  TRITON shal be designed and implemented to (e.g.caching, )
. lazv loading. resources.
51120102 (T1:R1403]  TRITON shall toimprove user p utiisation wherever possibl )
51120103 [T1:R1404]  TRITON shall methods to reduce v -percent (20%) during information BL3
exchanze between TRITON Servers
51120104 T1-R1405]  TRITON Clints shall be able to ops as low as five-hundred (500) BL3
Kbps and network latency as high as five-hundred tested on the Test
bandwidth and latency characteristcs.
51120105 T1-R1406]  TRITON ACP Server shall be able to synchronise itsef with a selected static Server using five-hundred (500) Kbps of network BLa
bandwidth on the Test Sustem. The test shall
5113 Performance bv Network Status
51130101 T1-R1407)  When the LAN is degraded by more than fifty percent (szmr TRITON shal automaticaly change its operational state to “Degraded” BL1
vel of in p more
than fiftyoercent (50%).
51130102 (T1-R1408]  TRITON Deployable Ki shall be able to operate in Standalone Mode when WAN connectivity islost more than a configurable time| BLa
period. The detection of the loss of WAN connectiviy will be subject to the netwotk nfrastructure located on board.
5114 Resource Utilsation
51140101 T1-R1409]  TRITON shal (75%)of reached BL1
s1140102 TLALATOL  TRTON shll o exceed e oercent (5051 f e dcicte aroesior canac i v BL1
Caacity
Siiter0r T1-R1411]  TRITON shal be able to provide service for at least five-hundred (500) concurrent users per Instance at static site. The test shall be BL3
executed in a test environment with virtual users.
50102 [T1-R1412]  TRITON shallnot have any licensing f users who ap: B3
50103 [T1-R1413]  TRITON shal be able to support at least twenty percent surge B3
situations.
50104 IT1R14141  TRITON shal be able to suoort storage ize of at leas ten (10) Terabvtes per Instance atstatc sites. B3
50105 [T1-R1415]  TRITON shall have growth potential iures & database or st d shall not B3
deem anv limitation on desien.
Compatibilty
5121 Co-existence
51210101 [T1-R1416]  TRITON shall operate with other Bi-5C AIS Functional the initselfor  BL3
notnersotes
5122 Interoperabi
51220101 [T1-R1417]  TRITON ol prov-decoheren( interfaces for others to access itsservices. The External Interfaces are described In Section 6. BL1
51220102 ITLR14181  TRITON shall be comoliant to the standards eiven in the NISP [ADatP-341. BL1
513 sabill
Aoprooriateness Recognisabilty
[T1-R1415]  TRITON "should" provide the user with capabilities that are easy to understand to perform user functions, Usability Engineering BL1
13, Leamability
51320101 T1-R1420]  TRITON shal have role-based access control to authorise users on functionalites according to certain expertise (e.g. WSM Operator, BL1
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e ‘ Requirement ‘ e [ et Default ‘Availability of TRITON Functions ‘Availability of VC Functions —
Number Baseline BT s a3 [ Ba [ w I veata [ vesiz [vesta | w
[T1-R1421)  Any user with shall be able to operate. 10 more than two (2) days of training. BL1
[T1-R1422] A user with basic system e MS able to install the TRITON Infrastructure BL1
d configure t, perform tasks (e.g. manage users, )with a
maximum of one (1) week of Sustem Administrator Training.
Overabilitv
IT1R1423]  TRITON shall control all BL1
IT1-R14241  TRITON shall brovide the user to alwavs enter data with correct tvoe and format. BL1
[T1-R1425]  TRITON shall provide the user with (e.8. the user shall be preventedto  BL1
ores  button whic s not allowe at a certainsase of  function)
jser Error Protection
[T1-R1426]  TRITON shall be tolerant to input errors. Users shall be given guidance and suggestions to help them correct or overcome mistakes BL1
the have alreadv made.
[T1-R1427)  TRITON shall provide is o g Pop-up. BL1
Error Window).
[T1-R1428)  TRITON shall provide the users with meaningful error messages and informed about the actions they need to take in order to fix or at BL1
least to report the problem.
User Interface Aesthetics.
User Friendliness
[T1-R1429)  TRITON shall provide User Guidance in the Description, other displayed BL1
information.
[T1-R1430)  TRITON shall use menu dialog: Menu Aspect when use of the system is infrequent and the user BL1
d labl n order to provide the user with useful information in due time
and low effort.
IT1R14311  TRITON shall comolv with the Dialogue Princioles eiven in the Descriotion. BL1
IT1-R1432]  TRITON shall comolv with the Information Presentation Criteria given in the Descriotion, BL1
[T1-R1433]  TRITON shall keep page size limited on one screen and in order to reduce the need for scrolling to see the submit button. BL1
[T1-R1434) TRITON with a keyboard shall results in applications. TRITON BL1
use of and Ms
[T1-R1435]  TRITON shall the user of change (or browse away from BL1
formi for loss of data.
[T1-R1436]  TRITON shll notify the user who has nitiated an action that processing of the action has started and convey the sense of processing BL1
oroaress (bv means of a progress indicator. dialog boxes).
Ease of
ITLR1437]  TRITON shall made navigation nossvble with both kevboard and nointing device and both shall be self-exolanatorv. BL1
[T1-R1438]  TRITON shall il . BL1
aalabe.For example,  summary ollratk label can the displ be accessed
detailed ted be available avessel.
IT1-R1439]  TRITON shal reflect the uodated information to al levels while a user i in dril-down orocess. BL1
[T1-R1440)  TRITON be selectable present form, d fltering BL1
capabiliies shall be orovided on the table rows.
[T1-R1441]  TRITON sha isplayed order. The GUI forms shall igation using the tab key in a BL1
ogical order. shall represent
[T1-R1442]  TRITON shall disable fora e BL1
twice or more resulting in duslicate entries.
IT1R1443]  TRITON shall orovide GUI lavouts which are uniform and standardised. BL1
[T1-R1444]  In TRITON, and re-enabled v to the entry content. This BL1
orevents clicking twice or more times resulting in duolicate entries
[T1R1445]  In TRITON the ENTER key shall not trigger form subr fall forms are (g BL1
mav
ITLR1446]  In TRITON. scroling bars f.e. horizontal and vertical) shall BL1
ITLR14471  The orovide to reflect "where | am now in the svstem”. BL1
Aooearance
[T1-R1448)  The look of the operational prototypes, BL1
are already familar
[T1-R1449]  The design of the TRITON GUI shall be based on a singl . TRITON shal look and feel carried BL1
across the entire application’s GUI within which a small Similar parts of
the aolication should have similar GUIs and lavouts throughout the aoolication.
[T1-R1450]  Visual elements and interaction schemes of the TRITON GUI shall be reused on similar functions and features. Uniformity is created BL1
ITLR14511  TRITON GUI shall use a consistent font across Aoblications. BL1
[T1-R1452]  TRITON GUI shall be structured 3 of are organised in a their BL1
relationshios.
[T1-R1453)  The presence of required fields and their styling shall always be noted in advance. Although it is common to flag required fields with BL1
an stk this shll b noted at th tp f theform, ot s fotnoteat the botto, Redundan faging o equred felds with
o glyph plus bolding, highlighti he best practice.
[T1-R1454)  TRITON shall support the display of textual data in tabular displays with backgrounds, tabs, buttons and borders that are semi opaque.  BL1
nelin
[T1-R1455]  Web-based functionality under TRITON "should" be designed with a GUI conforming [W3C MWBP] which can be customised for BL3
viewing on mobile devices.
Menus. Pointing Device Actions and Shortcuts
[T1-R1456]  TRITON GUI shall i trackball) or keyboard BL1
aoolications. The ootions eiven in Descriotion shall be used.
[T1-R1457)  TRITON GUI shall links and BL1
IT1-R1458] mrou GUI shall made kevboard shortcuts available to access functions. BL1
[T1-R1459]  TRIT and extended selection by Ctrl (1. individual selected items) BL1
and Shnﬂ u . select from-to) kevs.
ITLR14601  TRITON GUI shall suonort normal MS Windows Accelerators eiven in the Descriotion. BL1
[T1-R1461]  TRITON GUI shall support context (i.e. ight-button) menus. The use of context menus shall be limited for advanced options only. BL1
General and common throush the Ribbon. view or dialos buttons,
ITLR14621  TRITON GUI shall in BL1
Role-based Presentation
[T1-R1463]  TRITON GUI shall work on the principle of "visibility" which means the application shows Users whatever they need for the current BL1
[T1-R1464]  TRITON GUI -accessed inf d 50 that users can only yare BL1
andfor both
[T1-R1465]  TRITON GUI shall 8. menu items, butt userrole  BL1
. TRITON shall hide or . grey y 3
lower-level
[T1-R1466]  TRITON GUI shall be d can do. The GUI d forms and BL1
fields) and functions (e.g. menus and buttons) that are actually available within the security authorisation of the user. Disabled
hmctmns due to permissions shall not be shown at al
[T1-R1467) mrou P islay the expected input ormat on all form fields o the user f the abel i not clear enough (eg.date input BL1
format - ddmmyyyy or dd-mm-yyyy). This may be 3 dditional labels, or some other
[T1-R1468) TRTON Gt halbe tlers P 3 format (e.g. dd-mm-yyyy BL1
ddmmyyyy or d-m- (s be entered as
desrees mintes seconds o desrees decima desrees).
ITLR1469]  TRITON shall of dates). BL1
[TI:R1470]  TRITON shallprevent ambiguity and make it clear what information in what format is required for each data entry feld Al BL1
information shall have its units of measure when apolicable (e.s. desrees. metres. vards. knots. seconds)
[T1R1471]  For user to in a single text BL1
field user to copy/paste ). TRITON shall Ividentify and parse
the Location Information Entrv as given in the Descriotion.
513560106 [T1-R1472)  TRITON GUI shall use predefined drop-down or puil-down up the entry BL1
orevent inout mistakes. Open text to
513560107 [T1-R1473]  TRITON GUI shall allow usage of the keyboard to directly input the code of a value of a ist. TRITON shall verify the code and match it BL1
aainst the Domain Values for that lst
513560108 [T1R1474]  TRITON GUI shall retain entered data even after use of the back or reload button or any other user action except conscious choice to BL1
delete the data or emotv (or reset) the web form fields.
513560109 ITLR1475]  TRITON GUI shall ot lose. discard. or corrut user inout without user consent. BL1
51357 Real-Estate Management
513570101 [TLR1476]  TRITON GUI shall keep page size imited on d in order to reduce the need the BL1
For additional be used.
513570102 [TLR1477)  TRITON GUI shall be designed to supp szes. hall expand the user screen to the BL1
extent where the GUI is not distorted.
513570103 [T1-R1478]  TRITON shall allow groupi Explorer style) in tree views, or using a "group by BL1
column” feature in tabular views.
513570104 [T1-R1479]  TRITON shall provide wizards i input of certain information requires flling out more than one form, or require a form larger thanone ~ BL1
screen. ) wizare
51358 Time Dis
513580101 [T1-R1480]  TRITON sth use Coordinated Universal Time (UTC) ¢ d DTGs to BL1
513580102 ITLR14811  TRITON shall disolav time in UTC by default. It shall be disolaved on the GUI with Zulu Time Zone. BL1
513580103 ITLR1482]  TRITON shall oresent the local time of any other nossible time zone if selected by the user. BL1
513580104 ITLR1483]  TRITON shall clearlv identify time values as Zulu fe.e. 08152) or Local in user displavs and logs. BL1
513580105 [T1-R1484]  TRITON shall ding to 150 8601 BL1
shall use the militarv convention for DTG,
51359 Standard Functionality
513590101 [T1-R1485]  TRITON GUI pasting from Clipboard (i ' text and graphics). The copy and BL1
P view status of the view (e.g. sort from which the copied
and into which type of application it was pasted. As an example, information copied from  Matrx View and pasted into Microsoft
tobe placed nota information)
in the same sort order.
513590102 [T1-R1486]  TRITON GUI shall allow an operation to aoolv to multiole-selected obiects where possible. BL1
513590103 IT1-R1487)  TRITON GUI shall render row and column headers for data matrices, BL1
513590104 1R TRITON GUI shallallow the user to sort (with an initial default of ‘ascending') the contents of a matrx or lst by clicking on the column  BL1
header for the attribute on which the sortis to be based.
513590105 [T1-R1489)  TRITON GUI shall allow the user to reverse the sort order (i. ascending to descending, descending to ascending) by clicking again on BL1
the column header for the attribute on which the current sort s baset
513590106 [T1-R1430)  TRITON GUI shall allow the user displayed in matrix-views (.. The user shall be BL1
able to store the column selection as a oreference.
513590107 [T1-R1491)  TRITON GUI shall allow the user to select the order in which columns in a matrix-view are displayed. The user shall be able to store the ~ BL1
column order as a preference.
ITL-R14921  TRITON GUI shalalow the user o enableor bl screen o nd il i BL1
[T1-R1493)  TRITON GUI shall d attributes that offer and assistance. BL1
[T1-R1434)  TRITON GUI shall provide undo/redo functionality for changes to objects to the largest extent possible (not imited to formatting), at BL1
least untilthe last save action.
[T1-R1495]  For changes that cannot be undone, TRITON shall ask the confirm BL1
the action.
[T1-R1496]  TRITON GUI shall d f the GUI user between application sessions, and shl restore the BL1
GUI on starting another session.
ITL-R1497) - TRTON GUI hal low the ser o aviste on tabuar st ow-brow o b asine. BL1
[T1-R1498)  TRITON GUI, when suitable, shall s the BL1
Web interface.
Defaults
[T1-R1499)  TRITON GUI shall provide feature with to be filled lly by TRITON (i BL1
date/time, name and other profile information of the user, lassification). This shall apply to "entry fields" (including text-fields, drop.
down lsts radio-buttons),
[T1-R1500  TRITON GulshaHaPPW stomatic layout (format) of P 8 capitalisation of format of dates, BL1
georashic position:
ITLAISOI  TATON shal arovde datadeauts where solcble BL1
User Feedbacl
IT1-R15021  TRITON GUI shall provide user feedback for each user action. BL1
(TL-R1S03)  Afterthe user has ntate a prolonged action, TITON GUIshll nfom tha ocessing o an acton has stated and convey the sense 81
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N Requirement - N Default
o | o | R o
11.0-1.03 (T1-R1504]  TRITON GUI shall provide prompts (i.e. allow cancellation or confirmation) when input or changes may be lost due to navigation or BL1
[T1-R1505]  TRITON GUI shall provide user feedback on required (i.e. by highlighting or the BL1
ot
(T1-R1508]  TRITON GUI shall comply with “Level A" of the Web Content Accessibility Guidelines as defined by the W3C (see [WCAG]). BL1
(T1-R1509] ~ The TRITON hall apph GuUl, 8 Ip pages, CBT pages, the BL1
e
[T1-R1512]  TRITON shall use “UK English" as the default language. all views, BL1
[T1-R15131  TRITON shall allow the user to set localisation (alternative languages/regional settings). BL1
(T1-R1514] Al TRITON On-| P 5, CBT pages and. at least forty (40) in the Flesch Reading Ease test. BL3
(T1-R1519]  TRITON shall gr grade in case in the System Cc d the. in BL1
[T1-R1520]  TRITON shall provide data integrity during mode and state changes. The last state of data before the state change shall be preserved. BL3
[T1-R1521]  TRITON Operational Software at each installed operational node shall exhibit a Mean-Time-Between-Failure (MTBF) characteristic of BL4
less than one (1) failure in twenty-four (24) hours, and that shall not be affected by the total number of nodes which are active during
——
(T1-R1522]  TRITON, BL3
four (24) hours per day, three-hundred and sixty-five (365) days per year with an availability of ninety-nine point zero percent (99.0%)
[T1-R1523]  TRITON be leas time (Level 2 of Ope BL3
[T1-R1524]  TRITON Deployable Kit, including the hardware, the the tional Softy shall be available BL4
[T1-R1527)  TRITON shall ensure system availability to users so that they do not servicesasa BL3
[T1-R1528]  TRITON shall ensure system availability to users so that they do not experience interruption of services as a resu\t of Limited BL3
Bandwidth. Limited Bandwidth is defined as a bandwidth of | (64)
[T1-R1529]  TRITON shaH ‘ensure system availability to users so that they do not exver\ence interruption of services as a result of high latency. High BL3
[T1-R1530] \n «case of TRITON failure the availability interruption shall not exceed two (2) hours in eighty percent (80%) of cases for an individual BL3
TRITON In no case shall th /- ) hours for an mmvmua\me User at
[T1-R1531] YRWON be measured by period (time elapsed from Time of Occurrence to Time of BL3
o
[T1-R1532] YRWON shall id 8 time of . Other system-level BL1
[T1-R1533]  TRITON minutes, than one metre i.e. sub-metre BL1
[T1-R1535]  TRITON shall not have any unhandled ti impact upon the kfle BL1
[T1-R1536]  TRITON shall e v (e.g. by BL1
When prompted by that might be lost/deleted, the user shall be able to choose the.
[T1-R1538]  TRITON (e.g. error, warning, notificati d d contain BL1
[T1-R1539]  TRITON shall within An error message shall be. BL1
[T1-R1542]  TRITON shall not in any case permit loss of user-entered data due to receipt of an error or other message. User input shall never be BL1
[T1-R1543]  TRITON shall allow a user to report probl b d oran unexpecled result. The BL1
[T1-R1544]  TRITON I3 comments on the nature of the problem in addition BL1
[T1-R1545]  TRITON error TRITON Syst re-create BL1
[T1-R1547] YRWON shall be able unavailable Cc b BL1
[T1-R1548]  In case of a TRITON Server failure, TRITON shall be capable of switching to a TRITON Backup Server within three (3) minutes. BL3
[T1-R1549] shall not BL3
[T1-R1550]  TRITON shall support fail-over in its architecture. Clients shall be able to survive failure of the Application Server without crashing or BL3
5.14.6.0-105 [T1-R1554]  TRITON shall loss. failure BL3
515.10-1.0-1 [T1-R1555]  TRITON components shall be capable of being installed by a MS Windows Installer or similar service/product installation package in BL1
515.10-103 [T1-R1557]  TRITON shall on both 32-bit and where the default progr BL1
5.15.1.0-1.04 [T1-R1558]  TRITON shall allow user to install all or TRITON Operational Software. BL1
515.10-1.05 [T1-R1559]  TRITON shall detect, , if the (e.g. folder or registry access). BL1
5.15.10-1.0-6 [T1-R1560]  The TR\TON installer shall detect and appropriately addrexx issues of disk space and dnveswn\h 'not enough” space prior to beginning. BL1
5.15.1.0-1.0-7 [T1-R1561]  The TRITON installer shall detect and ly adds In this case, the installer BL1
5.15.10-1.0-8 [T1-R1562] The TRITON installer shall detect and ly addr i In this case, the installer shall notify BL1
5.15.10-1.09 [T1-R1563]  The TRITON installer shall detect and ly address file d (ifMS BL1
5.15.1.0-1.0-11 [T1-R1565]  TRITON shall install into “Program Files” application directory by default or allow alternate directory/drive to be selected for BL1
5.15.1.0-1.0-12 [T1-R1566]  TRITON sth and g the BL1
MS Windows uses "Programmi” instead of "Program Files") if MS Windows is chosen as the operating system.
5.15.1.0-1.0-13 [T1-R1567]  TRITON shall allow, as appropriate, “Complete”, “Typical” and “Custom” installation options to perform complete (i.e. all BL1
‘components), typical (i.e. standard installation) respectively.
5.15.1.0-1.0-15 [T1-R1569]  TRITON shall ensure the ability to re-run, allow addmnn or removal of components that have been or are still to be installed. BL1
5.15.1.0-1.0-16 [T1-R1570]  The TRITON installer shall detect and Iy applications. The installer shall not BL1
5.15.1.0-1.0-17 [T1-R1571]  The TRITON installer shall detect and appropriately address issues of disk space and drives with "not enough"” space prior to beginning BL1
5.15.1.0-1.0-18 [T1-R1572]  The TRITON installer shall detect and tely address file d (if Ms BL1
5.15.1.0-1.0-19 [T1-R1573]  The TRITON installer shall detect and appropriately address the presence or absence of special hardware (e.g. Deployable Kit Central BL1
5.15.1.0-1.0-20 [T1-R1574]  The TRITON installer Ide group folders, shortcuts and links BL1
5.15.1.0-1.0-21 [T1-R1575]  TRITON shall of the installation Cancellation of an he d BL1
5.15.1.0-1.0-22 [T1-R1576]  Once installed by an administrator, TRITON shall be usable by all authorised users of the system (i.e. it shall not require all users to BL1
5.15.2.0-1.02 [T1-R1578]  The TRITON Uninstallation Capability shall be available from the Control Panel's add/remove programs applet (Application Manager) BL1
5.15.2.0-1.04 [T1-R1580]  The TRITON Uninstallation Capability shall remove all program files and folders, registry entries, program and group folders, as BL1
5.15.20-10-5 [T1-R1581]  The TRITON Uninstallation Capability shall retain all shared and system files, and shall not adversely impact other installed BL1
51530101 [T1-R1582]  Installi d not Pz or the system it is installed on, running BL1
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51540102 ITLR15841  TRITON shall ot store anv user data in Reeistry unless anaroved by the Purchaser. BL1
51540103 ITL-R1585]  TRITON shall ensure that the avolication stores user confieuration data in User Profile to orevent log-in delavs. etc BL1
5155 Remote Automated Deolovment and Redortine
51550101 [T1:R1586]  TRITON shall support store, configuration and all TRITON d updates BL1
51550102 [TLR1587)  TRITON shall and reporting TRITON Centre BL1
s heral
Lo ain. e sftuse exstnce s use
5156 Usace Scooe
51560101 Iriatsasl  Tron sl b msalolean excutable by AT rescurces o, BL1
51560102 IT1-R1589]  TRITON shall bear no limitation on the usage scope in term of time. duration and location of usage. BL1
51560103 [riasso)  TATON usgeshallbe pe of event or activities,including but not limited to exercise, BL1
loved. mobile. civil or militarv s or shios,
51560104 [TLR1591]  TRITON o [ TRITON if used in (exercise, mission, static BL1
and deolovable commands. NAF)
5157 Suooortability
51570101 [T1:R1592]  TRITON Operational Software shall permit the authorised First Level of Support, such as routine daily administration,  BL1
data manaement. disaster recoverv and back up at the local level
51570102 [T1:R1593]  TRITON Operational hall permit the authorised Support such ) BL1
configuration t, help desk, identifcation of required etc., remotely. tralised support ste.
516 Portability
5161 Environment
51610101 ITL-R15941  TRITON Oerational Software shall run on both 32-bit and 64-bit Intel architecture. BL1
51610102 [T1:R1595]  TRITON Client shall be able to be run in any Web Browser present and Web Browser plugins present on the Approved Fielded BL1
Product List at the time of deolovment.
51610103 [TL-RI596]  TRITON Client software shall run natively Als Workstation BL1
51610104 IT1R15S7  TRITON shall suocort the use: a BL1
51610105 [T1-R1598]  TRITON shall not rely on the NetBIOS pplications, clients Disabling BL1
R0 sl ot et o oeration orterostal s
51610106 ITLR1SS9]  TRITON shall settines le.e BL1
5162 Customisabili
51620101 ITLRIG001  TRITON shall Workspaces. BL1
51620102 [T1-R1601]  TRITON shal allow a change to the GUI only when committed separately by the authorised user. If o commit i entered, the GUI will  BL1
revert to the orevious sate.
5163 Adatability
51630101 ITLRI6021  TRITON Operational Software shall of the d BL1
51630102 [T1-R1603]  TRITON Operational shall be adaptable It sl be possible to appl the BL1
svstem displav and outout such as screen lavouts. data fields.table formats. reoort formats.
5164 Reolaceability
51640101 [T1-R1604]  TRITON shall support e The defined B3
be the "C4ISR Visualisation Comoonent”.
51640102 ITLR1605]  TRITON Deolovable BLa
517 Modularitv
5170101 [T1-R1606]  TRITON design shall support modular approach by defining Components, User Applications and Technical Services as defined in NAF BL1
IAC/22 0100710381 0 )
518
5180101 [T1:R1607)  TRITON P The defined BL3
for this Increment shall be the C4ISR Visualisation Comoonent.
5180102 ITLR1608]  TRITON d libraries th looed for a oarticular function BL3
519 Analvsabil
5190101 [T1:R1609]  TRITON shall provide the authorised user with capabilties 2 level of BL1
5190102 ITLR16101  TRITON shall orovide the authorised user with capabilties to diagnose for causes of failures. BL1
5190103 [T1-R1611]  TRITON shall provide the authorised user with capabilties to analyse the system output against the actual data inputs (e.g. by BL1
comoarin the result of a oracess when data is inout).
5190104 ITLR16121  TRITON shall BL1
5190105 ITLR16131  TRITON shall allow the user to turn on and off the inout data logeine cavabiltv. BL1
5110 Modifiability
51100101 ITLR16141  TRITON software the rest of the svstem. BL1
5111 Testabilitv
51110101 [T1-R1615]  TRITON shal be designed and imp| allow testing e o part of the Ope Software. BL1
5112 Scalability
51120101 ITLR1616]  TRITON shall be scalable and to maintain threat erowth. BL1
51120102 [TLR1617)  TRITON shall d be deployed on separate BL1
machines.
51120103 [TL-R1618]  TRITON shall @ multiple BL1
‘machines without interference.
51120104 [T1-R1619]  TRITON shall toscale to percent (20%) increase in users at BL1
v in data p ©) performanc
51120105 [T1R1620)  The d hall I numbers and sizes of BL1
Warkime Iformation ntics and revid an adiona wenty sreent (2041 of soace vt fr fe 5 vear
52 Security Reauirements
521 eneral
5210101 TLR16211 the NS Network it BL1
5210102 [T1-R16221  TRITON-NU shall run on the NU Network provided by both static and afloat sites. BL2
5210103 [T1-R1623]  TRITON-NU shall be able to run on the NR Network (aka Private B itis available on BL2
5210104 [T1-R16241  TRITON shall b able to run on a Mission Network f it is debloved and configured. )
5210105 (T1-R1625]  TRITON shall 2 e ) formati BL1
services and resource n I, orather Storing devices. rocessingand ransiting s
5210106 [T1-R1626]  TRITON shall operate in the “Sys{em " mode of hat i, al accesstothe systemare  BLL
dleared to the o st the system, but not all individuals with
access to the system need toknow for processed or transmitted within the system.
522 Compliance with BISC AIS Security Reauirements
5220101 (T1R1627) SRS for Bi-SC AL g5 and Fle Systems. BL1
5220102 [T1-R1628]  TRITON shall be capable of NATO, Coalition and Mission. These BL1
domalns shallincude SIGINT COINS, NS, MS, NR and NU networks)inaccordance with th secriy polcyse b the Purchaser
5220103 [T1-R1629]  Performance of a TRITON shall 10% because of the pr other BL1
security domains.
5220104 [T1-R1630]  TRITON shall be compliant with the security infrastructure as provided by the BI-SC AIS Core Services. The Service Interface Profiles BL1
INCIA-06.02.011, INCIA-06.02.021. INCIA-06,02.031. INCIA-06.02.041 shall be apolicable
5220105 IT1-R16311  TRITON shall adhere to NATO INFOSEC security reauirements as specified in [ACO-70-11 BL1
5221 BISC AIS Security Settings
52210101 [T1-R1632]  TRITON shall be capable of operating within the NS, MS, NR and NU WAN environment (including servers, network, services and BL1
the approved t0 be provided by the Purchaser during the
Design Stagel.
52210102 [T1-R1633]  TRITON shall be compliant to the NCIRC Configuration be provided by the 1o the selected COTS BT
products. Any deviations from the approved security settings shal be identified by the Contractor prio to testing and shallbe subject
to aporoval of the Purchaser.
5222 Cross-Domain subport
52221 Data Labelling
522210101 [T1-R1634]  TRITON shall assign Confidentiality Labels as defined in [ADatP-4774] and [ADatP-4778] to all Maritime Information Entites including BL1
information products les, subject to be transferred over IEG.
522210102 [T1:R1635]  TRITON shall Maritime Information Entity and itslabel(s) or marking.  BL1
The mthods of o re deined i he NATO e,
522210103 T1-R1636]  TRITON shall maintain C¢ information for Entity across BL1
522210104 (T1-R1637]  TRITON shall maintain C information for Entity i the data sent by every Web services that BL1
TRITON expose.
522210105 [T1-R1638]  TRITON shall support C upon Entity entry BL1
c for each Entity. "Entry” in
TRITON. d from an to have securitv labels.
522210106 [T1:R1639]  TRITON shall received fidentiality Label II TRITON Services and using ~~ BL1
NATO aooroved labelling standards.
522210107 T1-R16401  TRITON shall create Confidentialitv Label upon information fassification. BL1
522210108 IT1-R16411  TRITON shall sien the Cc oroduction of information. BL1
522210109 IT1:R1642]  TRITON shall user to set the Entity BL1
52222 IEG
522220101 IT1:R1643]  TRITON shall be able to use the IEG-A to securelv exchange information with Nations on National Enclaves. BL3
522220102 IT1-R16441  TRITON shall be able to use IEG-C to BL3
522220103 [TLRIGHS]  TRTON shll b sle o s th it Dot Do t ecurly rander formation rom the NU Daman o the NS Doman n st BL3
sites (e.g. transferring W from TRITON-NU to TRITON-NS)
522220104 [T1-R1646]  TRITON shall make use of the Data Diode to securely transfer information from the NU Domain to the NS Domain on TRITON BL4
Deplovable Kits
5223 Web Security Features
52231 Validation of Input
522310101 T1-R1647]  TRITON shall validate all user inout at the front end of the User Interface before accenting and using it BL1
522310102 [T1-R1648]  TRITON shall the enties, given in , into TRITON to ensure that they conform to the required BL1
formats and limits,
52232 Enforcement of Access Control
522320101 T1-R1649]  TRITON shall restrictions of BL1
522320102 T1-R1650]  TRITON shall not rely on the secrecy of identification information (i.. 1Ds)for protection. BL1
522320103 IT1-R16511  TRITON shal prevent Forced defined in BL1
522320104 IT1:R1652]  TRITON shall prevent Path Traversal, as defined in the Descriotion. bast access control checks. BL1
522320105 [T1:R1653]  TRITON shall enforce file permissions. horised by the Purchaser, only files that are BL1
specifically intended to be presented shall be marked as readable. Best practices suggest that most directories should not be readable,
if anv. should be marked bl
522320106 [T1:R1654]  TRITON shall s uding best asHTTP BL1
eaders and meta tags,
52233 Authentication and Session Management
522330101 [T1:R1655]  TRITON shall h - TRITON shall not maintain its own set of BL1
usernames and passwords
522330102 T1-R1656]  TRITON shall and session tok protected. BL1
522330103 [T1-R1657)  TRITON shall ok user accounts for which  configurable number of failed authentication attempts have been made to await BL1
administrator action. By default. TRITON shall lock user accounts after three (3) failed login attemots.
522330104 (T1-R1658]  TRITON shall protect in the storage. All in either hashed or encrypted BL1
formt ortec ther rom exposur,resarles o where thy aresored
522330105 (T1-R1659) in any part o Decryption keys shallbe strongly protected to prevent BL1
unauthorised access.
33,0106 (T1-R160]  TRITON shall protect in transit. TRITON shall employ encryption of the entire authentication transaction using SSL or BL1
similar technologies.
33,0107 [T1-R161]  TRITON shall protect session IDs. TRITON shall protect the user's entire session via SSL to ensure that the session ID (e.g. session BL1
cookie) canno b ead of the network. Sesson 10 shll ever b nluded inany UL orsent i the referrr eader o prevent
caching by 1Ds sl be Session IDs chosen
bvauser shall not be acceoted.
33,0108 [T1-R162]  TRITON shall not submit data as part of a GET. pages shall be marked with all varieties of BL1
the no cache tag to prevent use of the back button in and B
the use of "autocomlete=false flag to prevent storin of credentialsin autocomblete caches.
33,0109 [T1-R163]  TRITON shall allow the System Administrator to set a “timeout" period which shall automaticall log-out any sessions which have been  BL1
inactive for that period of time, The svstem administrator shall be able to disable this feature.
3301040 [TLR1664]  TRITON shallallow the prevent the same user from different BL1
be feature.
3.4 Cross-Site Scrioting
340101 T1-R165]  TRITON shall perform validation of ll headers. cookies auerv strings.form fields and hidden fields. BL1
340102 [T1-R166]  TRITON shal ensure that the HTTP TRACE off on all Web cooke data. BL1
340103 IT1-R1667]  TRITON onversion of Characters to prevent Xss. BL1
5 Iniection Flows
522350101 T1-R1681  TRITON shall constrain the inout by validating t for tvoe. length, format and ranze. BL1
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[T1-R1669]  TRITON shall use type-safe SQU ters. Input shall , and TRITON shall not treat it as executable code, BL1
ITLR16701  TRITON shall special meaning to SQL. BL1
ITLRI6711  TRITON pages to error i BL1
Buffer Overflow
ITLR16721  TRITON shall be confisured with the latest batches to the web and apblication server products. BL1
[T1-R1673]  TRITON shall ensure that application code which accepts input from Users via the HTTP request provides appropriate size checkingon  BL1
allinouts.
Imoroper Error Handling
ITLR16741  TRITON shall pages to error [ BL1
nsecured Storage
[TL-R1675]  TRITON shl prop d saL BL1
standards aooroved bv NATO Infosec Technical Centre NITC) to protect information and credentials
Aoolication Deni
ITLR1676]  TRITON shall protect vlsell against apolication denial of service using best practices. BL1
[TL-R1677)  TRITON shall limit the number of llocated to any user to 3 users, BL1
limit the amount + can out on the svstem
ITLR16781  TRITON shall imit the number of reauests a user can have active at anv one time. BL1
[T1-R1679]  TRITON shall avoid Consideration should also be given to caching the BL1
Users instead to retrieve it
Unsecured Configuration Management
ITLR16801  TRITON securitv mechanisms shall be oroberlv confiaured according to the best practices. BL1
[T1-R1681]  TRITON components and software elements shall be configured with the latest security patches and updated with the latest security BL1
euidelines from the NATO Information Assurance Technical Centre (NIATC)
File Svstem
[T1-R1682)  TRITON shall support system using MS legal BL1
ITLR16831  TRITON 5haHaHaw saving to and obening from the (Secure) BI-SC AlS-supported devices aiven in the Descriotion. BL1
Audi and Non-Reoudiation
oy m.m.
[T1-R1684]  TRITON shall provid; ypes of Maritime i into Audit Log. BL1
IT1-R16851 mmn shall use the detais of user and of the to maintain the 3 BL1
IT1-R16861 in the data itself and the wav data are exchanged, BL1
IT1R1687] mmn audit tracing svstem shall be permanently effective. BL1
ITLR1688] Al errors and faults in TRITON shall be recorded in an Error Log which shall be centrallv and locallv maintained. BL1
[T1-R1689]  TRITON Eror Log and in order to provide BL1
nature of
ITLR16901  TRITON shall allow the authorised user to view the audit traceabilit for the obiects authorised for a user. BL1
ITLRI6911  TRITON shall allow the authorised user to view faults and errors in the Error Lo, BL1
ITLR16921  TRITON shall allow the authorised user to select the events to be logged in the Audit Log. BL1
User Auditing
[T1-R1693]  TRITON shall record in traceable Audit Logs all selected transact , 8 BL1
directory reolication) and accessing of data
[T1-R1694]  TRITON shll ensure that any Information Object can always be traced to its oiginal source (i.e. Organizational Node, User and/or BL1
svsteml.
ITLR1695]  TRITON shall maintain a record of the date. time and user that created an Information Obiect in the Audit Log. BL1
[T1-R1696]  TRITON shall maintain a record of the date, time, details of the change and user that last modified an Information Object, BL1
ITLR1697]  TRITON shall Il user and TRITON confiured. BL1
ITLR1698]  TRITON shall confiaured. BL1
[T1-R1699]  TRITON shall log the use the trace to persons BL1
o svstems if so confiaured.
ITLR1700  TRITON shall log a user action bv user. timestamo and function names)if so configured. BL1
ITLR17011  TRITON shall log changes by user. old value if so confisured, BL1
Sustem Monitoring.
TLR17021  TRITON shal record each of the Auditable Events iven nthe Descrioton i the Audit Lot. BL1
[T1-R1703]  TRITON shall time of the event, type of event, user BL1
identitv. and the outcome (success or failure) of the event.
[T1-R1704]  TRITON shall user and the Enterprise en the Audit of BL1
its maximum oermitted size.
[T1-R1705]  TRITON shll archive the Audit Log after a period of time as configured by the authorised user. By default the mg shallbe archived BL1
after forty-eight (48) period. If
completed, TRITON shall notification to the authorised ser.
[T1-R1706]  TRITON shall use integity ensure that the Audit Log has b hived successfully after each archiving BL1
orocess
ITLR1707  TRITON shall Descriotion. BL1
ITLR1708]  TRITON shall generate in . BL1
[T1-R1709]  TRITON shallallow MS Windows BL1
Management Console and TRITON Svslem Yechm:a\ Management functions
[T1-R1710) mrou 5th allow range, event type, category, BL1
e oarating e 061 use1O4 User Group, o sout.
mLR17110 mrou o er to perform BL1
ITLR1712]  TRITON shall be able BL1
[T1-R1713]  TRITON shallallow user e the level of verboseness for debug BL1
messages.
ITLR17141  TRITON shall notifv the user when a svstem event of tvoe "Error” arises. BL1
ITLR1715  TRITON shall loz a TRITON BL1
[T1-R1716]  TRITON shall be able to maintain Log, selectively (.. accesses to BL1
Maritime Information Entities.
ITLR1717]  TRITON shall allow the authorised user to review the Performance Los. BL1
Authenticity
ITLR1718]  TRITON shall d BL1
ITLR1719]  TRITON shall comolv with the Authentication Standards eiven in the Descriotion BL1
Authorisation
[T1-R1720]  TRITON shall provide authorisation for 6l e BL1
authorisation.
Confidentialitv
ITLR17211  TRITON shall brotect its data for confidentialitv ourposes. BL1
[T1-R1722]  TRITON into all TRITON highest BL1
classification of information thev containl.
[T-R1723]  TRITON shallprovide visual confirmation to users of the Security Classfication ofthe displaye data. The visual confirmation shal BL1
visual cue in addition
disolaved as the Header on both AooView and GeoView.
ITLR17241  TRITON shall use the Securitv Classification as a domain value for each Maritime Oneramon BL1
[T1R1725]  TRITON shallinsert a Security Classification construct d metad: ted or exported reports, BL1
S Office files and PDF files. The user shall be prompted during the process. By et mron shall propose the highest classfication
level of If , then the repository level shall be.
proposed. The user shall be able
5260106 (T1-R1726) & export t-out, MS Excel fies) TRITON shallinclude the BL1
Security Classification of afile into an tousers.
527 Data Protection Policy
5271 Protection of Svstem and Maritime Information
52710101 [T1R1727)  TRITON \ the information authorised users using BL1
functionality.
52710102 [T1-R1728)  TRITON d information authorised TRITON applications, unless specifically BL1
authorised.
52710103 [T1-R1729)  TRITON d and authorised TRITON appli hall not, as a BL1
side effect, also provide access via non-authorised applications
52710104 71817301 within TRITON shall BL1
52710105 [T1-R1731)  TRITON shall prevent access by non-TRITON Users (e.g. external systems) to Maritime nformaton Etties marked s unfnished BL1
roducts
52710106 IT1.R1732]  TRITON shall oroducts rincluded with other svstems BL1
52710107 [T1-R1733)  TRITON shall contain residual information protection mechaism 1o enure that dleed inormavon s no longer accessible (ie. BL1
infomation tht has been lsial deletec)
52710108 IT1R1734]  TRITON shy that shall not b bl BL1
52710109 [T1-R1735)  TRITON shall prevent a user to open simultaneously more than one 'database” 1e & operational, training, exercise) being opened by a BL1
smule TRITON aolication execution.
5272 ection of Licensed Information
52720101 (T1-R1736) mmN shall be able I f user (e.6. Country, Organization). BL1
52720102 ITLR1737]  TRITON mauauowme scess o colctions of nformation t b iied asedon the umberof siulansous uers BL1
52720103 ITL.R1738  TRITON shall information (e.g. BL1
5273 Prtectionof Peronal nformation
52730101 (T1-R1739) mmN shall provide protection and management of Personal Information (e.g. User Profile and expertise information) held within BL1
52730102 T1-R17401 mmN shall provide protection and information related Person of BL1
Safety Reaurer
531 Safety at Static Deplovment
532 afetv at Afloat Deplovment
5320101 [T1-R1741)  The TRITON Deployable Kits shall be able to withstand e ¢ BL4
eauipment and personnel
5320102 [T1-R1742)  The TRITON Deployable Kits shall be able to withstand to.one G from BL4
osurroundigs (. na oars o iece will b scatered around.
5320103 T1-R1743) the TRITON e carried 8L
5320104 IT1-R1744]  Each carrving case of the TRITON Deplovable Kit shall be safely lifted by a crane using it designated handes. 8L
54 Computer Resnune Reairements
541 Virtualised E
5410101 [T1-R1745)  The TRITON mivasuunure requirements for each instance shall be identified in terms of Service Parameters as defined in the BL1
Description.
5410102 (T1-R1746) The Vmua\ Machine be scaled not to v percent (50%) load on average in twenty-four (24) BL1
5410103 (T1-R1747) mmN shall use Open Virtualisation Format, Option B. Mission ., pre-packaged appl d BL1
oroviders can export and import virtual machines that can run across different virtualisation olatforms,
5410104 [T1-R1748)  TRITON shall be able to execute in the virtualisation hypervisor environments supported by NATO, namely *MS Hyper-V Server 12 or BL1
later" and "VMWare 5.5 or later".
5410105 [T1-R1749)  The Server hypervisors, configured in BL1
ac:oldame wnh NATO SecuritySetines VWare ESKI .5 ot ater” and “Microsoft Hver v 2012 o ter
Operati
[T1-R1750]  TRITON 5haH meacors Operating System on a Virtualised Environment. I the proposed solution does not use MS Windows, it shall BL1
be soecified. documented. lustified and the necessary licenses shall be orovided.
[T1-R1751]  TRITON shall comply with the latest versions of by the Bi-SC BL1
Workstations. This should include all versions of the operating systems planned to become available for the BI-SC AIS prior to the
TRITON Sustem Integration Tests.
[T1-R1752) ted for TRITON shall ime of at least five (5) years. shall be described BL1
and justified scence (oMY Standrd provided.
Virtualised Servers
IT1-R1753]  TRITON shall be able to utilse Virtualised Server provided by the Virtualised Environment. BL1
IT1-R17541  TRITON Virtualised Server shall be designed considering performance. scalabilitv and load balancing factors. BL1
[T1-R1755]  TRITON use the Server in the Description. Any necessary third-party software and licenses BL1
shal be provided for each instance of TRITON.
[T1-R1756]  TRITON . Any deviation shall BL1
d be sublect s
544 Virtualised Data Storage
5.4.40-101 IT1R1757]  TRITON shall be able to utilse Virtualised Data Storage provided by the Virtualised Environment. BL1
54.401.02 [T1-R1758)  The the (such BL1
as disk 1 ction t 1) provided by the Virtualised Environment.
[TL-R1759)  All UNC, File Path, settings used in TRITON parametric, BL1
confguable, and possleto automate fo unatended nstallation, backup, recovery. No hrc-coded lcatonseing hal b used
Third-Partv COTS Software
[T1-R1760]  TRITON may use third-party C Open support i inthe BL1
Descriotion.
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102 [T1R1761]  The third-party COTS Software shall be the latest commercial version with the latest updates, unless agreed by the Purchaser.
103 [T1-R1762)  The licensing for allthird-party C( client T tc.) shall allow the BL1
component to take full ad f the number of Virtualised PP
maximum number of users.
5.4.50-104 [T1-R1763) Al third-party C have standard a product support and validity time of at least five (5) BL1
vears. Anv deviations shall be described in the Obsolescence Management Plan.
54.50-105 [T1-R1764]  TRITON may use COTS in place of dedicated fa BL1
vice with no or I ad
[TL-R1765]  When COTS soluti d, ad hall sevices the COTS Software native BL1
«um.onanmes
twork Configuration
[T1-R1766] AH URL, DNS, IP Addressi . in TRITON shall be tric, configurable, and possible to automate BL1
installation. back: v. No hard-coded addh used.
Client Environment
[T1-R1767)  TRITON Client shall be able to run on a NATO Standard Workstation with the Client Configuration given in the Description. BL1
[T1-R1768]  TRITON Client installation requirements (workstation software, add-ons, plug-ins) shall be clearly defined in advance and their use BL1
shall be sublect to approval of the Purchaser.
[T1-R1769)  TRITON GUI shall be able to handle normalised input events which are not bounded to an input device. The GUI should have growth BL3
ootential to be used on mobile devices with touch screens conforming to [W3C WEMPI.
Desian and Construction Constraints
eference Architecture
User Avolications
Technical Services
tion Products
Architectural Views
[T1-R1770]  TRITON shall be designed considering the standards given in the section "Applicable Standards". Any proposed deviation shall be BL1
sublected to the Purchaser's anoroval.
5520-102 [T1-R1771]  The BL1
Interface. Business an ata or TRTON shal b cocumented an exolained i deti.
[T1-R1772)  TRITON y as Technical and BL1
ITLR17731  The TRITON Technical Services shall comoly with the C3 Taxonomv IC3TAXO! BL1
[T1-R1774]  TRITON shall, wh i state BL1
Profile given in [NCIA-06.02.07] to make resources available over a uRcin promotion of interoperabilty.
[T1-R1775]  The with cost and support to BL1
tand cost imacts for NATO.
Browser-based Functionalitv
[T1-R1776] TR provided via 1 by the Purchaser. BL1
[T1-R1777)  TRITON and should BL1
olug-ins on the user workstation. exceot as sbecificallv waived by the Purchaser.
[T1-R1778]  TRITON shall ternet adds (URL) and Universal BL1
Resource Identifier (URIL
Component-Based Develooment
[T1-R1779]  TRITON soft be able to support aninfrastructural framework. BL3
ITL-R17801  TRITON shallintearate with the C4ISR Visualisation Component at both server and client side. BL1
[T1-R1781]  TRITON "should" il BL3
[T1-R1782]  TRITON "should" have a WSM/PMI C¢ e mission BL3
[T1-R1783]  TRITON "should" Message Handling C t to prepare) Formatted BL3
[T1-R1784] as late interfaces of inthe BL2
[T1-R1785] in case NATO Core Gl lable for for BLa
[T1-R1786] support of TRITON Deployable Kits. BLa
Imolementation Constraints
[T1-R1787)  TRITON shall be designed the Bi-5C asa other BL1
[T1-R1788]  TRITON Deployable toworkin a static TRITON instance BLa
over the available communication environment.
mming Lansuages
[T1-R1789]  TRITON "will" be developed using the latest version of Microsoft Visual Studio .NET if C is used as the programming language. BL1
[T1-R1790]  TRITON shall be compatible with the .NET Framework version 4.5 or newer if {NET Framework is utilised for development. BL1
[T1-R1791]  TRITON shall comply with d the Preferred Languages. Any BL1
variations from the lanauages o snecvmatvons shall be aereed with the Purchaser.
ITLR17921  TRITON IECMA-2621. BL1
ITLR1793  TRITON shall not use DCOM. COM. m.vexm/mcowunlemmncauvaummea in advance bu the Purchaser. BL1
ITL-R17941  TRITON shll use XML as the main d Th in shall be used. BL1
ITL-R17951  Allinformation exchansed across TRITON boundaries shall be. arvaﬂab\e in XML format. BL1
Code Documentation
[T1-R1796]  AlITRITON shall i inthe level e BL1
[T1R1797]  Comments in v Basic Usage of inthe BL1
Descrintion.
[T1-R1798]  Comments in be formatted e licable to the specific programming language BL1
extraction and ft the
Clentsppiationsshll e remover b an automated proces eforeentering nto productin.
Codine Standards
[T1-R1799]  Whilst \d applied Iy codeartefacts  BL1
for each in the Description.
[T1-R1800)  TRITON " be developed s ".NET "andin compliance  BL1
of the Microsoft FXCon Static Code Analvsis Tool rule sets.
[T1-R1801] Al code delivered as part of the TRITON Contract shall comply with the standards defined in the SRS. Code erived from other BL1
sources (e.g. , COTS products, shall be refactored
Free and Open Source Software
[T1-R1802]  TRITON may use Free and Open shall compl theuseof FOSSin  BL3
NATO sustems.
[T1-R1803]  Any TRITON component based on FOSS shall be provided with the source code of the FOSS. The source code shall correspond to the BL3
elivered component (ie. same version), ant 4
orovided documentation.
[T1-R1804]  Use of a FOSS component shall not limit the deployment or use of the TRITON in any way and shall not require the release of code BL3
develoved for TRITO!
[T1-R1805] on FOSS shall be s BL3
reauirements.
55.10 ode Refactoring
55.100-.01 [T1-R1806] Al code delivered as part of TRITON shall comply = standrd. The G Standard shall be approved BL1
by the Purchaser. Code derived fror
refactored as necessary to meet mdartswnen Dronosed by the Contractor and sznved by the Purchaser.
5511 Data Modelling
55.110-.01 ITL-R1807]  TRITON shall have documented Conceotual. Logical and Phusical Data Models. BL1
55110102 ITL-R1808  TRITON shall BL1
55110-.03 ITLRIE091 - TRITON Data el file formt frthesvatemof recor shll e X (OMG XL Metacat nterchanee) BL1
55110104 ITLRIS101  TRITON BL1
55110-.05 ITLRISIII  TRITON Data Model shallinternallv use storage values in International Sustem 5.1, units (unless otherwise soecified). BL1
5511006 ITLR18121  TRITON the NAT Cc BL1
55.12 Resistry Settings
55.120-.01 ITLRISI3 Al usace of the TRITON in the User Guides. BL1
5512002 [T1-R1814]  TRITON shall not use Registry hives other than HKEY_LOCAL_MACHINE (during installation) and HKEY_CURRENT_USER (during BLL
Desien.
5513 Time Manacement
55130101 [T1-R1815]  In order to set the time of TRITON time with I secured BL1
Time source.
5513.0-.02 ITL-RI816]  TRITON shall use all BL1
55.13.0-.03 ITLRI817]  TRITON Instance shall be able to svmhmmse sl with a Time Serer i comolance with NTPUa [ETF RFC 59051 BL1
5513.0-1.04 ITL-RI818]  TRITON Devlovable internal Time Server BL4
55.13.0-.05 ITLRI819]  TRITON shall set a centralised time zcmsxaH services based on the Secured Time. BL1
5513006 ITL-R18201  TRITON shallallow the authorised user to select the Time Server available on the network. BL1
5513007 ITL-R18211  TRITON shall use a sevarate Training Time and maintain the corresoondence between Trainin Time and Secured Time. BL3
5513008 [T1-R1822]  TRITON shall user if the more BL1
time.
55130109 [T1-R1823]  TRITON shall userif unexpected behaviour. For example, last time of update BL1
of a track is ereater than the current time.
55.13.0-.010 ITL-R18241  TRITON Clients shall use the time source available on their own network. BL1
55.13.0-L011 ITL-R18251  TRITON shall use UTC while exchangine time-stamoed data amone servers. BL1
56
560101 [T1-R1826] under this BL4
560102 ITLR1827]  The eauioment used indoors shall be subiect to BLA
560103 IT1-R18281 indoors shall 10t090% BLA
560104 [T1-R1829] indoors shall be sand as can be expected in moderately BL4
sheltered environment.
560105 IT1-R18301 ors shall be on altitudes at least 3.000 m above mean sea level. BL4
560106 [T1-R1831]  Best commercial practices shall be used to ensure that exposure toa not result in BL4
evidence of fungal erowth on comoonent or eauioment surfaces.
560107 [T1-R1832)  Any £ fans with the risk of letting sand, dust, water, snow, and/or moisture into  BL4
shall be defined.
560108 [T-R1833 Al b them belos n order o prevent he BL4
ingress of sand, water and dust. Exceptions to this a case-by-case basis, eview
and aooroval by the Purchaser.
560109 [T1-R1834] made with P area of operation for a 8L
‘minimum of three (3) vears
5601010 [T1-R1835]  All equipment shall be capable of operating in close proximity to other COTS equipment without causing mutual interference 8L
problems. Tested and 8
c ficient to meet thi Emission Standard ENSS0: Standard EN50022 or FCC
Part 15 Class A).
57 mer
58 Logistic-Related Reauirements
581
5810101 ITL-R1836]  TRITON Deolovable Kit Soare Part List shallinclude at least the items eiven in the Descriotion. 8L
582 oerating Documentati
5821 vstem User Manuals
58210101 [T1-R1837]  TRITON shall have System each the subject: in BLL
5822 Quick User Guide
58220101 [T1-R1838]  TRITON shall have a Quick User Guide (QUG) which BL1
58220102 ITL-R1839]  The TRITON QUG should be orinted on a sinele oace. double-sided. durable baver. BL1
5823 Briefine Manual
58230101 [T1-R1840]  TRITON shall overview of P BL1
5824 s
58240101 ITLR18411  TRITON shall t in the Descriotion. BLL
6 INTERFACE REQUIREMENTS
61 Interfaces,
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611 Svstem Interface Services
611, [T1-R1842)  TRITON shall implement a SIS Framework providing solated processing capabilty. Utilsaion of multiple CPUs and load balancing shall  BL1
be considered during sstem desien and deolovment.
Iterface Control Descriotion
(T1-R1843]  TRITON shall have an Interface Control Description (ICD) having the content given in the Description for its External BL1
Interfaces/Services. The External Interfaces/Servces are described i Subsection 6.2
Inerface Mechanisms
Network Communication
ITL-R18441  TRITON shall comoly with the Network Interface Standards avenin a1
ITLRI84S]  TRITON shallbe able to use TCi Network Addh o2
ITL-R1846]  TRITON shallbe able to reconnect e isbroken. o2
ITL-R18471  TRITON shalluse confisuration settines for Network Communication Parameters o2
ITL-R18481  TRITON shallllow the authorised user to ahter the confauration settngs fo a Network Communication. o2
Web Services
[T1-R1849)  TRITON shallprovide an implementation supported by Extensible Mark-up Language (XML technology and standards for all external  BL.2
interfaces
(T1-R1850]  All Web servic iblished by TRITON shall adapt a single, handling and BL2
SIS Framework as defined in ts SIP.
(T1-R1851]  TRITON Web request and BL2
response resuls .8, svnc-on-asunc pattern interaction).
[TL-R1852]  TRITON shal avoid th practice, 3 both a publisher and treating [ table call. o2
ITLRI853]  TRITON shall observe the best oactice of oreferring orimitive tvoes for Web service parameters. o2
ITL-R18541  TRITON shall consider the best oractce o avoiding lon running Web services o be a desizn zoal. o2
(T1-R1855]  TRITON practice and prefer ) style while BL2
imolementing Web servics.
(T1-R1856]  TRITON Web servi practice in the design lise the design ge BL2
trio.
[T1-R1857]  TRITON Web services shall be non-sticky (avoid to web BL2
services
ITL-R18581  TRITON shall incoroorate a comression mechanism for bt reauest and resnonse oavloads of Web services. o2
(T1-R1859]  TRITON shall use with OASIS ), time BL2
sensitve and critca web services of other sstem,
(T1-R1860]  TRITON shall Interface allits. BL2
modeling laneuae.
[T1-R1861]  TRITON shall promote usage of SOA, by g the transfc BL2
means. (i.e. Legacy d: concept in SOA, integration with legacy
sustems. orotocols, etc.)
Web Servce Standards
ITLR18621  TRITON shalluse in the Descrioton for Web sevices o2
ITLRIS631  TRITON shall be wic in the Descriotion o2
ITL-R18641  TRITON shallprovide W3C XML schemas to exoress all XML file formats, o2
ITLRIS6S]  TRITON shalluse the XL and anausee o2
ITLR18661  TRITON shallbe sble bound Iable in XML format. o2
ITLRI867]  TRITON shall validate al received XML fles against the schemas published bv the suoolers o2
ITL-RI8681  TRITON shall have the svntax of the XML documents it acceots and produces in it ICD using models and XML schemas o2
[T1-R1869]  TRITON shall use the SOAP XML format the service provider and BL2
[T1-R1870]  TRITON shall support both SOAP Web and RESTfull Services to exchange information between the service provider and the service BL2
ITLRI8711 TRITON shall use the Web Service Descrintion Languaze (WSDLI XMIL format o describe the Web services orovided. o2
[T1-R1872]  TRITON shall use the Universal Description, Discovery and Integration (UDDI) protocol [DASIS-UDDI] to publish the Web service BL2
metadata,
ITLRI8731  TRITON shall use XPATH excressions or Schematron to soecif semantics that cannt be cantred by XML Schema. o2
ITLR18741  TRITON shallprefe. where aorooriate. XmReader or SAX-based parsers over DOM tvoe in-memory expansions o2
ITLRI875]  TRITON Web services shall be compliant with the WAC. XML Diita Signature Standard and processine, o2
[TLRI76]  TRITON shallsupport XML, N Path, LT, XQuery to perform XML document instances. All XML o2
W3C Recommendations shal be suoported.
Web Service - Service Level Agreement
ITLRI8771  Each TRITON Web service shallbe delivered in coniunction with a Web Service - SLA o2
[T1-R1878]  TRITON Web Service SLA shall specify perforr Availability, Throughput and Response Time, including BL2
local and wide-area
(T1-R1879]  TRITON Web Service SL D ithorisati tegrity and non- BL2
repudiation
[T1-R1880]  TRITON Web Service SLA shall id for the BL2
documents it produces or accepts (An that enables a progr understand
the data is shal be expressed the
XML schema for the XML pavioad.
ITLR18811  TRITON shall supoly atext defintion for everv element. atribute. and enumeration vlue defined n the schem. o2
IT1-R18821  TRITON shall ublish the XML for every external XMIL o2
Web Servce Performance
ITLRI8831  TRITON Web servies shall meet the d o2
(T1-R1884]  TRITON shall provide and , availability, throughy d Web services. BL2
that it oublishes.
Web Service Security
ITLRI885]  TRITON Web servies shall meet the 4 o2
[T1-R1886]  TRITON Web services shall pl [OAsIs. Spe BL2
ITL-RI887]  TRITON Web servies shall support uditing and non-repudiation. o2
IT1-R18881  TRITON Web servies shall supoort point-to-ooint nteeritv. o2
IT1-R1889]  TRITON Web servies shall support point-to-ooint confidentiaitv. o2
ITLRI890]  TRITON Web services shall ding to the Role-gssed o2
ITL-R18911  TRITON Web servies shal incorporate authenticaton. o2
IT1R18921  TRITON shall o2
ITL-RI8931  TRITON shalluse aooroved X oroduced bv o2
(T1-R1894]  TRITON shall sign a request using its Bi- BL2
MR85 TRITON by external X o2
TRITON 252 Service Consumer
(T1-R1896]  TRITON shall use purposes, for syst BL2
TRITON
[T1-R1897]  TRITON shall be able Registry and Repc interact BL2
with.
ITLR18981  TRITON received XML d o2
TRITON 25 2 Service Provider
(T1-R1899]  TRITON shall provide the functionality. BL2
TRITON shall also provide Web service accept from Nations' input).
(T1-R1900]  TRITON shall support both read-only Web. h select and filter write insert, update, and BL2
delete capabilies.
[T1-R1901]  TRITON shall register its Web services to the NATO Meta-data Registry and Repository. If this is not possible, then it shall build and BL2
maintain an XML Resisty defining ts XML interfaces.
(T1-R1902]  TRITON shall publish the W3C XML external XML . in be BL2
documented d Interface Control
[T1-R1903]  TRITON shall guarantee that the XML the XML published. BL2
ITL-R19041  TRITON shallprovide an imolementation suooorted by XML technolo for all external interfaces. o2
[T1-R1905]  TRITON shall allow the authorised User to export a web service into an XML file in order its data would be consumed by disconnected BL2
external sstems.
[T1-R1906]  Every Web service method in TRITON shall also include a NATO C to y data that BL2
issent. used by
6133 File Exchanee
61330101 ITLRI907]  TRITON shall use XML 35 the orimary mechanism for fil-level nformtion exchange. a1
6.13.3.0-1.02 [T1-R1908]  TRITON shall id for g formats it produces or accepts. An adequate BL1
defintion is one that enbes  prog ata an itis sutable for
itsintended use. 2 deliniton for , attribute, and in the file formt.
6.13.3.0-1.03 [T1-R1909]  TRITON shall, to the extent possible, g BL1
format
6134 Direct Database Access
61340101 ITLRI9101  In TRITON. 35 3 desie rule. irect database access bv external sstems should be avoided a1
61340102 ITLRIOLI  TRITON shallsllow users in TRITON. o1
6.1.3.4.0-1.03 [T1-R1912]  TRITON shall allow the controlled access of internal databases via BL1
items (e.g. records, files) and structures (e.g. tables, directories) to
oerform an authorised functon.
6135 i i
61350101 ITLRI9131  TRITON "should" have 3 erowth potential to imolement information exchange defined by MIP-DEM. o3
6136 Aovlication Prosrammine Interface
61360101 ITLRI9141  Asa desien rule. the use o an AP "should" be minimized in TRITON to the extent oossible a1
61360102 ITLRI915]  TRITON shallprovide adeauste documentation for anv APl it suports o1
61360103 ITLRI9161  TRITON shall he TRITON APL o1
6.1.3.6.0-1.04 [T1-R1917]  TRITON shall allow the controlled access of its API. BL1
614 Iformation Products
6.14.0-1.0-1 [T1-R1918]  TRITON shall be able to export selected information as an Information Product into a file in Recognised Export File Format. For BL1
examole. a WSM Area can be saved into 3 Formatted Message 35 an Information Product,
6.1.4.0-1.02 [T1-R1919]  TRITON shall use the "TRITON Track Specification - NS" to receive tracks from external systems and to make the RMP available as an BL1
Information Product o the externsl world on the NS Domain. The TRITON Track Specifiction - N shallbe documented i the TRITON
.
6.1.4.0-1.03 [T1-R1920]  TRITON shall use "TRITON -NU"to and to make the WP availabl BL2
Information Product o the externsl world on the NU Doman. The TRITON Track Specification - NU shal be documented in the
TRITON ICD.
62 Externa Iterface Reauirements
621 NATO Sustems and Services
6211 NATO BI-SC AIS Core Services
62111 indows Domain Services
6.2.1.1.1.0-1.0-1 [T1-R1921]  TRITON shall be integr the Bi-SC AIS. v based on MS. d in pl the BL1
standards even inthe Descriotion.
621110102 IT1:R19221  TRITON shall nterface with the Active Directory Forest on the NSWAN. o1
621110103 MR19231  FTRITON o1
621110104 IT1R19241  TRITON shall "  orotocols (.5, LOAP). o1
621110105 IT1.R1925]  TRITON shall suooort. s sborooriate. Active Directory read. write. change oerations. o1
621110106 IT1.R1926]  TRITON shallsuoort the mechanismin the o1
621110107 [T1-R1927]  TRITON shall support ms 2016 (or later) File and lookup BL1
throueh Active Directory
621110108 [T1-R1928]  TRITON shall support integration with MS Windows Server 2016 (or later) built-in services (e.g. Internet Information Services, RUP, BL1
Terminal Server.
621110109 IT1.R19291  TRITON shallsuoort s 2016 o1
6211101010  (TLRI9301  TRITON shall suovort Active Access Control(e.. ACL o1
6.2.1.1.1.0-1.0-11 [T1-R1931]  TRITON shall be able Technical Centre (NIATC) BL1
without chanee.
62112 SO Platform Information Assurance Services
621120101 IT1.R19321  TRITON shall provide for SAML-based authentication and authorization. o1
621120102 ITLR19331  TRITON shall decision for services o1
621120103 IT1R19341  TRITON shall Point 2 defined in INCIA-06.02.041 o1
621120104 [T1-R1935]  TRITON shall use a Security Token Service as defined in [NCIA-06.02.02] to generate, validate and exchange security tokens. BL1
621120105 [T1-R1936] ~ TRITON shall defined in [NCIA-06.02.01], [NCIA-06.02.02], BL1
NCIA-06.02.031 and INCIA-06.02.041
621120106 [T1-R1937]  If the Bi-SC AIS SOA Platform IA Services are not available, TRITON shall establish its own supporting services for the NS and NU BL2
Domains.
621120107 [T1-R1938]  TRITON shall ensure in the log as a result of BL1
62113 Directory Storase Services
621130101 [T1-R1939]  TRITON shall interface with Directory. (LDAP) BL1
IRFCas101
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G21130107 LIS TATON hal e comeatblewih e Entrore Directars Services S INEIA06. 02051 Ey
621130103 [TL-R1941]  TRITON shallinclude the necessary administration tool(s) to manage the interface with the NEDS if required by the NEDS Agreement. BL1
621130104 TLRISHN  TRTON halbesble o use th NEDS Dector s s own drector, a1
6.2.1.13.0-1.05 [T1-R1943]  In case TRITON NEDS. directory, BL2
intertace with he NEDS e NEDS et T he hrough Lot s
= e by the serement
62114 arorc Manaeement St
6.2.1.14.01.0-1 [T1-R1944]  TRITON shall performance metrics, errors and the Bi-SC AIS EMS. BL1
sucmatcal
6.2.1.14.01.02 [T1-R1945]  TRITON shall be able to report its performance values (load, transaction ratio, active users, active sessions) to the NATO EMS. BL1
erranment i sdtio t ny crelect s6c recrements
6211 Sonices
621150101 TLRISL  TRTON ihall bentsrted it th 81SC AL .l Sevices b an S Exchne a1
621150102 LRISH  TRTON ihal e comoatilewith BSC AISE.mal Servie nd rotocos .. MAP ac ST w1
621150103 [T1-R1948)  E-mail messages produced by TRITON to be provided to the Bi-SC AIS E-mail Services shall be compatible with the formats used in the BL1
SCALS e chcaication headen
62116 NATO Infermaton Porta
621160401 LIS TRTON hal uonrt the nformation exchanse nteface sandards forth NATO nformatin orta ws
62117 Metadata RenostorsSevices
621170101 [T1-R1950)  TRITON Web hall WSDL to specify Web Services, and messages BL1
st v exchanaed it thr
621170102 [TL-R1951]  TRITON shall use, when applicable, the NATO Guidance for XML naming and design (see [EAPC(AC/322-SC/5-WG/4]N(2008)0004]) as a BL1
reerence o wark it XL arteacts.
621170103 [TL-R1952]  If available, TRITON shall Registry and or the BL1
reted securty o,
62118 S Dicover Sences
621180101 fuassi  TRTONhal o a1
621180102 [TI-R1954]  TRITON shall be able the provided to discover it BL1
62118 Mauare etection Servces
621190101 [TI-R1955]  TRITON shall coexist (ie. not ly imp: ppl Bi-SC AIS standard BL1
621190102 [T1-R1956] mmN shall be equipped with y in files of BL1
aerers 56 any o anecton o detect ny malkious oftuare, The
e softuar ol the spproved by the Purchaer.
621110
621.1.100-10-1 [TI-R1957)  TRITON shall i Program ) if possible, as the API for accessing security BL1
6211100102 LIS TRTON ecuris AP shal e comolant with (RGC307E) w1
6211100103 [T1-R1959]  TRITON p tegrity, pPC BL1
xs0s.
6211100104 LRI TRTONXS03wacart e w1
6212 NATO B A Enablng Services
62121 s
621210101 (LIS TATON hall hav a dedicated nerfacefor NIIS o he NS D, ws
621210102 (LRGN TATON hall alow e wa
621210103 TLRISGH  TRTON thal e sble o reciesufce and subafac acks om NIIS i the NIRIS AP o oINS €D ws
621210104 TLRISGH  TRTON hal b sble o receie bl actlinformain o NIRS i he NIRIS AP acardin o NIRS DL wa
621210105 LRISH  TRTON thaleable topandle wa
6212 NATO BLSC A Funcional Servces
62121 Enranmanta£5
621310101 TLR1S6S  TRTON thal v adeciate nteface for ENVAFS an the NS Domai nd clemnt [ENV-5 11 ws
6.2.1.3.1.0-1.02 [T1-R1967]  TRITON shall be able to receive I ti from ENV-FS di (ENV-FS ICD] and BL3
formaton e ' e e
62122 con Detencers
621320101 TLRISGH  TRTON thal have adeiate ntefocefor CBRN.FSanthe NS Do and lemen CBRNFS €D ws
621320102 [T1-R1969)  TRITON shall be able to receive CBRN Information, given in the Description, from CBRN-FS according to [CBRN-FS ICD] and process it in BL3
CORN normatin Manasement fnctio.
62122 Ioteleence £5
621330101 (LRI TATON hall hav a ddicatd nefacefor INTELESanth NS Do an imlement INTEL 5151 ws
621330102 [TI-R1971]  TRITON shall be able to receive the givenin from INTEL-F: d [INTEL-FS ICD] and BL3
621330103 [T1-R1972)  TRITON shall be able to send a query to INTEL-FS prepared according to [INTEL-FS ICD] to request intelligence information on an BL3
cbiect andoroces h returne et sl foraton anagement unctn.
6214 NATO Sustams and Canabitie
62141 Message anding st
621410101 [TLRIST3l  TRITON shallhave  dedcated tefac for IS over M Exchange onthe NS Doman ws
621410102 MLRISTAl  TRTON hallbesbie wa ws
62142 neor
621420101 MLRISTS]  TRION shal have a dedcatd tefac for NCOPan the NS Doma o
621420102 [TLRISTGI  TRION shalbe sl o reci RAProm NCOP via NCOP Web S ccordin o NCOP 01 o
621420103 [TLRISTZ]  TRION shalbe sl o receie RGP rom NCOP via NCOP Web Seice aceorcin o NCOP I o
62143 wecis
621430101 TLRISTA]  TRWON shallhave  dedicate nterfac or each MCCIS Serveran the NS Daman w1
621430102 MLRISTSI  TRION shalbe bl tarecone trackand from iccis . w1
621430103 TLRISEO]  TRION shal b sl o handi terfaes withmare thanane MCCSServer. o
621430104 ITLAISSI  TRTON hallbe sbe o sen slctd ack formaton t he slcted CCSSver sing OTHT GOLD Messses. o
62144 Aliance Ground survelance s
6214402 ITLRIS821  TRTON shll have 2 deicted ntrfce for AGS o the NS orran, o
6214403 (TLRISR3]  TRTON shll b abl o receie Track Dtafom AGS v a W sevice f th 4G D] vl at th e of plementaton. il L3
. generic Tack Dtanetace hall be orovided o st orooses
6214404 (FLRI98A]  TRTON shll b abl recie AIS track ot from AGS v 3 Web senvice bl st he time we o
itefaceshll b eted with st AS Gt
622 NonNATO Sstemsandsevices
6221 s Data source
62210101 MLRISES] TN shallhave  dedicated terface or oach NS or U Doman w2
62210102 ITLAIGI  TRTON hal be sl torecene A ok ot fom 3 cected source anth NUDomai w2
62210103 (TLRISW]  TRTON hal b sbie o rcewe A rac ot fom 3 dedcted sorceon the Ns Dot f dtasourc s vl st h time f o
st veeaton.
6222 "
62220101 ITLRISES]  TAON shallhave  dedicated nterfac or SIS v TV32anthe NU Doran w2
62220102 (TLRISS]  TRTON hallbe sbie o receie A messge rom TV32 i NMEA 0183 fomat i TCPP connctonavr the et w2
62220103 ITLAIOI  TATON hallbe abie o orocess l atreceived fom MSSIS withoutan s, w2
6223 s Data Seie
62230101 LRSSl TATON shallhave  dedicated terface or a contracted e WU Doman w2
62230102 TLRISSZ]  TRION shalbe sl o recne AIS atarom a contracted IS Dta S i TCP/IP connecon ver the et w2
62230103 [issa)  TRTONshallbeble froma as o corded kel 0Lz
62230104 LRISSA] TRION shalalowthe authorised user to st fircks eceed fom A1 Dtasurces o2
6224 T Oata Cantre
62240101 [TL1sss)  TRION shallhve  dedicate tefacewith a conracted R Dta Contreto eceve LAITPosition Rerts o the NU Do, w2
62240102 [sisse)  TTONshal from LA positon gt hevesseland proces .5 new sk w2
uadate 2 exsin ack
622 Sosce-Based Aset S
62280001 ITLRISST THTON hall hve o detednefce o ageric SBA1U o h U D o2
6.2.2.5.0-1.0-2 (T1-R1998]  TRITON shall user’ gion with a timeframe and the SBA-U. BL2
62250103 MLl TRTONshal Ll that ncudes nd send 10 the SOAIL o2
62250104 ITLA200OI  TRTON hal b ale torecewe rack st i XML f or 3.3 e fom the SOAIL. o2
6.2.2.5.0-1.0-5 (T1-R2001]  TRITON shall be able to receive an image file from the SBA-| display it in 3 BL2
§2250108 LTI TATON.talorovde SO St o s s e o2
6.2.2.5.0-1.0-7 (T1-R2003]  TRITON SBA-IU request from TRITON, and image file and at least. BL2
enenune 0 sone e 10 s ks e eon
6226 Generic Track Sot
6.2.2.6.0-1.0-1 (T1-R2004]  TRITON shall pmvlde a Generic Track Source Interface according to a particular BL3
tertacesciicaton
6.2.26.0-1.02 (T1-R2005] ts of a standard and a modifiable part to BL3
imlmentn ntertae o1 At ack s, Th e modul shall nrodced o h e by coniunn he
Sstem Wanszement
623 Nation Interhoes
6231 Natonnertace -5
©310301  [TLROM TATONhalhoe odedoted eac e o s seice o the SO o
62310302 ITLA20DTI  TRTON hal alow he suthorsed ser o cotrl and moritor caeh Natio tetce- o
6.23.1.0-3.03 (T1-R2008]  TRITON shall allow a National System to register to the Nation Interface with the RMP Specification as given in the Description. BL3
62310304 ITLA2009  TRTON hallmake the RMP vaiable acording o th RMPSeelicatonvis th Nato nteae - NS5  Web Serice o
6.23.1.03.05 (T1-R2010]  TRITON shall be able to send the RMP to a registered Nation as a stream on TCP/UDP/IP in compliance with the TRITON Track BL3
Socciation- s
6.23.1.0-3.06 (T1-R2011]  TRITON shall be able to receive track reports from a Nation as a Web Service in compliance with the TRITON Track Specification - NS. BL3
6.23.1.03.07 (T1-R2012] TR\TBN shaH be able to receive track reports from a Nation as a stream on TCP/UDP/IP in compliance with the TRITON Track BL3
on- 1,
6.23.1.03.08 (T1-R2013] TR\TBN shaH user to specify he Nation to which the RMP will be disseminated BL3
with ot o cint Formitted esaees
6232 Nation Interface - NU
62320101 ITLA20UI  TRTON shalhave adedicated tefoce er Naton 3 service on the NU Domai o2
62320102 TLA20ISI  TRTON hallallow he sutorsed se o cotrl and mritr e Nation tarfce - U o2
6.23.2.0-1.03 (T1-R2016]  TRITON shall allow a National System to register to the Nation Interface with the WP Specification as given in the Description. BL2
62320104 ITLA20UI  TATON hall make the WP vaale acorin o the W Scication i th Natio ntefoce - NU 23 Web Service o2
6.23.2.0-1.05 (T1-R2018]  TRITON shall be able to send the WP to a registered Nation as a stream on TCP/UDP/IP in compliance with the TRITON Track BL2
Socciation- U
6.23.2.0-1.06 (T1-R2019]  TRITON shall be able to receive track reports from a Nation as a Web Service in compliance with the TRITON Track Specification - NU BL2
or I datsn EA 0183 ormat.
6.23.2.0-1.07 (T1-R2020]  TRITON shall be able to receive track reports from a Nation as a stream on TCP/UDP/IP in compliance with the TRITON Track BL2
Soeciation NU or A dats n NIEA 018 ormat.
Afloat Command Platform Interfaces
ACP Interface - NS
ITLF0ZI TOKNS shallave an ACP terfce onthe s he Commandsh o
ITLF20221  TOKNS sl low the uthoised usr t control nd montor he ACP terfce -5 os
(T1-R2023]  TDK-NS shall allow an external system to register to the ACP Interface with the RMP Specification (as described in Nation Interface - BL4
NS,
[T1-R2024] via the ACP Interface BL4
(T1-R2025]  TDK-NS shall be able to receive track reports fr 4 pl the TRITON - BL4
W5 i the ACP nterface NS
(T1-R2026] YDK NS shall be able to receive Own Smp Data from external pl the Data BL4
seciicaton v the ACP ntersce
ITLA20271. oK NS O SOt andvtomatcl e date kit e e Contdenc e s
IT1-R20281 the he BL4
ITLFR20291  TOKNS sl ave the AMP S tobe sctate sn cotrlled b the suthortsed user  neeced s
ACP Interface - NU
ITLF20301  TOKU hal have a0 ACPnterac o the WU Damanfornterfacin th ssters vl anthe ACP. s
ITLF20311 TOKNU hallallow the suthorsed user o cotrl and manitr th ACPnterac - O, os
(T1-R2032]  TDK-NU shall allow an external system to register to the ACP Interface with the WP Specification (as described in Nation Interface - BL4
wL
6.24.2.0-1.04 (T1-R2033]  TDK-NU shall make the tothe e (as described in Nation via the ACP Interface as. BL4
6.24.2.0-1.0-5 (T1-R2034]  TDK-NU shall be able to receive track from an as a stream in pl the TRITON BL4
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— ‘ Requirement ‘ P — Default | Avaiabiity of TRITON Functions [ Availabilty of V€ Functions —
Number Baseline | a1 cos BL2 BL3 | B4 N | veeia [ vesi2 [vens| w
[T1-R2035]  TDK-NU shall be able Data from in TRITON Own Ship Data BL4
Soecifcation via the ACP Interface - NU.
IT1:820361  TOK-NU shall maintain Own Shio Data to automatcally initiate and undate a track with the higest Confidence Level oL
IT1:R20371  TOK-NU shall llow the authorised user to manually enter the atributes of Own Shio Data. oL
IT1:820381  TOK-NU shall have the WP Service to be activated and contralled by the authorised user if needd. oL
Messace Handiing Svstem Interface
IT1:820391  TOK-NS shall have a dedicated interface service for MHS over Mail Exchange. oL
IT1:R20401  TOK-NS shallbe able to exchange Formatted Messases with Mail Exchane using SMITP. oL
TRITON External Interfaces
RMP Service
IT1:820411  TRITON shall have an inteface service named as "RMP Service" on the NS Domain o3
IT1:820421  TRITON shall make the RMP availab (defined n the 2Web service o3
IT1:820431  TRITON shall allow external o3
IT1.R20441  TRITON 10ven Search. o3
IT1:820451  TRITON shall llow user orocess. o3
[T1-R2046]  TRITON shall be able in Pl TRITON Track BL3
(T1-R2047]  TRITON shall be able to send the RMP to the external systems/services using Formatted Messages and point-to-point communication. BL3
IT1:R20481  TRITON shallbe sble to send the RMP to the external svstems/services using NVG format according to INVG1 o3
IT1:820491  TRITON Deolovable Kit (NS} shall i user oL
IT1:R20501  TRITON RMP Service interface shall be defined n the TRITON ICD. o3
WP Service
IT1:R20511  TRITON shall have an inteface service named "WP Service® on the NU Domain o2
IT1:820521  TRITON shall make the WP availabe accordin to the WP Soecifcaion (3 described above) via a Web service. o2
11820531 TRITON shall llow o2
[T1-R2054]  TRITON shall be able the TRITON Track BL2
IT1:/20551  TRITON WP Service shallprovide a search capabiltv comoliant to Oen Search [Oen Searchl o2
IT1:820561  TRITON shallllow the authorised user control and monitor the WP dissemination orocess. o2
IT1:820571  TRITON Deplovable the same WP Service if user oL
IT1-R20581  TRITON WP Service interface shallbe defined inthe TRITON ICD, o2
Iformation of Common Interest Service
[T1-R2059]  TRITON shall have an interface service named as "Information of Common Interest (ICl) Service” on both NS and NU Domains. BL2
71820601 TRITON shall llow userto co o of Common Interest. o2
IT1-R20611  TRITON shall make the Maritime Task Oreanization List avaiable via the IC Service o3
IT1:/20621  TRITON shall make the Area ofInerest List avalable vi the CI Service o3
IT1:R20631  TRITON shall make the Rules of Engagement List availabe va the CI Service. o3
1820641 TRITON shal make the WSM/PMI Areas avilable via the Cl Service. o3
IT1:R20651  TRITON shall make the Vessel List available viathe IC Sevice. o3
IT1:R20651  TRITON shall make the Person of Maritime Inerest List vaisble via the 11 Sevice. o3
IT1:R2067]  TRITON shall make the Lovd's Mariime ntelizence Unit List avaisble vi the I Sevice. o2
IT1-R20681  TRITON shall make the Detention List avaizble via the 1 Srvic. o2
IT1:R2069]  TRITON shall make the reauested data avaiable within one second via he IC Service. o2
IT1:R20701  TRITON ICI Serviceshallorovide a search canabilty comliant to Ooen Search [0pen Searchl, o3
IT1-R20711  TRITON Deolovable Kit (NS and NU) shall I Services i activated v the authorised user. oL
IT1:R20721  TRITON ICI Servic interface shallbe defined in the TRITON ICD. o2
TRITON Internal Interface Reauirements
TRITON Internal nterfaces
TRITON-to-TRITON Interfaces
6.3.2.0-2.0-1 [T1-R2073] A static TRITON Instance shall and static TRITON Multi-site BL3
oeration.
6.3.2.0-2.02 [T1-R2074]  The Static TRITON Instance on a static site having the Master Role, shall have a dedicated interface for each Deployed TRITON Instance BL3
te mechanism for enabling network
reducine
[T1-R2075]  The TRITON Instance on Role, shall each Afloat TRITON Instance to BL3
aion. be able enabling
inlow bandhwidth environment (e.z.reducing the uodate rae).
6.3.2.0-2.04 [T1-R2076]  The TRITON Instance hi for a Static TRITON Instance to enable Multi-site BL4
Operation. It shallbe able 2 designated 1P address
6.3.2.0-2.05 [T1-R2077] A static TRITON Instance having a System Interface Service for another static TRITON Instance shall be able to synchronise data to BL3
enable Mult-ite Ooeration.
6.3.2.0-2.06 [T1-R2078]  TRITON shall allow the static site authorised user to control and monitor the System Interface Services for other static or afloat BL3
TRITON Instances.
6.3.2.0-2.0-7 [T1-R2079]  TRITON shall allow the afloat site authorised user to control and monitor the System Interface Services for static TRITON Instances. BL4
6.3.2.0-2.08 [T1-R2080]  TRITON shall be able to send a selected set of data to a dedicated d The BL3
data shall be sent with a logic which provides continuity of dynamic data a5 expained in the Description.
6.3.2.0-2.09 [T1-R2081]  TRITON shall allow the static site authorised user to set the System Interface Service for a selected afloat TRITON Instance to send a BL4
selected setof dta.
6.3.2.0-2.0-10 [T1-R2082]  TRITON shall allow user or Interface selected TRITON Instances. BL3
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	INCREMENT 1
	SECTION 1:    INTRODUCTION
	1.1. Purpose
	1.1.1. The purpose of this Contract is to implement and support the Functional Services for Command and Control of Maritime Operations (Short Title: TRITON) – Increment 1 Project. This is a Contract for services and supplies to design, develop, test, ...

	1.2. Background
	1.2.1. Project TRITON is the name given to all implementation activities associated with the delivery of services in support of Maritime Command and Control contained within the Bilateral Strategic Command (Bi-SC) Capability Package 9C0107 “Functional...
	1.2.2. The purpose of TRITON is to provide the NATO community with an integrated, robust and flexible capability supporting a set of services available throughout the Bi-SC Automated Information System (AIS) and NATO operational theatres to enable NAT...
	1.2.3. The capabilities delivered under Project TRITON will be the primary source of the NATO Recognised Maritime Picture (RMP). TRITON as a system consisting of a set of services will be required for use in peacetime, exercises, and time of crisis (o...
	1.2.4. TRITON will enable maritime situational awareness based on received information from NATO and National systems, collating the information into RMP and making the RMP available to the NATO forces in a timely and responsive manner in accordance w...
	1.2.5. To enable this capability, TRITON will provide an integrated and supported suite of services supporting the Maritime C2 Information Services functions that complement and build upon the Bi-SC AIS Core Services. These TRITON services are require...
	1.2.6. TRITON Increment 1 includes provision of services to provide the users with Maritime Situational Awareness (MSA) to replace the existing MSA Demonstrator Prototype as well as to provide for a replacement of the legacy Maritime Command and Contr...
	1.2.7. At the moment, the MSA and maritime C2 requirements are supported by MCCIS and an Operational Prototype MSA/BRITE). TRITON is intended to replace MCCIS functionality for operational-level C2 and MSA/BRITE by implementing a full Bi-SC AIS Functi...
	1.2.8. In addition to C2 of maritime operations, TRITON will support the NATO Shipping Centre (NSC) at MARCOM, by means of TRITON-NU, for contributing to Maritime security and freedom of navigation, and for aiding commercial shipping and military oper...
	1.2.9. TRITON will be executed and managed within the Bi-SC AIS Programme. Its scope, schedule, technical roadmap and dependencies will be aligned with the programme.

	1.3. TRITON Implementation
	1.3.1. All Maritime C2 and Information Services under Project TRITON will be implemented as “Increments” where each Increment to be procured as separate NSIP projects. The scope of this Statement of Work (SOW) covers only the Increment 1 of Project TR...
	1.3.2. As a system development methodology, “Incremental Development with Multiple Deliveries Approach” will be used to meet all requirements of TRITON Increment 1. This approach will also be used to balance operational user priorities with technical ...
	1.3.3. The initial contracted effort is intended to address the TRITON Increment 1 capability as defined in this SOW and the supporting Work Packages.
	1.3.4. The TRITON technical solution will be based on a Service-Oriented Approach in order to meet the required flexibility and adaptability for the NATO environment and to prepare for the future NATO Federated Mission Network (FMN). This includes:
	1.3.4.1. A set of Business Services to deliver the functionalities,
	1.3.4.2. A set of Enabler Services to deliver functionalities in support of Business Services, and perform actions that could be combined with or migrated towards NATO Core Enterprise Services as required,
	1.3.4.3. An architectural construct to provide sets of services to internal and external partners and to provide dedicated means of communications to Information Providers, and other methods enabling adequate transformations, also ensuring policy enfo...
	1.3.4.4. An Orchestration Engine  to allow for flexibility in designing sequences of services interaction in support of evolving business processes definition.

	1.3.5. TRITON will be integrated with the existing BI-SC AIS infrastructure and comply with the planned infrastructure to be provided by CP 9C0150. Optionally, additional COTS software can be procured and delivered.
	1.3.6. The TRITON capability will exchange information with various Communities of Interest such as Bi-SC AIS Functional Services, Core Services and Nations. To that extent the TRITON capability needs to support current standards of information exchan...

	1.4. Locations
	1.4.1. Purchaser Facility
	1.4.1.1. Unless otherwise specified in the text, the definition of the Purchaser’s Facility defines the following locations:

	1.4.2. Operational Sites
	1.4.2.1. The TRITON capability will be accessible across the NATO Command Structure (NCS), Afloat Command Platforms (ACP), NATO Agencies, and Nations. The locations that are originally authorised and confirmed by the operational community – hereafter ...
	1.4.2.2. In the coming years, NATO will rationalise and centralise its IT infrastructure, reducing the footprint down to only three Data Centres. There are several projects in CP 9C0150 related to the implementation of this new IT architecture in the ...
	1.4.2.3. Figure 3Figure 3 shows the “To-Be Architecture” of the IT Modernisation Programme.

	1.4.3. Authorised Locations
	1.4.3.1. The Authorised Locations are classified into the following categories:
	1.4.3.2. Data Centre Locations
	1.4.3.2.1. Data Centre Locations will have TRITON Servers and infrastructure (if required) and can provide access to the TRITON Services for local and remote users. These sites will be equipped with equipment necessary to support a large number of use...
	1.4.3.2.2. Although the locations of the Data Centres will be finalised later, the current thinking is to place them all in Europe, with a Main Data Centre (DC-1), a Secondary Data Centre (DC-2) and a third Data Centre (DC-3). The design will be based...
	1.4.3.2.3. The initially planned Data Centre Locations are given below:
	1.4.3.2.4. Two of the Data Centres will be sufficiently close to each other to permit asynchronous replication of mission critical data, but sufficiently separated to prevent outage of both due to a common cause. Each Data Centre will provide processi...
	1.4.3.2.5. The availability of each Data Centre will be 99% in order to achieve an overall 99.999% availability across the three Data Centres for mission-critical services and data.
	1.4.3.2.6. The design of TRITON for these nodes should take into account the existing equipment and in a fully virtualised environment.
	1.4.3.2.7. Users at the same location as the Data Centres can access TRITON Functional Services (NS and NU) using standard workstations on the appropriate networks.

	1.4.3.3. Enhanced Node Locations
	1.4.3.3.1. Enhanced Nodes will be equipped with a Local Computing Facility for services that cannot be provided from the Data Centres. These are services with special service level requirements (e regarding latency or availability). It is anticipated ...
	1.4.3.3.2. These Local Computing Facilities will be equipped with the same physical and virtualisation environment as the Data Centres, just at a smaller scale commensurate with the service level requirements.
	1.4.3.3.3. Enhanced Node Locations will have TRITON Users and System Administrators.
	1.4.3.3.4. Users at Enhanced Node Locations can access TRITON-NS or NU Functional Services using standard workstations on the appropriate networks.

	1.4.3.4. Standard Node Locations
	1.4.3.4.1. Standard Nodes will have minimum footprint to provide access to the enterprise. They will provide:
	1.4.3.4.2. These locations do not have any TRITON System Administrators. The management is centralised.
	1.4.3.4.3. Users at Standard Node Locations can access TRITON NS or NU Functional Services using standard workstations on the appropriate networks.

	1.4.3.5. Remote Node Locations
	1.4.3.5.1. Nations and ships that do not have Deployable Kits are considered as Remote Nodes.
	1.4.3.5.2. These locations do not have any TRITON System Administrators. The management is local.
	1.4.3.5.3. Users at Remote Node Locations can access TRITON NS or NU Functional Services using standard workstations on the appropriate networks.

	1.4.3.6. Deployable Nodes
	1.4.3.6.1. Deployable Nodes are those nodes whose locations may be changed according to the needs. Current Deployable Node Locations are as follows:
	1.4.3.6.2. Afloat Command Platforms
	1.4.3.6.2.1 The NATO Command Ships assigned to NATO Task Force/Group are named as Afloat Command Platform (ACP).
	1.4.3.6.2.2 There will be two (2) Standing NATO Maritime Groups (SNMG-1 and 2) and two (2) Standing NATO Mine Counter-Measures Groups (SNMCMG-1 and 2). In addition to these four Groups in operation, another four Groups may be required for mission hand...
	1.4.3.6.2.3 TRITON Deployable Kits will be provided to only the ACPs. They will correspond to standard Data Centre functionality deployed on semi-ruggedized equipment boxes and other mobile equipment to support deployed Headquarters. They will provide...

	1.4.3.6.3. Deployable CIS Locations
	1.4.3.6.3.1 TRITON shall be accessible across the NATO Command Structure (NCS) and on the deployed commands through the Deployable Communication and Information Services (DCIS), including the NATO Response Force (NRF).
	1.4.3.6.3.2 Separate instances of TRITON will be installed on the DCIS infrastructure provided by the Purchaser (named as DragonFly). These instances will be able to run on the Mission Network (MS).
	1.4.3.6.3.3 Due to the rotational nature of the NRF, the deployment location is presently unknown. The Contractor shall perform the installation upon confirmation of the locations.


	1.4.3.7. Support Systems Locations
	1.4.3.7.1. Test Node Location
	1.4.3.7.1.1 The Test Node will host the TRITON Test Systems, for both NS and NU Functional Services. These systems will not be operationally used.
	1.4.3.7.1.2 The Purchaser will use the Test Systems to conduct system test and integration activities.
	1.4.3.7.1.3 All Test Systems will be established on the NU Domain.
	1.4.3.7.1.4 The Test Node Location will be the NCI Agency The Hague, PMIC, facilities on the NU Domain.

	1.4.3.7.2. Reference Node Location
	1.4.3.7.2.1 The Reference Node Location will host the TRITON Reference Systems, for both NS and NU Functional Services. These systems will not be operationally used.
	1.4.3.7.2.2 The Purchaser will use the Reference Systems to conduct maintenance and system integration activities.
	1.4.3.7.2.3 All Reference Systems will be established on the NU Domain.
	1.4.3.7.2.4 The Reference Node Locations will be one of the following NCI Agency premises:
	1.4.3.7.2.5 The Purchaser will decide on the Reference Node Locations according to the status of internal organisational needs at the time of deployment. The Contractor shall perform the installation at the designated site.

	1.4.3.7.3. Training Node Location
	1.4.3.7.3.1 The Training Node Location will host the TRITON Training Systems, both NS and NU Functional Services. They will be used during Individual or Collective Training by remotely accessing the services via browsers.
	1.4.3.7.3.2 All Training Systems will be established on the NU Domain.
	1.4.3.7.3.3 The Individual Training Node Location will be one of the following:
	1.4.3.7.3.4 The Collective Training Node will be one of the following:
	1.4.3.7.3.5 The Purchaser will decide on the Training Node Locations according to the status of the CIS infrastructure and operational needs at the time of deployment. The Contractor shall perform the installation at the designated sites.


	1.4.3.8. User Node Locations
	1.4.3.8.1. User Node is a generic name for a location serving general TRITON users. A User Node may be a Data Centre, an Enhanced Node or a Remote Node, without any geographical restriction. It may also be an ACP with or without the Deployable Kit. Na...
	1.4.3.8.2. User Nodes will host the user workstations which allow individual users to access TRITON functions via Web-based applications.

	1.4.3.9. Organizational Nodes
	1.4.3.9.1. An Organizational Node provides an integrated set of TRITON functionality and a virtual repository for NATO Headquarters or Centres like a User Node. SHAPE, MARCOM, JFCs are examples to Organizational Nodes.
	1.4.3.9.2. An Organizational Node provides a logical structuring of users, functionality and information, and may be independent of the physical node structure (e.g. a physical node may support more than one Organizational Node).
	1.4.3.9.3. Organizational Nodes will host the user workstations which allow local users to access TRITON functions via Web-based applications.


	1.4.4. Deployment
	1.4.4.1. Figure 4Figure 4 shows a notional diagram of the TRITON operational architecture showing Data Centres, Organizational and User Nodes, and Afloat Command Platforms.
	1.4.4.2. The TRITON installation locations including the Data Centres and other types of Nodes within the architecture illustrated in Figure 4Figure 4 are given in Annex-B, WP5 System Transition.


	1.5. Key Operational Requirements
	1.5.1. TRITON, as a system provided by the Contractor, shall meet the key operational requirements stated below:
	1.5.1.1. Replacement of MCCIS functionality that supports operational-level Maritime C2, MSA, and RMP.
	1.5.1.2. Replacement of MSA functionality for White Shipping currently supported by MSA/BRITE.
	1.5.1.3. Building and dissemination of White Picture (WP) on the NU Domain.
	1.5.1.4. Building and dissemination of RMP on the NS Domain.
	1.5.1.5. Utilising information received from National maritime C2 systems and commercial maritime services to build the WP and RMP.
	1.5.1.6. The Water Space Management and Prevention of Mutual Interference (WSM/PMI) segment of Maritime Operational Planning.
	1.5.1.7. Interoperability with other NATO systems and Functional Services.
	1.5.1.8. Providing Deployable Kits for Afloat Command Platforms to operate TRITON in standalone mode for both domains.

	1.5.2. The TRITON capability shall utilise the use of existing Bi-SC AIS Core and Functional Services and comply with the Bi-SC AIS Reference Architecture as specified in the SRS.
	1.5.3. The TRITON capability shall be made available to its users as a set of services running on the existing NATO WANs. A degree of information flow shall occur between different security domains.
	1.5.4. The TRITON capability shall provide a system which is accreditable at the required security level and mode of operation as defined in the SRS.

	1.6. Scope of Work
	1.6.1. This Statement of Work (SOW) describes the Contractor's responsibilities and tasks to satisfy the NATO requirements of TRITON Increment 1.
	1.6.2. The Contractor shall provide all necessary resources including services, personnel, material, components, equipment and documentation needed to accomplish the tasks described in the SOW and the Work Packages, to meet the requirements of the SOW...
	1.6.3. TRITON is expected to be implemented using Incremental Development with Multiple Deliveries Approach where each development activity is called “Build Process” which ends with an official product delivery called “Baseline”.
	1.6.4. The defined Build Processes are given in Table 1-2Table 1-2:
	1.6.5. Each Build Process is expected to follow the standard Waterfall Development life cycle enabling updates to previous Baselines. Agile management and development practices for individual functions and requirements within a Build Process can be ap...
	1.6.6. A sequence of software requirements analysis, software design, software construction, software integration, software verification and installation activities will be conducted in each Build Process to deliver a Baseline with a software version....
	1.6.7. The overall TRITON capability for Increment 1 will be realised via a series of Work Packages (WP). The details of the Contractual Work Packages are described in Annex B to this SOW. The list of the Work Packages is given in Table 1-3Table 1-3:
	1.6.8. Note that the following packages are contract options that can be exercised during the performance of the main contract, and therefore shall be included in the overall project schedule:
	1.6.9. Exercising the optional Work Packages shall have no impact on the overall timeline, especially on the date of Final System Acceptance (FSA). Thus the Bidder shall already work these options into the Master Schedule as if they are going to be ex...
	1.6.10. The Contractor shall implement all TRITON system requirements stated in Annex-A, System Requirements Specification (SRS).
	1.6.11. The Contractor shall:
	1.6.11.1. Design the system and maximise the use of commercially-available products to meet the Contractual System Requirements Specification (SRS) given in Annex B.
	1.6.11.2. Use a component-based, loosely-coupled architecture to support maximum reusability.
	1.6.11.3. Organise, manage and report on the contracted work as directed by the Work Packages placed under this Contract.
	1.6.11.4. Plan and execute developments and/or procurements required in order to ensure that the TRITON Product Baseline will at all times meet the SRS and other Contract requirements.
	1.6.11.5. Plan and execute the required tests to certify the TRITON Product Baseline as meeting its functionality, performance, security, interoperability and O&M requirements.
	1.6.11.6. Provide expertise to participate in additional Purchaser-led test activities as required.
	1.6.11.7. Develop/procure and prepare the necessary TRITON elements for delivery to the specified sites as directed by the Work Packages placed under this Contract.
	1.6.11.8. Prepare, install and configure the TRITON in the Purchaser-identified Test and Reference Environment in order to conduct system verification and validation. The Contractor shall coordinate with the Purchaser to arrange access to the NCI Agen...
	1.6.11.9. Deliver the required software to the prepared site, and execute installation, testing, training and activation of the system, according to the agreed Project Management Plan and Project Master Schedule.
	1.6.11.10. Install and configure the Training Systems to be used for TRITON-NS and NU.
	1.6.11.11. Develop TRITON Deployable Kits, install and configure software for TRITON ACP Capability.
	1.6.11.12. Coordinate with the Purchaser to ensure that the site preparation activities are completed on or ahead of the date site implementation begins.
	1.6.11.13. Deliver the required software to all Authorised Locations, and execute installation, testing, training and activation of the system, according to the agreed Project Management Plan and Project Master Schedule.
	1.6.11.14. Plan and implement cut-over and initial operation of the new system to ensure transition from the existing to the new operational capabilities without loss of essential mission functions (e.g. building RMP) or data (e.g. existing AIS record...
	1.6.11.15. Support development of Standard Operating Procedures (SOP) for operational use and maintenance of TRITON (for static and afloat sites and for both NS and NU Domains).
	1.6.11.16. Develop and deliver Training Courses, including Training Materials, Student Manuals, Computer-Based Training, and course assessment after each course.
	1.6.11.17. Fully document the design, operation, and maintenance of the delivered operational and Support Systems by providing the required manuals, operational procedures, supporting technical data, computer software and drawings required by the Cont...
	1.6.11.18. Provide initial service support for the TRITON Product Baseline and transition service provisioning responsibility to the Purchaser.


	1.7. Statement of Work Organization
	1.7.1. This SOW defines the general requirements for services and supplies provided under Work Packages under this Contract. Specific performance requirements will be defined as part of each Work Package given in Annex B.
	1.7.2. Section 1 provides an introduction to the SOW.
	1.7.3. Section 2 identifies applicable documents.
	1.7.4. Section 3 defines the management requirements of this Contract.
	1.7.5. Section 4 defines the requirements for technical tasks under this Contract.
	1.7.6. Section 5 defines the support requirements under this Contract.
	1.7.7. Section 6 identifies the responsibilities and experience and education requirements for the labour categories to be used in support of this Contract.
	1.7.8. Section 7 lists requirements for documentation to be delivered with this Contract.

	1.8. Standards for Interpretation of the Statement of Work
	1.8.1. This SOW invokes a variety of NATO Standardisation Agreements (STANAGs), Allied Publications (AQAP, ACMP, etc.) and International Standards (e.g. ISO/IEC). While these are NATO reference documents, there are national and international standards...
	1.8.2. Where a national or international standard exists that is not specifically referenced in the STANAGs, Allied Publications, ISOs as being equivalent, the Contractor may propose to utilise such a standard if it can demonstrate to the satisfaction...


	SECTION 2:    APPLICABLE DOCUMENTS
	2.1. STANAGS
	 STANAG 2290, Ed. 2, 2010, NATO Unique Identification of Items
	 STANAG 4107, Ed. 8, 2007, Mutual Acceptance of Government Quality Assurance and Usage of the Allied Assurance Publications (AQAP)
	 STANAG 4427, Ed.3, 2014, Configuration Management in System Life Cycle Management
	 STANAG 4728, Ed. 2, 2015, System Life Cycle Management
	 STANAG 6001, Ed. 5, 2014, Language Proficiency Levels
	 STANREC 4174, Ed.4, 2014, Guidance for Dependability Management
	 STANREC 4753, Ed. 1, 2015, Project Managers’ Guide to Quality Assurance Insight, Oversight and Intervention in the Acquisition Process

	2.2. Allied Publications
	 AAP-20 Ed. C, Ver.1, 2015, NATO Programme Management Framework (NATO System Life Cycle Model)
	 AAP-48 Ed. B, Ver.1, 2013, NATO System Life Cycle Processes
	 ACMP-2000, Ed. A, Ver.1, 2014, Policy on Configuration Management
	 ACMP-2009, Ed. A, Ver.1, 2014, Guidance on Configuration Management
	 ACMP-2100, Ed. A, Ver.1, 2014, Configuration Management Contractual Requirements
	 ALP-10 Guidance on Integrated Logistics Support for Multinational Equipment Projects (ILS)
	 AQAP-160, Ed. 1, 2001. NATO Integrated Quality Requirements for Software through the Life Cycle
	 AQAP-169, Ed. 1, 2001, NATO Guidance on the Use of AQAP-160
	 AQAP-2000, Ed. 3, 2000, NATO Policy on an Integrated Systems Approach to Quality through the Life Cycle
	 AQAP-2009, Ed. 3, 2010, NATO guidance on the Use of the AQAP-2000 Series
	 AQAP-2020, Ed. A, Ver. 1, 2015, Project Managers’ Guide to Quality Assurance Insight, Oversight and Intervention in the Acquisition Process
	 AQAP-2050, Ed. 1, 2003, NATO Project Assessment Model
	 AQAP-2070, Ed. 2, Ver. 2, 2012, NATO Mutual Government Quality Assurance (GQA) Process
	 AQAP-2105, Ed. 2, 2009, NATO Requirements for Deliverable Quality Plans
	 AQAP-2110, Ed. 3, 2009, NATO Quality Requirements for Design, Development and Production
	 AQAP-2210, Ed. 1, 2006, NATO Supplementary Software Quality Assurance Requirements to AQAP-2110
	 AQAP-2310, Ed. A, Ver. 1, 2013, NATO Quality Management System Requirements for Aviation, Space and Defence Suppliers
	 ATrainP-5, Ed. A, Ver. 1, 2014, Language Proficiency Levels

	2.3. Bi-SC Documents
	 Bi-SC DIR 75-2, "Education, Training, Exercise and Evaluation Directive (ETEED)", 2 October 2013 (NU)
	 Bi-SC DIR 75-7, "Education & Individual Training (E&IT)", 10 September 2015 (NU)
	 Bi-SC Capability Package 9C0107, Functional Services for Command and Control of Operations (OPS FS) (NU)
	 Bi-SC Capability Package 9C0150, Core Information Services for Command and Control (NU)

	2.4. Other NATO Documents
	 AC/35-D/2005-REV3, Management Directive on CIS Security, 12 October 2015 (NU)
	 AC/35-D/1014-REV2, Guidelines for the Structure and Content of Security Operating Procedures (SecOps) for Communication and Information Systems (CIS), 19 October 2006 (NU)
	 AC/35-D/1015-REV3, Guidelines for the Development of Security Requirement Statements (SRS), 31 January 2012 (NR)
	 AC/35-D-1021-REV3, Guidelines for the Security Approval or Security Accreditation of Communication and Information Systems (CIS), 31 January 2012 (NR)
	 AC/322(SC/5)L(2006)0001, Ver. 2.2, 2006, NATO Communication and Information Systems Configuration Management Policy (NU)
	 AC/322(SC/5)L(2006)0001, Ver. 1.0, 2006, Enclosure 2 NATO Communication and Information Systems Configuration Management Directive (NU)
	 AC/322-D(2009)0006-(INV), 2009, Guidelines for the Implementation of Configuration Management for NATO CIS (NU)
	 AC/322-D(2006)0052 “NATO Consultation, Command and Control Board (NC3B) NATO CIS Configuration Management Policy and Directive (NU)
	 AC/322-D(2007)0048 NATO Architecture Framework (NAF) Ver.3, 23 November 2007 (NU)
	 AC/322(SC/1-WG/1)N(2009)0005-ADD2, NATO Architecture Framework (NAF) Ver. 3.1 (NU)
	 NCSA OSI LA-14-02, Preparation of NATO CIS Integrated Logistics Support Plans (ILSP), 2nd Revision (NU)
	 Approved Fielded Product List (AFPL) (as updated) (NU)
	 Material Data Sheet Template (for inventories and CMDBs) (NU)

	2.5. Non-NATO Standards
	 ISO 9241-210:2010: Ergonomics of Human-System Interaction - Part 210: Human-centred design for interactive systems
	 ISO 60300-1:2014: Dependability management - Part 1: Guidance for management and application
	 ISO/IEC 10007:2003: Quality management systems - Guidelines for Configuration Management;
	 ISO/IEC 20000-1:2005: Information Technology - Service Management, Part1: Specification; Part2: Code of Practice
	 ISO/IEC 15288:2008: Systems and Software Engineering - System Life cycle processes
	 ISO/IEC/IEEE 15289:2008: Systems and Software Engineering – Content of life-cycle information products (documentation)
	 ISO/IEC 12207:2008: Systems and Software Engineering - Software life cycle processes
	 ISO/IEC TR 24748-2:2011: Systems and Software Engineering, Life Cycle Management, Guide to the Application of ISO/IEC 15288 (System Life Cycle Processes)
	 ISO/IEC/IEEE 29119:2013 Software and systems engineering -- Software testing
	 ISO/IEC/IEEE 29148:2011: Systems and Software Engineering - Life cycle processes – Requirements engineering
	 ISO/IEC 25000:2005: Software Engineering - Software product Quality Requirements and Evaluation (SQuaRE) - Guide to SQuaRE
	 ISO/IEC FDIS 25010:2011: Systems and software engineering - Systems and software Quality Requirements and Evaluation (SQuaRE) - System and software quality models
	 ISO/IEC 14764:2006: Software Engineering - Software life cycle processes - Maintenance
	 IEEE Standard 1058-1998, IEEE Standard for software project management plans
	 IEEE Standard 1016-2009, IEEE Standard for information technology - systems design - software design descriptions
	 IEEE Standard 829-2008: IEEE Standard for software and system test documentation
	 International Chamber of Commerce Incoterms® 2010, 2010
	 ITIL v3 Service Transition (Best Management Practices); 29 July 2011
	 Unified Modelling Language (UML) 2.1, Object Management Group
	 Project Management Institute, A Guide to the Project Management Body of Knowledge (PMBOK Guide), Fifth Edition
	 Project Management Institute, Practice Standard for Work Breakdown Structures, Second Edition


	SECTION 3:    MANAGEMENT
	3.1. General
	3.1.1. This section outlines the Project Management Task Area for the TRITON Contract.
	3.1.2. The goal of the Contractor’s Project Management shall be to guide the project through a controlled, well-managed, visible set of activities to achieve the desired results and, wherever possible, to eliminate problems and to ensure that those pr...

	3.2. Project Management Methodology
	3.2.1. By default, the Contractor shall apply the PRINCE2 project management methodology to the planning, delivery and control of services under this Contract. Subject to approval of the Purchaser, the Contractor may propose his own project management...

	3.3. General Requirements
	3.3.1. This sub-section outlines the general requirements for the TRITON Contract. The requirements of this Subsection (3.3) shall apply to all Work Packages issued under the TRITON Contract.
	3.3.2. Personnel Security
	3.3.2.1. Unescorted access to a NATO site or unescorted work at NATO facilities can only be possible if the Contractor or Subcontractor personnel have, at a minimum, NS Security Clearance as required by NATO policy.
	3.3.2.2. The Contractor shall provide proof that each team member has a valid NS Security Clearance or its application is in process when it is required to work on a NATO site or facility.
	3.3.2.3. The Contractor shall process all Contractor and Subcontractor personnel through the NATO Security Office at each site, adhering to their procedures for clearances, to obtain security badges for the duration of the on-site activities.

	3.3.3. Independent Verification and Validation
	3.3.3.1. The main objective of the Independent Verification and Validation (IV&V) activity will be the evaluation of the performance of the TRITON Contractor and the verification and validation of the work being performed under the related effort, in ...
	3.3.3.2. The Purchaser will engage an IV&V Contractor to provide support for the TRITON Project. The IV&V Contractor will monitor, assess, and report on the TRITON Contract in order to identify, as early as possible, perceived problem areas.
	3.3.3.3. The IV&V Contractor will execute a non-disclosure agreement with the TRITON Implementation Contractor.
	3.3.3.4. The IV&V Contractor may be requested by the Purchaser to monitor Contractor activities at Contractor’s facilities or other sites related to the development, testing and implementation of the TRITON capability. The Contractor shall fully suppo...
	3.3.3.4.1. Host inspection visits by IV&V Contractor,
	3.3.3.4.2. Make himself available for answering questions and furnishing information related to the project,
	3.3.3.4.3. Allow the IV&V Contractor to inspect and monitor testing activities, and
	3.3.3.4.4. Allow the IV&V Contractor to inspect and monitor the Contractor’s processes applicable to this project.

	3.3.3.5. The Contractor shall transfer to the IV&V Contractor all information deemed necessary to perform the IV&V activities, on his own initiative or on request by the IV&V Contractor or the Purchaser.
	3.3.3.6. The Contractor shall transfer to the IV&V Contractor at the least the following information:
	3.3.3.7. The Purchaser may engage the IV&V Contractor to review any Contract deliverables on behalf of the Purchaser.

	3.3.4. Purchaser Responsibilities
	3.3.4.1. The Purchaser’s Project Manager will act as the Purchaser’s representative and will be the primary interface between the Contractor and Purchaser after the Effective Date of Contract (EDC).
	3.3.4.2. The Purchaser’s Project Manager will be supported by specialists in certain areas who may, from time to time, be delegated to act on the Project Manager’s behalf in their area of expertise.
	3.3.4.3. The Project Manager, the Integrated Project Management Team (IPMT), Project Board or any other NATO personnel cannot make changes to the terms and conditions of the Contract but may only provide the Purchaser’s interpretation of technical mat...
	3.3.4.4. The Purchaser will provide the Contractor with technical descriptions of existing NATO systems as required for the purpose of determining specific interface requirements between the TRITON capability and these systems.
	3.3.4.5. Purchaser Furnished Items and Services
	3.3.4.5.1. The Purchaser will make available to the Contractor the facilities necessary to test and demonstrate TRITON compliance with required interfaces to existing NATO systems.
	3.3.4.5.2. The Purchaser will provide access to sample existing databases and other data export formats to support the development of representative data for purposes of development, testing, and training. The intent is to provide this through remote ...
	3.3.4.5.3. The Contractor shall identify requirements for PMIC test support in the System Development Plan and the Test Management Plan.
	3.3.4.5.4. The Purchaser will provide the (security) settings and related testing documentation for servers, workstations, and Wide Area Network connections.

	3.3.4.6. The Purchaser will provide access to PMIC at its premises in The Hague, Netherlands.
	3.3.4.6.1. The facility, currently known as the Programme Management and Integration Capability (PMIC), provides Test Systems, Training Systems, Reference Systems and related networks having NATO security settings and also information products applica...
	3.3.4.6.2. At the PMIC Test System, the Purchaser will provide access to those Bi-SC AIS Core Services on which the TRITON capability is to depend.
	3.3.4.6.3. Upon a request, the Contractor will receive remote access via internet VPN to PMIC sub-network, as required to conduct development and testing.

	3.3.4.7. The Purchaser will provide the facilities, operational links, and interfaces required for Installation Tests, Integration Tests, Regression Tests, Verification and Validation Tests.
	3.3.4.8. The Purchaser will make available to the Contractor a baseline version of the software source code and any available documents for the following operational  prototype:
	3.3.4.9. The Purchaser will maintain Configuration Control for Purchaser-provided prototype software baseline. The Contractor shall identify to the designated Purchaser contact any deficiencies in this baseline it encounters during the course of softw...

	3.3.5. Coordination with Other NATO Projects
	3.3.5.1. The NATO CIS environment will be under continual development by other NATO projects and programmes that are being implemented in parallel with TRITON.
	3.3.5.2. The Purchaser will inform the Contractor and provide more detailed information concerning the changes in the operational or technical environment that may emerge as a result of these projects and programmes.
	3.3.5.3. The Contractor shall advise the Purchaser on the cost, schedule, and performance impacts of such changes on the project.

	3.3.6. Operational User Involvement
	3.3.6.1. The Contractor shall involve (e.g. through participation in Working Groups reviews, workshops, Joint Technical Reviews, Formal Reviews, User Assessment Reviews, user interface design, test events) appropriate operational users for input to, r...
	3.3.6.2. The operational user is expected to participate in the following activities:
	3.3.6.3. The Contractor shall arrange operational user participation through the Purchaser Project Manager or Purchaser Technical Lead.

	3.3.7. Location of Work
	3.3.7.1. Unless otherwise specified by the Work Package or approved by the Purchaser, the main effort for this Project shall be carried out in the Contractor's premises.
	3.3.7.2. Work at Purchaser Sites
	3.3.7.2.1. To support extended collaborative efforts, the Contractor may request to locate personnel at the Purchaser’s facilities.
	3.3.7.2.2. If the request is approved by the Purchaser, the Contractor shall be responsible for costs associated with working at the Purchaser’s facilities.
	3.3.7.2.3. The Purchaser will provide the Contractor personnel working at Purchaser locations as part of Work Packages under this Contract with the services given in Table 3-1Table 3-1.


	3.3.8. Lessons Report and Lessons Log
	3.3.8.1. The Contractor shall establish and maintain a project Lessons Log (LLog).
	3.3.8.2. The Lessons Log shall include major problems encountered during the project implementation and identify improvements for the future projects.
	3.3.8.3. The Contractor shall make the Lessons Log available on the Project Website.
	3.3.8.4. The Lessons Log shall include any learned during the execution and the information captured in the Issue Register and the Risk Register.
	3.3.8.5. The Contractor shall prepare a Lessons Report after each major milestone as part of the report of that event.


	3.4. Project Management Teams
	3.4.1. Integrated Project Management Team
	3.4.1.1. The TRITON Integrated Project Management Team (IPMT) comprises the key stakeholders in Maritime Community and serves as a mechanism for monitoring the project status, aligning activities with the other Maritime activities, resolving issues or...
	3.4.1.2. The Purchaser’s representative chairs the IPMT. The other members are the designated representatives of the NATO Strategic Commands (ACT, ACO). Technical experts within the NCI Agency and other bodies also serve as advisory members of the IPMT.
	3.4.1.3. Upon award of this Contract, the Contractor shall become an advisory member of the IPMT, which also serves as the TRITON Configuration Control Board (CCB). The Contractor shall participate the IPMT Meeting as invited.
	3.4.1.4. The Contractor shall provide his inputs to the IPMT via the Purchaser’s Project Manager.

	3.4.2. Project Board
	3.4.2.1. The TRITON Project Board is formed by the Purchaser according to PRINCE2 and serves as the primary mechanism for monitoring project status, resolving issues or conflicts within the project, and advising the Purchaser’s TRITON Project Manager.
	3.4.2.2. The Purchaser’s Chief C2 Service Line chairs the TRITON Project Board as the “Executive” role.
	3.4.2.3. Depending on the context of the meeting, the Contractor will become a member of the TRITON Project Board as the “Senior Supplier” role. The Contractor shall participate the Project Board Meeting as invited.
	3.4.2.4. Depending on the context of the meeting, the user community is represented by the “Senior User” role.
	3.4.2.5. The other members (e.g. Assurance) are the designated representatives of the NCI Agency.


	3.5. Contractor Project Management Office
	3.5.1. The Contractor shall establish and maintain a Project Management Office (PMO) to perform and manage all efforts necessary to discharge all his responsibilities under this Contract.
	3.5.1.1. The Contractor shall also provide all necessary manpower and resources to conduct and support the management and administration of operations in order to meet the objectives of the project, including taking all reasonable steps to ensure cont...

	3.5.2. Project Manager
	3.5.2.1. The Contractor shall designate a Project Manager (PM), who will direct and coordinate the activities of the Contractor's project team.
	3.5.2.2. The Project Manager shall be the Contractor's primary contact for the Purchaser's TRITON Project Manager and shall conduct all major project design, test, and status reviews.
	3.5.2.3. The Project Manager shall be prepared at all times to present and discuss the status of Contract activities with the Purchaser’s Project Manager, Contracting Officer, or Technical Lead.
	3.5.2.4. The Project Manager shall assist the Purchaser’s Project Manager in assessing of cost, schedule, and performance trade-offs within the scope of this Contract.
	3.5.2.5. The Project Manager shall serve as point of contact for the IV&V Contractor.
	3.5.2.6. The Project Manager shall meet the qualifications of Project Manager as specified in 6.2.1.

	3.5.3. Technical Lead
	3.5.3.1. The Contractor shall designate a Technical Lead for the project.
	3.5.3.2. The Technical Lead shall lead the analysis, design, implementation, integration, and follow-on enhancement efforts of the Contractor.
	3.5.3.3. The Technical Lead shall be accountable for Configuration Management activities and maintaining the Configuration Control of all Configuration Items.
	3.5.3.4. The Technical Lead shall meet the qualifications of a Senior Engineer and Senior Systems Engineer as specified in Senior Engineer 6.4.1 and 6.4.4, respectively.
	3.5.3.5. A Technical Manager for the Provision of C4ISR Visualisation Component may be designated.

	3.5.4. Test Director
	3.5.4.1. The Contractor shall designate a Test Director for all test activities conducted under this Contract.
	3.5.4.2. The Test Director shall meet the qualifications of Senior Test Engineer as specified in 6.4.18.

	3.5.5. Quality Assurance Manager
	3.5.5.1. The Contractor shall designate a qualified individual to serve as the Quality Assurance Manager for activities under this Contract.
	3.5.5.2. The Quality Assurance Manager shall be able to work independently from the Project Manager and report to a separate manager within the Contractor's organization at a level equivalent to or higher than the Project Manager.
	3.5.5.3. The Quality Assurance Manager shall meet the qualifications of Quality Assurance Manager as specified in 6.5.10.
	3.5.5.4. The Contractor should designate Quality Engineers to work under the supervision of the Quality Assurance Manager for all Quality actions to be taken during the lifetime of the project.

	3.5.6. Integrated Logistics Support Engineer
	3.5.6.1. The Contractor shall designate a qualified individual to serve as the Integrated Logistics Support (ILS) Engineer for activities under this Contract.
	3.5.6.2. The ILS Engineer shall report to a separate manager within the Contractor's organization at a level equivalent to the Purchaser ILS Officer.
	3.5.6.3. The ILS Engineer shall also be responsible for all training-related activities.
	3.5.6.4.  The ILS Engineer shall meet the qualifications of the Senior ILS EngineerLogistics Management Specialist as specified in 6.5.16.8.1.


	3.6. Project Website and Collaborative Working Environment
	3.6.1. The Contractor shall establish an unclassified Project Website and Collaborative Working Environment (CWE) on which all relevant unclassified TRITON project documentation and datasets shall be maintained.
	3.6.1.1. The Project Website shall allow the Purchaser, the Contractor, TRITON Project Team, and the IV&V Contractor to share the CWE content, collaborate and work efficiently online with managed privilege and access to all relevant project information.
	3.6.1.2. CWE shall provide tools for co-development of project documents, storing them and supporting communication between the team members.

	3.6.2. The Purchaser will provide tThe unclassified hosting environment for the Project Website and CWE will be provided to the Contractor through the Bi-SC AIS PMIC facility at the NCI Agency The Hague location and will make itbe available remotely f...
	3.6.3. The Project Website and CWE shall identify all relevant classified documents by title, unless a title is itself classified.
	3.6.4. The Project Website and CWE shall allow the Purchaser to access to the Issue Register, Risk Register, Quality Register, Project Master Schedule, and other datasets and tools required by this SOW.
	3.6.5. The Project Website and CWE shall allow the Purchaser to access to the finished and in-progress items, including design specifications, documentation, source code, installers and executables.
	3.6.6. The Project Website and CWE shall contain links to the latest baseline of the software package during all phases of project.
	3.6.7. The Contractor shall update the CWE with the development artefacts on at least weekly basis.
	3.6.8. The Contractor shall implement an access control mechanism to restrict viewing of any document on the Project Website and CWE to a list of users approved by the Purchaser and administered by the Contractor.
	3.6.9. The Contractor shall establish a NATO UNCLASSIFIED link between the NCI Agency The Hague, the IV&V Contractor premises, and the Contractor’s premises to establish the Collaborative Working Environment for Project TRITON.
	3.6.10. Video Tele-Conferencing Facilities
	3.6.10.1. It is envisioned that there will be frequent Video Tele-Conferences (VTC) between the Contractor team and the Purchaser Project Team and as such the Contractor shall have facilities to carry out VTC sessions with the Purchaser’s facility loc...


	3.7. Project Management Plan
	3.7.1. The Contractor shall establish, provide and maintain a Project Management Plan (PMP) which describes how the Contractor will implement the totality of the project, including details of the project control that will be applied.
	3.7.2. The PMP shall identify all major Contractor operating units and any subcontractors involved in the development of the TRITON capability and a description of the portion of the overall effort or deliverable item for which they are responsible.
	3.7.3. The PMP shall cover all aspects of the project implementation, including the Contractor’s project management structure and project control processes, personnel assignments, and external relationships necessary to provide the capability as requi...
	3.7.4. The PMP shall be sufficiently detailed to ensure that the Purchaser is able to assess the Contractor plans with insight into the Contractor’s plans, capabilities, and ability to satisfactorily implement the entire project in conformance with th...
	3.7.5. The PMP shall describe, or refer to, how the various project management processes (quality management, configuration management, risk management etc.) are integrated, either via a tool set and/or internal project management practices.
	3.7.6. The PMP shall describe how the Project Website and Collaborative Working Environment will be used to maintain communication between the Purchaser and the Contractor.
	3.7.7. The PMP shall cover at least the following areas:
	3.7.7.1. Project Scope:
	3.7.7.2. Project Organization:
	3.7.7.3. Project Management Processes:
	3.7.7.4. Software Project Management
	3.7.7.4.1. The PMP shall cover software project management aspects including managerial, technical and supporting process plans in accordance with IEEE Std 1058-1998 and ISO/IEC 12207.

	3.7.7.5. Hardware Production
	3.7.7.5.1. The PMP shall cover hardware production aspects including managerial, technical and supporting process plans in accordance with ISO/IEC 15288 and ISO 9001:2008.

	3.7.7.6. Quality Management
	3.7.7.6.1. The PMP shall describe how Contractor will establish and use quality management programme, refer to the Quality Plan described in Subsection 3.13 for the following:
	3.7.7.6.2. The PMP shall cite any references used in the quality management, such as methodologies, tools or best practice material.
	3.7.7.6.3. The PMP shall identify the organization and responsibilities of the quality assurance team and its relation to the project team.
	3.7.7.6.4. If sub-contracted quality resources are used, the PMP shall describe the controls and processes in place for monitoring the sub-Contractor's work against agreed timelines and levels of quality.


	3.7.8. The approval of the PMP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This approval in no way relieves the Contractor from its responsibilities to meet the requirements state...
	3.7.9. The PMP shall describe the relationship between the PMP and subordinate plans:
	3.7.10. The Contractor shall ensure that the PMP remains current throughout the duration of the Project to reflect the actual state of the Contractor's organization and efforts, and maintain a current copy on the Project Website.

	3.8. Project Product Breakdown Structure
	3.8.1. The Contractor shall establish and maintain Project Product Breakdown Structure (PPBS). PBS is a hierarchical list of all the products to be produced during the project where PRINCE2 guidance may be used.
	3.8.2. The PPBS shall be used to identify the Work Packages in the Project Work Breakdown Structure.
	3.8.3. PPBS shall include the following to enable product-based planning:
	3.8.4. The PPBS shall describe the hierarchical structure that breaks down a final product into its constituent sub-products.
	3.8.5. Product Description
	3.8.5.1. The PPBS shall describe the products in Product Description to a level of detail to understand what is needed to build the final product and to clarify and identify all necessary work for the creation of the final product.
	3.8.5.2. The Product Description shall be sufficient to understand the purpose and function of the product and the level of quality required of the product.

	3.8.6. The Product Flow Diagram shall show the sequence of delivery of products and identify dependencies between those products, including external products.
	3.8.7. The Contractor shall not change the PPBS without the approval of the Purchaser.

	3.9. Project Work Breakdown Structure
	3.9.1. The Contractor shall establish and maintain a Project Work Breakdown Structure (PWBS).
	3.9.2. The PWBS shall define the major Work Packages and the relationship between the Work Packages and the end product.
	3.9.3. The PWBS shall describe the Work Packages to a level that exposes all project risk factors and allows accurate estimate of each work item’s duration, resource requirements, inputs and outputs, and predecessors and successors.
	3.9.4. The PWBS shall include a PWBS Dictionary that identifies for each work item its duration, resource requirements, inputs and outputs, predecessors and successors, assumptions, constraints, dependencies, and requirements for Purchaser support. In...
	3.9.5. The Contractor shall plan the work contained within the lowest-level PWBS components in the Work Packages.
	3.9.6. The PWBS shall be used as the primary framework for Contract planning and reporting to the Purchaser.
	3.9.7. The Contractor shall not change the PWBS or PWBS Dictionary, without the approval of the Purchaser.

	3.10. Project Master Schedule
	3.10.1. The Contractor shall establish and maintain a Project Master Schedule (PMS) that contains all Contract events such as Milestones, Checkpoints, Decision Gates and Contract-related Purchaser activities and events (e.g. Purchaser reviews, IV&V te...
	3.10.2. The PMS shall depict the sequence, duration, and relationship among PWBS, Task Orders, Work Packages and work items, including internal QA events.
	3.10.3. The PMS shall identify the start and finish dates, duration, predecessors, successors, and resource requirements for each work item.
	3.10.4. The PMS shall include the delivery dates for all management products (e.g. project plans, Project Highlight Reports), including at least the initial version and the final one.
	3.10.5. The PMS shall include activity network, activity Gantt, milestone, and critical path views of the project schedule.
	3.10.6. The PMS shall be provided in a format fully compatible with the latest commercial version of the MS Project or other Project Management Software as proposed by the Contractor and authorised by the Purchaser. The PMS shall be made available on ...
	3.10.7. The initial version of the PMS shall, upon Purchaser Acceptance, be placed under the TRITON Configuration Control System.
	3.10.7.1. Thereafter, the Contractor shall maintain the baseline version of the PMS on the Project Website.
	3.10.7.2. The Purchaser’s TRITON Project Manager, without consulting the other TRITON CCB members, can approve changes to the PMS that do not affect other baseline documents or incur additional costs.


	3.11. Work Package Management
	3.11.1. The Contractor shall prepare draft Work Package Descriptions as requested by the Purchaser.
	3.11.2. The Contractor shall ensure that all confirmed Work Packages are reflected in the PMP, PWBS and PMS.
	3.11.3. The Contractor-defined Work Packages shall be at least at the level of the Work Packages provided in Annex B to this SOW.
	3.11.4. The Contractor-defined Work Packages shall describe schedule, and cost and resources of the work to be done.
	3.11.5. The Contractor shall provide link between Work Packages, the scope defined in the PPBS and PMS.

	3.12. Risk Management
	3.12.1. The Contractor shall establish a risk management strategy and perform risk management throughout the period of performance of this Contract.
	3.12.2. The Contractor should use the Risk Management approach as defined in PRINCE2.
	3.12.3. The Contractor shall identify threats and opportunities, assess them, establish a plan to implement the responses and follow-up actions, and report the risks as part of the project management reports.
	3.12.4. Risk Management Plan
	3.12.4.1. The Contractor shall prepare a Risk Management Plan (RMP) and deliver it together with the PMP.
	3.12.4.2. The RMP shall describe how the risk management will be performed.

	3.12.5. Risk Register
	3.12.5.1. Risk Register (RReg) is a record of identified risks relating to an initiative, including their status and history (PRINCE2).
	3.12.5.2. The Contractor shall establish and maintain a Risk Register for the project.
	3.12.5.3. The Contractor shall identify management, technical, schedule, and cost risks and record them in the Risk Register.
	3.12.5.4. The Contractor shall rate each risk as “High”, “Medium”, or “Low”, based on its probability of occurrence and its impact on cost, schedule, and quality.
	3.12.5.5. The Contractor shall identify for each risk the measures being taken to mitigate any risk rated as High on any factor and make an assessment of the risk rate in case of implementation of the mitigation measures.
	3.12.5.6. The Contractor shall provide the initial baseline version of the Risk Register at the PMR and maintain it throughout the period of the Contract.
	3.12.5.7. The Contractor shall make the Risk Register available on the Project Website.

	3.12.6. Issue Register
	3.12.6.1. Issue Register (IReg) is a register used to capture and maintain information on all of the issues that are being managed formally (PRINCE2).
	3.12.6.2. The Contractor shall establish and maintain an Issue Register for the project.
	3.12.6.3. The Contractor shall capture and manage all issues raised during reviews in the project Issue Register.
	3.12.6.4. The Contractor shall make the Issue Register available on the Project Website.

	3.12.7. Assessment
	3.12.7.1. The Contractor shall include in the Project Highlight Report a chart that lists all active risks rated High on any factor and note any significant forecasted changes in these risks.
	3.12.7.2. The Contractor shall update and brief the Risk Register and update the Issue Register at all Project Checkpoint Reviews and Formal Reviews.


	3.13. Quality Management
	3.13.1. General
	3.13.1.1. The Contractor shall establish, execute, and maintain a Quality Management System throughout the Contract lifetime.
	3.13.1.2. The Quality Management System shall be based on AQAP-2110, AQAP-2210 and AQAP-2310 which incorporates by reference ISO 9001:2008, and on AQAP-160.
	3.13.1.3. The Quality Management System shall ensure that procedures are developed, implemented and maintained to adequately control the design, development, production, testing, configuration management, and support of all deliverables.
	3.13.1.4. The Contractor shall establish, document, implement, assess and improve an effective and economical system in accordance with this document, which includes the requirements of ISO 9001:2008 as necessary to satisfy the contract requirements.

	3.13.2. Quality Plan
	3.13.2.1. The Contractor shall describe the Quality Management System in a Quality Plan (QP) and deliver it together with the PMP.
	3.13.2.2. The QP shall cover quality planning, quality control, quality assurance and quality improvement issues and refer to other management plans.
	3.13.2.3. The QP shall be prepared in accordance with AQAP-2110 as detailed in AQAP-2009, Annex C, and Subsection 5.4. The QP shall include at least the following:
	3.13.2.4. The QP shall also incorporate the following:

	3.13.3. Quality Management Process
	3.13.3.1. The Contractor shall conduct the activities for system level quality management as defined in AQAP-2210 and ISO/IEC 15288 Quality Management Process (Paragraph 6.2.5).
	3.13.3.2. The Contractor shall conduct the activities for software quality as defined in AQAP-2210 and ISO/IEC 12207, Quality Management Process (Paragraph 6.2.5).
	3.13.3.3. The Contractor shall conduct the activities for hardware quality as defined in AQAP-2120 and ISO 9001:2008.

	3.13.4. Purchaser Quality Assurance Process
	3.13.4.1. The Government Quality Assurance (GQA) multilateral agreement, existing between NATO countries and NATO organizations, is laid down in STANAG 4107.
	3.13.4.2. The Contractor shall recognise and accept the application of STANAG 4107 for this Contract and sub-contracts thereof.
	3.13.4.3. The Contractor shall comply with the requirements of STANAG 4107. In addition, the Contractor shall use AQAP-2070 as guidance to the delegation of GQA.
	3.13.4.4. The Contractor shall provide all necessary assistance to the Purchaser QA Representative (QAR), or his delegated National Quality Assurance Representative (NQAR), if and when Quality Assurance (QA) activities are delegated in accordance with...

	3.13.5. Quality Register
	3.13.5.1. Quality Register (QReg) is a register containing summary details of all planned and completed quality activities. The Quality Register is used by the Project Managers and Project Assurance of both Contractor and Purchaser as part of the revi...
	3.13.5.2. The Contractor shall establish and maintain a project Quality Register which lists all planned and performed quality checks on Contractor deliverables.
	3.13.5.3. The Contractor shall make the Quality Register available on the Project Website.


	3.14. Communication Management
	3.14.1. Communication Management Strategy
	3.14.1.1. A Communication Management Strategy (CMS) contains a description of the means and frequency of communication to parties both internal and external to the project. It facilitates engagement with stakeholders through the establishment of a con...
	3.14.1.2. The Contractor shall prepare a CMS.

	3.14.2. Electronic Media
	3.14.2.1. Non-repudiation of any electronic information exchange will be provided by The Purchaser’s Electronic Mail System.
	3.14.2.2. The Contractor’s all official deliveries will be accepted by the Purchaser’s Contracting Officer. The acceptance will be made by e-mail.
	3.14.2.3. Electronically scanned copies of signed documents can be exchanged via e-mail where applicable.

	3.14.3. Information Sharing
	3.14.3.1. All e-mails or any other communication mechanism shall be limited with “need-to-know” principle. “Reply all” function should be refrained.
	3.14.3.2. Level of recipients’ positions and relevance of information shall be considered for each e-mail.
	3.14.3.3. Only professional e-mail addresses shall be used for official communication.
	3.14.3.4. Official English language shall be used in all e-mails.

	3.14.4. Postal Services
	3.14.4.1. Information exchange through postal services can be used when necessary.

	3.14.5. Delivery
	3.14.5.1. All hard copies shall be delivered to the Purchaser by either postal services or by a representative of the Contractor.
	3.14.5.2. Receipts will be signed by the Purchaser’s representative.


	3.15. Meetings
	3.15.1. General
	3.15.1.1. Unless otherwise specified, at least one week before all meetings required under this Contract, the Contractor shall send an invitation, including the following:
	3.15.1.2. The Contractor shall record meeting minutes and post them on the Project Website within three (3) working days after the meeting.
	3.15.1.3. The meeting minutes shall include:
	3.15.1.4. The minutes shall not be used as a mechanism to change the terms, conditions or specifications of the Contract, nor as a vehicle to alter the design or configuration of equipment or systems. Such changes shall only be made by agreement, amen...

	3.15.2. Project Kick-Off Meeting
	3.15.2.1. The Contractor’s Project Manager or designated representative shall participate in the Project Kick-off Meeting with the Purchaser’s Project Manager and members of the TRITON Integrated Project Management Team (IPMT).
	3.15.2.2. The Project Kick-off Meeting will be held at the Purchaser’s facility within two (2) weeks after the Effective Date of Contract (EDC).
	3.15.2.3. Contractor’s attendance in person is necessary.
	3.15.2.4. The Contractor shall be at least prepared to present a draft Project Management Plan and review the organization of the Project Website.
	3.15.2.5. The Contractor shall prepare and submit a Project Kick-off Meeting Report within three (3) business days after the meeting.

	3.15.3. Integrated Project Management Team/Configuration Control Board Meetings
	3.15.3.1. The Contractor’s Project Manager or designated representative shall participate in TRITON IPMT and CCB meetings as requested by the Purchaser’s TRITON Project Manager. These meetings will be held at the Purchaser’s location, the NCI Agency T...
	3.15.3.2. For each CCB meeting the Contractor shall provide the status of all active Change Requests.
	3.15.3.3. The Purchaser may combine a CCB meeting with an IPMT meeting. Such a meeting will be counted as one item.
	3.15.3.4. Attendance in person is preferred but via video or telephone conferences may be accepted by the Purchaser if meeting agendas are too short to justify travel.

	3.15.4. Working Group Meetings
	3.15.4.1. In support of incremental development, the Contractor shall establish task-oriented Working Groups with NATO Subject Matter Experts (SMEs).
	3.15.4.2. The Contractor shall organise Working Group meetings to conduct reviews with NATO SMEs as specified in Subsection 4.4.
	3.15.4.3. The technical reviews supporting Working Groups shall be carried out in the formula of the Joint Technical Reviews and Working Group Reviews.

	3.15.5. Additional Meetings
	3.15.5.1. The Contractor shall identify to the Purchaser’s Project Manager any other meetings with NATO personnel required to support this Contract.
	3.15.5.2. Upon approval by the Purchaser’s Project Manager, the Contractor shall schedule and conduct such meetings, which shall be mentioned in that month's Project Highlight Report.


	3.16. Reviews
	3.16.1. Entry and Exit Criteria
	3.16.1.1. In general, “Entry and Exit Criteria” support the decision management process prior to and after an identified formal event. They can be used as check lists to decide whether or not to continue with the event or postpone it until the necessa...
	3.16.1.2. The Contractor shall define the Entry and Exit Criteria in the related plan of the event and state the satisfactory start and finish points for each formal event.
	3.16.1.3. The Purchaser will have right to redefine the Entry Criteria until two (2) weeks prior to the event.
	3.16.1.4. Entry Criteria
	3.16.1.4.1. Entry Criteria includes affirmative statements regarding the following:
	3.16.1.4.2. All items of the defined Entry Criteria shall be checked. The event will start only if the Purchaser agrees the status of the Entry Criteria.

	3.16.1.5. Exit Criteria
	3.16.1.5.1. Exit Criteria may have two types: “Success Criteria” and “Fail Criteria”.
	3.16.1.5.2. Success Criteria includes affirmative statements regarding the status of the event after the assessment and the required outputs.
	3.16.1.5.3. Success Criteria will be used to identify the condition of any formal event such as Formal Reviews (e.g. SRR, PDR, CDR, TRR, OTRR). The result of the assessment shall be one of the following:
	3.16.1.5.4. Fail Criteria includes affirmative statements regarding the definitions of unacceptable status.
	3.16.1.5.5. Fail Criteria will be used to identify an explicit fail condition for formal events requiring a decision which cannot be recovered (i.e. Decision Gates). If one or more items of the Fail Criteria are satisfied, then the Purchaser will decl...
	3.16.1.5.6. All items of the defined Success of Fail Criteria shall be checked. The status of the criteria will be determined by the Purchaser.


	3.16.2. Project Management Review
	3.16.2.1. The Contractor shall execute the Project Management Review (PMR) with the purpose of approving the scope and the plan for the Contractor activities provided within this Contract.
	3.16.2.1.1. The PMR meeting shall be hosted by the Contractor.
	3.16.2.1.2. The PMR meeting shall be within thirty (30) days after the Effective Date of Contract (EDC).
	3.16.2.1.3. The Contractor shall provide the documents given in Table 3-2Table 3-2 for the PMR.

	3.16.2.2. The Contractor shall prepare PMR Report and submit it to the Purchaser within three (3) working days after the PMR.

	3.16.3. Project Checkpoint Reviews
	3.16.3.1. The Contractor shall conduct Project Checkpoint Reviews (PCR) at least once a month throughout the Contract period of performance. By default, the PCRs shall take place in the week after the delivery of the PHR. However, the date and time of...
	3.16.3.2. The Contractor shall identify and discuss problems with the Purchaser’s TRITON Project Manager promptly, however, and not delay this until the next PCR.
	3.16.3.3. The PCR shall be conducted in one of the Purchaser’s sites or the Contractor’s site and the location shall be subject to the Purchaser’s Project Manager’s approval. By default, the NCI Agency The Hague shall be considered as the location to ...
	3.16.3.4. Attendance in person is preferred but video or telephone conferences may be accepted by the Purchaser if meeting agendas are too short to justify travel.
	3.16.3.5. The Contractor shall organize the first PCR no later than thirty (30) days after the EDC. The first PCR may be combined with PMR.
	3.16.3.6. The Contractor shall prepare PCR Report (PCR-R) and submit it to the Purchaser within three (3) days after the PCR.

	3.16.4. Formal Reviews
	3.16.4.1. The Contractor shall plan and conduct the Formal Reviews (in the form of meeting) with the Purchaser. The initial list of Formal Reviews is given in Table 3-3Table 3-3.
	3.16.4.2. The Contractor shall define the Entry and Exit Criteria (see Paragraph 3.3.8) in the related plans in which the reviews are defined. The Purchaser has the right to redefine the proposed criteria.
	3.16.4.3. At least two (2) weeks before each Formal Review, the Contractor shall send an invitation to the participants and an organization paper, including as a minimum the following:
	3.16.4.4. Upon Purchaser’s approval, Formal Reviews can be combined with other meetings or reviews to increase time efficiency. The Contractor may propose optimal dates and schedule considering official holidays and availability of staff.
	3.16.4.5. Attendance in person is preferred but video or telephone conferences may be accepted by the Purchaser if a review meeting is deemed to be too short to justify travel.

	3.16.5. User Assessment Reviews
	3.16.5.1. User involvement in early stages of the development is highly beneficial to correctly understand the user needs and design the software accordingly, especially the user interface. User reviews play a crucial role in providing feedback to des...
	3.16.5.2. During the UAR, participants will review a specification document or a mock-up, or work on a pilot system to provide initial feedback.
	3.16.5.3. The Contractor shall support UARs by:
	3.16.5.4. UAR will be conducted at the Purchaser’s PMIC facilities for a duration of three (3) days.


	3.17. Project Highlight Report
	3.17.1. The Contractor shall provide, no later than the third working day of each month, a Project Highlight Report (PHR). This report shall summarise the activities stated in Table 3-4Table 3-4.
	3.17.2. Progress of work and schedule status shall include application of Earned Value Management and provide information to measure progress and performance, including the actual cost incurred by the Contractor under this Contract. Following elements...
	3.17.3. The Contractor shall prepare the PHRs as documents and maintain an archive of PHRs on the Project Website.

	3.18. Project Status Assessment
	3.18.1. The project will be continuously assessed by the Purchaser through a series of control points. These control points are certain events like Milestones in addition to monthly Project Checkpoint Reviews.
	3.18.2. Milestones
	3.18.2.1. Milestones are the certain events that are held at the end of each development phase to provide visibility to system-wide issues, synchronise the management and engineering perspectives and verify that the goals of the phases have been achie...
	3.18.2.2. Build Process Milestones such as SwRR, SwDR, FAT, SiAR focus the detailed content for a defined scope.
	3.18.2.3. The Contractor shall clearly identify in the Project Master Schedule all Milestones identified in this SOW and the Work Packages.

	3.18.3. Checkpoints
	3.18.3.1. Checkpoints are the selected Milestones or events in the Project Master Schedule used to ensure that the project status is on agreed track. They have clear expectations and tangible results.
	3.18.3.2. The Contractor shall clearly identify the Checkpoints and the associated Milestones stated in this SOW in the Project Master Schedule.

	3.18.4. Checkpoint Assessment
	3.18.4.1. The project will be assessed at each Checkpoint by the Purchaser based on the associated Milestones.
	3.18.4.2. “Status Indicators” as traffic lights, Red-Amber-Green colours, will be used to visually indicate the status of the associated Milestones at the time of assessment. A Status Indicator will be assigned to each Milestone according to the amoun...
	3.18.4.3. The Purchaser will decide which Status Indicator will be assigned to the Milestones at the time of the Checkpoint assessment.
	3.18.4.4. A Checkpoint will be assessed by the Purchaser. The result of the assessment shall be one of the following:
	3.18.4.5. A Checkpoint Assessment may also include warnings to the Contractor, describing the risk areas and subjects to be improved. Warnings can be issued by the Purchaser within a Formal Notification (see Paragraph 3.18.7).
	3.18.4.6. Checkpoint Assessments will be in the form a review meeting of the Purchaser and the Contractor. The first PCR after the associated Milestone can be used for Checkpoint Assessment.
	3.18.4.7. The Purchaser will use the result of the Checkpoint Assessment to activate other Work Packages.

	3.18.5. Contract Phases
	3.18.5.1. The Contract Schedule is divided into logical phases called “Contract Phases” in order to assess the performance of the Contract.
	3.18.5.2. The Contract Phases are identified in Work Package 1, Project Management.
	3.18.5.3. The Purchaser will commit the Contract phase by phase (not as a whole). As such, each Contract Phase is bound to certain Milestones, a Checkpoint and a payment plan.
	3.18.5.4. The transition between the Contract Phases are achieved by means of “Decision Gates”.

	3.18.6. Decision Gates
	3.18.6.1. Decision Gates are used to transition between stages of a project as defined in AAP-20, Section 3. The decisions made at each of the gates may be to (see Figure 6Figure 6):
	3.18.6.2. Decision Gates mark the milestones and the steps from one Contract Phase into the next. They are mapped to Checkpoints where past work is mature and validated, future work is agreed upon and lessons learned are captured in the Lessons Log an...
	3.18.6.3. Decision Gates may be in the form of review meeting of the Purchaser and the Contractor. The first PCR after the associated Milestone can be used for Decision Gate assessment.
	3.18.6.4. The Decision Gates for the TRITON Contract are identified in Work Package 1, Project Management.
	3.18.6.5. The Purchaser will define the Entry, Success and Fail Criteria for each Decision Gate and provide them to the Contractor at the last PCR prior to the Decision Gate. The default criteria are defined in the Work Package 1.
	3.18.6.6. The Purchaser can use the Decision Gates as break-points at which there will be administrative decision about whether or not continuing the project by executing the next phase. The Purchaser has the right to re-assess if the Contract and the...
	3.18.6.7. A Decision Gate will be assessed by the Purchaser using the Success and Fail Criteria. The result of the assessment shall be one of the following:
	3.18.6.8. The result of the Decision gate assessment will be a written document signed by the Purchaser formalising the decisions made, or any other form that is deemed appropriate for the project.

	3.18.7. Formal Notification
	3.18.7.1. The Purchaser may inform the Contractor about certain subjects which are deemed to be not compliant to the contractual requirements and cannot be acceptable. Continuous delays, inefficient plans, unacceptable quality of services, inappropria...
	3.18.7.2. A Formal Notification may include one or more warnings to the Contractor, which may have indication levels as “Minor”, “Medium” or “Major”.
	3.18.7.3. The Purchaser may use the “Formal Notification” to inform the Contractor in writing about the unacceptable conditions of the Contract based on the status assessment at Checkpoints prior to a Decision Gate.
	3.18.7.4. Formal Notifications may have impact on the decision taken by the Purchaser at the Decision Gate.


	3.19. Contract Close-out
	3.19.1. Planned Closure
	3.19.1.1. Planned Contract Close-out occurs after all products and services provided by the Contractor have been accepted by the Purchaser.
	3.19.1.2. The Contractor shall finalise all plans such as PMP, CMP, QP, STrP, ISP and ISSP, and all records such as Risk, Issue Register and Lessons Log.
	3.19.1.3. The Contractor shall apply the project closure practices as defined in PRINCE2.
	3.19.1.4. The Contractor shall plan a Contract Close-out Meeting (CCM) to review all products and services are delivered, and all activities are successfully completed.
	3.19.1.5. Contract Close-out Meeting (CCM) and its report shall mark the End of Contract.

	3.19.2. Premature Closure
	3.19.2.1. Premature Close-out occurs when the Purchaser decides to close the Contract at an earlier phase than the FSA. It does not mean that the work in progress is not simply abandoned, but that the project salvages anything of value created to date...
	3.19.2.2. Upon the decision on premature close-out, the Contractor shall:


	3.20. Other Project Management Work
	3.20.1. Other work that the Contractor shall perform as specified under appropriate Work Packages under the Project Management Task Area includes:
	3.20.1.1. Project and security risk analysis.
	3.20.1.2. Adapting the Requirements Management.
	3.20.1.3. Attending to Purchaser meetings or conferences and giving briefs.
	3.20.1.4. Preparation of Project Information Materials such as brochures, white papers, posters and a video presentation.
	3.20.1.5. Preparation and maintenance, in coordination with the Purchaser, of a project Lessons Log, project Risk Register and Issue Register.



	SECTION 4:    TECHNICAL
	4.1. General
	4.1.1. This section outlines the Technical Task Area of the TRITON Contract.
	4.1.2. The Contractor shall design, implement, integrate, test, and deliver the TRITON capability including software and hardware. Furthermore, the Contractor shall provide engineering and operational support for the TRITON capability.
	4.1.2.1. The Contractor shall refine the system requirements based on an analysis and a fine-tuning of the Purchaser's functional and non-functional requirements provided in the Contractual SRS; design and develop system elements, adapt and integrate ...
	4.1.2.2. The Contractor shall provide continuing engineering for the TRITON capability, which shall include analysing the cost and performance impacts on the TRITON Product Baseline of changes in OTS components or system requirements, integrating appr...
	4.1.2.3. The Contractor shall integrate the TRITON capability with existing NATO systems and interfaces, deploy and prepare it for operation as part of the NATO Communications and Information Systems (CIS).
	4.1.2.4. The Contractor shall install the TRITON software to Purchaser-designated facilities in close coordination with the Purchaser’s staff.
	4.1.2.5. The Contractor shall install a Deployable Kit on board a selected ship in close coordination with the Purchaser’s staff.
	4.1.2.6. The TRITON capability shall be made available to its users as a Web-based application running on the existing NATO SECRT Wide Area Network and (NSWAN) and NATO UNCLASSIFIED Network. Stand-alone operation with limited capabilities shall be pro...
	4.1.2.7. TRITON shall consist of a combination of custom-developed, off-the-shelf (whether commercially available or developed for other customers), and potentially, adaptations of Purchaser-provided prototypes and systems.
	4.1.2.8. TRITON shall be built following a Component-Based Framework (CBF) approach for reusability of components and a Service Oriented Architecture (SOA) to provide for flexibility, scalability and agility, to minimise the impacts of future modifica...

	4.1.3. As authorised by the Work Packages, the Contractor shall be responsible for the overall design, implementation, integration, and system engineering of the TRITON capability throughout all Product Baselines delivered under this Contract.
	4.1.4. The Contractor shall be responsible for delivering the items and services described in this SOW and its Annexes. Any conflict shall be resolved with the Order of Precedence defined below:
	4.1.4.1. Precedence 1 - SOW Work Package Requirements: Describe what the deliverables are, when they will be delivered.
	4.1.4.2. Precedence 2 - SOW Requirements: Describe how the deliverable item will be prepared and delivered.
	4.1.4.3. Precedence 3 - SRS Requirements: Describe the system element functions.
	4.1.4.4. Precedence 4 - SRS Descriptions: Define and clarify the system element functions.

	4.1.5. The Final System Acceptance (FSA) shall be achieved when all system and project requirements are met, all services are delivered.

	4.2. System Life Cycle Processes
	4.2.1. The Contractor shall apply the system life cycle processes as defined in AAP-48 referencing to ISO/IEC 15288 under [STANAG 4728].
	4.2.2. The AAP-20 defines, based on the ISO/IEC 15288 system definition and its general life cycle model, the customer (NATO, Agencies, Nation or Groups of Nations) system concept and the necessary skeleton (stages) for the life cycle. The appropriate...
	4.2.3. The NATO Policy on Life Cycle Management provides the frame for all system life cycle elements and linked these with the industrial life cycle framework described in ISO/IEC 15288. The Development Stage and Production Stage are covered within t...
	4.2.4. The Contractor shall apply the system life cycle activities defined in this Contract.
	4.2.5. The Contractor shall construct software (and produce hardware) at his own or his sub-contractor’s premises. After the internal software construction is completed with internal unit tests, the System Verification and Transition Process will star...

	4.3. Incremental Development Methodology
	4.3.1. General system life cycle approach and terminology as defined in AAP-48 (referring to ISO/IEC 15288) shall be used during the realisation of TRITON. A summary of the general system life cycle processes to implement TRITON capability is given in...
	4.3.2. The Contractor shall deliver TRITON using an Incremental Development Methodology. Each increment shall be identified as a “Build Process” which shall be realised using Waterfall Methodology. Software shall be developed using the software life c...
	4.3.3. The Contractor shall group the system requirements and assign the groups to a Baseline to be developed in a Build Process. After developing software through each Build Process, a software product with a baselined version will be delivered and s...
	4.3.4. During the System Requirements Analysis and System Architectural Design, all requirements defined in the SRS shall be allocated to Baselines according to the proposed solution and the RIS shall be updated. Within each Build Process, the functio...
	4.3.5. The Contractor shall apply the software life cycle processes defined in [ISO/IEC 12207] to build a product in each Build Process, to deliver it and set it to operation.
	4.3.6. Within each Build Process, the Contractor shall conduct software requirements analysis, software architectural and detailed design following a Waterfall Methodology; and then construct the software, integrate it with hardware, interface it with...
	4.3.7. The Contractor shall use Software CM Process to manage CIs and to combine the products of each Build Process into one general built.
	4.3.8. The Contractor shall fabricate TRITON Deployable Kits conducted as a Build Process.
	4.3.9. At the end of each Build Process, the Contractor shall deliver a PBL and install the PBL at the TRITON Test System and Reference System, and the selected NATO sites.
	4.3.10. Within each Build Process life cycle, the Contractor shall organise the following types of meetings using the recent version of the developed products relevant to the aim of the meeting:
	4.3.11. The formal acceptance of the deliverables from the current stage shall be done using the formula of Formal Review, as described in Paragraph 3.16.4.

	4.4. Working Groups
	4.4.1. The Contractor shall organise activities involving the Purchaser and the Users (excluding the Contractor internal engineering activities and Formal Reviews with the Purchaser) under a Working Group structure.
	4.4.2. The Contractor shall ensure that each Working Group addresses requirements, planned or on-going activities, issues and deliverables in its respective scope by collaboration between Users, Purchaser and the Contractor.
	4.4.3. The Working Groups shall meet under formula of JTR and WGR.
	4.4.4. The Contractor shall seek approval from the Purchaser to decide in which Working Group a subject (activity or deliverable) should be discussed in case the subject belongs to different groups.
	4.4.5. In case a subject is not within the scope of a Working Group, the Contractor shall seek approval from the Purchaser to decide in which Working Group the subject will be refined further.
	4.4.6. The Contractor shall support the following Working Groups defined within the TRITON Project:
	4.4.7. Systems Engineering Working Group
	4.4.7.1. The scope of SEWG is the overall requirements analysis, specification, design, technical architecture, integration and interface aspects of TRITON.
	4.4.7.2. SEWG will focus on the architectural-driving requirements and the design of TRITON.
	4.4.7.3. SEWG will work on the interoperability aspects, interfaces (ICDs) and information exchange standards as well as adapting to changing environment (e.g. changes in Formatted Messages).
	4.4.7.4. The SEWG shall include the following representation:
	4.4.7.5. SEWG will coordinate the security aspects of the capability, preparation of the security and INFOSEC documentation.

	4.4.8. Implementation Working Group
	4.4.8.1. The Contractor shall organise software and hardware implementation activities involving the Purchaser and the operational users (excluding the Contractor internal engineering activities and Formal Reviews with the Purchaser) under the IWG str...
	4.4.8.2. The IWG shall include the following representation:
	4.4.8.3. The composition of the IWG shall be adjusted before each IWG Workshop to meet the goals of the review (e.g. software or hardware).
	4.4.8.4. The IWG Meetings/Workshops will be held at the Purchaser’s location, the NCI Agency The Hague.
	4.4.8.5. The Contractor shall use the IWG Meetings/Workshops to discuss all the engineering deliverables.
	4.4.8.6. At the IWG Meeting/Workshops the Contractor shall present to the Purchaser the documentation before sending them for the formal approval of the Purchaser. The quality of the provided documents shall reduce the risk that the documents will be ...
	4.4.8.7. At the IWG Meeting/Workshop the Contractor shall discuss users’ feedback on the TRITON Operational Software deployed to the TRITON Test System.
	4.4.8.8. The Contractor shall send the documentation to be discussed at the IWG Meeting/Workshop and deploy, if necessary, any software to the TRITON Test System at least two (2) weeks prior to the IWG Meeting/Workshop.

	4.4.9. Visualisation Component Working Group
	4.4.9.1. The scope of VCWG is the overall requirements analysis, specification, design, technical architecture, integration and interface aspects of the C4ISR Visualisation Component.
	4.4.9.2. VCWG will focus on the architectural-driving requirements and the design of the Component.
	4.4.9.3. VCWG will work on the interoperability aspects, interfaces (ICDs) and information exchange standards as well as adapting the Component to TRITON visualisation requirements.
	4.4.9.4. The Contractor shall organise the development activities for the C4ISR Visualisation Component under the VCWG structure.
	4.4.9.5. The VCWG shall include the following representation:
	4.4.9.6. The VCWG will meet at mutually-agreed locations or using VTC facilities.
	4.4.9.7. The Contractor shall send the documentation to be discussed at the VCWG Meeting/Workshop and deploy, if necessary, any software to the TRITON Test System at least two (2) weeks prior to the VCWG Meeting/Workshop.

	4.4.10. Verification and Validation Working Group
	4.4.10.1. The scope of VVWG is the support for qualification testing and acceptance of the capability including both functional and non-functional aspects.
	4.4.10.2. VVWG will also support preparation of test procedures, test scenarios and test data.
	4.4.10.3. The Purchaser will provide test data related to the NATO systems and services. The Contractor shall prepare the test data necessary for executing the testing other systems or services. The Contractor shall make use of the test data provided ...
	4.4.10.4. The Contractor shall organise the testing activities under the VVWG structure.
	4.4.10.5. The VVWG shall include the following representation:
	4.4.10.6. The Contractor shall send the documentation to be discussed at the VVWG Meeting/Workshop at least two (2) weeks prior to the VVWG Meeting/Workshop.

	4.4.11. System Transition Working Group
	4.4.11.1. The scope of STWG is the support for installation of the capability, site-specific aspects, training and transition from legacy systems.
	4.4.11.2. STWG will provide support for the following:
	4.4.11.3. The STWG shall include the following representation:

	4.4.12. Operation and Support Working Group
	4.4.12.1. The scope of OSWG is to provide support during the operation of TRITON OBL and the final deliverables during the OT&E period.
	4.4.12.2. The OSWG will also provide support to the acquisition, development and implementation of the physical support capability (e.g. organise the supply chain, set up logistics data, organise warranty and in-service support, organise CM, codificat...
	4.4.12.3. The OSWG shall include the following representation:


	4.5. Technical Reviews
	4.5.1. Joint Technical Reviews
	4.5.1.1. The aim of the Joint Technical Reviews (JTR) shall be to address issues prior to formal coordination of issues within the current Build Process life cycle.
	4.5.1.2. The Contractor shall plan and take part in JTRs at locations and dates proposed by the Contractor and approved by the Purchaser. These reviews shall be attended by persons with technical knowledge of the software products to be reviewed. The ...
	4.5.1.2.1. Review evolving software products, using the software product evaluation criteria in listed below:
	4.5.1.2.2. Review and demonstrate proposed technical solutions; provide insight and obtain feedback on the technical effort; surface and resolve technical issues.
	4.5.1.2.3. Review project status; surface near- and long-term risks regarding technical, cost, and schedule issues.
	4.5.1.2.4. Arrive at agreed-upon mitigation strategies for identified risks, within the authority of those present.
	4.5.1.2.5. Identify risks and issues to be raised at joint management reviews.
	4.5.1.2.6. Ensure on-going communication between acquirer and developer technical personnel

	4.5.1.3. Attendance in the JTR is solely at the discretion of the Purchaser and shall not be limited by the Contractor.
	4.5.1.4. The Contractor shall capture and manage all issues raised during JTRs in the project Issue Register with a category corresponding to the Working Group handling the issue.
	4.5.1.5. The Contractor shall organize and conduct JTR to address and resolve critical technical issues in advance of the Working Group Reviews, supporting incremental development.
	4.5.1.6. The Contractor shall propose the subject and the timing of the JTRs to ensure the most critical technical risks are raised and mitigated as early as possible. The JTRs shall be planned as early as possible but as a minimum four weeks prior to...
	4.5.1.7. The Contractor shall deliver, at least one (1) week prior to each JTR, a meeting agenda and a list of issues to be reviewed with an impact assessment, root cause of the issue (evidence) and possible solutions per issue.
	4.5.1.8. Unless agreed by the Purchaser or organised in accordance with 4.5.1.14, all JTRs shall be conducted at a Purchaser Facility (either the NCI Agency Brussels or The Hague). The specific date and location must be agreed between the Contractor a...
	4.5.1.9. The Contractor shall provide all relevant resources including personnel, hardware, software, and tools at each review.
	4.5.1.10. The Contractor shall propose the detailed scope of the JTRs executed within the Build Process. The JTR’s shall be based on deliverables reviewed at SRR, PDR and CDR, following the Incremental Development approach.
	4.5.1.11. The Contractor shall provide, at each review, presentation and discussion of each issue, including relevant technical material such as requirements references, design specifications, views, use cases, mock-ups, screenshots, or prototypes.
	4.5.1.12. The Contractor shall deliver, within one week after each JTR, the Minutes of Meeting, updated Issue Register, and any resulting proposed Change Requests.
	4.5.1.13. In addition to the JTRs, the Contractor may call additional Working Group meetings, when deemed necessary, to ensure that critical project risks are raised, discussed, and resolved as early as possible throughout the course of the project.
	4.5.1.14. The Contractor may organise JTRs using remote meeting technologies (online conferencing tool) over the NATO Unclassified network after approval by the Purchaser.
	4.5.1.14.1. The online review meeting shall take place in regular Central European Time (CET) business hours (i.e. 09:00 to 17:00).
	4.5.1.14.2. The online review may be planned on a shorter notice than a regular review, but not shorter than a week.
	4.5.1.14.3. The Contractor shall ensure that participating in an online review is at no-cost for the participants. Any licences for the online meeting shall be arranged at the beginning of the Contract by the Contractor.
	4.5.1.14.4. The Contractor shall allow the online review of material with classification up to NATO Unclassified using appropriate security means.


	4.5.2. Working Group Reviews
	4.5.2.1. The aim of the Working Group Reviews (WGR) shall be verification of the deliverables produced during the current Build Process and providing recommendation for the next Build Process. The verification shall be carried out using the scope defi...
	4.5.2.2. Attendance in the WGR is solely at the discretion of the Purchaser and shall not be limited by the Contractor.
	4.5.2.3. The Contractor shall capture and manage all issues raised during WGRs in the project Issue Register with a category corresponding to the Working Group handling the issue.
	4.5.2.4. The Contractor shall organise a WGR at the end of each Build Process.
	4.5.2.5. The Contractor shall organise a single WGR not to last more than two hours for a remote meeting. In case the agenda requires more time, more sessions shall be organised in coordination with the Purchaser.
	4.5.2.6. The WGRs shall follow the requirements as specified for the JTRs, with the exception that WGRs shall keep the scope separately for each Working Group and shall not join their meetings, unless otherwise agreed by the Purchaser.
	4.5.2.7. The Contractor may organise WGRs using remote meeting technologies (online conferencing tool) over the NATO Unclassified network after approval by the Purchaser.
	4.5.2.7.1. The online review meeting shall take place in regular CET business hours.
	4.5.2.7.2. The online review may be planned on a shorter notice than a regular review, but not shorter than one (1) week.
	4.5.2.7.3. The Contractor shall ensure that participation to an online review is at no-cost for the participants. Any licences for the online meeting shall be arranged at the beginning of the Contract by the Contractor.
	4.5.2.7.4. The Contractor shall allow the online review of material with classification up to NATO Unclassified using appropriate security means.


	4.5.3. IWG Workshops
	4.5.3.1. The IWG shall meet under the formula of IWG Workshop.
	4.5.3.2. The aim of the IWG Workshop shall be to address issues prior to formal coordination within the current Build Process.
	4.5.3.3. Attendance in the IWG Workshop is solely at the discretion of the Purchaser and shall not be limited by the Contractor.
	4.5.3.4. The contractor shall organize an IWG Workshop either in a form of a standard meeting on a location selected by the Purchaser, or via a remote meeting. The selection is to be approved by the Purchaser.
	4.5.3.5. Remote meeting can be used to increase efficiency for the User Community to participate in the IWG Workshop session.
	4.5.3.6. In case of a remote meeting, the Contractor shall make sure the duration of the session not to last more than two hours. In case the agenda requires more time, several sessions shall be organised in coordination with the Purchaser.
	4.5.3.7. The Contractor shall capture and manage all issues raised at IWG Workshop in the project Issue Register.
	4.5.3.8. The Contractor shall organize IWG Workshop at least twice per Build Process, before the planned Formal Reviews.
	4.5.3.9. The IWG Workshop shall aim into recommendation for approval of the deliverables produced during the Build Process. The verification shall be carried out using the scope defined for the related Formal Review.


	4.6. System Development Plan
	4.6.1. The Contractor shall provide and maintain a System Development Plan (SDP). The SDP shall include all necessary activities for planning, managing and controlling the engineering efforts for specifying, designing, implementing, integrating, testi...
	4.6.2. The SDP shall describe the following:
	4.6.2.1. Engineering Work Packages and Work Items defined in the PWBS Dictionary.
	4.6.2.2. The system development strategy including the organization, tasks, resources, and methodologies.
	4.6.2.3. The technical approach, including the relationship between bespoke (i.e. software specially written to specification) and off-the-shelf (OTS) products (i.e. existing products that can be integrated with little or no customization).
	4.6.2.4. The engineering processes (e.g. development technologies, development practices, design methodologies, unit testing and system integration procedures, risks analysis, control and monitoring mechanisms).
	4.6.2.5. The computing environment including COTS hardware, operating system and other infrastructure software.
	4.6.2.6. The development and test methodologies, standards, tools (including OTS products and programming or scripting languages), engineering environment, equipment, facilities, libraries, interfaces, plug-ins/add-ins, glue code and data.
	4.6.2.7. Change Management and Configuration Management of the TRITON SyRS, SDS, and TMP, which shall be described in line with the Incremental Development methodology (described in 4.2).
	4.6.2.8. System development schedule, which shall be prepared in line with the Incremental Delivery methodology (described in 4.2).
	4.6.2.9. Purchaser/user participation, which shall be achieved using a Working Group structure (described in 4.4).
	4.6.2.10. Requirements management, which shall be performed to ensure traceability and alignment with requirements from other NCI Agency projects, and to Baseline requirements within the Work Packages (described in 4.8.2).
	4.6.2.11. Following annexes:

	4.6.3. Requirements Implementation Schedule
	4.6.3.1. The Contractor shall provide (in the Bid) a Requirements Implementation Schedule (RIS), which lists groups of TRITON requirements from the Contractual SRS and assigns in which Baseline the requirement will be implemented (Available at Bidding...
	4.6.3.2. The Contractor shall provide, in the RIS, the roadmap for any COTS components used in the technical solution in the Bid. The Roadmap should contain the list of planned updates to the COTS product and the new functionality that will be include...
	4.6.3.3. The Contractor will suggest, in the RIS, what will be implemented in each Build Process based on the proposed concept, technical solution envisioned, availability of COTS components and other factors relevant for the Bid.
	4.6.3.4. The RIS shall have tabular form as specified in the template given Annex C with at least the following columns:
	4.6.3.5. Each requirement shall have only one Baseline or Milestone selected.

	4.6.4. Usability Engineering Plan
	4.6.4.1. Usability Engineering Plan (UEP) which defines how the human-centred activities fit into the overall system development process shall be prepared as an annex to the SDP, in accordance with ISO 9241-210:2010.
	4.6.4.2. The UEP shall identify:
	4.6.4.2.1. The human-centred design process activities such as:
	4.6.4.2.2. The individuals and the organization(s) responsible for the human-centred design activities and the range of skills and viewpoints they provide;
	4.6.4.2.3. Effective procedures for establishing feedback and communication from users and other Purchaser representatives on human-centred design activities as they affect other design activities, and methods for documenting these activities;
	4.6.4.2.4. Appropriate milestones for human-centred activities integrated into the overall design and development process, including events with the users prior to the SRR, PDR, CDR, TRR, FAT, SIT, SiAT, SiAR, SQR and OTRR.
	4.6.4.2.5. Suitable timescales to allow feedback and possible design changes to be incorporated into the project schedule.


	4.6.5. Security Accreditation Plan
	4.6.5.1. The Security Accreditation Plan (SAP) describes the Contractor deliverables and the interaction with the Purchaser in order to achieve timely system INFOSEC accreditation.
	4.6.5.2. The Contractor shall prepare the SAP compliant to [AC/35-D/2005-REV3].


	4.7. Configuration Management Process
	4.7.1. General
	4.7.1.1. Configuration Management (CM) is the technical and administrative activity concerned with the creation, maintenance and controlled change of configuration throughout the life of System Elements.
	4.7.1.2. The Contractor shall perform CM in accordance with the NATO CM Contractual Requirement document and the applicable additional requirements as selected on NATO Form ACMP-2009. STANAG-4427 which covers [ACMP-2000], [ACMP-2009] and [ACMP-2100] s...
	4.7.1.3. The system is decomposed into building blocks. System Elements are the main building blocks and also considered as a System Component.
	4.7.1.4. A Component is a general term that is used to mean one part of something more complex. For example, a computer system may be a component of an IT Service, an Application may be a Component of a Release Unit. Components that need to be managed...
	4.7.1.5. A Configuration Item (CI) is any Component that needs to be managed in order to deliver a Service. Information about each CI is recorded in a Configuration Record within the Configuration Management System and is maintained throughout its lif...
	4.7.1.6. The Contractor shall use a structural decomposition of system into System Elements, Components, CIs and further. A notional decomposition is given in Figure 13Figure 13 (the type of each element/component to be identified as software or hardw...
	4.7.1.7. The Contractor shall implement a CM program in accordance with [STANAG-4427], which covers [ACMP-2000], [ACMP-2009] and [ACMP-2100], to carry out the CM functions as described in this SOW (configuration item identification, configuration cont...
	4.7.1.8. The CM program shall enable the baselining of CIs into the FBL, ABL and PBL and the maintenance of these baselines throughout the duration of the contract.
	4.7.1.9. The Contractor shall ensure that an effective CM organization is established and maintained to implement the CM program and apply all necessary CM procedures, in accordance with the requirements and guidance applicable for this contract throu...
	4.7.1.10. Under the CM program the Contractor shall maintain and update all project CIs as requested by changes within the project or external to the project throughout the duration of the contract.
	4.7.1.11. The Contractor shall establish and maintain a Configuration Management System (CMS) to store all CIs.
	4.7.1.12. The Contractor shall describe the CM program and the CM organization in a CMP.

	4.7.2. Configuration Item Identification and Documentation
	4.7.2.1. A CI is an aggregation of hardware, software, or both that satisfies an end-use function and is designated for separate configuration management.
	4.7.2.1.1. Computer Software Configuration Items (CSCI) is an aggregation of software that satisfies an end use function and is designated for separate configuration management. CSCIs are selected based on trade-offs among software function, size, hos...
	4.7.2.1.2. Hardware Configuration Item (HWCI) is an aggregation of hardware parts that satisfies an end use function and is designated for separate configuration management.

	4.7.2.2. The Contractor shall establish, document and maintain a configuration identification system in accordance with [ACMP-2009].
	4.7.2.3. The Contractor shall use configuration identification to divide the system into CIs (HWCI and CSCI) for ease of management. Configuration identification shall identify the documents that establish each baseline. The identification process wil...
	4.7.2.4. The Contractor shall identify, for each CSCI, its Computer Software Components (CSC) and Computer Software Units (CSU), if any. For each CSCI, CSC and CSU, the Contractor shall issue/obtain a Software Identifier, which shall consist of a name...
	4.7.2.5. The Contractor shall identify, for each HWCI, its assembly and parts. For each part the Contractor shall issue/obtain a Hardware Identifier, which shall consist of a name, CAGE number, part number and serial number, and shall relate the hardw...
	4.7.2.6. An explanation of the rationale and criteria used in the process of selecting CIs shall be provided and be based on the criteria for selection of CIs as detailed in [ACMP-2009].
	4.7.2.7. The CIs shall be chosen in accordance with [ACMP-2009] and in a way to assure visibility throughout the development effort and easy support to the operational system after acceptance.
	4.7.2.8. All COTS, adapted and developed software shall be designated as CIs.
	4.7.2.9. Where COTS can be installed in a modular fashion, the description of the CI shall unambiguously identify the complete list of installed components.
	4.7.2.10. The Contractor shall ensure that the configuration baselines and configuration items are persistently stored in a COTS Configuration Management Database (CMDB) and that it shall be kept consistent and updated.
	4.7.2.11. The CMDB shall provide the ability to easily trace higher and subordinate CIs using CI identifiers or other CI attributes.
	4.7.2.12. The CMDB shall include the Data Information Packets (DIP) specified in [ACMP-2009].
	4.7.2.13. The CI identification system shall provide the ability to easily trace higher and subordinate CIs.
	4.7.2.14. Each commercial/government/NATO/modified-off-the-shelf (OTS), adapted, and developed software application or module shall be designated as a CI.
	4.7.2.15. Each complete hardware element shall be designated as a CI and shall be marked in accordance with [STANAG 2290].
	4.7.2.16. The CI structure shall be a tree structure with TRITON being the top level CI and shall show the relationships between the lower level CIs. The Purchaser reserves the right to modify the CI structure prior to its baselining.
	4.7.2.17. The level of granularity for the CI selection shall reach at minimum:
	4.7.2.18. The Hardware CI attributes shall include, but is not limited to, the MDS.
	4.7.2.19. Any Documentation CI shall include, but is not limited to, the Contract Schedule of Supplies and Services (SSS) attributes.
	4.7.2.20. Each physical deliverable software shall be marked with the Contract number, its associated CI identifier, name, version number, release date, and media copy number.
	4.7.2.21. Non-Developmental Items identified as CI, when modified to satisfy project requirements, shall be re-identified as a project modified CI, and documented accordingly.

	4.7.3. Configuration Baselines
	4.7.3.1. The Contractor shall establish the following Configuration Baselines for each CI:
	4.7.3.2. The Contractor shall ensure that the configuration documentation defining the Configuration Baselines is mutually consistent and mutually compatible. Each succeeding level of configuration documentation from the FBL to the ABL to the PBL and ...
	4.7.3.3. Functional Baseline
	4.7.3.3.1. The Functional Baseline (FBL) is the initial approved functional configuration identification (documentation) for each system element which describes the system functional characteristics.
	4.7.3.3.2. The system level FBL shall be derived from the TRITON Contractual SRS and shall be established at the successful completion of the SRR with the approved SyRS.
	4.7.3.3.3. Since Incremental Development with Multiple Deliveries Approach is used, there will be separate FBLs for each Build Process during the Contract execution, which are subsets of the system-level FBL.

	4.7.3.4. Allocated Baseline
	4.7.3.4.1. The Allocated Baseline (ABL) is the allocation of the FBL to (physical) system elements. It is the initial approved allocated configuration identification (documentation) for each system element functional and interface characteristics allo...
	4.7.3.4.2. The ABL shall be a product of the Preliminary Design stage (approved at CDR) and provides architecture of the system at the element level.

	4.7.3.5. Developmental Baseline
	4.7.3.5.1. The Developmental Baseline (DBL) is the status of the TRITON capability during development by the Contractor.
	4.7.3.5.2. The system level DBL shall be established after successful completion of the PDR and shall be finally approved at the CDR. Each Build Process shall have its own Design Review to set the DBL for that Build Process.
	4.7.3.5.3. The Contractor shall include the TRITON System Design Specification (SDS) (including the Requirements Traceability Matrix), the TMP, and any other documentation deemed appropriate by the Contractor, in accordance with provisions of ISO/IEC/...

	4.7.3.6. Product Baseline
	4.7.3.6.1. The Product Baseline (PBL) is the initial approved product configuration identification (documentation) for each CSCI and HWCI. It reflects the “as-built” configuration of the system.
	4.7.3.6.2. The PBL documentation shall describe all of the necessary functional and physical characteristics of the CI, any required joint and combined operations, interoperability characteristics of a CI and the selected functional and physical chara...
	4.7.3.6.3. The PBL shall be established after successful completion of the CDR.
	4.7.3.6.4. The PBL shall contain all delivered HWCI, CSCI and documentation that comprise the TRITON Increment 1 (for both NS and NU) system and any subsequent releases.
	4.7.3.6.5. The Contractor shall include in the PBL release package the elements listed in Table 4-1Table 4-1, as a minimum.

	4.7.3.7. Operational Baseline
	4.7.3.7.1. The Operational Baseline (OBL) is the “approved” product configuration identification (documentation) for all delivered CSCI and HWCI and other documentation that comprise the TRITON systems (NS, NU, Deployable Kit) and any subsequent relea...
	4.7.3.7.2. Since Incremental Development with Multiple Deliveries Approach is used, there will be multiple OBLs during the Contract execution until FSA. Each OBL shall be identified with a unique number.
	4.7.3.7.3. The final OBL shall be established after successful completion of Validation Process and approved at the FSA.


	4.7.4. Versioning and Baselines
	4.7.4.1. The Contractor shall apply the guidance provided by the Purchaser for versioning and baselines.
	4.7.4.2. Baselines will be given a major release number and a minor release number comprising an “X.X.X” notation. Once a system is approved for Approved Final Product List (AFPL), which is maintained by the NCI Agency, it is given a version number 1.0.
	4.7.4.3. TRITON Baselines shall be given version numbers starting with 1.X and followed by a release number (e.g. 1.2.1).
	4.7.4.4. Long term Operational Baseline shall be identified as 2.0.
	4.7.4.5. Similar numbering scheme shall be used for the C4ISR Visualisation Component.
	4.7.4.6. An example list of versions and releases of TRITON Operational Software and C4ISR Visualisation Component is given in Table 4-2:
	4.7.4.7. Intermediate baselines, whether they are Functional or Developmental baselines, shall be labelled logically within this scheme. For example, 1.2.1 is an interim release within Build Process 2.
	4.7.4.8. The Contractor shall develop Configuration Control mechanisms to keep one single source tree and generate multiple OBLs out of this tree. The concept is presented in Figure 14Figure 14.
	4.7.4.9. TRITON Deployable Kits shall be identified with Model Numbers like “TDK Model 1”.

	4.7.5. Configuration Management Plan
	4.7.5.1. The Contractor shall prepare a Configuration Management Plan (CMP) in accordance with [STANAG 4427] and deliver it together with the PMP.
	4.7.5.2. The Contractor shall define in the CMP the CM organization and the relation to the overall organization.
	4.7.5.3. The Contractor shall identify the means by which continuity of effort and understanding is achieved between his subcontractors and himself, and between the PM and himself and internally within his organization, for the allocated CI, integrati...
	4.7.5.4. The CMP shall describe the relationship with the SSS.
	4.7.5.5. The Contractor shall define CM organization and procedures in place to implement the CM program and manage the CM functions and the role of the CCB.
	4.7.5.6. The CMP shall describe relation between the CMS at the Contractor’s site and the CMS to be deployed at the Purchaser’s site.
	4.7.5.7. The CMP shall describe how the CM data will be handed-over to the Purchaser to be further supported as described in Section 5.
	4.7.5.8. Procedures and the schedule for updating the CMP shall be included in the CMP itself. The CMP, when approved, shall serve as a working document to plan, guide, and measure the CM process. CM shall be implemented in accordance with the approve...

	4.7.6. Configuration Control
	4.7.6.1. The Contractor shall apply configuration control measures to each Baseline and CI in accordance with [ACMP-2009].
	4.7.6.2. The Contractor shall define the responsibilities and procedures used within the Contractor's organization for configuration control of established CI, and for processing changes to these CI.
	4.7.6.3. The Contractor shall define the Configuration Baseline Change Procedures and shall submit Notice of Revision or Request for Deviations and Wavers when required and approved by the Purchaser.

	4.7.7. Change Management Process
	4.7.7.1. The Contractor shall implement a central Change Management Process that addresses the approval and controls the implementation of changes to the TRITON infrastructure in accordance with [ACMP-2009].
	4.7.7.2. The Contractor shall implement the Change Management Process to:
	4.7.7.3. The Contractor shall implement a Change Management Process to ensure that standard methods [ACMP-2009] and procedures are used, that changes can be dealt with quickly, with the lowest possible impact on service quality. All changes must be tr...
	4.7.7.4. The Contractor shall organise the Change Management Process such that the following objectives are successfully met:
	4.7.7.4.1. Reduced adverse impact of changes on the quality of TRITON Baselines.
	4.7.7.4.2. Better estimates of the costs of proposed changes.
	4.7.7.4.3. Fewer changes are reversed, and any back-outs that are implemented proceed more smoothly.
	4.7.7.4.4. Enhanced management information is obtained about changes, which enables a better diagnosis of problem areas.
	4.7.7.4.5. Improved user productivity through more stable and better TRITON Baselines.
	4.7.7.4.6. Increased ability to accommodate frequent changes without creating an unstable TRITON operational environment.


	4.7.8. Change Requests
	4.7.8.1. The Contractor shall establish and maintain a process for identifying, reviewing, approving, and tracking all requests for changes to FBL, ABL and PBL in accordance with [ACMP-2009].
	4.7.8.2. Change Requests (CR) identify proposed changes to the FBL, ABL or PBL.
	4.7.8.3. The Contractor shall prepare and submit Engineering Change Proposals (ECP), Requests for Deviations (RFD), Requests for Waivers (RFW), and Notices of Revision (NOR) in accordance with [ACMP-2009].
	4.7.8.4. Any CR shall contain, at a minimum:
	4.7.8.5. The Contractor shall foresee a change approval mechanism that consists of the three aspects given below:
	4.7.8.6. The Contractor shall apply internal configuration control measures to the configuration documentation of each CI, prior to the time that each CI is baselined.
	4.7.8.7. The Contractor shall prepare and process an ECP for engineering, design, development changes, and shall classify and submit to the Purchaser. The process and classification is defined in [ACMP-2009].

	4.7.9. Deficiency Reports
	4.7.9.1. The Contractor shall establish and maintain a process for reporting, tracking, and resolving deficiencies in the Developmental and Product Baselines.
	4.7.9.2. Deficiency Reports (DRs) are used to document the problems encountered during the design, configuration, implementation and operation of the TRITON capability.
	4.7.9.3. DRs shall be closed when the identified problem is resolved through procedure or other action that does not affect the system baselines, or when a corresponding CR is opened to correct the deficiency through a change to a baseline.

	4.7.10. Configuration Status Accounting
	4.7.10.1. The Contractor shall be fully responsible for the Configuration Status Accounting (CSA) for all CIs in accordance with [ACMP-2009].
	4.7.10.2. Under the CSA function the Contractor shall prepare CSA reports in a manner, and format which shall be proposed by the Contractor in his CMP and approved by the Purchaser.
	4.7.10.3. The Contractor shall deliver CSA reports to the Purchaser both as part of management and specialist products in this Contract and also as standalone documents at the Purchaser's request.
	4.7.10.4. At the end of the Contract, the Contractor shall deliver a set of final CSA reports for each CI or set of CI’s in both hard copy and in electronic media.
	4.7.10.5. Configuration Status Accounting System
	4.7.10.5.1. The Contractor shall maintain a CSA System (CSAS) for all CIs. The CSAS shall be capable of recording and reporting on the status of the configuration baselines and maintaining traceability of all configuration changes to the current basel...
	4.7.10.5.2. The CSAS shall be maintained and provided as a database, spreadsheet, or version control system. It shall provide the following data for each CI:
	4.7.10.5.3. The CSAS shall provide the following data for each CR:
	4.7.10.5.4. The CSAS shall provide the following data for each DR:
	4.7.10.5.5. The CSAS shall be maintained in such a manner that it can readily be copied in part or in total.
	4.7.10.5.6. The CSAS shall provide a complete historical record of all CIs, CRs, and DRs.
	4.7.10.5.7. The CSAS shall be capable of providing the following reports:


	4.7.11. Configuration Verification
	4.7.11.1. Upon request from the Purchaser, the Contractor shall support Configuration Audits to demonstrate that the actual status of all CIs matches the authorised state of CIs as registered in the Configuration Status Accounting reports according to...
	4.7.11.2. The Contractor shall support the Functional Configuration Audit (FCA) and Physical Configuration Audit (PCA) as defined in [ACMP-2009], by providing the required Baseline Documentation and answering questions from the Purchaser's Auditor. Th...
	4.7.11.3. The Contractor shall plan the FCA during the TRR, and the PCA during the SiAR of each Build Process.
	4.7.11.4. The Contractor shall draft a Configuration Audit Report (CAuR) for the FCA and PCA that summarises the results for the Purchaser's approval.
	4.7.11.5. The Contractor shall solve any deficiencies found during the Configuration Management Audits within the agreed timeframe and update the Baseline accordingly.
	4.7.11.6. The initial version of the ABL, and PBL shall be provided to the Purchaser for acceptance. Upon Purchaser Acceptance, ABL and PBL shall be placed under the control of the CCB.
	4.7.11.7. The Contractor shall be responsible for ensuring that Subcontractors, Vendors, and Suppliers participate in audits, as appropriate.
	4.7.11.8. The acceptance of the ABL and PBL by the Purchaser signifies only that the Purchaser agrees to the Contractor's approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the req...
	4.7.11.9. The Contractor shall keep the contents of the ABL and PBL under Configuration Control and shall keep it current to reflect the progress of the project activities.

	4.7.12. Configuration Management and Software Versioning Tool
	4.7.12.1. The Contractor shall create and maintain a COTS-based Configuration Management System (CMS), including the CMDB, which persists the CIs attributes, (inter-) relationships.
	4.7.12.2. A software source code version control tool shall be used for any custom software development.
	4.7.12.3. The version control/configuration management automation tool shall include the capabilities for baseline management, source control versioning (including source code), configuration item identification, change request management, deficiency ...
	4.7.12.4. The Contractor shall provide the Purchaser read-only access to the version control/configuration management automated tool via the project Web-site.
	4.7.12.5. The Contractor shall provide the ability for the Purchaser to access (read-only) the source code of the baseline via the version control/configuration management automation tool.
	4.7.12.6. The Contractor shall provide the information about the COTS tools to the Purchaser. If it is proprietary solution, the Contractor shall provide the necessary licenses to enable life-cycle configuration management.
	4.7.12.7. The Contractor shall enable the Purchaser to be able to download the baseline on a weekly basis, including components required to perform a build.


	4.8. System Requirements Analysis Process
	4.8.1. General
	4.8.1.1. The Contractor shall perform system requirements analysis activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.2 as referred by AAP-48, Paragraph 6.4.2.
	4.8.1.2. The Contractor will use ISO/IEC 29148 as a basis for Requirements Engineering.
	4.8.1.3. The Contractor shall review the Contractual SRS and all other applicable documents; liaise with NATO subject matter experts as necessary; and prepare its recommendations in terms of proposed changes to the SRS. The Contractor may propose chan...
	4.8.1.4. The Contractor shall conduct an initial System Requirement Analysis phase at system level to support the Incremental Development methodology (described in Subsection 4.2).
	4.8.1.5. The Contractor shall use the DOORS (IBM)a Requirements Management Ttool for managingement of the system-level and project requirements given in SOW and (SyRS) and software requirements (SRS). The Contractor shall deliver the updated requireme...
	4.8.1.6. The Purchaser will provide the TRITON Requirements Management Database (RMD) to the Contractor.
	4.8.1.7. The Contractor shall update the RIS, as Annex to the SDP, to reflect the requirements to be implemented as a Baseline as agreed during the SRR (described in Paragraph 4.8.7).
	4.8.1.8. The Contractor shall justify any proposed changes to the requirements by the expected system cost, schedule, performance, and supportability impacts.
	4.8.1.9. The Contractor shall also identify any requirements that seem to be in conflict (e.g. with design constraints).
	4.8.1.10. The Contractor shall identify the requirements initially satisfied by the proposed solution.

	4.8.2. Requirements Identification, Elaboration and Validation
	4.8.2.1. The focus and effort for TRITON Increment 1 Project is on analysing and consolidating the TRITON requirements provided as part of this Contract as the basis for establishment of TRITON Increment 1 for both NS and NU Domains.
	4.8.2.2. The Contractor shall provide additional support for requirements identification, elaboration and validation as stated below:
	4.8.2.2.1. Elicit, analyse, and support validation of stakeholder needs, expectations, constraints, and interfaces to specify requirements that constitute an understanding of what will satisfy stakeholders.
	4.8.2.2.2. Develop the lifecycle requirements of the product (e.g. development, transition to operations, maintenance).
	4.8.2.2.3. Review operational concepts and scenarios to refine and discover detailed requirements.
	4.8.2.2.4. Analyse needs and requirements (for each product lifecycle phase), the operational environment, and factors that reflect overall customer and end-user needs and expectations for attributes such as safety, security, portability, maintainabil...
	4.8.2.2.5. Define the environment in which the product will operate, including boundaries and constraints.
	4.8.2.2.6. Analyse stakeholder needs, expectations, constraints, and external interfaces to remove conflicts and to organize into related subjects.
	4.8.2.2.7. Analyse requirements to determine whether they satisfy higher level requirements.
	4.8.2.2.8. Analyse requirements to ensure that they are complete, feasible, realizable, and verifiable.
	4.8.2.2.9. Identify key requirements that have a strong influence on cost, schedule, functionality, risk, quality, or acceptance.
	4.8.2.2.10. Identify technical performance measures to be tracked during the implementation.
	4.8.2.2.11. Derive new system-level requirements from the existing ones if further clarification is needed according to the proposed solution.
	4.8.2.2.12. Explore the adequacy and completeness of requirements by developing product representations (e.g. prototypes, simulations, models, scenarios, and storyboards) and by obtaining feedback about them from relevant stakeholders.
	4.8.2.2.13. Analyse the requirements to determine the risk that the resulting product will not perform appropriately in its intended-use environment.
	4.8.2.2.14. Define constraints for verification and validation.
	4.8.2.2.15. Establish and maintain relationships among the requirements under consideration during change management and requirements allocation.
	4.8.2.2.16. Apply requirements elicitation, documentation, and verification and validation methods based on sound engineering principles.
	4.8.2.2.17. Provide impact assessment of new project issues, risks, and changes.

	4.8.2.3. Requirements Prioritisation
	4.8.2.3.1. The Contractor shall prioritise capabilities, functions and requirements using MoSCoW (Must have, Should have, Could have, Would like but won’t get) method, initially trying to deliver all the “Must have”, “Should have” and “Could have” req...
	4.8.2.3.2. Minimum Usable SubseT (MUST) of functions shall be completely implemented, thoroughly tested and delivered. The functions and requirements defined in SRS are all in MUST status within the Contract duration. Prioritisation is therefore only ...
	4.8.2.3.3. The Contractor shall apply at least three-level prioritisation as given below and depicted in Figure 15:
	4.8.2.3.4. Within each Build Process, prioritised requirements can be implemented in small increments and interim baselines can be deployed on the Test System at PMIC to allow continuous development, testing and integration process.
	4.8.2.3.5. The Contractor shall propose a prioritisation approach such as prioritising functions and requirements as 1, 2, 3, and develop a plan.
	4.8.2.3.6. Upon Purchaser’s approval, the Contractor shall conduct the development plan supported by an agile management and development practice, and update continuously.

	4.8.2.4. The Contractor shall employ the following techniques to elicit system requirements as applicable:
	4.8.2.5. The Contractor shall employ the following techniques to elicit project requirements as applicable:

	4.8.3. System Requirements Specification
	4.8.3.1. The Contractor shall prepare the System Requirements Specification (SyRS) by using the Contractual SRS with approved changes and, as required, extended with additional details supporting the approved scope including the identification of COTS...
	4.8.3.2. The Contractor shall use ISO/IEC 15289, ISO/IEC 29148 as a basis for developing the SyRS.
	4.8.3.3. The Contractor shall propose changes to the Contractual SRS during the Incremental Development in order to take into account outcomes of the Working Group reviews or to mitigate identified issues.
	4.8.3.4. The Purchaser will propose changes to the contractual SRS during the Incremental Development to take into account outcomes of the Working Group reviews or to mitigate identified issues.
	4.8.3.5. The Purchaser will propose a prioritised requirements list to insure that proposed changes can be considered by the TRITON CCB within the same Build Process scope or within another.
	4.8.3.6. The Purchaser will propose elaborated contractual requirements consistent with user requirements to a level of detail that is sufficient to be included in the Contract.

	4.8.4. User Interface Specification
	4.8.4.1. The Contractor shall prepare User Interface Specification (UIS) to capture the details of the Human Machine Interface (HMI) including Graphical User Interface (GUI) and covering all possible actions that an end user may perform.
	4.8.4.2. The Contractor shall ensure that the GUI design is compliant to the NCI Agency Style Guide.
	4.8.4.3. The UIS shall include the following:
	4.8.4.4. The UIS shall include all use cases for logical flow, description of displays, windows and dialog boxes, full range of information displayed in GUI elements (e.g. items for a pull-down list).
	4.8.4.5. The Contractor shall deliver the first UIS with high-level requirements at PDR, a more detailed, preliminary version at CDR. The actual details for individual software elements shall be added during related Build Processes and evaluated at re...
	4.8.4.6. The UIS will be updated during detailed software design and reviewed by operational users as planned during the Build Processes.
	4.8.4.7. The Contractor shall provide user interface mock-ups supporting the descriptions included in the UIS better understanding and more effective assessment.

	4.8.5. Security Risk Assessment and Requirements Analysis
	4.8.5.1. The Contractor shall conduct a Security Risk Assessment (SRA) which identifies all threats, vulnerabilities, and resulting risks to TRITON using the NATO version of the PILAR methodology.
	4.8.5.1.1. The SRA shall identify any changes to the contractual SRS required to achieve the desired system accreditation.
	4.8.5.1.2. The Contractor shall provide a report documenting the findings of its SRA.
	4.8.5.1.3. The SRA Report shall be discussed at the TRITON IWG Workshop and agreed with the Purchaser.
	4.8.5.1.4. The SRA Report will be subject to the approval by the respective NATO Security Authority. The Contractor is requested to update the document as requested to obtain security approval.


	4.8.6. System-Specific Security Requirement Statement
	4.8.6.1. The Contractor shall prepare the System-specific Security Requirement Statement (SSRS) and the Community Security Requirement Statement (CSRS) defining all security measures required to counter the risks identified in the SRA, as a change to ...
	4.8.6.2. The Contractor shall prepare a System Interconnection Security Requirement Statement (SISRS) for each interface between TRITON and any other Purchaser system on NS Domain.
	4.8.6.3. The SSRS, CSRS and SISRS shall be based on the documents provided by the Purchaser and shall be discussed at TRITON IWG Workshop
	4.8.6.4. The Contractor shall develop and provide system documentation before the IV&V Testing as required by the NCI Agency in order to support the Security Penetration Test and screening activities and to include TRITON in the NATO AFPL. The securit...

	4.8.7. Reliability Engineering
	4.8.7.1. The Contractor shall perform Reliability Engineering to meet the related non-functional requirements specified in the SyRS. The Reliability Engineering shall include the following:
	4.8.7.2. The Contractor shall document the results of Reliability Engineering in the SyRS, derive requirements for software development, review the system-level and component design and perform specific tests to make sure the product can meet the spec...
	4.8.7.3. The Contractor shall also consider Availability and Maintainability aspects of the product and review the design according to the specification.

	4.8.8. System Requirements Review
	4.8.8.1. System Requirements Review (SRR) is a multi-disciplined review to ensure that the system under review can proceed into initial systems development, and that all system requirements and performance requirements derived from the SyRS are define...
	4.8.8.2. The Contractor shall organise and conduct the SRR at the Purchaser’s facility to present the updated SyRS as the Functional Baseline (FBL) for TRITON.
	4.8.8.3. Entry Criteria
	4.8.8.3.1. The Contractor shall include in planning the SRR Entry Criteria given in Table 4-3Table 4-3 and make them available to the Purchaser at least two (2) weeks prior to the SRR:

	4.8.8.4. Success Criteria
	4.8.8.4.1. The Purchaser concludes that the SRR Success Criteria in Table 4-4Table 4-4 accomplished to complete the objectives of the SRR.

	4.8.8.5. The Contractor shall prepare a SRR Report and deliver within one week after the completion of the SRR.

	4.8.9. Requirements Management Database
	4.8.9.1. The Contractor shall establish and maintain an effective Requirements Management Database (RMD).
	4.8.9.2. A copy of the Purchaser’s Preliminary System Requirements will be handed over to the Contractor during the TRITON Project Kick-Off Meeting. The Contractor shall take over the requirements that the Purchaser’s RMD contains and maintain it thro...
	4.8.9.3. The RMD shall indicate for each requirement in which iteration it will be implemented. The RMD should also indicate requirements which are covered by COTS components (by definition these should exist at the time of bidding).
	4.8.9.4. The Contractor shall provide Internet access for the Purchaser to this RM tool via the Project Website.
	4.8.9.5. The Contractor shall provide the initial version of the system-level RMD Baseline at least two (2) weeks prior to the System Requirements Review (SRR), then at each Software Requirements Review (SwRR), and as updated or as requested by the Pu...
	4.8.9.6. The Contractor shall deliver the final version of the RMD at FSA.

	4.8.10. Requirements Change Requests
	4.8.10.1. The Contractor shall identify all proposed changes to the Contractual SRS in the form of one or more Change Requests (CR).
	4.8.10.2. The Contractor shall prepare CRs following the guidelines of the Contract Configuration Management requirements stated in Paragraph 4.7.10.
	4.8.10.3. The CR impact description shall include a statement of compliance with the authorised scope of the project and any trade-offs that shall be considered.
	4.8.10.4. Provided approval of the Purchaser’s Contracting Authority, the Contractor shall update the Contractual SRS to reflect the decision of the TRITON CCB on these CRs and also apply the changes to SyRS.
	4.8.10.5. The Contractor shall use the approved SyRS as the basis for the TRITON system design and subsequent design changes.


	4.9. System Architectural Design Process
	4.9.1. General
	4.9.1.1. System Architectural Design includes an identification of the hardware items, software items and manual operation items included in the system and an allocation of system requirements to those items. The Contractor shall perform System Archit...
	4.9.1.2. The Contractor shall conduct the System Architectural Design phase in accordance with the Incremental Development approach (described in 4.2).
	4.9.1.3. The Contractor shall provide system architecture design to be used by the Build Processes. The design shall describe the structure of the final system as described in the SyRS.
	4.9.1.4. The Contractor shall decompose the system into System Elements, allocate the requirements to the elements and verify that all requirements are allocated to elements.
	4.9.1.5. The Contractor shall use one of the following requirement assignment types:
	4.9.1.6. The Contractor shall specify the selected physical design solution as an architectural design baseline in terms of its functions, performance, behaviour, interfaces and unavoidable implementation constraints.
	4.9.1.7. The Contractor shall start software architectural design after system-level requirements are finalised and provide the preliminary versions of Software Architecture Description (SAD) and Database Design Description (DDD) during PDR, and final...
	4.9.1.8. The Contractor shall develop and provide a mock-up or low fidelity prototype of the major user interface features and include the user interface concept in the User Interface Specification (UIS). The UIS shall be updated during the Build Proc...
	4.9.1.9. The Contractor shall perform Reliability, Availability, Maintainability and Testability (RAMT) engineering, model the system reliability using Reliability Block Diagrams (RBD) and Failure Modes and Effect Analysis (FMEA) as defined in STANREC...
	4.9.1.10. The Contractor shall organize and conduct system-level design reviews to present its design of the TRITON capability and any subsequent maintenance and major releases.
	4.9.1.11. The Contractor shall deliver the draft documents prior to the design reviews as agreed with the Purchaser. Informal design reviews using the draft documents may be held at times agreed to by the Purchaser and the Contractor.

	4.9.2. System Design Specification
	4.9.2.1. The Contractor shall establish, provide, and maintain the System Design Specification (SDS) based on the approved SyRS specifying the FBL.
	4.9.2.2. The SDS shall describe the TRITON capability to a level of detail that is sufficient for the Purchaser to be able to understand how the TRITON capability will be implemented and verified.
	4.9.2.3. The Contractor shall develop the SDS in accordance with ISO/IEC 12207, ISO/IEC 15289, IEEE 1016 and the specifications given in this SOW.
	4.9.2.4. After having an approved initial SDS at PDR, the Contractor shall develop the final SDS in accordance with the processes defined in Paragraph 7.1.4 through 7.1.7 of ISO/IEC 12207 and submit it at CDR.
	4.9.2.5. The Contractor shall include in the SDS the ABL which includes all documentation related to verification (i.e. test procedures per CI as defined in ACMP-2009) of requirements per CI identified in the FBL.
	4.9.2.6. The SDS shall identify the proposed CIs and their design, functionality, interfaces, and data structures. For each CI, the SDS shall identify the following:
	4.9.2.7. The SDS shall identify the Interface Control Descriptions (ICD) required to define the interface between TRITON and external systems, services, or capabilities.
	4.9.2.8. The SDS shall identify all necessary customisation (by parameterisation or new software development) of the COTS packages that will be used.
	4.9.2.9. The SDS shall include the information as required in the architectural views and meta-models based on the NATO Architectural Framework (NAF) in accordance with the latest approved version (currently Version 3.1). The architecture shall be dev...
	4.9.2.10. The SDS shall provide both the high-level and detailed design information as an integrated set of model files using structured dataset format containing all the required data and relationships according to the SyRS specifications. The Contra...
	4.9.2.11. TRITON Architecture Models
	4.9.2.11.1. The Contractor shall provide the high-level design information in the form of a TRITON Logical Model.
	4.9.2.11.2. The TRITON Logical Model shall include the following:
	4.9.2.11.3. UML or SysML may be used to develop the Logical Model.
	4.9.2.11.4. The Contractor shall develop and maintain TRITON System Architecture Model in an architecture repository. using Purchaser-approved format (ARIS or System Architect). The Model shall be delivered to the Purchaser at CDR and updated at each ...

	4.9.2.12. System Security Design Specification
	4.9.2.12.1. The SDS shall include a System Security Design Specification (SSDS) as an Annex to support accreditation of the TRITON capability for use in NSWAN.
	4.9.2.12.2. SSDS shall include at least the following:

	4.9.2.13. The SDS shall identify the minimum hardware and software specifications required to support the proposed system baseline, including the baseline design, maintenance, and test elements to be installed. The required computation resources shall...
	4.9.2.14. The SDS shall provide a detailed list of the COTS components (hardware and software) proposed to be supplied as part of the Contract. The product name, manufacturer name, and manufacturer’s part number, version, or release number shall be st...
	4.9.2.15. The SDS shall provide a detailed specification sheet for each item of COTS equipment and software proposed to be supplied as part of the Contract.
	4.9.2.16. Requirements Traceability Matrix
	4.9.2.16.1. As an annex to the SDS, the Contractor shall provide and maintain a Requirements Traceability Matrix (RTM) that guarantees the two-way link between requirements (SyRS), technical specifications (SDS), test procedures and tests.
	4.9.2.16.2. The Contractor shall extend the RTM to the Developmental Baseline, Product Baseline, and the TMP to ensure the Purchaser can verify compliance throughout the project.
	4.9.2.16.3. The Contractor shall update the RTM during the System Architectural Design Process if any Change Proposal is accepted by the CCB.

	4.9.2.17. Interface Control Description
	4.9.2.17.1. The Contractor shall produce TRITON Interface Control Description (ICD), describing all external TRITON interfaces (for external systems, services, Nations and ACPs) to be developed or updated within this Contract. The ICD shall refer to o...
	4.9.2.17.2. The TRITON ICD shall include all types of interfaces including the Web-services (e.g. RMP Service) and their Service Interface Profiles (SIP).
	4.9.2.17.3. The Contractor shall made the initial TRITON ICD available at CDR. This ICD shall include Nations’ interface options as well as known interfaces.
	4.9.2.17.4. The Purchaser will release the TRITON ICD to Nations and other Functional Services.
	4.9.2.17.5. The Contractor shall update the TRITON ICD for the NS Domain and NU Domain at during the Software Design Reviews for each Build Process.

	4.9.2.18. The Contractor shall include an updated set of all the above design artefacts as part of the delivered Product Baseline.
	4.9.2.19. Review and acceptance of design documentation provided by the Contractor to the Purchaser shall not imply Purchaser acceptance of the TRITON design. It remains the sole responsibility of the Contractor to prove the design through the regime ...

	4.9.3. Preliminary Design Review
	4.9.3.1. The Preliminary Design Review (PDR) demonstrates that the preliminary design meets all system requirements with acceptable risk and within the cost and schedule constraints and establishes the basis for proceeding with detailed design. It wil...
	4.9.3.2. The Contractor shall plan the PDR near the completion of the preliminary design phase and conduct the PDR at the Purchaser’s facility.
	4.9.3.3. Entry Criteria
	4.9.3.3.1. The Contractor shall include in planning the PDR Entry Criteria given in Table 4-5Table 4-5 and make them available to the Purchaser at least two (2) weeks prior to the PDR:
	4.9.3.3.2. The scope of the SDS to be provided for PDR may be limited to high-level design information, and is not required to present implementation details.

	4.9.3.4. Success Criteria
	4.9.3.4.1. The Purchaser concludes that the PDR Success Criteria in Table 4-6Table 4-6 accomplished to complete the objectives of the PDR.

	4.9.3.5. The Purchaser concludes that the Success Criteria was accomplished to complete the objectives of the PDR.
	4.9.3.6. The Contractor shall incorporate all design changes approved during the PDR.
	4.9.3.7. The Contractor shall prepare PDR Report and submit it within one week after the completion of PDR.

	4.9.4. Critical Design Review
	4.9.4.1. The purpose of the Critical Design Review (CDR) is to demonstrate that the maturity of the design is appropriate to support proceeding with full scale software and hardware implementation, integration, verification, validation and operation a...
	4.9.4.2. The Contractor shall plan the CDR at the completion of the system design phase and conduct the CDR at the Purchaser’s facility.
	4.9.4.3. Entry Criteria
	4.9.4.3.1. The Contractor shall include in planning the CDR Entry Criteria given in Table 4-7Table 4-7 and make them available to the Purchaser at least two (2) weeks prior to the CDR:

	4.9.4.4. Success Criteria
	4.9.4.4.1. The Purchaser concludes that the CDR Success Criteria in Table 4-8Table 4-8 accomplished to complete the objectives of the CDR.

	4.9.4.5. The Purchaser concludes that the CDR Success Criteria was accomplished to complete the objectives of the CDR.
	4.9.4.6. As required, the Contractor shall organise subsequent Design Reviews and shall deliver updated design documents as minor revisions that replaces earlier versions of the documents of the Functional Baseline. The reviews shall be carried out wi...
	4.9.4.7. The Contractor shall incorporate all design changes approved during the CDR.
	4.9.4.8. The Contractor shall prepare CDR Report and submit it within one week after the completion of CDR.


	4.10. System Implementation Process
	4.10.1. General
	4.10.1.1. The Contractor shall implement the System Elements (hardware and software items) identified in the SDS.
	4.10.1.2. The Contractor shall perform system implementation activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.4 as referred by AAP-48, Paragraph 6.4.4.
	4.10.1.3. The Contractor shall conduct Software and Hardware Implementation Processes separately.

	4.10.2. Software Implementation Processes
	4.10.2.1. General
	4.10.2.1.1. The Contractor shall perform Software Implementation Process to produce a specified system element implemented as a software product or service according to ISO/IEC 12207, Paragraph 7.1.
	4.10.2.1.2. The Contractor shall apply a formally defined and documented software development methodology.
	4.10.2.1.3. The Contractor shall use a Component-Based Architecture for developing the TRITON capability as it is expected that it will be a combination of custom-developed and off-the-shelf (whether commercially available or developed for other custo...
	4.10.2.1.4. The Contractor shall design and implement identified components supporting well-defined interfaces and supporting reuse, encapsulation and independent deployment together with its own documentation
	4.10.2.1.5. The Contractor shall develop the TRITON capability as a Service-Oriented Architecture (SOA). The Contractor shall identify, document and implement services (primarily as Web services) that can be accessed within TRITON and by other authori...
	4.10.2.1.6. The Contractor shall utilise the available Bi-SC AIS Core Services which will be provided either as components of the target operating environment or by the other NATO systems/services with which TRITON must co-operate and communicate.
	4.10.2.1.7. The Contractor shall provide integration with available Bi-SC AIS Functional Services which will be provided either as components of the target operating environment or by the development of other NATO systems with which TRITON must cooper...
	4.10.2.1.8. The Purchase will have the right to observe the process.

	4.10.2.2. Software Development Environment
	4.10.2.2.1. The Contractor shall establish a software development environment at his own premises in accordance with the following requirements:
	4.10.2.2.1.1 The Contractor shall establish, control, and maintain a “software engineering environment”, which consists of the facilities, hardware, software, firmware, procedures, and documentation needed to perform software engineering effort. Eleme...
	4.10.2.2.1.2 The Contractor shall establish, control, and maintain a “software test environment”, which consists of the facilities, hardware, software, firmware, procedures, and documentation needed to perform qualification, and possibly other, testin...
	4.10.2.2.1.3 The Contractor shall establish, control, and maintain a Software Development Library (SDL) [ACMP-2009], which is a controlled collection of software, documentation, other intermediate and final software products, and associated tools and ...

	4.10.2.2.2. The Contractor may use non-deliverable software, which are software products that are not required by the Contract to be delivered to the Purchaser, in the development of deliverable software as long as the operation and support of the del...

	4.10.2.3. Incremental Development
	4.10.2.3.1. The Contractor shall apply Incremental Development with Multiple Deliveries approach for implementing the TRITON Functional Services in Build Processes. The Contractor shall develop a deliverable product within a Build Process.
	4.10.2.3.2. The Contractor shall apply all software implementation processes separately for each Build Process.
	4.10.2.3.3. The Contractor shall provide a Product Baseline at the end of each Build Process.

	4.10.2.4. Software Requirements Analysis Process
	4.10.2.4.1. The Contractor shall conduct Software Requirements Analysis Process to establish the requirements of the software elements of the system allocated to the Build Process.
	4.10.2.4.2. The Contractor shall perform the software requirements analysis activities described in ISO/IEC 12207, Paragraph 7.1.2.3.
	4.10.2.4.3. The Contractor shall generate requirements for software from the SyRS.
	4.10.2.4.4. Software Requirements Specification
	4.10.2.4.4.1 The Contractor shall produce and maintain the Software Requirements Specification (SRS) based on the approved SyRS for each Build Process and specify the FBL.
	4.10.2.4.4.2 The Contractor shall develop the SRS in accordance with ISO/IEC 12207, ISO/IEC 15289, and the specifications given in this SOW.
	4.10.2.4.4.3 The SRS shall include the following:

	4.10.2.4.5. The Contractor shall perform lower-level software requirements analysis for each defined software item in order to specify construction-level requirements and produce item-level specification documents (e.g. SRS-CI).
	4.10.2.4.6. Software Requirements Review
	4.10.2.4.6.1 Software Requirements Review (SwRR) is a review to ensure that the software under review can proceed into initial development, and that all software requirements and performance requirements derived from the SyRS are defined and testable,...
	4.10.2.4.6.2 The Contractor shall organise and conduct the SwRR at the Purchaser’s facility to present the SRS for each Build Process.
	4.10.2.4.6.3 The SRS containing the software requirements allocated to that Build Process shall be evaluated, reviewed, approved and baselined during the SwRR. The Contractor shall deliver the RMD.
	4.10.2.4.6.4 The Contractor shall prepare a SwRR Report and deliver within one week after the completion of the SwRR.


	4.10.2.5. Software Architectural Design Process
	4.10.2.5.1. The Contractor shall conduct a Software Architectural Design Process in order to define an architectural solution for all TRITON Software. As a minimum, the architectural solution shall consist of both a functional/logical architecture (ex...
	4.10.2.5.2. The Contractor shall perform the software architectural design activities described in ISO/IEC 12207, Paragraph 7.1.3.3 in each Build Process.
	4.10.2.5.3. The Contractor shall decompose the TRITON software, for both NS and NU Domains, into components, and then into lower level elements.
	4.10.2.5.4. The Contractor shall transform the requirements for the software into an architecture that describes its top-level structure and identifies the software components. It shall be ensured that all the requirements are allocated to software co...
	4.10.2.5.5. Software Architecture Description
	4.10.2.5.5.1 The purpose of the Software Architecture Description (SAD) is to describe the system-wide design decisions related to software architectural design, including the concept of execution and resource limitations.
	4.10.2.5.5.2 The SAD shall include:
	4.10.2.5.5.3 The SAD shall include architecture drawings compliant with the NATO Architecture Framework (v3) views.
	4.10.2.5.5.4 The SAD shall be produced in the first Build Process and updated during other Build Processes.
	4.10.2.5.5.5 One system-wide SAD may be used for all Build Processes with indications of classification domains (NS and NU) and installation sites (Static and Afloat).
	4.10.2.5.5.6 The SAD shall be evaluated, reviewed, approved and baselined during a Software Design Review (SwDR) for each Build Process.
	4.10.2.5.5.7 The Contractor shall provide the detailed GUI information in the UIS at each SwDR and then update during the construction of each software item.

	4.10.2.5.6. Database Design Description
	4.10.2.5.6.1 The Contractor shall design the databases used in TRITON and prepare a Database Design Description (DDD) as an annex to the SAD.
	4.10.2.5.6.2 DDD shall describe database-wide design decisions, that is, decisions about the database’s behavioural design (how it will behave, from a user’s point of view, in meeting its requirements, ignoring internal implementation) and other decis...
	4.10.2.5.6.3 DDD shall describe the detailed design of the database (Data Model). The number of levels of design and the names of those levels shall be based on the design methodology used.
	4.10.2.5.6.4 DDD shall identify a database design level and shall describe the data elements and data element assemblies of the database in the terminology of the selected design method.
	4.10.2.5.6.5 DDD shall define other database-related functions, management, accessibility and security issues.


	4.10.2.6. Software Detailed Design Process
	4.10.2.6.1. The Contractor shall perform the software detailed design activities described in ISO/IEC 12207, Paragraph 7.1.4.3 in each Build Process.
	4.10.2.6.2. The Contractor shall develop a detailed design for each software item or component. The software components shall be refined into lower levels containing software units that can be coded, compiled, and tested. It shall be ensured that all ...
	4.10.2.6.3. The Contractor shall follow the following process as a general design approach for managing the identified information objects:
	4.10.2.6.4. The documents produced during the Software Detailed Design Process shall be discussed during IWG Workshops.
	4.10.2.6.5. The Contractor shall provide the detailed design information in the form of a TRITON implementation model.
	4.10.2.6.5.1 The TRITON implementation model shall include the following diagrams:
	4.10.2.6.5.2 UML class diagrams shall be used to identify and describe the computer software units and their interdependencies. Class diagrams shall portray attributes (data), methods (functions, interface), and dependency relationships (e inheritance...

	4.10.2.6.6. Software Design Description
	4.10.2.6.6.1 The Contractor shall document the detailed design in Software Design Description (SDD) in accordance with ISO/IEC 12207, ISO/IEC 15289, IEEE 1016 and specifications given in this SOW.
	4.10.2.6.6.2 The SDD shall include the database schema represented using UML data modelling standards. The SDD shall include Logical and Physical Data Models.
	4.10.2.6.6.3 The SDD shall provide a data dictionary describing all data elements within the database, with views and outputs consistent with UML modelling standards. The information in the data dictionary shall be captured in the database design tool.
	4.10.2.6.6.4 The Contractor shall perform lower-level Software Design for each defined software item in order to code it efficiently and produce item-level design documents (e.g. SDD-CI).
	4.10.2.6.6.5 There may be more than one SDD depending on the level of components and units. The SDD documents will have informative purposes and not subject to Purchaser approval.
	4.10.2.6.6.6 The Purchaser shall have the right to ask for the SDD during the development and examine to ensure that the software construction is carried out according to the architecture, detailed design and selected methodology.
	4.10.2.6.6.7 The Contractor shall deliver the SDD(s) to the Purchaser for information purposes.

	4.10.2.6.7. User Interface Design
	4.10.2.6.7.1 The Contractor shall design the GUI for each software item before the construction and update the UIS during the Build Process.
	4.10.2.6.7.2 The detailed GUI design shall be discussed during IWG Workshops/Meetings, the UIS shall be reviewed. User Community will also be involved in the GUI design process to the extent possible.
	4.10.2.6.7.3 The Contractor shall update the GUI design for each software item in the UIS. The Purchaser will approve the GUI design for each item before its construction.
	4.10.2.6.7.4 Both the Contractor and Purchaser can propose changes to the GUI design following the Change Management process. Any change to any part of the UIS will be subjected to the Purchaser’s approval.

	4.10.2.6.8. Software Design Review
	4.10.2.6.8.1 Software Design Review (SwDR) is a review to ensure that the software design is sufficient to proceed into construction, and that all software requirements and performance requirements can be met.
	4.10.2.6.8.2 The Contractor shall organise and conduct a SwDR for each Build Process at the Purchaser’s facility to present the design documents.
	4.10.2.6.8.3 The Purchaser will review, evaluate and approve the design documents to be used in that Build Process during its SwDR, and the Contractor shall baseline them.
	4.10.2.6.8.4 The Contractor shall prepare a SwDR Report and deliver within one week after the completion of the SwDR.


	4.10.2.7. Software Construction Process
	4.10.2.7.1. The Contractor shall perform the software construction activities described in ISO/IEC 12207, Paragraph 7.1.5.3 in each Build Process.
	4.10.2.7.2. The Contractor shall apply best practices for software development and documentation, including lower level design documents, development tools, test environment and internal test procedures.
	4.10.2.7.3. Coding
	4.10.2.7.3.1 The Contractor shall develop the source code together with source code documentation (commenting).
	4.10.2.7.3.2 The Contractor shall ensure that the construction follows the design given in related documents. Any diversion shall be justified, and updated design documents shall be presented to the Purchaser for assessment.
	4.10.2.7.3.3 The Purchaser has the right to closely monitor the software construction activities at the Contractor premises and examine the source code to ensure that the software construction is carried out according to the design descriptions follow...
	4.10.2.7.3.4 The Contractor shall produce executable software units that properly reflect the software design.

	4.10.2.7.4. Unit Testing
	4.10.2.7.4.1 The Contractor shall perform unit-level internal testing at his own premises, units using internal development and test environment.
	4.10.2.7.4.2 The Contractor shall develop the software unit test procedures in accordance with ISO/IEC 12207, ISO/IEC 15289, and IEEE Std 829.
	4.10.2.7.4.3 The Contractor shall perform unit testing for any identified software components using applicable test methods (e.g. black-box, white-box).

	4.10.2.7.5. Source Code Review
	4.10.2.7.5.1 The Contractor shall perform Source Code Review (SCR) during Unit Testing using COTS tools.
	4.10.2.7.5.2 The objective of the SCR shall be to demonstrate that the code is maintainable, well-documented and follows sound coding practises.
	4.10.2.7.5.3 The Contractor shall prepare a Source Code Review Report (SCR-R) which describes the methodology used, the acceptance criteria, the list of findings, explanations and a resolution plan.
	4.10.2.7.5.4 The Contractor shall deliver the SCR-R at the TRR. The SCR-R shall be one of the Entry Criteria for the TRR.
	4.10.2.7.5.5 The Contractor shall submit the final (if modified) SCR-R at the SSMAT and the Purchaser will review the Report as part of the SSMAT.
	4.10.2.7.5.6 The Purchaser may conduct another Source Code Review, through IV&V Support as part of the SSMAT, using automated tools. The results/findings will be presented. The Contractor shall include the deficiencies found during this process into h...
	4.10.2.7.5.7 The Contractor shall correct all deficiencies in the resolution plan prepared and updated according to the Source Code Review Reports.

	4.10.2.7.6. The documents produced during the Software Construction Process (e.g. SRS-CI, SDD-CI, STD-CI) shall be discussed during IWG Workshops.

	4.10.2.8. Software Integration Process
	4.10.2.8.1. The Contractor shall perform the Software Integration activities described in ISO/IEC 12207 Paragraph 7.1.6.3, in each Build Process.
	4.10.2.8.2. The Contractor shall combine the software units and software components, producing integrated software items, consistent with the software design, and demonstrate that the functional and non-functional software requirements are satisfied o...
	4.10.2.8.3. The Contractor shall be responsible for system integration of the TRITON capability. This integration shall include both the integration of the various hardware and software elements that constitute the TRITON capability and the integratio...
	4.10.2.8.4. The Contractor shall perform software integration in its own premises using the Software Development Environment. The Contractor can also use the TRITON Test System at the Purchaser’s PMIC facilities for conducting developmental tests and ...
	4.10.2.8.5. The Purchaser will have the right to examine the integration and internal test documents and process to ensure that the software integration is carried out according to the plans and selected methodology.
	4.10.2.8.6. The Contractor shall deliver any prepared integration and test document to the Purchaser for information purposes.

	4.10.2.9. Software Qualification Testing Process
	4.10.2.9.1. The Contractor shall perform the software qualification testing activities described in ISO/IEC 12207, Paragraph 7.1.7.3 within the System Verification Process for each Build Process.
	4.10.2.9.2. Software Test Description
	4.10.2.9.2.1 The Contractor shall produce Software Test Description (STD) in accordance with ISO/IEC 12207, ISO/IEC 15289, and IEEE Std 829 for each software element.
	4.10.2.9.2.2 The STD shall describe the Test Environment, prerequisite conditions that must be established prior to performing the test case.
	4.10.2.9.2.3 The STD shall include at least one test case per requirement, per use case and per main flow/extension.
	4.10.2.9.2.4 The STD shall describe test inputs, expected results and criteria for evaluating results.
	4.10.2.9.2.5 The STD shall describe test procedures for each software element to be tested internally.
	4.10.2.9.2.6 The Contractor shall deliver the STD(s) to the Purchaser for information purposes.

	4.10.2.9.3. Internal System Test
	4.10.2.9.3.1 The Contractor shall perform Internal System Test (IST) as software qualification testing to confirm that the integrated software product meets its defined requirements.
	4.10.2.9.3.2 The Contractor shall use the STDs for IST.
	4.10.2.9.3.3 The Purchaser shall have the right to witness the internal system integration and testing activities to ensure that the software qualification testing is carried out according to the TMP by following the indicated quality system.
	4.10.2.9.3.4 The Contractor shall cover, in IST, all code logic and branches, including the rationale behind the selected test coverage and the accepted risk level. The IST shall include boundary value testing (maximum-minimum values, error values), w...
	4.10.2.9.3.5 The Contractor shall deliver the IST-Report (IST-R) within one week after the IST.
	4.10.2.9.3.6 The IST-R shall be one of the Entry Criteria for TRR and contain any defects found during the IST and a Resolution Plan.

	4.10.2.9.4. Qualification Methods
	4.10.2.9.4.1 The Contractor shall use the software qualification methods defined in Table 4-9Table 4-9 for each requirement in the specification document to ensure that the requirement has been met:


	4.10.2.10. Software Verification and Validation Processes
	4.10.2.10.1. The Contractor shall perform the software verification activities described in ISO/IEC 12207, Paragraph 7.2.4 and 7.2.5 within the System Verification Process and System Validation Process applicable to each Build Process.
	4.10.2.10.2. The Contractor shall perform software verification to confirm that each software element properly reflects the specified requirements, design, code, integration and documentation.
	4.10.2.10.3. Further software verification and validation shall be performed according to the System Verification Process (Paragraph 4.12) and System Validation Process (Paragraph 4.14).

	4.10.2.11. Software Version Description
	4.10.2.11.1. The Contractor shall produce a Software Version Description (SVD) for each Baseline and for each new release thereafter.
	4.10.2.11.2. The SVD shall list by identifying numbers, titles, abbreviations, dates, version numbers, and release numbers, as applicable, all physical media (for example, listings, disks) and associated documentation that make up the software version...
	4.10.2.11.3. The SVD shall include applicable security and privacy considerations for the release.
	4.10.2.11.4. The SVD shall contain a list of all changes incorporated into the software version since the previous version.
	4.10.2.11.5. The SVD shall identify or reference all unique-to-site data contained in the software version.
	4.10.2.11.6. The SVD shall identify any possible problems or known errors with the software version at the time of release, any steps being taken to resolve the problems or errors, and instructions (either directly or by reference) for recognizing, av...


	4.10.3. Hardware Implementation Processes
	4.10.3.1. General
	4.10.3.1.1. The Contractor shall perform Hardware Implementation Process to produce TRITON Deployable Kits (TDK).
	4.10.3.1.2. The Contractor may use ISO 9001:2008 to produce the Hardware Developmental Items (HDI) or use a subcontractor.
	4.10.3.1.3. The Contractor shall manufacture the TDKs, install the software and test them as a complete system.

	4.10.3.2. Hardware Requirements Analysis Process
	4.10.3.2.1. The Contractor shall perform hardware requirements analysis in order to determine detailed requirements for the production.
	4.10.3.2.2. The Contractor shall prepare Hardware Requirements Specification (HRS) which maps the system-level requirements to the hardware with additional derived requirements.
	4.10.3.2.3. Hardware Requirements Review
	4.10.3.2.3.1 The Contractor shall conduct Hardware Requirements Review (HwRR) and prepare HwRR Report.


	4.10.3.3. Hardware Design Process
	4.10.3.3.1. The Contractor shall design the TDKs, prepare the interface, layout and integration diagrams, cable diagrams, power circuits used in the server and.
	4.10.3.3.2. The Contractor shall prepare Hardware Design Description (HDD) to clearly describe what COTS products are used, how they are assembled to build the desired hardware unit, and how they are integrated.
	4.10.3.3.3. If any component is manufactured, its design shall also be included.
	4.10.3.3.4. Hardware Design Review
	4.10.3.3.4.1 The Contractor shall conduct Hardware Design Review (HwDR) and prepare HwDR Report.


	4.10.3.4. Hardware Production Process
	4.10.3.4.1. The Contractor shall procure the COTS hardware needed for TDKs, as agreed with the Purchaser.
	4.10.3.4.2. The Contractor shall integrate the COTS equipment to build one HDI as the First Article.
	4.10.3.4.3. The Contractor shall fully document the cabling design to allow the maintenance staff to trace the source and destination of cables and their path. The cable marking shall be by one of the following methods:
	4.10.3.4.4. All cabling shall be installed in a neat and workmanlike manner. It shall allow for easy access to the label, have sufficient slack to prevent undue stress, and provide sufficient access for maintenance. The cables shall be properly suppor...

	4.10.3.5. Software Installation
	4.10.3.5.1. The Contractor shall install the TRITON Operational Baseline (BL4), specifically developed for ACPs, on each TDK, along with the supporting software and documentation associated with the Baseline.
	4.10.3.5.2. The Contractor shall obtain server address and other configuration details from the Purchaser and activate the installed servers, workstations, and ancillary equipment on the TDK.
	4.10.3.5.3. The Contractor shall install and configure OTS software applications included as part of the TRITON Baseline for the TDK.
	4.10.3.5.4. The Contractor shall configure all software settings to match the Product Baseline and TDK-specific requirements, and load any initial data included with the baseline.
	4.10.3.5.5. The Contractor shall import and/or load any specific data.
	4.10.3.5.6. The Contractor shall demonstrate to the local Security Accreditation Authority (SAA) that the equipment complies with the SyRS and SOW requirements, and Security Operating Procedures (SecOps).
	4.10.3.5.7. The Contractor shall execute the SIVPs for the TDK for verification by the SAA. The Contractor shall obtain a System Statement of Conformance from the SAA.
	4.10.3.5.8. Upon completion of TDK software installation, the Contractor shall provide the Purchaser with a copy of the TDK installation and activation checklist. The Contractor shall resolve any discrepancies identified.
	4.10.3.5.9. The Contractor shall provide operation of the TRITON software on the TDK as listed in the AFPL.
	4.10.3.5.10. The Purchaser will provide the Contractor the images of the latest version of the supported software configuration (Operational Baseline) for TDKs and clients as defined in the AFPL.
	4.10.3.5.11. The Purchaser will provide the Contractor the licenses for the activation of the COTS software indicated in the Software Baseline maintained by the NCI Agency unless otherwise specified (e.g. the Contractor purchases the software licenses...

	4.10.3.6. Hardware Verification Process
	4.10.3.6.1. Hardware Test Description
	4.10.3.6.1.1 Hardware verification shall be conducted on the basis of test cases. These test cases shall be developed by the Contractor and documented in the Hardware Test Description (HTD).
	4.10.3.6.1.2 The Contractor shall deliver the HTD to the Purchaser for information prior to HW-TRR.
	4.10.3.6.1.3 The Contractor shall perform internal hardware testing according to the HTD.

	4.10.3.6.2. First Article Acceptance Test
	4.10.3.6.2.1 The Contractor shall plan the First Article Acceptance Test (FAAT) for the first HDI produced before the serial production.
	4.10.3.6.2.2 The Contractor shall conduct the PCA for a new production item on the first article of its kind of the production line [ACMP-2009].
	4.10.3.6.2.3 The Contractor's conduct of the PCA shall include a detailed audit of; engineering drawings, specifications, technical data and tests utilized in production of hardware CI. The PCA shall also include an audit of the released engineering d...
	4.10.3.6.2.4 The Contractor shall prepare the FAAT Procedure which includes test cases for the hardware components of the HDI. The FAAT Procedure shall include test cases related to overall HDI functionality as well as the hardware components.
	4.10.3.6.2.5 FAAT shall cover at least the following tests:
	4.10.3.6.2.6 The Contractor shall deliver the FAAT Procedure two (2) weeks prior to the Hw-TRR.
	4.10.3.6.2.7 The FAAT is not complete until all non-conformances affecting the part are closed and corrective action is implemented. After corrective action is implemented a FAAT for the failed characteristic shall be re-performed and the results reco...
	4.10.3.6.2.8 The Contractor shall perform serial production for the TDKs as an HDI after the successful completion of FAAT.
	4.10.3.6.2.9 The Contractor shall prepare FAAT Report for the status of the First Product.

	4.10.3.6.3. IV&V Testing
	4.10.3.6.3.1 The hardware of the TDK is subject to security screening and approval by the NCI Agency. In particular, the software used in the TDK must be included in the NATO Operational Baseline as described in the AFPL.
	4.10.3.6.3.2 The Purchaser will execute Security Test for one produced TDK with its NS and NU Units as a single, stand-alone “system”.
	4.10.3.6.3.3 The Contractor shall transfer one TDK to the test location indicated by the Purchaser, set to operation, and after the test, the Contractor shall transfer the TDK to its own premises.
	4.10.3.6.3.4 The IV&V Testing for TDK is described in Paragraph 4.12.12.7.26.


	4.10.3.7. Serial Hardware Production
	4.10.3.7.1. Production Readiness Review
	4.10.3.7.1.1 Production Readiness Review (PRR) is planned to determine if the hardware design is ready for serial production and if the Contractor (and subcontractors) have accomplished adequate production planning without incurring unacceptable risks...
	4.10.3.7.1.2 The Contractor shall plan and execute a PRR prior to the serial production of the HDIs.
	4.10.3.7.1.3 The Contractor shall prepare PRR Report.

	4.10.3.7.2. The Contractor shall perform serial production of HDIs according to the authorisation given by the Purchaser.

	4.10.3.8. Hardware Acceptance
	4.10.3.8.1. Hardware Test Readiness Review
	4.10.3.8.1.1 Before scheduling the individual FATs, the Contractor shall host a Hardware Test Readiness Review (Hw-TRR) to review preparations and readiness for testing of HDIs, including adequate version identification of hardware, software and test ...

	4.10.3.8.2. Factory Acceptance Test (Hardware)
	4.10.3.8.2.1 The Contractor shall plan a Factory Acceptance Test (FAT) for each of the produced HDI. One TDK shall be tested with full test cases, and the others shall be tested using the nominal test cases.
	4.10.3.8.2.2 The Contractor shall inform the Purchaser about the date and time of the FATs for each TDK at least thirty (30) days prior the FAT.
	4.10.3.8.2.3 The Contractor shall prepare the FAT Procedure which includes test cases for the hardware components of the HDI and TRITON Operational Software Baseline 4.
	4.10.3.8.2.4 FAT Procedure shall cover the following tests in addition to the functional tests:
	4.10.3.8.2.5 The Contractor shall deliver the TDK FAT Procedure two (2) weeks prior to the Hw-TRR.
	4.10.3.8.2.6 The Contractor shall prepare each TDK for FAT including the COTS software and TRITON Operational Software installation. TDK Test Environment shall have the simulation capability for the external interfaces (e.g. ship side for the ACP Inte...
	4.10.3.8.2.7 The Purchaser has the right to participate in the selected or all FAT activities of TDKs.
	4.10.3.8.2.8 The Contractor shall prepare FAT Report for the status of each TDK.

	4.10.3.8.3. Sea Acceptance Test
	4.10.3.8.3.1 The objective of the Sea Acceptance Test (SeAT) is to ensure that the TDK can be transferred on board a ship, carried to the indicated compartment, fixed on the deck, powered on, set to operation and get connected to the selected static T...
	4.10.3.8.3.2 SeAT shall cover the following tests in addition to the functional tests:
	4.10.3.8.3.3 The Contractor shall prepare SeAT Procedure and deliver it at least two (2) weeks prior to the Hw-TRR.
	4.10.3.8.3.4 The Contractor shall transport one TDK to the port where SeAT will be executed, perform the tests and transport the TDK back to its own premises if not any other destination is agreed.
	4.10.3.8.3.5 The Contractor shall conduct the SeAT and prepare the SeAT Report.


	4.10.3.9. Delivery
	4.10.3.9.1. The Contractor shall pack, preserve, ship, transport, document, deliver and handover HDIs (TDK) to the Purchaser after the shipment authorisation is given for an indicated location in Europe.
	4.10.3.9.2. The Contractor shall apply the procedure defined in Subsection 5.9 of the SOW.
	4.10.3.9.3. The Purchaser will have the right to reject any TDK determined to be defective due to transportation. In this case, the Contractor shall replace any defective unit of the TDKs and demonstrate at the Purchaser’s location that the entire TDK...

	4.10.3.10. Hardware Maintenance Process
	4.10.3.10.1. The Contractor shall provide software and hardware maintenance for TDK until FSA.


	4.10.4. Purchaser Access during Implementation
	4.10.4.1. The Purchaser, case-by-case represented by the IV&V team, reserves the right to monitor the Contractor's activities, including code inspections, to ensure that sound engineering practices are followed and that the requirements of the SRS are...
	4.10.4.2. During the process of development, the Contractor shall provide the Purchaser with Internet access to a version of the Developmental Baseline. This online accessible version of the application shall be updated to reflect the weekly build.
	4.10.4.2.1. The Contractor shall implement an access control mechanism to restrict viewing of the version of the Developmental Baseline to a list of users approved by the Purchaser and administered by the Contractor.

	4.10.4.3. The Contractor shall permit Purchaser personnel or designees to inspect the Developmental Baseline.
	4.10.4.4. The Purchaser will notify the Contractor at least three (3) working days before an inspection visit.


	4.11. System Integration Process
	4.11.1. General
	4.11.1.1. The Contractor shall perform the System Integration Process to assemble the TRITON capability that is consistent with the architectural design.
	4.11.1.2. The Contractor shall perform system integration activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.5 as referred by AAP-48, Paragraph 6.4.5.
	4.11.1.3. The purpose of System Integration shall be:
	4.11.1.3.1. Completely assemble the implemented system elements to make sure that the implemented elements are compatible with each other.
	4.11.1.3.2. Demonstrate that the aggregates of implemented elements perform the expected functions and performance/effectiveness.
	4.11.1.3.3. Detect defects/faults related to design and assembly activities by submitting the aggregates to focused verification and validation actions.
	4.11.1.3.4. Demonstrate that the implemented elements form the entire Functional Service.
	4.11.1.3.5. Demonstrate that the Functional Service can interact with external systems/services.


	4.11.2. System Integration Activity
	4.11.2.1. The Contractor shall perform System Integration Activity with the support of SEWG and VVWG at the NCI Agency PMIC facilities using the actual external systems with the test data necessary for each Build Process.
	4.11.2.2. The Purchaser will provide working environment for the System Integration Activity and provide support for the external systems.
	4.11.2.3. The Contractor shall install the PBL on the TRITON Test System at the PMIC facilities. The Contractor shall work in close coordination with the Purchaser’s staff members.
	4.11.2.4. The Purchaser will establish TRITON Interoperability Test Centre (TRITON-ITC) at PMIC using the TRITON Test Systems (NS and NU). The ITC will be used during integration and test activities for Nation Interfaces.
	4.11.2.5. The Contractor shall perform system integration by checking all interfaces, adapting the software as necessary and performing dry-run of the System Integration Test (SIT).
	4.11.2.6. System Integration Activity can last up to two (2) weeks, between the FAT and the SIT.
	4.11.2.7. The Contractor shall determine any deficiencies and correct them before the actual SIT.
	4.11.2.8. The Contractor shall provide technical support to integration and testing of Nation Interfaces using the TRITON Test Systems.

	4.11.3. System Integration Test
	4.11.3.1. The Contractor shall perform the System Integration Test (SIT) at the NCI Agency PMIC using the actual external systems with test data for each Build Process. The details of the SIT are given in Paragraph 4.12.12.3.
	4.11.3.2. As the prerequisite to start the SIT, the Contractor must pass the FAT.
	4.11.3.3. The Contractor shall perform the SIT prior to other acceptance tests.


	4.12. System Verification Process
	4.12.1. General
	4.12.1.1. Verification is the process of providing objective evidence that the system, software, or hardware and its associated products conform to requirements (e.g. for correctness, completeness, consistency, and accuracy) for all life cycle activit...
	4.12.1.2. The Contractor shall perform system verification activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.6 as referred by AAP-48, Paragraph 6.4.6.
	4.12.1.3. Testing is a set of activities conducted to facilitate discovery and/or evaluation of properties of one or more test items. It is the primary technique intended to evaluate the fulfilment of specifications and requirements to reduce risk and...
	4.12.1.4. The Contractor shall define and develop test programs, plans, and procedures, conduct testing, and evaluate and document results.
	4.12.1.5. The Contractor shall perform sequence of testing on a TRITON Baseline in order to verify its quality and receive necessary approvals required to deploy the system in NATO operational environment.
	4.12.1.6. Test Levels
	4.12.1.6.1. The Contractor shall include the following types of tests during the Verification Process [IEEE 29119]:
	4.12.1.6.2. The Contractor shall explain the objectives of these tests in the TMP and allocate them onto each formal Test Activity in the Verification Process.

	4.12.1.7. The Contractor shall have the overall responsibility for meeting TRITON testing requirements, and shall provide the man-power required to install the TRITON Baseline under test onto the Purchaser’s Test Systems and to perform all tests.
	4.12.1.8. The Contractor shall ensure that its hardware, software, test equipment, instrumentation, supplies, facilities, and personnel are available and in place to conduct or support each scheduled test.
	4.12.1.9. Test Data and Test Environment
	4.12.1.9.1. The Contractor shall establish a Test Environment in its premises using simulators for external data sources. This environment shall be used during Internal System Tests and FAT.
	4.12.1.9.2. The Contractor shall establish a Test Environment at the Purchaser’s premises using the TRITON Test Systems (see 4.13.10.1). This environment shall be used during SIT, SSMAT and UAT.
	4.12.1.9.3. The Test Environment shall include a scenario-based data input capability for the TRITON function under test. The concept of Training Environment described in SRS can be used for test purposes.
	4.12.1.9.4. The Contractor shall provide Test Data to support developmental, acceptance, and operational testing activities.
	4.12.1.9.5. The Test Data shall provide:
	4.12.1.9.6. For acceptance and operational testing, the Test Data shall also include, as a minimum, the anticipated operational quantities and sizes of Maritime Information Entities identified in the SyRS.
	4.12.1.9.7. The Contractor shall also use live data sources to test the system behaviour under real conditions. The necessary live data sources shall be made available by the Contractor during the tests. If commercial sources require licenses or servi...
	4.12.1.9.8. The Contractor shall be able to use recorded data for test purposes.
	4.12.1.9.9. The Contractor shall develop tools to capture, store or replay Test Data to perform functional tests without the real systems or services.
	4.12.1.9.10. The Contractor shall identify which parts of Test Data will be used as Reference Data to test the correctness of processes.
	4.12.1.9.11. The Purchaser will provide Test Data, when feasible, for those NATO Systems and Services that TRITON will have interface with.

	4.12.1.10. The Contractor shall perform follow-on Operational Testing activities during the OT&E period in order to evaluate the TRITON capability performance and establish benchmarks for future enhancements, including the changes which are made to me...
	4.12.1.11. The Contractor shall perform developmental, acceptance, and operational testing for future TRITON enhancements and modifications undertaken as part of this Contract, including the changes which are made to meet the requirements.

	4.12.2. Test Management Plan
	4.12.2.1. The Contractor shall provide and maintain a Test Management Plan (TMP) outlining the tests and supporting tasks to meet the requirements of this SOW and the Contractual SRS.
	4.12.2.2. The Contractor shall use ISO/IEC/IEEE 29119 as a guidance for Test Management and include the sections given in Table 4-10 as a minimum:
	4.12.2.3. The TMP shall describe at a high level, the overall plans for test, verification and validation at all stages of the project lifecycle including the following:
	4.12.2.4. The TMP shall describe how the Contractor intends to meet the following objectives:
	4.12.2.5. The TMP shall describe the Contractor’s test organization and its relationship with the Contractor’s Project Management Office and QA functions.
	4.12.2.6. The TMP shall provide a flow diagram that identifies the overall sequence of tests, the location, and Contractor and Purchaser equipment and personnel involved in each test, and the relationship of test events to project milestones.
	4.12.2.7. The TMP shall identify the test documentation associated with each test, including the scenario, procedures, test data, test results, and test reports.
	4.12.2.8. The TMP shall identify how defects are tracked through to correction by using a Test Management Tool or defect management tool respectively.
	4.12.2.9. The TMP shall identify the support to be provided by the Purchaser in terms of manpower, services and material, including Purchaser witnessing and approval activities.
	4.12.2.10. The TMP shall identify any specialised or long-lead items required for testing.
	4.12.2.11. The TMP shall identify all TRITON system elements and CIs that are subject to test and shall indicate by which method the items will be evaluated.
	4.12.2.12. The TMP shall include a description of how the Requirements Traceability Matrix (RTM) shows how test tasks demonstrate that the tested system fulfils specific SRS requirements and implements specific SDS features.
	4.12.2.13. The TMP shall provide the allocation of test procedure to each test task supporting the tests.
	4.12.2.14. The TMP shall include the following plans as appendices:
	4.12.2.15. Security Test and Verification Plan
	4.12.2.15.1. The Contractor shall provide and maintain, as an annex to the TMP, which can be addressed as a separate document, a Security Test and Verification Plan (STVP) that details the tests by which it will demonstrate compliance with the securit...
	4.12.2.15.2. The Contractor shall derive a generic STVP, compliant to [AC/35-D/2005-REV3], from the original STVP which can be used by Organizational Nodes to produce their specific STVP.
	4.12.2.15.3. The Contractor shall deliver the draft STVP at the CDR.

	4.12.2.16. System Validation Plan
	4.12.2.16.1. The Contractor shall prepare a System Validation Plan (SVP), as an annex to the TMP, which describes the detailed activities needed for the validation process.
	4.12.2.16.2. The SVP shall include the following:
	4.12.2.16.3. The Contractor shall deliver the draft SVP at the CDR.
	4.12.2.16.4. The Purchaser will obtain operational user community’s concurrency/ approval on the SVP and approve it.


	4.12.3. Test Management Tool
	4.12.3.1. The Contractor shall perform Test Quality Management by introducing a Test Management Tool including a Test Automation Tool.
	4.12.3.2. The Test Management Tool shall:
	4.12.3.2.1. Link requirements in the SyRS to test cases, procedures, and results.
	4.12.3.2.2. Support Test Preparation, Test execution, Test evaluation and Test optimisation, as well as the logging of errors.
	4.12.3.2.3. Support the establishment of version-controlled test baselines associated with the Functional, Development and Product Baselines.
	4.12.3.2.4. Provide all Test Case references to the associated SOW and SyRS requirement(s).
	4.12.3.2.5. Provide all Test Case references to the associated functional area(s) in the logical model of TRITON SDS.
	4.12.3.2.6. Provide detailed Test Case description, including the following fields:
	4.12.3.2.7. Provide overall and individual Test Case dependencies.
	4.12.3.2.8. Provide overall procedures for sequences of tests, such as those for the Factory Acceptance Test.
	4.12.3.2.9. Provide individual and summary test results.
	4.12.3.2.10. Provide a Test Log of all tests run, including:

	4.12.3.3. Support Change Management, including data on test errors, affected Test Cases, associated Deficiency Reports, and change history.
	4.12.3.4. The Contractor shall make the contents of the Test Management Tool information accessible on a read-only basis via the Project Website.
	4.12.3.5. Test Automation Tool
	4.12.3.5.1. The Contractor shall use a Test Automation Tool which is part of the Test Management Tool to allow automation on repeatable test cases.
	4.12.3.5.2. The Contractor shall define automated test cases with automated verification conditions.


	4.12.4. Test Procedures
	4.12.4.1. The Contractor shall develop and maintain Test Procedures (or test cases) for each formal test activity (as defined in the TMP) according to ISO/IEC/IEEE 29119.
	4.12.4.2. The Contractor shall identify any conditions which shall be satisfied prior to application of the test with, if applicable, a block diagram showing the proposed method of meeting the test requirements.
	4.12.4.3. The Contractor shall state for each test the following items:
	4.12.4.4. The Contractor shall include, in each Test Procedure, the Nominal Test Cases, which can be used to demonstrate that the system elements continue functioning properly after applying maintenance to some elements. The Nominal Test Cases shall c...
	4.12.4.5. The Contractor shall include a subset of the RTM relevant to the test item to show how test tasks are linked to and demonstrate specific SOW and SyRS requirements.
	4.12.4.6. The Contractor shall identify the means of measurement or assessment for each test in the Test Procedure.
	4.12.4.7. The Contractor shall forward the Test Procedures for Purchaser review and acceptance at least three (3) weeks prior to test execution, unless specified differently in the Work Package.
	4.12.4.8. The Contractor shall generate and deliver automated Test Procedures compatible with the Test Management and Test Automation Tools for all test procedures.
	4.12.4.9. The Test Procedures shall also be provided in a structured format (XML) to allow exporting to the Purchaser’s Test Management Tool.

	4.12.5. Test Readiness Review
	4.12.5.1. A Test Readiness Review (TRR) ensures that the test article (hardware/ software), test facility, support personnel, and test procedures are ready for testing and data acquisition, reduction, and control.
	4.12.5.2. Before scheduling the Verification Tests (see 4.12.12), the Contractor shall organise and host a TRR to review preparations and readiness for testing of system elements, including adequate version identification of CIs and test procedures.
	4.12.5.3. The Contractor shall plan and conduct Physical Configuration Audit (PCA) as defined in [ACMP-2009] in order to clearly identify the PBL as the items to be tested, with their configuration control and version numbers. Each Baseline shall have...
	4.12.5.4. Entry Criteria
	4.12.5.4.1. The Contractor shall include in planning the TRR Entry Criteria given in Table 4-11Table 4-11 and make them available to the Purchaser at least two (2) weeks prior to the TRR:

	4.12.5.5. Success Criteria
	4.12.5.5.1. The Purchaser concludes that the TRR Success Criteria in Table 4-12Table 4-12 accomplished to complete the objectives of the TRR.

	4.12.5.6. The Contractor shall prepare a TRR Report and submit it within one week after the completion of the TRR.

	4.12.6. Test Crew Training
	4.12.6.1. The Contractor shall provide Test Crew Training for the following tests in accordance with the requirements given in Paragraph 5.8.8:

	4.12.7. Test Reports
	4.12.7.1. The Contractor shall record the results for each testing activity (test levels) in a Test Report, using the test result sheets incorporated in the relevant test procedure and the information collected in the Test Log.
	4.12.7.2. The Contractor shall include at least the following items in the Test Report:
	4.12.7.3. Where the Purchaser has witnessed the testing, the witness will annotate each page of the test results. Such annotation will only confirm the accuracy of the test results and shall not be considered as an acceptance of the testing.
	4.12.7.4. Any failure to complete a test successfully shall be recorded by the Contractor, logged as a Deficiency Report, and noted in the Test Report.
	4.12.7.5. The original Deficiency Report (electronic and hard-copy) shall be delivered to the Purchaser for acceptance within two (2) weeks after the completion of the test, unless specified differently in the Work Package.

	4.12.8. Test Failures
	4.12.8.1. Classification of Failures
	4.12.8.1.1. Should a failure occur during testing, the Contractor shall submit a failure report (individually identified to ensure traceability) and carry out a preliminary investigation to classify the failure as one of the following:
	4.12.8.1.1.1 Class “A”: there is evidence that the cause was an external or transient condition;
	4.12.8.1.1.2 Class “B”: there is mutual agreement between the Contractor and Purchaser that the cause was an inherent design or manufacturing deficiency in the unit under test; or
	4.12.8.1.1.3 Class “C”: When the specific nature of the cause cannot be immediately determined and a more detailed investigation is required before a conclusion can be drawn.


	4.12.8.2. Class “A” Failures
	4.12.8.2.1. In the event that a preliminary investigation results in the classification of a failure as described above, the Contractor shall repeat the test at least three successive times in order to confirm the failure.
	4.12.8.2.2. If the re-test is successful, the Purchaser will close the observation and testing shall be resumed from the point immediately after that where the failure occurred.
	4.12.8.2.3. If the re-test fails, the Contractor shall change the failure category to class “B” or “C”, as described above.

	4.12.8.3. Class “B” Failures
	4.12.8.3.1. If a failure is classified as a Class "B" from above, the Contractor shall suspend all testing until the Contractor determines the specific cause of the failure and proposes appropriate remedial action acceptable to the Purchaser.
	4.12.8.3.2. If the Contractor determines that the cause of the failure or the effect of the proposed remedial action will have no influence whatsoever on other areas of scheduled testing, it may propose to the Purchaser to continue testing in the othe...
	4.12.8.3.3. The Purchaser shall have the right to require repetition of any or all tests performed in these circumstances after the rectification of the cause of the failure and the subsequent re-tests, to prove they have been successfully completed.
	4.12.8.3.4. The Contractor shall be responsible for all costs related to the rectification of deficiencies or failures and subsequent re-testing caused by the design or production of the deliverables identified during the verification and/or testing c...
	4.12.8.3.5. The Contractor shall be responsible for any travel, subsistence and other incidental expenses incurred by the Purchaser as a result of the requirement for the re-performance of tests necessitated by test failures.
	4.12.8.3.6. The Contractor shall provide full details describing the cause of the failure and the recommended remedial actions to be taken by the Contractor.
	4.12.8.3.7. After the Contractor has taken remedial action, the test may be resumed at the step during which the deficiency or failure was identified; however, the Purchaser shall have the right to require that re-testing includes all of the tests rel...

	4.12.8.4. Class “C” Failures
	4.12.8.4.1. If a failure is classified as a Class "C" from above, the Contractor shall immediately suspend testing and conduct a detailed investigation into its causes.
	4.12.8.4.2. The Contractor shall report its findings and recommendations on the cause and remedial action required and advise if the failure should be re-classified as either a Class “A” or “B.” The actions previously described relating to these class...
	4.12.8.4.3. If the Contractor determines that the test failure was due to a component failure and not attributable to a deficiency in design, then the defective component may be replaced and the failure re-classified as a Class "A" failure.

	4.12.8.5. Tracking of Failures
	4.12.8.5.1. If a failure occurs during testing, the Contractor shall record the event and log the subsequent actions taken to resolve the failure.
	4.12.8.5.2. The Contractor shall indicate in the Problem Resolution Plan, how these recorded failures will be solved.


	4.12.9. Test Waivers
	4.12.9.1. If the Contractor has previously successfully completed qualification testing to national or international standards for assemblies, subassemblies, components or parts, the Contractor may submit documentation that substantiates the particula...
	4.12.9.2. The Purchaser reserves the right to review and approve the test documentation for acceptance and waiver of any test requirement.
	4.12.9.3. The Contractor shall produce the following to justify a test waiver:
	4.12.9.3.1. The nationally or internationally certified test results;
	4.12.9.3.2. The test standards, procedures and methods employed on the testing; and
	4.12.9.3.3. The Test Environment specifications that show that the previous testing matches the requirements of this Contract.
	4.12.9.3.3.1 The Contractor shall certify that the environment to be implemented is identical to that which was originally tested and certified, or advise the Purchaser of design/construction changes which affect form, fit or function.
	4.12.9.3.3.2 The Purchaser, after review of such changes and their impact, reserves the right to require test and certification of the modified equipment at no cost.


	4.12.9.4. The Contractor shall record and log all waiver requests along with their resolution.

	4.12.10. Test Results
	4.12.10.1. The result of a Verification Test shall be assigned as one of the results defined in Table 4-13:
	4.12.10.2. The Contractor shall propose the result of a test event in the relevant Test Report.
	4.12.10.3. The final decision about the result of the test will be given by the Purchaser and the decision shall be recorded in the Test Report.

	4.12.11. Problem Resolution Plan
	4.12.11.1. The Contractor shall prepare a Problem Resolution Plan (PRP) after each test. One PRP may be used for all tests and updated accordingly.
	4.12.11.2. The PRP shall include how all the findings, deficiencies and failures will be resolved.

	4.12.12. Verification Tests
	4.12.12.1. Factory Acceptance Test
	4.12.12.1.1. The purpose of the Factory Acceptance Test (FAT) is to demonstrate that the Product Baseline complies with the FBL (as set during the FCA for each Baseline) and that the off-the-shelf and uniquely developed elements of the TRITON capabili...
	4.12.12.1.2. The testing environment for FAT at the Contractor premises shall reflect the target implementation environment including configuration and security settings. The tests shall cover both functional testing and security testing.
	4.12.12.1.3. The FAT shall be conducted by the Contractor at the Contractor’s premises and observed by the Purchaser. The Contractor shall allow the Purchaser to perform specific tests after demonstration of that test by the Contractor.
	4.12.12.1.4. Factory Acceptance Test Procedure
	4.12.12.1.4.1 The FAT shall be conducted on the basis of test cases. These test cases shall be developed by the Contractor and documented in the FAT Procedure. The Purchaser will review, amend and approve the FAT Procedure prior to execution.
	4.12.12.1.4.2 The Contractor shall prepare the final FAT Procedure and deliver it at the TRR of each Build Process.
	4.12.12.1.4.3 The FAT Procedure shall include the GUI test cases according to the UIS.

	4.12.12.1.5. The Contractor shall facilitate and support (Test Crew Training) at least five (5) days of ad hoc testing by the Purchaser’s staff. The Contractor shall support the ad hoc testing and shall provide space and at least five (5) TRITON capab...
	4.12.12.1.6. The Contractor shall inform the Purchaser about the date and time of the FAT at least thirty (30) days prior the FAT.
	4.12.12.1.7. The Purchaser will declare the status of the FAT (Passed / Conditionally Passed / Failed) at the end of the test event.
	4.12.12.1.8. The Contractor shall prepare the FAT Report (FAT-R) submit it to the Purchaser within (1) one week after the test event.

	4.12.12.2. Security Test and Evaluation
	4.12.12.2.1. The purpose of Security Test and Evaluation (ST&E) is to demonstrate that the TRITON capability meets its security requirements and can be accredited for use on the NATO SECRE_T network, MISSION SECRE_T, NATO RESTRICTE_D NATO UNCLASSIFIED...
	4.12.12.2.2. The Contractor shall provide the initial version of the Security Operating Procedures (SecOps) in accordance with [AC/35-D/1014-REV2] and the Security Implementation Verification Procedures (SIVP) no later than the TRR for the FAT.
	4.12.12.2.3. The Contractor shall perform an internal ST&E prior to a TRR for Baseline. The results of this test shall be used to contribute to the development of the initial version of the TRITON SecOps.
	4.12.12.2.4. The Contractor shall demonstrate compliance of the TRITON capability with security requirements of the SRS, the draft SecOps and the SIVP, including compliance with operating system and security configuration settings.
	4.12.12.2.5. Security Operating Procedures
	4.12.12.2.5.1 The Security Operating Procedures (SecOps) shall be based on a Purchaser-furnished template in accordance with [AC/35-D/1014-REV2] and cover the following:
	4.12.12.2.5.2 After approval by the Purchaser, the SecOps shall be provided as part of Product Baseline.

	4.12.12.2.6. Security Implementation Verification Procedures
	4.12.12.2.6.1 The Contractor shall develop, provide and maintain the initial and any updated Security Implementation Verification Procedures (SIVP) for each TRITON element as part of Security Tests. These procedures shall consist of a set of software ...
	4.12.12.2.6.2 After approval by the Purchaser, the SIVP shall be provided as part of Product Baseline.

	4.12.12.2.7. The Contractor shall prepare the ST&E Report (ST&E-R) which will be required as part of the submissions for INFOSEC accreditation and submit it at the TRR of each Baseline.

	4.12.12.3. System Integration Test
	4.12.12.3.1. The purpose of System Integration Test (SIT) is to demonstrate that the Product Baseline complies with the FBL concerning the integration with the Bi-SC AIS Hardware Baseline and the Bi-SC AIS Core Services and other Bi-SC AIS Functional ...
	4.12.12.3.2. The purpose of the SIT is also to demonstrate that the Product Baseline complies with the Interoperability Requirements such as information exchange and interfaces to other systems, standards and protocols.
	4.12.12.3.3. The Contractor shall perform SIT by installing the PBL on the TRITON Test System at the PMIC facilities.
	4.12.12.3.4. System Integration Test Procedure
	4.12.12.3.4.1 The SIT shall be conducted on the basis of test cases. The Contractor shall develop the initial version of the test cases and document them in the SIT Procedure.
	4.12.12.3.4.2 The Purchaser will review, amend and approve the SIT Procedure prior to execution.
	4.12.12.3.4.3 The Contractor shall prepare the final SIT Procedure and deliver it at the TRR of each Build Process.

	4.12.12.3.5. The SIT shall include testing of all supporting capabilities, including:
	4.12.12.3.6. The SIT shall be executed using Test Data that is realistic in terms of structure, content and size.
	4.12.12.3.7. The Purchaser reserves the right to observe the tests and to have the Contractor perform selected testing tasks on the TRITON Reference System to confirm compliance.
	4.12.12.3.8. The Purchaser reserves the right to perform ten (10) days of ad hoc testing by the Purchaser personnel with support from the Contractor personnel. The Contractor shall record and assess for Contract relevance any discrepancies identified ...
	4.12.12.3.9. The Purchaser will declare the status of the SIT (Passed / Conditionally Passed / Failed) at the end of the test event.
	4.12.12.3.10. The Contractor shall prepare the SIT Report and submit it to the Purchaser within one (1) week after the test event.

	4.12.12.4. System Support and Maintenance Acceptance Test
	4.12.12.4.1. The purpose of System Support and Maintenance Acceptance Test (SSMAT) is to demonstrate that the PBL complies with the FBL with respect to support and maintenance, and provides Purchaser support staff with the capability to support, test ...
	4.12.12.4.2. The Contractor shall perform SSMAT by installing the PBL using the Software Installation Guide on the TRITON Test System at the PMIC facilities.
	4.12.12.4.3. Software Installation Guide
	4.12.12.4.3.1 Software Installation Guide (SIG) provides information about all actions to take in order to install and configure the TRITON Operational Software, including COTS components.
	4.12.12.4.3.2 The SIG shall include the following:
	4.12.12.4.3.3 The Contractor shall deliver the SIG at least three (3) weeks prior to the SSMAT.

	4.12.12.4.4. “Read Me” Files
	4.12.12.4.4.1 There may be additional “Read Me” files to explain specific information related to installation and configuration of certain components.
	4.12.12.4.4.2 The TRITON “Read Me” files shall have at least the following information:
	4.12.12.4.4.3 The Contractor shall provide “Read Me” files in the installation package.

	4.12.12.4.5. The SSMAT shall include at least the following:
	4.12.12.4.6. SSMAT Procedure
	4.12.12.4.6.1 The SSMAT shall be conducted on the basis of test cases for software elements.
	4.12.12.4.6.2 The Contractor shall develop the test cases and document them in the SSMAT Procedure.
	4.12.12.4.6.3 The SSMAT Procedure shall refer to the Software Installation Guide.
	4.12.12.4.6.4 The Purchaser will review, amend and approve the SSMAT Procedure prior to execution.

	4.12.12.4.7. The Purchaser reserves the right to observe the tests and to have the Contractor perform selected testing tasks on the TRITON Test System to confirm compliance.
	4.12.12.4.8. The Purchaser reserves the right to perform five (5) days of ad hoc testing by Purchaser personnel with support from the Contractor personnel (Test Crew Training). The Contractor shall record and assess for Contract relevance any discrepa...
	4.12.12.4.9. The Purchaser will evaluate the source code quality using the SCR-R as part of the SSMAT. The Purchaser has right to conduct another Source Code Review through IV&V Support.
	4.12.12.4.10. The Purchaser will declare the status of the SSMAT (Passed / Conditionally Passed / Failed) at the end of the test event.
	4.12.12.4.11. The Contractor shall prepare the SSMAT Report and submit it within one (1) week after the SSMAT.

	4.12.12.5. User Assessment Test
	4.12.12.5.1. The Contractor shall perform functional testing for the TRITON capability to demonstrate that user requirements are met. As representatives of operational users participates this activity, it shall be referred to as User Assessment Test (...
	4.12.12.5.2. The UAT will be conducted by the representatives of the User Community (Maritime Community of Interest) at the Purchaser’s PMIC facility using the TRITON Test Systems. The Contractor shall provide support to the activity.
	4.12.12.5.3. The Operational Users from the User Community will assess and identify that the product is available for testing, and meets the operational needs (“fit for purpose”). The UAT shall be based on the requirements defined in the Stakeholder R...
	4.12.12.5.4. UAT is a key event that must be passed for the Baseline to go to IV&V Testing and AFPL posting.
	4.12.12.5.5. UAT Procedure
	4.12.12.5.5.1 UAT shall be conducted on the basis of tests cases (scenarios or vignettes).
	4.12.12.5.5.2 The Contractor shall develop an initial version of the UAT Procedure using the User Requirements provided by the Purchaser, test scenario, test data, the Acceptance Criteria and description of tests already developed or produced by the O...
	4.12.12.5.5.3 The Purchaser will review, amend with the Operational Users and approve the UAT Procedure and the Acceptance Criteria prior to execution.
	4.12.12.5.5.4 The UAT shall also be conducted on the basis of an operational context (vignettes) in addition to the UAT execution plan. The Purchaser and the User Community will determine which events will provide the context for the additional UAT sc...
	4.12.12.5.5.5 The UAT Acceptance Criteria shall describe the conditions that a particular test case/vignette is considered as Passed or Failed according the associated User Requirement in the StRS.

	4.12.12.5.6. The Contractor shall provide Test Crew Training (as defined in Paragraph 5.8.8) to the representatives of the User Community at the beginning of the UAT.
	4.12.12.5.7. The Contractor shall record any recommendations or comments related to Training Material (including the CBT) by the participants of the UAT.
	4.12.12.5.8. The Purchaser reserves the right to observe the UAT and to have the Contractor perform selected testing tasks to confirm compliance.
	4.12.12.5.9. The Purchaser reserves the right to perform two (2) days of ad hoc testing by the Purchaser’s staff and the User Community with support from the Contractor personnel.
	4.12.12.5.10. The duration of the UAT shall be no less than three (3) working days for a Baseline.
	4.12.12.5.11. The Contractor shall record and assess for contract relevance any discrepancies identified during testing.
	4.12.12.5.12. The Contractor shall identify any discrepancies and provide a schedule for resolving.
	4.12.12.5.13. The Contractor shall prepare the UAT Report which includes the deficiencies found during the test. The participating Operational Users will provide their own report to the Purchaser.
	4.12.12.5.14. The Purchaser will declare the status of the UAT (Passed / Conditionally Passed / Failed) at the end of the test event.

	4.12.12.6. Regression Test
	4.12.12.6.1. Regression Test (RegT) is a quality control measure to ensure that the newly modified code still complies with its specified requirements and that unmodified code has not been affected by the maintenance activity. The intent of regression...
	4.12.12.6.2. The Contractor shall plan and execute RegT to uncover new software problems or regressions in the system after changes or bug fixes are applied.
	4.12.12.6.3. The Contractor shall demonstrate in the RegT that the defects found in the previous test events are solved and the rest of the system is not affected.
	4.12.12.6.4. The Contractor shall perform a RegT on the whole system (or some components) if a formal test activity is deemed to be “Conditionally Passed”. The test status shall be changed to “Passed” if the RegT is agreed to be successful.
	4.12.12.6.5. The Contractor shall provide Regression Test Procedure to the Purchaser prior to the test, execute the test, update the Test Log and provide the Regression Test Report (RegT-R) within two (2) weeks after the test.

	4.12.12.7. Independent Verification and Validation Testing
	4.12.12.7.1. The Contractor shall provide support to the Purchaser to conduct Independent Verification and Validation (IV&V) Testing including the Independent Security Testing (IST).
	4.12.12.7.2. The Contractor is responsible for successfully obtaining security accreditations of TRITON Operational Software for both NS and NU Domains.
	4.12.12.7.3. The purpose of Software Accreditation is to demonstrate that TRITON meets its security requirements and can be accredited for use on NATO networks within the NCI Agency jurisdiction.
	4.12.12.7.4. Any software to be used in NATO networks and operational environments is subject to security screening and approval by the NCI Agency. In particular, this software must be included in the NATO Operational Baseline as described in the AFPL...
	4.12.12.7.5. The Contractor-provided software shall operate within the environment of NATO Operational Baseline (defining software deployed at NATO computers) as listed in the AFPL.
	4.12.12.7.6. The Purchaser will provide the Contractor the images of the latest version of the supported software configuration (Operational Baseline) for servers and clients as defined in the AFPL.
	4.12.12.7.7. The Purchaser will provide the Contractor with the licenses for the activation of the COTS software indicated in the software that is covered by Enterprise Agreements the Purchaser has signed, unless otherwise specified (e.g. the Contract...
	4.12.12.7.8. In case third party software is used, the Contractor shall provide the software warranty and licensing documentation to the Purchaser at least three (3) weeks before the IV&V Security Testing or when otherwise specified to ensure that Sec...
	4.12.12.7.9. The Contractor shall develop and provide system documentation as required by the IV&V and NCI Agency CCB in order to support the security penetration test and screening activities (to be conducted using the NCI Agency IV&V Testbed) and to...
	4.12.12.7.10. The Contractor shall deliver the IV&V test documentation for reviewing at least thirty (30) days prior to the IV&V testing activity. This delivery shall be indicated in the TMP.
	4.12.12.7.11. The Contractor is responsible for successfully obtaining listing on the necessary AFPL. This includes the provision of the required product documentation and actively supporting the product testing.
	4.12.12.7.12. Two test sessions for software accreditation are foreseen, whose duration is five (5) working days each. Test session schedule will be planned in advance by the NCI Agency and in coordination with the Purchaser. The Contractor will be co...
	4.12.12.7.13. IV&V Test sessions will be repeated until completion with a Pass or Conditional Pass.
	4.12.12.7.14. Upon successful completion of the test, the software product is added to the AFPL and then it can be installed on a NATO site.
	4.12.12.7.15. The NCI Agency will provide the Contractor with a Test Report at the end of each test session, where the reason for failure and remedial actions will be indicated.
	4.12.12.7.16. The Purchaser will perform IV&V Testing in support of the approval process for changes to the operational Bi-SC AIS configuration. The IV&V Testing will be performed at the Purchaser’s IV&V Test Facility at Casteau, unless mutually agree...
	4.12.12.7.17. The Contractor shall develop and provide system documentation as required by the IV&V and the NCI Agency CCB in order to support the security penetration test and screening activities. The list of documents required to conduct such activ...
	4.12.12.7.18. The Contractor shall support the Purchaser for Initial Planning Conference (IPC) and Final Planning Conference (FPC) prior to the IV&V Testing.
	4.12.12.7.19. The Contractor shall support the installation and configuration of the TRITON capability (as delivered in the Product Baseline) in support of IV&V Testing. The Contractor shall install all required elements of the TRITON PBL including Pu...
	4.12.12.7.20. The Contractor shall provide support to the IV&V Testing activity performed by the Purchaser. The Contractor shall provide on-site support for the testing, including supporting the identification and resolution of issues, performance of ...
	4.12.12.7.21. The Contractor shall support interoperability testing performed between TRITON and other applications external systems/services as defined in SRSrequested by the user. These applications will be defined in correspondence of the Contracto...
	4.12.12.7.22. The Contractor shall resolve any discrepancies relevant under the Contract and support additional IV&V Testing required to verify these fixes. If the resolution of discrepancies requires changes to the PBL, the Contractor shall deliver a...
	4.12.12.7.23. The IV&V Testing will be repeated for those Baselines indicated in the relevant Work Package and major release thereafter.
	4.12.12.7.24. The Purchaser reserves the right to perform the user-produced test scenarios during this test.
	4.12.12.7.25. The Purchaser’s test authority will prepare the IV&V Report.
	4.12.12.7.26. TDK IV&V Testing
	4.12.12.7.26.1 The TDK IV&V Testing covers System Security Test for one TDK.
	4.12.12.7.26.2 The Purchaser or its designees (e.g. IV&V Contractor) will review/approve the Contractor’s TMP and procedures for correctness and completeness for the TDK IV&V Testing, and will monitor and inspect the Contractor’s test activities to en...
	4.12.12.7.26.3 The TDK IV&V Testing for one TDK is similar to the system IV&V Tests for Baselines and expected to last 5 (five) days.
	4.12.12.7.26.4 The Contractor shall provide technical support to the TDK IV&V testing activity.
	4.12.12.7.26.5 The Purchaser’s test authority will prepare the TDK IV&V Report.
	4.12.12.7.26.6 The Contractor shall resolve any discrepancies relevant under the Contract and support additional IV&V Testing required to verify these fixes. If the resolution of discrepancies requires changes to the PBL, the Contractor shall deliver ...



	4.12.13. System Verification Review
	4.12.13.1. The Contractor shall execute a System Verification Review (SVerR) after each IV&V Testing as indicated in AAP-20 Development Stage.
	4.12.13.2. The SVerR shall include reviewing at least the following:
	4.12.13.3. The Contractor shall prepare a SVerR Report and submit it after the SVerR.
	4.12.13.4. The Contractor shall perform the system deployment and installation activities after the successful verification of the software by IV&V.

	4.12.14. Key Performance Indicators
	4.12.14.1. The Contractor, in conjunction with the Purchaser, shall measure the success of each Verification Test by measuring and monitoring the following KPIs:
	4.12.14.2. The Contractor shall provide KPI and any other statistical data in the result report.
	4.12.14.3. The Contractor shall use the KPIs to identify opportunities for quality improvement, provide solutions and update the plans.


	4.13. System Transition Process
	4.13.1. General
	4.13.1.1. The Contractor shall perform system transition activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.7 as referred by AAP-48, Paragraph 6.4.7 and AAP-20.
	4.13.1.2. The Contractor shall conduct a System Transition Process in order to facilitate the transfer, as appropriate, of the responsibility for the system and system support to the Purchaser.
	4.13.1.3. The Contractor shall install and activate the verified TRITON capability, together with the Support Systems (Reference Systems, Test Systems, and Training Systems) and provide the related Initial Operational Support.
	4.13.1.4. The Contractor shall coordinate the deployment activities with the Purchaser’s site CIS Support Units (CSUs).
	4.13.1.5. Since the TRITON Infrastructure will be based on deployment on Data Centres, not all sites will be having or updating infrastructure to host TRITON Servers and Storage. Therefore, the Transition Process will be conducted in two parallel acti...
	4.13.1.6. The Transition Process shall cover the following activities:
	4.13.1.7. Although the Purchaser will provide the facilities in which the TRITON capability will be installed and the external systems to which it will be interfaced, the Contractor shall be responsible for timely and complete delivery and installatio...
	4.13.1.8. The Contractor shall solve all integration and interface problems within TRITON that may occur during the installation. The responsibility for the system's operation, support, and performance rests solely with the Contractor until reaching FSA.
	4.13.1.9. The Purchaser reserves the right to suspend the Contractor's installation or activation work for up to two (2) working days to avoid interfering with or disrupting a critical operational event. If this suspension exceeds two (2) working days...
	4.13.1.10. System Transition for a site shall be completed with a Site Acceptance Process as defined in STrP. Each Site Acceptance shall be conducted in two phases. Provisional Site Acceptance (PSiA) and Final Site Acceptance (FSiA).
	4.13.1.11. The overall transition process is given in Figure 9Figure 9.

	4.13.2. System Transition Plan
	4.13.2.1. The Contractor shall prepare a System Transition Plan (STrP) as defined in AAP-48 (para. 6.4.7.2).
	4.13.2.2. The STR shall define the hand-over of TRITON Product Baseline hardware (for TDKs), software and documentation from the Contractor to the Purchaser Implementation Authority (IA), the Service Provision Authority (SPA) and the Operation Authori...
	4.13.2.3. The STrP shall detail the overall schedule for transition activities, including site preparation, site activation, data migration, initial on-site training, the Contractor's approach to all transition tasks, the Contractor organization and K...
	4.13.2.4. The specific procedures to be executed at each site shall be described in Site Installation and Activation Procedures, being a part of the STrP.
	4.13.2.5. The STrP shall include an agreed process for site transition from the use of MCCIS and MSA/BRITE to the use of the TRITON capability. This may require running the capabilities in parallel for a period of time.
	4.13.2.6. The STrP shall contain a list of Site Points of Contact (POCs) and their associated contact data.
	4.13.2.7. Site Survey Workbook
	4.13.2.7.1. The STrP shall include a generic Site Survey Workbook and checklists, fill-in forms, installation sketches, contact information, installation specifications, and any other documentation required to perform the Site Survey.
	4.13.2.7.2. The Site Survey Workbook shall be available for Purchaser review and shall be maintained and updated as necessary to support site surveys throughout the period of performance of this Contract.

	4.13.2.8. The STrP shall include transition planning, describing the procedures, mechanisms and responsibilities to be used in transitioning the TRITON capability into operation. These transition plans and procedures shall be of sufficient quality and...
	4.13.2.8.1. Technical transition (e.g. parallel operation with the legacy systems, phased transition, timing of transition to lower risk periods)
	4.13.2.8.2. Organizational transition (e.g. communication planning, just-in-time training, issue reporting)
	4.13.2.8.3. Site Acceptance Process (Provisional and Final Site Acceptance)

	4.13.2.9. The STrP shall include “back-out” procedures for deactivating and removing installed TRITON components and restoring existing services if any part of the TRITON capability is found to be interfering with the operation of other Purchaser syst...
	4.13.2.10. The STrP shall be structured so that general implementation information is maintained in the body of the plan and site-specific details are kept as annexes.
	4.13.2.11. The Contractor shall maintain the STrP on the Project Website and update it to reflect changes in the SRS and SOW.
	4.13.2.12. The site installation sequence and installation dates shall be coordinated with the Site POCs to accommodate site-specific requirements, exercises, holiday periods, and other considerations and shall be approved by the Purchaser.
	4.13.2.13. The Contractor shall be able to conduct parallel installations in different locations at the same time, as required to meet the project milestones.
	4.13.2.14. The Contractor shall deliver the STR for Purchaser approval not later than the CDR milestone. It shall be updated at each TRR if necessary.

	4.13.3. Site Survey
	4.13.3.1. The Contractor shall visit the Purchaser facilities, according to the agreed STrP, at which it is required to install elements of the TRITON Baseline; survey physical, logistical, and system configuration requirements to support TRITON insta...
	4.13.3.2. The Contractor shall use the Site Survey Workbook from the STrP to conduct the Site Survey.
	4.13.3.3. Site Survey will be used to determine the site’s infrastructural capabilities including the status of the NATO Communication Infrastructure at the time of deployment.
	4.13.3.4. The Site Survey shall verify the provided Detailed Design and identify if there are any design or implementation issues which have not been documented or described.
	4.13.3.5. The Site Survey may be conducted with the NCI Agency representatives, and the duration is estimated at two (2) calendar days (without travel time) for each of the sites.
	4.13.3.6. Site Survey Preparation
	4.13.3.6.1. The Contractor shall give notice in well in advance to coordinate with the Purchaser access to any classified spaces which require an escort.
	4.13.3.6.2. The Contractor shall convey initial information about the site configuration from Purchaser’s representation at the Implementation Working Group.

	4.13.3.7. Site Survey Execution
	4.13.3.7.1. As a minimum the Site Survey shall be conducted to resolve the following issues:

	4.13.3.8. Site Survey Report
	4.13.3.8.1. The Contractor shall provide a Site Survey Report (SS-R), separately for each site, detailing its findings from the Site Survey, identifying all required Purchaser and Contractor actions to prepare for, conduct, or support TRITON installat...
	4.13.3.8.2. At minimum, the SS-R shall include the following subjects:
	4.13.3.8.3. The SS-R shall include a site diagram that shall be used as the basis for the As-Built Documentation and used in the installation of the site.
	4.13.3.8.4. The SS-R shall register all findings that require modification of the site infrastructure or change of the agreed implementation scope. For each of the changes the Contractor shall produce a formal change proposal.
	4.13.3.8.5. In SS-R the Contractor shall include a proposal for the infrastructure to be deployed at the site, to comply with the existing site’s infrastructure. The Contractor’s solution shall strive to achieve required performance by upgrading the e...
	4.13.3.8.6. The SS-R shall provide an annex with a list of all preparations required to support the installation and activation of the TRITON capability at the site, as specified in Section 4 of the SOW.


	4.13.4. Sustainment Qualification Review
	4.13.4.1. Sustainment Qualification Review (SQR) is used to check if the Installation Site resources including facilities and support personnel are sufficient for system sustainment.
	4.13.4.2. The Contractor shall provide the documents given in Table 4-14Table 4-14 for the SQR:
	4.13.4.3. The Contractor shall plan and conduct a SQR at each Installation Site.
	4.13.4.4. The Contractor shall prepare the SQR Report (SQR-R) and submit it to the Purchaser within three (3) days after the review.

	4.13.5. Site Preparation
	4.13.5.1. The Contractor shall identify all facilities support issues, including modifications or additions required, within one (1) week after the Site Survey.
	4.13.5.1.1. This notification shall be in the form of an attachment to the Site Survey Report, accompanied by engineering drawings, checklists, or any other supporting information.
	4.13.5.1.2. Facilities support issues that represent Medium or High risk items shall be highlighted in the Project Highlight Report for the month in which they are identified.

	4.13.5.2. In case the Site Infrastructure has to be augmented instead of TRITON equipment acquired, the Contractor shall inform the Purchaser of the necessary changes and the Purchaser will make necessary arrangements with the Site POC to reflect the ...
	4.13.5.3. For each out-of-scope item that requires either technical support or procurement activity, the Contractor shall offer a proposal to the Purchaser with his recommended solution.
	4.13.5.4. The Contractor shall provide the Purchaser and each respective Site POC with a list of software to be shipped (if necessary) and a list of Contractor personnel who will be involved in site installation and activation at least two (2) weeks p...
	4.13.5.5. The Contractor shall monitor the progress of any required Purchaser facilities preparations and ensure that anything that may delay installation is brought to the attention of the Purchaser promptly.

	4.13.6. Site Installation
	4.13.6.1. Pre-Installation Check
	4.13.6.1.1. The Contractor shall check the site infrastructure using the Pre-Installation Check Procedure (PIC-P) in order to make sure all the necessary infrastructure is ready to perform the installation.
	4.13.6.1.2. The Contractor shall prepare and submit the PIC-P at least two (2) weeks prior to the SQR.

	4.13.6.2. Site Software Installation
	4.13.6.2.1. The Contractor shall apply the Roll-Back Plan (e.g. taking snapshots of the Virtual Machines of the affected servers) to restore the previous service in case the new deployment causes serious business impact.
	4.13.6.2.2. The Contractor shall provide support to the Purchaser to ensure the integrity of the installed baseline is maintained and be prepared to execute the Roll-Back/Contingency Plan in the event of a major incident or problem.
	4.13.6.2.3. The Contractor shall install the baselined TRITON operational software, along with any supporting/COTS software and documentation associated with the baseline, on the designated Purchaser environment.
	4.13.6.2.4. During installation and migration, the service interruption shall be kept to minimum. Precautions shall be taken for not losing any data, as any loss of data is unacceptable. Any system downtime occurring during normal business hours shall...
	4.13.6.2.5. The Contractor shall obtain server address and other site configuration details from the Site POC and activate all installed servers, workstation, and ancillary equipment on the Site’s Local Area Network.
	4.13.6.2.6. The Contractor shall install and configure COTS software applications included as part of the TRITON PBL for the site.
	4.13.6.2.7. The Contractor shall configure all software settings to match the Product Baseline and site-specific requirements, and load any initial data included with the PBL.
	4.13.6.2.8. The Contractor shall import and/or load any site-specific data (e.g. Group Policy Objects).
	4.13.6.2.9. The Contractor shall demonstrate that the TRITON capability is accessible by the authorised users at the Authorised Locations.
	4.13.6.2.10. The Contractor shall demonstrate that:
	4.13.6.2.11. The Contractor shall demonstrate to the local Security Accreditation Authority (SAA) that the equipment complies with the SRS and SOW requirements, and Security Operating Procedures (SecOps).
	4.13.6.2.12. The Contractor shall execute the Security Implementation Verification Procedures (SIVP) for the TRITON elements installed for verification by the local SAA. The Contractor shall obtain a System Statement of Conformance from the local SAA ...
	4.13.6.2.13. Upon completion of site installation work, the Contractor shall provide the Purchaser Site POC with a copy of the site installation and activation checklist. The Contractor shall resolve any discrepancies identified.
	4.13.6.2.14. The Contractor shall provide operation of the TRITON software within the environment of NATO Operational Baseline (defining software deployed at NATO computers) as listed in the AFPL.
	4.13.6.2.15. The Purchaser will provide the Contractor the images of the latest version of the supported software configuration (Operational Baseline) for servers and clients as defined in the AFPL.
	4.13.6.2.16. The Purchaser will provide the Contractor with the licenses for the activation of the COTS software indicated in the software baseline maintained by the NCI Agency unless otherwise specified (e.g. the Contractor purchases the software lic...
	4.13.6.2.17. If a site has already been installed, further installations can be performed remotely.
	4.13.6.2.18. All required System Maintenance Documentation (SMD) and training aids shall be delivered.

	4.13.6.3. Ship Installation
	4.13.6.3.1. The Contractor shall perform one installation on board a selected NATO Command Ship for Sea Acceptance Test of the TRITON Deployable Kit (TDK).
	4.13.6.3.2. The Contractor shall transfer one set of TDK to the port indicated by the Purchaser. The port will be assumed to be in Europe.
	4.13.6.3.3. The Purchaser will provide access to a NATO Command Ship to install the TDK.
	4.13.6.3.4. The Contractor shall install one set of TDK on board the ship, at the designated compartment, connect it to the networks on board, integrate with the allowed ship systems (e.g. AIS Data Source) and operate it.
	4.13.6.3.5. The Contractor shall perform the installation and testing together with the NCI Agency Support Personnel and ship crew.
	4.13.6.3.6. The Contractor shall perform the Sea Acceptance Test (SeAT) as described in Paragraph 4.10.3.8 after the installation.
	4.13.6.3.7. The Contractor shall de-install the TDK and transfer it to his own premises.

	4.13.6.4. Physical Configuration Audit
	4.13.6.4.1. The Contractor shall plan and conduct the Physical Configuration Audit (PCA) for each TRITON Installation Site as described in Paragraph 4.7.11. The objective of the PCA is to verify that the delivered CIs correspond with the TRITON PBL do...
	4.13.6.4.2. The PCA shall include visual inspection of all physical CIs (if delivered) and visual verification of the presence and correct configuration of all software CIs.
	4.13.6.4.3. Successful completion of PCA establishes the Site Baseline.
	4.13.6.4.4. The Contractor shall document the PCA in Configuration Audit Report (CAuR) that shall be provided to the Purchaser no later than two (2) weeks after the PCA.

	4.13.6.5. Static Site Activation
	4.13.6.5.1. Static Site Activation includes checking the accessibility of Organizational Nodes to the just-installed TRITON Instance, configuring the system to adapt the TRITON capability according to organizational needs.
	4.13.6.5.2. Organizational adaptation is not intended to include changes to the Product Baseline, but shall include, as necessary:
	4.13.6.5.3. Upon authorisation by the Purchaser’s Installation Site POC, the Contractor shall establish live connections with other TRITON Instances and perform synchronisation tests.

	4.13.6.6. Site Activation Test
	4.13.6.6.1. The Contractor shall perform Site Activation Test (SiAT) at the Installation Site to demonstrate that:
	4.13.6.6.2. The Contractor shall execute SiAT using the Site Activation Test Procedures (SiAT-P) that the software installed and configured for an individual site is ready for operational use.
	4.13.6.6.3. The SiAT shall demonstrate that:
	4.13.6.6.3.1 All supplied equipment (if there is any) meets, or exceeds, the Purchaser’s stated specifications.
	4.13.6.6.3.2 All supplied equipment is in full working order.
	4.13.6.6.3.3 All supplied equipment has been configured by the Contractor and is fully integrated within the existing site Bi-SC AIS infrastructure and has been implemented to meet:
	4.13.6.6.3.4 All user data and accounts have been successfully migrated to the new environment.
	4.13.6.6.3.5 All legacy server equipment has been migrated to the new environment using the new software baseline configuration (if necessary).
	4.13.6.6.3.6 All interfaces with relevant other systems within the site has been established.
	4.13.6.6.3.7 All interfaces with Nations and external systems have been established.
	4.13.6.6.3.8 All training pertaining to deployment, configuration and operation of TRITON has been completed.

	4.13.6.6.4. The Contractor shall prepare SiAT Report and submit it within three (3) days after the test.

	4.13.6.7. Organizational Node Activation
	4.13.6.7.1. Organizational Node Activation includes checking the accessibility of Organizational Node to the TRITON Instances and configuring the system according to the Standard Operating Procedures (SOP) of the Maritime Community.
	4.13.6.7.2. The Contractor shall execute selected test cases (nominal tests) from On-site User Assessment Test Procedure to ensure that the Organizational Node is activated successfully.
	4.13.6.7.3. The Contractor shall provide support to the Organizational Node to configure TRITON, including functional and technical user account settings.
	4.13.6.7.4. The Contractor shall provide support to migrate local data and configuration data from the legacy systems (MCCIS and MSA/BRITE configuration data will be made available by the Purchaser).
	4.13.6.7.5. The Contractor shall establish data import and export mechanisms, establish information exchange with information sources, adapt business rules to the local environment, prepare automated supervision reports, workflows, and defined roles a...
	4.13.6.7.6. The Contractor shall plan and conduct Organizational Node Activation Review (ONAR) for each Organizational Node at which activation is performed.
	4.13.6.7.7. The Contractor shall prepare ONAR Report and submit it within three (3) days after the review.
	4.13.6.7.8. On-Site User Assessment Test
	4.13.6.7.8.1 The objective of the On-Site User Assessment Test (UAT) is to establish that the system is fit-for-purpose for the end-users and the support staff, to establish benchmarks on the capabilities of TRITON on the Organizational Node and to es...
	4.13.6.7.8.2 The Contractor will plan an On-Site UAT at each activated Organizational Node and provide support to the user to execute the test. MARCOM On-site UAT shall be conducted for each delivered Baseline.

	4.13.6.7.9. On-Site UAT Procedure
	4.13.6.7.9.1 The On-site UAT shall be conducted on the basis of On-Site UAT Procedure.
	4.13.6.7.9.2 The Contractor shall develop an initial version of the On-site UAT Procedure using test data and description of test already developed/produced by the Operational Users if available.
	4.13.6.7.9.3 The On-site UAT shall include nominal test cases to cover technical issues and used during Organizational Node Activation.
	4.13.6.7.9.4 The Contractor shall deliver the On-site UAT Procedure at SQR.
	4.13.6.7.9.5 The Purchaser will review, amend with the Operational Users and approve the On-site UAT Procedure prior to execution.

	4.13.6.7.10. The Contractor shall configure TRITON and enable the required functionalities as required by the On-site UAT Procedure and as requested by the On-site UAT audience while performing the tests and ad-hoc testing.
	4.13.6.7.11. The On-site UAT shall be conducted by the representatives of the Operational Community, with support from the Contractor personnel. The representatives will perform procure-driven and ad-hoc testing during this On-Site UAT.
	4.13.6.7.12. The Purchaser’s on-site representative will declare the result of the On-site UAT.
	4.13.6.7.13. The Contractor shall record and assess for Contract relevance any discrepancies identified during testing.
	4.13.6.7.14. The Contractor shall provide On-the-Job Training (OJT) to the operational users on at the selected Authorised Llocations as described in Paragraph 5.8.9. OJT shall be provided on the following conditions:
	4.13.6.7.15. The Contractor shall prepare On-Site UAT Report and submit it within three (3) days after the test.

	4.13.6.8. Key Performance Indicators
	4.13.6.8.1. The Contractor, in conjunction with the Purchaser, shall measure the success of each deployment by measuring and monitoring the following KPIs:

	4.13.6.9. Software Distribution List
	4.13.6.9.1. The Contractor shall provide and maintain a Software Distribution List (SWDL) for each site.
	4.13.6.9.2. The SWDL shall contain all applications that are comprised in the system’s package and thus including COTS, glue-code and software developed for exclusive use of the Purchaser.
	4.13.6.9.3. The SWDL shall contain the following information:
	4.13.6.9.4. The Contractor shall provide the SWDL at least two (2) weeks prior to SQR for each Baseline.


	4.13.7. Training
	4.13.7.1. The Contractor shall perform the training activities as defined in Subsection 5.7 and provide the initial training for users and the system support staff as defined in the Training Plan.

	4.13.8. Site Acceptance
	4.13.8.1. Provisional Site Acceptance
	4.13.8.1.1. Provisional Site Acceptance (PSiA) will take place on completion and Purchaser’s acceptance of all work at the site. The PSiA should last no longer than three (3) calendar days per site.
	4.13.8.1.2. As part of the PSiA, the Contractor shall present the Purchaser with witnessed and approved Site Activation Test (SiAT) and On-Site User Assessment Test (UAT) Reports and all documentation including verified inventory, Software Distributio...
	4.13.8.1.3. Any discrepancies discovered during the PSiA shall be recorded on Observation Sheet(s) with a statement on their required resolution. Depending on the severity and priority of the discrepancy discovered, PSiA may be withheld until satisfac...
	4.13.8.1.4. The Contractor shall plan a formal Technical Transfer Meeting to record formal acceptance of the deliverables, including training, as meeting the contractual requirements for PSiA.

	4.13.8.2. Site Acceptance Review
	4.13.8.2.1. After successful resolution of any discrepancies and completion of the PSiA, the Purchaser, together with the Contractor, will organise a Site Acceptance Review (SiAR) meeting to record formal acceptance of the deliverables as meeting the ...
	4.13.8.2.2. The Contractor shall conduct SiAR for each site installation and site updates.
	4.13.8.2.3. The Contractor shall update the Software Installation Guide and Site Activation Test Procedures based on the lessons learned and provide the updated documents not later than two (2) weeks after the SiAR.
	4.13.8.2.4. The Contractor shall prepare a SiAR Report (SiAR-R) within one (1) week after the SiAR.

	4.13.8.3. Final Site Acceptance
	4.13.8.3.1. The Contractor shall perform an analysis of the Site Installation and present the Entry-Exit Criteria with all the achievements performed, their results and remaining items if there are any.
	4.13.8.3.2. If all the site acceptance criteria are deemed to be met during the SiAR, the Final Site Acceptance (FSiA) will be achieved and both Contractor and Purchaser will sign the Site Acceptance documentation.
	4.13.8.3.3. A copy of the System Statement of Conformance (SSC) signed by the local SAA, separately for each installation site.
	4.13.8.3.4. FSiA shall be repeated for each site installation and major upgrade (e.g. Baseline-3 installation).
	4.13.8.3.5. After the FSiA, the Contractor shall start performing the activities of the Operational Testing and Evaluation and System Support and Maintenance for the installed Baseline at the installed site.


	4.13.9. Operational Test Readiness Review
	4.13.9.1. Operational Test Readiness Review (OTRR) is a multi-disciplined product and process assessment to ensure that the system can proceed into OT&E with a high probability of success, and that the delivered Baseline is effective and suitable for ...
	4.13.9.2. The Contractor shall plan OTRR at the location where the Purchaser will indicate.
	4.13.9.3. Entry Criteria
	4.13.9.3.1. The Contractor shall include in planning the OTRR Entry Criteria given in Table 4-15Table 4-15 and make them available to the Purchaser at least two (2) weeks prior to the OTRR:

	4.13.9.4. Success Criteria
	4.13.9.4.1. The Purchaser concludes that the OTRR Success Criteria given in Table 4-16Table 4-16 accomplished to complete the objectives of the OTRR.

	4.13.9.5. The OTRR shall be used as a milestone to end the System Transition Process and start the OT&E Process for a Baseline.
	4.13.9.6. The Contractor shall prepare the OTRR Report and submit it within one week after the completion of OTRR.

	4.13.10. Support Systems Installations
	4.13.10.1. TRITON Test System
	4.13.10.1.1. TRITON Test System is a test environment configured to provide a representation of the target network/security domain. It will include all the necessary configurations and interfacing systems and services to represent the live environment...
	4.13.10.1.2. All hardware (server, storage, network elements and workstations) and Virtualisation Environment for the Test Systems will be provided by the Purchaser.
	4.13.10.1.3. The Purchaser will prepare the Virtual Environment for the TRITON Test Systems (for both NS and NU Domains) at the PMIC facilities.
	4.13.10.1.4. The Contractor shall provide the operating systems and any other COTS software needed by TRITON Infrastructure and Operational Software with the necessary Original Equipment Manufacturer’s manuals and licenses.
	4.13.10.1.5. The Contractor shall install the COTS software on the Virtualised Environment and apply the necessary configuration.
	4.13.10.1.6. The Contractor shall provide the necessary licenses or service fee for the commercial data services (e.g. IHS Fairplay) to be used during the development. The licenses shall cover the use of live data services in TRITON Test Systems durin...
	4.13.10.1.7. The Contractor shall establish the “TRITON Test System – NS” on the NU Domain after SwDR-1. The Concept Demonstration System (CDS) can be installed on the Test System prepared for BL1.
	4.13.10.1.8. The Contractor shall establish the “TRITON Test System – NU” on the NU Domain after SwDR-2.
	4.13.10.1.9. The Contractor shall update, if necessary, the TRITON Test System – NS during Build Process-3 and 4.
	4.13.10.1.10. The Contractor shall update the Test Systems at each new release until FSA.

	4.13.10.2. TRITON Reference System
	4.13.10.2.1. TRITON Reference System is a test environment configured to provide a certified representation of the target network/security domain, (e.g. NS). It will include all the necessary security settings, patches, network configurations and inte...
	4.13.10.2.2. The TRITON Reference Systems shall provide a Reference Environment for both NS and NU Domains to support test events and subsequently on-line and off-line diagnosis, integration and generation of subsequent changes to the PBL, and testing...
	4.13.10.2.3. The TRITON Reference Systems shall comprise a representative configuration, which includes all functionality of the TRITON installation and operational sites.
	4.13.10.2.4. All hardware (server, storage, network elements and workstations) and Virtualisation Environment for the Reference Systems will be provided by the Purchaser.
	4.13.10.2.5. The Purchaser will prepare the Virtualised Environment for the TRITON Reference Systems (for both NS and NU Domains) at the PMIC facilities or Mons.
	4.13.10.2.6. The Purchaser will provide the operating system if MS Windows is used. Any other operating system shall be provided by the Contractor.
	4.13.10.2.7. The Contractor shall provide the any other COTS software needed by TRITON Infrastructure and Operational Software with the necessary Original Equipment Manufacturer’s manuals and licenses.
	4.13.10.2.8. The Contractor shall install COTS software on the reserved Virtualised Environment and apply the necessary configuration for the Reference Systems.
	4.13.10.2.9. The Contractor shall establish the TRITON Reference System - NU on the NU Domain at least two (2) weeks prior to the TRR (IV&V-2) for BL2.
	4.13.10.2.10. The Contractor shall update, if necessary, the TRITON Reference System - NS on the NU Domain at least two (2) weeks prior to the TRR (IV&V-3) for BL3.
	4.13.10.2.11. The Contractor shall update the Reference Systems at each new release until FSA.

	4.13.10.3. TRITON Training System
	4.13.10.3.1. TRITON Training System is a training environment similar to the TRITON Test System. There will be two separate Training Systems, one for the TRITON-NS Functional Services and one for the TRITON-NU Functional Services. Trainers and trainee...
	4.13.10.3.2. All hardware (server, storage, network elements and workstations) and Virtualisation Environment for the Training Systems will be provided by the Purchaser.
	4.13.10.3.3. The Purchaser will prepare Virtual Environment for the TRITON Training Systems (for both NS and NU Domains) at the Training Node Locations.
	4.13.10.3.4. The Purchaser will provide the operating system if MS Windows is used. Any other operating system shall be provided by the Contractor.
	4.13.10.3.5. The Contractor shall provide the any other COTS software needed by TRITON Infrastructure and Operational Software with the necessary Original Equipment Manufacturer’s manuals and licenses.
	4.13.10.3.6. The Contractor shall install COTS software on the reserved virtualised environment and apply the necessary configuration for the Training Systems.
	4.13.10.3.7. The Contractor shall establish the TRITON Training System – NU on the NU Domain at least two (2) weeks prior to the TRR (FAT-2) for BL2.
	4.13.10.3.8. The Contractor shall establish the TRITON Training System – NS on the NU Domain at least two (2) weeks prior to the TRR (FAT-3) for BL3.


	4.13.11. Multi-Site Operation Test
	4.13.11.1. The Contractor conduct a Multi-Site Operation Test (MSOT) in order to demonstrate that more than one instance of TRITON operates concurrently as designed.
	4.13.11.2. The Contractor shall prepare the draft MSOT Procedure, provide it to the Purchaser at the last Site Acceptance.
	4.13.11.3. The Purchaser will contribute to the MSOT Procedure according to possible operational scenarios and existing SOPs.
	4.13.11.4. The Contractor shall plan, in coordination with the Purchaser, the MSOT after installation and activation of all sites are completed, and at least one TDK is operational and in use at sea.
	4.13.11.5. The Purchaser will plan participation of Nations to MSOT in order to test the eligibility and flexibility of TRITON for supporting any emergency conditions.
	4.13.11.6. The Contractor shall use the MSOT Procedure to conduct the test.
	4.13.11.7. The Contractor shall prepare a MSOT Report to include the result of the test and the resolution plan for any problem found.

	4.13.12. Support to Federated Mission Network Testing
	4.13.12.1. The purpose of the Federated Mission Network (FMN) Tests is to validate that the introduction of new systems or changes to existing systems are interoperable with the FMN implementation.
	4.13.12.2. The FMN Test Procedures will be developed by the Purchaser. These tests will be performed by the NCI Agency under the direction FMN secretariat. The tests will be performed at the NCI Agency The Hague or Mons, typically in two weeks.
	4.13.12.3. The Contractor shall provide technical support to the FMN Testing process in accordance with the approved FMN Test Procedures.
	4.13.12.4. The Purchaser will install and configure the PBL on the NCI Agency FMN Test Bed. The Contractor shall provide technical support to the installation and configuration if needed.
	4.13.12.5. The Contractor shall fix and correct any discrepancies if they are related to the installed PBL.
	4.13.12.6. FMN Testing shall be executed in two steps:
	4.13.12.6.1. Initial Testing: The tests will be conducted and the results will be recorded. The Contractor will be given time to correct any errors or incompatibilities.
	4.13.12.6.2. Final Testing: The tests will be repeated to get the accreditation.


	4.13.13. Software Transition
	4.13.13.1. The Contractor shall provide Software Transition for the software component defined in the relevant Work Package.
	4.13.13.2. The Software Transition Process is defined in detail in Paragraph 4.17.


	4.14. System Validation Process
	4.14.1. General
	4.14.1.1. Validation is the process of providing evidence that the system, software, or hardware and its associated products satisfy requirements allocated to it at the end of each life cycle activity, solve the right problem (e.g. correctly model phy...
	4.14.1.2. System Validation Process performs a comparative assessment and confirms that the system meets the stakeholders’ requirements and measures of effectiveness. Validation confirms, through assessment of the services presented to the stakeholder...
	4.14.1.3. The Contractor shall perform system validation activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.8 as referred by AAP-48, Paragraph 6.4.8.
	4.14.1.4. The Purchaser will perform an Operational Testing and Evaluation (OT&E) during the operational period for each delivered OBL with support from the Contractor. Although part of the validation is performed through user involvement during the d...

	4.14.2. Operational Test and Evaluation
	4.14.2.1. Operational Test and Evaluation (OT&E) is a period which consists of a test series designed to estimate the operational effectiveness of the system.
	4.14.2.2. OT&E period shall start after a Baseline is set to operation (OTRR) and continue until the FSA.
	4.14.2.3. The Contractor shall perform operational analysis, track system performance and account for operational availability.
	4.14.2.4. The Contractor shall record and assess for the Contract relevance any discrepancies identified during the ad hoc testing and system operation.
	4.14.2.5. The Contractor shall produce a report summarising the results of the operation which shall include a summary of Deficiency Reports (DRs) along with a description of those DRs that will be fixed.
	4.14.2.6. The Contractor shall ensure that the users can execute their tasks using TRITON and configure the system to allow users to perform their tasks using TRITON, including configuration of permissions, of TRITON data and interfaces with other sys...
	4.14.2.7. The Contractor shall record and assess for Contract relevance any discrepancies identified during the ad hoc testing and system operation.
	4.14.2.8. The Purchaser will perform an OT&E with support from the Contractor personnel immediately following the installation and activation of each Baseline.
	4.14.2.9. The Contractor shall provide Second and Third Level Support during the OT&E period.

	4.14.3. System Validation Test Procedure
	4.14.3.1. The Contractor shall develop System Validation Test Procedure (SVT-P) and deliver an initial version together with the SVP (preliminary at CDR, final at PSA).
	4.14.3.2. The SVT-P shall include the following:
	4.14.3.3. The Purchaser will obtain operational user community’s concurrency/approval on the SVT-P and approve it.

	4.14.4. System Validation Test
	4.14.4.1. The Contractor shall plan and execute System Validation Test (SVT) covering both TRITON-NS and NU as defined in the SVP.
	4.14.4.2. The Contractor shall ensure that any operators, enabling system for validation and associated facilities are ready in order to conduct SVT.
	4.14.4.3. The Contractor shall conduct SVT to attest conformance to stakeholder requirements as documented in the SVT-P.
	4.14.4.4. The Contractor shall collect and analyse data in accordance with the SVT-P.
	4.14.4.5. The Contractor shall prepare a SVT Report, including the following:

	4.14.5. Operational Stakeholder Acceptance
	4.14.5.1. Initial Operational Capability
	4.14.5.1.1. Declaration of Initial Operational Capability (IOC) for TRITON Increment 1 shall occur when the Purchaser Operational Stakeholder has tested and evaluated the TRITON Increment 1 delivery on both NS and NU Domains as an assessment of operat...
	4.14.5.1.2. It is expected that the operational evaluation will include the use of both TRITON-NS and NU in an operational exercise during the OT&E period and will include the assessment of TRITON functional fit-for-purpose and performance while inter...
	4.14.5.1.3. The Purchaser will declare the IOC based on the test reports prepared by the Contractor. The criteria to declare IOC are:

	4.14.5.2. Final Operational Capability
	4.14.5.2.1. Operational Stakeholder Acceptance and declaration of Final Operational Capability (FOC) for TRITON will be achieved when all capabilities defined in the Capability Package (including future increments) are implemented and delivered. There...


	4.14.6. System Validation Review
	4.14.6.1. The Contractor shall execute System Validation Review (SVR) as defined in AAP-20 Development Stage.
	4.14.6.2. The Contractor shall plan SVR at the location where the Purchaser will indicate.
	4.14.6.3. Entry Criteria
	4.14.6.3.1. The Contractor shall include in planning the SVR Entry Criteria given in Table 4-17Table 4-17 and make them available to the Purchaser at least two (2) weeks prior to the SVR:

	4.14.6.4. Success Criteria
	4.14.6.4.1. The Purchaser concludes that the SVR Success Criteria in Table 4-18Table 4-18 accomplished to complete the objectives of the SVR.

	4.14.6.5. The SVR shall be used as Provisional System Acceptance as the first milestone for the System Acceptance Process. The Purchaser will obtain certificate of validation from the appropriate Stakeholders.
	4.14.6.6. The Contractor shall prepare the SVR Report and submit it within three (3) days after the SVR.

	4.14.7. Provisional System Acceptance
	4.14.7.1. Provisional System Acceptance (PSA) occurs when all capability and services are provided to MARCOM. Rolling-out the system for other Authorised Locations shall be performed after PSA.
	4.14.7.2. The Purchaser concludes that the PSA Criteria in Table 4-19Table 4-19 accomplished to complete the objectives of the System Acceptance.
	4.14.7.3. The Contractor shall plan and conduct Provisional System Acceptance Review (PSAR) to check the PSA Criteria, and provide PSAR Report within three (3) days after the review.

	4.14.8. Final System Acceptance
	4.14.8.1. Final System Acceptance (FSA) occurs when the Purchaser has evaluated the whole system and has determined that it meets the requirements of this Contract including all deliveries and services.
	4.14.8.2. The Purchaser concludes that the FSA Criteria in Table 4-19Table 4-19 is accomplished to complete the objectives of the System Acceptance.
	4.14.8.3. The Contractor shall notify the Purchaser in writing when it submits the final delivery for FSA. This notification shall be accompanied by the Final System Acceptance Report (FSA-R).


	4.15. System Operation Process
	4.15.1. General
	4.15.1.1. System Operation Process is to use the system in order to deliver its services. TRITON shall be set to operation after each delivery. When activation of all authorised sites are completed, the system will become fully operational.
	4.15.1.2. The Contractor shall perform system operation activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.9 as referred by AAP-48, Paragraph 6.4.9 and AAP-20.
	4.15.1.3. The Contractor shall provide Operational Support as defined in Subsection 5.4.4.6.

	4.15.2. Support to Development of Standard Operating Procedures
	4.15.2.1. The Contractor shall support the Purchaser with development of Standard Operating Procedures (SOPs) for using TRITON. This includes SOPs for deployment, operation and use of TRITON.
	4.15.2.2. The SOP shall include multi-site operation principles.
	4.15.2.3. The Contractor shall work with TRITON Operational Trainers, TRITON Administrator Trainers and relevant, appointed staff from NATO HQs in developing and documenting the SOPs.
	4.15.2.4. The SOPs shall be documented based on a template for NATO SOPs.
	4.15.2.5. One Master SOP document shall be developed. This Master SOP shall be tailored to specific SOPs for all NATO Commands where TRITON is to be installed.
	4.15.2.6. The SOPs shall be reviewed and approved by the Purchaser and relevant staff from NATO HQs.

	4.15.3. Exercise Support
	4.15.3.1. The Contractor shall provide support to operational users during three (3) exercises that MARCOM will participate in. The Purchaser will inform the Contractor which exercise participation is needed one (1) month prior to the exercise.
	4.15.3.2. The Contractor shall participate in the exercises and provide support including the following:
	4.15.3.3. CWIX
	4.15.3.3.1. The Coalition Warrior Interoperability eXploration, eXperimentation and eXamination eXercise (CWIX) programme provides an opportunity for NATO Nations, Partner Nations, Contact Nations, and NATO Agencies to prove, disprove, and improve NAT...
	4.15.3.3.2. The Contractor shall plan and participate in CWIX, as one of the three exercises, to demonstrate the interoperability of TRITON.
	4.15.3.3.3. The Contractor shall support the Purchaser for installation and configuration of TRITON for CWIX.


	4.15.4. On-Site Support
	4.15.4.1. The Contractor shall provide on-site support covering all levels of support at the Purchaser’s premises for maintenance of TRITON during its initial operation and implementation of any subsequent modifications until FSA.
	4.15.4.2. The Contractor shall provide on-site technical support to the Purchaser as part of its operational support organization. This support shall be focused on software maintenance, software testing and data migration support. The Contractor shall...
	4.15.4.3. The Contractor shall provide designated individuals, who meet or exceed the criteria in Section 7 of the SOW for a System Support Engineer, to provide on-site support services.
	4.15.4.4. The Contractor shall ensure that the individual(s) providing this support are familiar with the requirements, design, implementation, verification, transition and support of the TRITON capability.
	4.15.4.5. The Contractor shall ensure that the individual(s) providing the support are capable of supporting all of the TRITON roles including Node Administrator. The Contractor shall be responsible for any preparation and training required to bring t...
	4.15.4.6. The Contractor’s designated individuals shall travel as required by the Purchaser’s on-site representative.

	4.15.5. In-Service Review
	4.15.5.1. In-Service Review (ISR) is a multi-disciplined product and process assessment to ensure that the system under review is operationally employed with well-understood and managed risk. As TRITON Baselines are delivered for operational use durin...
	4.15.5.2. The Contractor shall plan and conduct ISRs during the OT&E Period as defined in AAP-20 Utilisation Stage.
	4.15.5.3. The ISR shall be quarterly unless otherwise is agreed.
	4.15.5.4. The ISR shall include user feedback collection and assessment during OT&E.
	4.15.5.5. The Contractor shall propose maintenance requirements according to the user feedback and plan them in the System Maintenance Process.
	4.15.5.6. The Contractor shall prepare ISR Report (ISR-R) and submit it within three (3) days after the review.

	4.15.6. System Transition
	4.15.6.1. The Contractor shall provide support to transitioning from legacy systems to TRITON. This support shall include:
	4.15.6.2. The Contractor shall provide support to Nations Interoperability Testing to be executed during SITs.
	4.15.6.3. The Contractor shall plan and conduct System Transition Readiness Review (STRR) for reviewing the transition process from MSA/BRITE to TRITON-NU and from MCCIS to TRITON-NS.
	4.15.6.4. The Contractor shall provide the STRR Report no later than three (3) days after each review.


	4.16. System Maintenance Process
	4.16.1. General
	4.16.1.1. The Contractor shall execute the System Maintenance Process concurrently with the System Operation Process for the OBLs (i.e. BL2, 3, 4) until FSA.
	4.16.1.2. The Contractor shall provide Maintenance as defined in Subsection 5.4.4.6 of this SOW.
	4.16.1.3. The Contractor shall identify problems or modifications based on feedback from ongoing monitoring of the system, and take corrective, remedial or preventive actions to restore and maintain full capability. The SEWG will provide support to id...
	4.16.1.4. The Contractor shall use ISR-Rs as input for any modifications and shall produce Engineering Change Proposal (ECP) before implementing a maintenance request.
	4.16.1.5. The Contractor shall perform maintenance activities as planned in the SMP and conduct failure identification action when non-compliance has occurred.
	4.16.1.6. The Contractor shall address the obsolescence issues for the COTS products used in software and hardware development in the OMP.

	4.16.2. System Maintenance Documentation
	4.16.2.1. The Contractor shall develop and maintain the System Maintenance Documentation as defined in Paragraph 5.4.4 based on the FBL, ABL and PBL.

	4.16.3. Monthly Maintenance Review
	4.16.3.1. The Contractor shall conduct Monthly Maintenance Review (MMR) to plan the maintenance activities within that month.
	4.16.3.2. The Contractor shall plan MMR in the first week of each month, starting from the beginning of the Maintenance Process until the end of the Contract.
	4.16.3.3. The Contractor shall prepare a MMR Report that summarises all Contractor-performed maintenance tasks and deliverables and introduces suggestions for maintenance performance improvements. The MMR Report related to the previous month shall be ...
	4.16.3.4. The Contractor shall provide the Maintenance Records to the Purchaser during the MMR.

	4.16.4. Experimentation, Exercise and Prototyping Support
	4.16.4.1. The Contractor shall provide technical support to the Purchaser during experiments, demonstrations, and exercises. Such support may include providing technical guidance to operational users for preparing, and executing system demonstrations,...
	4.16.4.2. The Contractor shall also provide requirements analysis, design, implementation, integration, and test support to the Purchaser’s prototyping activities associated with the capabilities provided under this Contract.


	4.17. Software Transition Process
	4.17.1. General
	4.17.1.1. Software Transition is the transition of the software support responsibility from the Contractor to the Purchaser.
	4.17.1.2. The Contractor shall provide Software Transition with a defined process for the components indicated in the relevant Work Package.

	4.17.2. Software Transition Plan
	4.17.2.1. Software Transition Plan (SwTrP) identifies the hardware, software, and other resources needed for life cycle support of deliverable software and describes the Contractor’s plans for transitioning deliverable items to the Purchaser.
	4.17.2.2. The SwTrP shall include at least the following:
	4.17.2.3. The SwTrP shall be delivered to the Purchaser at least two (2) weeks prior to the Software Transition Readiness Review (SwTrRR).

	4.17.3. Software Transition Preparation
	4.17.3.1. The Contractor shall prepare the source files to be transitioned to the Purchaser, including any supportive batch files, command files, data files, or other files needed to regenerate the executable software. This will include identification...
	4.17.3.2. The Contractor shall identify and record the exact version of software prepared for the transition in the Software Version Description (SVD).
	4.17.3.3. The Contractor shall deliver all internal test documentation, test data, and test suites to allow a full or partial retest after maintenance operations by the Purchaser.
	4.17.3.4. The Contractor shall update the Software Design Description of each software element (CSCI) to match the “as built” software and shall define and record:
	4.17.3.5. The Contractor shall prepare and deliver the manuals and guidance which identify and record information needed to program the computers on which the software was developed or on which it will run.
	4.17.3.6. Software Source Code
	4.17.3.6.1. The Contractor shall deliver all the software source code with all its building blocks (e.g. code files, batch files, configuration files, libraries) required to allow future maintenance by the Purchaser.
	4.17.3.6.2. The Contractor shall perform periodic updates on the software source code at the Purchaser’s premises during the Software Implementation Process. Any object code or library shall also be included.
	4.17.3.6.3. The Contractor shall deliver the configuration tree of the software source code in a portable media initially at the SwTrRR. Any object code or library shall also be included. A final copy, including any changes, shall be provided at FSA.

	4.17.3.7. Computer Programming Manual
	4.17.3.7.1. The Computer Programming Manual (CPM) provides information needed by a programmer to write the program code in a given computing environment. This manual focuses on how the code is developed using the software development environment and s...
	4.17.3.7.2. The Contractor shall prepare and deliver the CPM two (2) weeks prior to the Software Transition Readiness Review.


	4.17.4. Software Transition Readiness Review
	4.17.4.1. The Contractor shall plan and execute a Software Transition Readiness Review (SwTrRR).
	4.17.4.2. The Contractor shall explain the SwTrP during the SwTrRR and demonstrate that the deliverable software is ready for transition.
	4.17.4.3. The details of the transition planning will be agreed with the Purchaser and the software transition activities will start.
	4.17.4.4. The Contractor shall prepare SwTrRR Report (SwTrRR-R) and submit it within three (3) days after the review.

	4.17.5. Transitioning
	4.17.5.1. The Contractor shall provide Software Maintenance Training to the Purchaser’s staff as described in Paragraph 5.8.14.
	4.17.5.2. The Purchaser will provide the development environment in accordance with SwTrP, on which the transitioned software will be maintained.
	4.17.5.3. The Contractor shall install and check out the deliverable software in the Purchaser development environment.
	4.17.5.4. The Contractor shall integrate the source code, the requirements, and the links from the requirements to test cases in the automated build environment and the Configuration Management Repository of the Purchaser.

	4.17.6. Software Transition Validation Test
	4.17.6.1. The Purchaser shall perform Software Transition Validation Test (SwTrVT) to demonstrate that the entire software is delivered correctly to the Purchaser, and the Purchaser has all the capabilities to maintain the software.
	4.17.6.2. The Contractor shall demonstrate to the Purchaser that the deliverable software can be regenerated, (compiled/linked/loaded into an executable product) and maintained using commercially available, Purchaser-owned, or contractually deliverabl...
	4.17.6.3. The Purchaser shall ensure that any further software updates (e.g. during Warranty Period) can be successfully transferred to the Purchaser and the Purchaser can re-generate the software at its own environment.
	4.17.6.4. The Contractor shall prepare a SwTrVT Report (SwTrVT-R) after the SwTrVT and deliver it to the Purchaser before the Transition Validation Review.

	4.17.7. Software Transition Validation Review
	4.17.7.1. The Contractor shall plan and execute a Software Transition Validation Review (SwTrVR) to make sure all transition process is completed.
	4.17.7.2. The Software Transition will be considered as completed if:
	4.17.7.3. The Contractor shall prepare SwTrVR Report (SwTrVR-R) and submit it within three (3) days after the review.



	SECTION 5:    INTEGRATED LOGISTIC SUPPORT
	5.1. General
	5.1.1. The Contractor shall provide Integrated Logistic Support (ILS) by providing the services and delivering the products as described in this Section. The terminology and process definitions are also provided.

	5.2. Integrated Support Plan
	5.2.1. Integrated Support Plan (ISP) includes support considerations to be incorporated in design and defining the physical support capability and resources required for the in-service organization to operate and maintain the system.
	5.2.2. The ISP shall be structured according to the template provided in “NCSA OSLA-14-02 Preparation of NATO CIS Integrated Logistics Support Plans”.
	5.2.3. The Contractor shall develop and deliver the draft ISP at the PDR in order to define how the integration of supportability engineering is to be included in the design of the system.
	5.2.4. The Contractor shall submit the draft release of the ISP to the Purchaser at PMR, an initial version at CDR and a final version at System Qualification Review (SQR) for BL2. The ISP shall be maintained and updated during the transition process ...
	5.2.5. The Contractor shall refer to the TRITON CMP, QP, Training Plan and all documentation (included in SOW Section 7) in the ISP.
	5.2.6. The ISP shall include the details related to the support of TRITON throughout its life-cycle.
	5.2.7. The ISP shall include a section related to Service Management and Control Concept which includes:
	5.2.8. ISP shall include, as an Annex, Transportation Plan (TransP). The details of TransP are given in Paragraph 5.9.2.

	5.3. In-Service Support Plan
	5.3.1. General
	5.3.1.1. The Contractor shall prepare the In-Service Support Plan (ISSP), based on a Purchaser-furnished template, defining the responsibilities and procedures for the support and maintenance of TRITON.
	5.3.1.2. The ISSP shall cover the all maintenance and support activities starting from the first OTRR until FSA.
	5.3.1.3. The ISSP shall be updated at the FSA covering the future support including the Warranty period.
	5.3.1.4. The Contractor shall develop System Maintenance Plan (SMP) and Obsolescence Management Plan (OMP) as annexes to ISSP.
	5.3.1.5. The Contractor shall deliver the ISSP to the Purchaser at least two (2) weeks prior to the SQR.

	5.3.2. System Maintenance Plan
	5.3.2.1. System Maintenance Plan (SMP) shall include the following:
	5.3.2.2. The Contractor shall update the SMP according to the maintenance needs raised during the operation of the OBLs.

	5.3.3. Obsolescence Management Plan
	5.3.3.1. The Obsolescence Management Plan (OMP) shall include the following:
	5.3.3.2. The Contractor shall update the OMP according to the most recent technological developments and status of COTS products.


	5.4. Maintenance Concept
	5.4.1. General
	5.4.1.1. The Contractor shall develop and maintain the TRITON Maintenance Concept, which defines the maintenance environment, constraints, locations, procedures, artefacts, organization and personnel skills to maintain PBL and the OBL.
	5.4.1.2. The Maintenance Concept shall refer to the functional and non-functional Maintenance Requirements of the TRITON FBL.
	5.4.1.3. The Maintenance Concept shall define the First, Second and Third Level Maintenance tasks. At each of these Levels, the procedural description shall include objective(s), triggering event(s), input(s), output(s), task(s), roles and Responsibil...
	5.4.1.4. The Maintenance Concept shall define the PBL maintenance and supply flow amongst the various NATO and non-NATO locations, organizations, groups, and people.
	5.4.1.5. As part of the Maintenance Concept, the System Maintenance Plan (SMP) shall define the Supply Support Requirements and shall describe the procedures for the provisioning, procurement, and acquiring of spare/repair parts, inventories, and cons...

	5.4.2. Hardware Maintenance
	5.4.2.1. The maintenance of delivered hardware shall include the replacement of faulty parts.
	5.4.2.2. Due to security regulations, all failed hard disks/drives can only be repaired or replaced on-site and cannot be removed and/or returned to the Contractor for repair. Failed hard disks will be destroyed on site. Failed hard disks shall theref...

	5.4.3. Software Maintenance
	5.4.3.1. The Contractor shall perform following types of Software Maintenance in the context of Third Level Maintenance:
	5.4.3.2. Preventive Maintenance
	5.4.3.2.1. The Contractor shall apply Preventive Maintenance at predetermined intervals or according to prescribed criteria and intended to reduce the probability of failure or the degradation of the functioning of a software unit.
	5.4.3.2.2. The Contractor shall provide modification of the software to detect and correct latent faults before they become effective faults. Preventive Maintenance includes scheduled maintenance.
	5.4.3.2.3. The Contractor shall perform Preventive Maintenance which includes the following activities:
	5.4.3.2.4. The Contractor shall handle the following types of maintenance requests:

	5.4.3.3. Corrective Maintenance
	5.4.3.3.1. Corrective Maintenance is modification of the software to correct discovered problems or defects (a.k.a. bugs). It is carried out after fault recognition and intended to put a software unit into a state in which it can perform its intended ...
	5.4.3.3.2. The Contractor shall perform Corrective Maintenance which includes the following activities:

	5.4.3.4. Adaptive Maintenance
	5.4.3.4.1. The Contractor shall provide modification of the software to keep it usable in a changed or changing environment. This includes environment adaptation, data mapping and addition of new Information Products.
	5.4.3.4.2. These adaptations shall be carried out using a disciplined systems engineering methodology following the same approach as described for the design, integration, and test of the initial TRITON Product Baseline.
	5.4.3.4.3. Provided authorization from the Purchaser’s Contracting Authority, the Contractor shall design, implement, integrate, test, upgrade, and provide life-cycle support for necessary adaptations to TRITON PBL to reflect findings from the OT&E pe...
	5.4.3.4.4. Environment Adaptation
	5.4.3.4.4.1 The Contractor shall apply adaptations which may include moving from one hardware platform to another, updating infrastructure software and insertion of other software components developed by other sources.

	5.4.3.4.5. Data Mapping and Addition of New Information Products
	5.4.3.4.5.1 The Contractor shall provide mapping and migration of additional data to TRITON, and processing or generation of new Information Products as requested by the Purchaser.
	5.4.3.4.5.2 The Contractor shall describe the process to be used to provide data mapping, migration and use of Information Products.
	5.4.3.4.5.3 The Contractor shall ensure that data mapping, migration and addition of new Information Products will not interrupt TRITON Functional Services.
	5.4.3.4.5.4 The Contractor shall ensure that system data are secured to avoid data loss due to data migration and addition activities


	5.4.3.5. Perfective Maintenance
	5.4.3.5.1. The Contractor shall apply modification on software and improve performance or maintainability in an agreement with the Purchaser. This includes studies, system enhancement, technology assessment and insertion, experimentation and data adap...
	5.4.3.5.2. Studies
	5.4.3.5.2.1 The Contractor shall research, analyse, and prepare reports, plans, or other documents related to the design, implementation, testing, transition, operation, maintenance and support of the TRITON capability as requested by the Purchaser.

	5.4.3.5.3. System Enhancements
	5.4.3.5.3.1 Provided authorisation from the Purchaser’s Contracting Authority, the Contractor shall design, implement, integrate, test, upgrade, and provide life-cycle support to enhancements to the TRITON capability to reflect any changes in the SyRS...
	5.4.3.5.3.2 Such changes may include moving from one hardware platform to another, updates of system software and the use of software developed by other sources.
	5.4.3.5.3.3 These enhancements shall be carried out using a disciplined systems engineering methodology following the same approach as described for the design, integration, and test of the initial TRITON PBL, also including Regression Tests and IV&V ...

	5.4.3.5.4. Technology Assessments and Insertion
	5.4.3.5.4.1 Technology Insertion is usually known as a viable way to maintain or improve the performance of products already in use through obsolescence management and service life extension, but can also be used to support accelerated fielding, since...
	5.4.3.5.4.2 The Contractor shall assess new technology applications on TRITON and identify potential risks (integration, unforeseen negative side effects on system performance, supportability, obsolescence) in case they are used.
	5.4.3.5.4.3 The Contractor’s efforts should employ the latest commercially available technology (or products) in consonance with economic considerations.
	5.4.3.5.4.4 The Contractor should maximise opportunities for product improvement through emerging advances in the commercial market place.
	5.4.3.5.4.5 The Contractor shall integrate new hardware elements and third party software into the TRITON architecture when it is agreed with the Purchaser that a modification is necessary.
	5.4.3.5.4.6 The Contractor should focus on the demonstration of clear and definable improvements in the performance, logistics supportability, reliability and maintainability of the new item.



	5.4.4. System Maintenance Documentation
	5.4.4.1. The System Maintenance Documentation includes System Maintenance Manual (SMM) and Maintenance Records.
	5.4.4.2. The Maintenance Concept and SMM shall, at minimum, cover the maintenance tasks defined in this SOW.
	5.4.4.3. For all COTS Configuration Items of the PBL, the SMM shall take maximum advantage of the existing COTS Vendor Original Equipment Manufacturer (OEM) Manuals and documentation, supplemented with the PBL adaptations, and additions.
	5.4.4.4. The SMM shall define the required Maintenance Tools and Equipment including the necessary Material Data Sheet (MDS).
	5.4.4.5. The Contractor shall use a reporting mechanism as Maintenance Records which shall include:
	5.4.4.6. Software Support Manual
	5.4.4.6.1. Software Support Manual (SSM) describes how to provide First and Second Level Support to the installed TRITON Operational Software.
	5.4.4.6.2. The SSM shall provide information sufficient for a technician who has attended the Training Course to be able to operate the system without supervision and to perform fault finding in support of First Level Maintenance.
	5.4.4.6.3. The Contractor shall prepare and deliver separate SSMs for the following systems:
	5.4.4.6.4. The SSM shall include at least the following information:

	5.4.4.7. Software Transition Manual
	5.4.4.7.1. Software Transition Manual (STM) describes how to upgrade software data from one Baseline/Increment to another.
	5.4.4.7.2. The STM shall include at least the following:



	5.5. Provision of Maintenance
	5.5.1. The Contractor shall provide all levels of Maintenance for the PBLs as they are delivered until FSA.
	5.5.2. The Contractor-furnished proactive and reactive Third Level Maintenance shall be planned, implemented and executed according to the Maintenance Concept.
	5.5.3. The Contractor-furnished Third Level Maintenance shall be provided offsite at the Contractor's premises.
	5.5.4. The Contractor shall define the Maintenance Process interfaces to other processes such as the Warranty, Incident Management, Problem Management and Release Management.
	5.5.5. The Contractor shall solve any deficiencies found during the System Transition Process and System Operation Process prior to the FSA. This period is the applicable Operational Testing and Evaluation period for a Baseline.

	5.6. Service Management and Control Concept
	5.6.1. General
	5.6.1.1. The Contractor shall develop the TRITON Service Management and Control Concept covering how the Customer Support will be implemented and performed in accordance with the Purchaser’s existing Support Concept and submit it for the Purchaser’s a...
	5.6.1.2. The Purchaser’s Support Concept is arranged around four distinct levels and addresses hardware maintenance, software maintenance and service management and control functions (ITIL).

	5.6.2. Purchaser’s Support Concept
	5.6.2.1. The Purchaser’s First Level of Support is the local, organizational unit operating the system, supported by local support staff.
	5.6.2.2. The Purchaser’s Second Level of Support is formed by the Network Operations Centre, which implements the remote and Central Service Desks and employs the Purchaser’s network and system operators and administrators.
	5.6.2.3. The Purchaser’s Third Level of Support is formed by the Service Lines and their Subject Matter Experts (SME), Service Owners and System Managers, located at The Hague, Casteau/Mons, CSSC, NCISS and NPC.
	5.6.2.4. The Purchaser’s Fourth Level of Support is the OEM vendor or supplier level.
	5.6.2.5. Technically, there is also a Support Level Zero. This is the end-user level and includes user self-help, interaction with the local Service Desk and user-level preventive maintenance tasks, such as simple cleaning of hardware and local data m...

	5.6.3. Contractor’s Support Concept
	5.6.3.1. At each support level, the Contractor’s Support Concept shall describe the support environment, constraints, locations, procedures, artefacts, organization and personnel.
	5.6.3.2. The procedural description shall include objective(s), triggering event(s), input(s), output(s), task(s), roles and responsibilities (RACI-format), constraints, exceptional case(s), and tool(s) support.
	5.6.3.3. The Contractor shall define the support process interfaces to the other processes, including the existing Service Desk at the NCI Agency premises. The interface definition shall include the input and output information, its structure, the com...
	5.6.3.4. The Contractor shall define the Support Concept for the TRITON Baselines delivered before the FSA.
	5.6.3.5. First Level Support
	5.6.3.5.1. The First Level Support tasks shall be defined and designed for military users and operators.
	5.6.3.5.2. The First Level Support shall include day-to-day housekeeping tasks, visual inspections, verification of function and performance, and implementation of simple changes to the baseline configuration.
	5.6.3.5.3. The First Level Support shall implement the service request and Incident Management Process in accordance with the ISO/IEC 20000 and ITILv3 framework or equivalent.

	5.6.3.6. Second Level Support
	5.6.3.6.1. The Second Level Support tasks shall be defined and designed for non-specialised military support personnel and shall include detailed baseline inspections and checkouts, limited calibrations, replacement of non-critical LRU’s, minor equipm...
	5.6.3.6.2. The Second Level Support shall implement the Problem Management Process in accordance with the ISO/IEC 20000 and ITILv3 framework or equivalent.
	5.6.3.6.3. Problem management tasks shall be integrated with the Problem Management Process.
	5.6.3.6.4. As part of problem management the following tasks are included:

	5.6.3.7. Third Level Support
	5.6.3.7.1. The Third Level Support shall be defined and designed for specialised military personnel, and shall include complex repairs or replacements for hardware components, their detailed calibrations, supply support, overhaul and rebuild, implemen...
	5.6.3.7.2. The Third Level Support shall cover the four types of software maintenance.
	5.6.3.7.3. The Third Level Support shall implement the Release and Deployment Management Process in accordance with the ISO/IEC 20000 and ITILv3 framework or equivalent, assisted by an adequate Configuration Management and Change Management Process, a...

	5.6.3.8. Fourth Level Support
	5.6.3.8.1. The Fourth Level Support tasks shall include repair and replacement of faulty baseline items beyond the capability of Third Level Support.
	5.6.3.8.2. If required, this level shall employ and interact with the original equipment manufacturer or item vendors to affect such repair and replacement.


	5.6.4. Incident Management Process
	5.6.4.1. The Contractor shall implement an Incident Management Process that resolves incidents and restores the provision of services within the terms agreed between the Purchaser and the Contractor.
	5.6.4.2. The Contractor shall implement an Incident Assessment Model that categorises incidents according to impact, urgency, risk, required resources to resolve the incident and priority.
	5.6.4.3. The Contractor shall comply with the existing NCI Agency business practices which are based on ITIL v3 and will be provided after signing the Contract.
	5.6.4.4. The Contractor shall implement an Escalation Process that takes into account the specific site organization and the command structure.
	5.6.4.5. The Contractor shall describe the required actions to resolve the incident.
	5.6.4.6. The Contractor shall specify the Incident Routing that shall be applied to each site.

	5.6.5. Problem Management Process
	5.6.5.1. The Contractor shall implement a Problem Management Process that identifies and addresses the underlying cause of an undesirable situation, indicating the root cause of one or more existing or potential incidents.
	5.6.5.2. The Contractor shall implement a systematic approach for the investigation of incidents, identification of the root cause and development of appropriate remedies.
	5.6.5.3. The Contractor shall ensure the Problem Management Process successfully addresses the following objectives:
	5.6.5.4. The Contractor shall implement a Problem Classification by area (category) and the Identification shall point to the lowest level CI’s that affect the problem. The classification shall be accompanied by an impact analysis, which determines th...
	5.6.5.5. The Contractor shall assign a priority to problems, in the same way as in the Incident Management process. The classification shall include the following:
	5.6.5.6. The Contractor shall determine a combination of impact and urgency factors for incidents to be agreed with each site.

	5.6.6. Release Management Process
	5.6.6.1. General
	5.6.6.1.1. The scope of Release Management includes the processes, systems and functions to package, design, build, test and release the assets and components required to establish or upgrade a service or product as specified in the design package. Re...
	5.6.6.1.2. Release Management ensures that the necessary (software) maintenance activities can be performed to facilitate the effective utilisation of the product as a service asset for Service Operations.
	5.6.6.1.3. The Contractor shall apply a Release Management Strategy to build Release Packages, which represents a planned release for Build Processes.
	5.6.6.1.4. For the purpose of this Contract, the Contractor shall assume that the Release Management function will be entirely carried out by the Purchaser with its own resources. The Purchaser will provide guidance on Release Management Process inclu...
	5.6.6.1.5. The Contractor, however, shall liaise with the Purchaser’s Appointed System Manager and with the Purchaser as far as the delivery of the TRITON additional releases, new versions, patches and bug fixes is concerned.
	5.6.6.1.6. The Contractor shall manage all releases during development of each Baseline during its Build Process, during its Maintenance activities defined under this Contract. The Release Management Process will be finalised at FSA.
	5.6.6.1.7. The Contractor shall maintain the releases for a fixed period of time, depending on the type of the release. Following release types shall be applicable:

	5.6.6.2. Baseline Releases
	5.6.6.2.1. System enhancements shall be organised and implemented as Maintenance Releases and Major Releases. The Purchaser will accept releases upon verification and validation on a Purchaser-specified Reference Systems.
	5.6.6.2.2. Maintenance Release
	5.6.6.2.2.1 Maintenance, bug fix or patch releases are version changes designed to fix identified critical problems such as security vulnerabilities and other bug and might also address improvements to usability or performance. It typically excludes n...
	5.6.6.2.2.2 Two categories of Maintenance Release are identified: “Emergency” and “Routine” and they will be processed accordingly.
	5.6.6.2.2.3 A Maintenance Release incorporates one or more design changes and/or one or more fault fixes into the TRITON PBL that collectively do not affect existing ICDs or system security or technical compliance certification.
	5.6.6.2.2.4 The Contractor shall plan and perform Regression Testing and IV&V Testing for Maintenance Releases.
	5.6.6.2.2.5 The IV&V CCB will decide the level of effort necessary for testing the maintenance release during TRR.
	5.6.6.2.2.6 The Contractor shall make the necessary documentation and test results available to the CCB prior to the TRR.

	5.6.6.2.3. Major Release
	5.6.6.2.3.1 A Major Release is generally a programmatic or life-cycle management decision. It is typically indicated by major enhancements and improvements such as the addition of key features to the functional baseline of a system; including major ch...
	5.6.6.2.3.2 A Major Release incorporates one or more design changes to the TRITON PBL that collectively affect one or more ICDs or system security or technical compliance certification.
	5.6.6.2.3.3 The Contractor shall plan and perform both Regression and Certification Testing for Major Releases.

	5.6.6.2.4. Minor Release
	5.6.6.2.4.1 A Minor Release includes new features and can include minor changes of the HMI, API, service interfaces, data structure or templates. Fundamental changes such as HMI concept change are not expected. A new minor release should maintain all ...
	5.6.6.2.4.2 The Contractor shall plan and perform Regression Testing for Minor Releases.


	5.6.6.3. Release and Deployment Plan
	5.6.6.3.1. The Release and Deployment Plan (RDP) includes all activities related to issuing a new release of the software and its deployment.
	5.6.6.3.2. The Contractor shall coordinate all release and deployment planning with the Purchaser. The Purchaser will inform the Contractor about the available dates for releases.
	5.6.6.3.3. Individual release activities are accumulated over a period of at least ten (10) weeks and then dispatched all at once on each Wednesday of calendar week 07 (Feb), 17 (Apr), 29 (Jul), 39 (Sep) and 49 (Dec). In case such a day coincides with...
	5.6.6.3.4. In addition there will be regular “patch days” on every third Wednesday of the month following the patterns of patch releases by Microsoft on “Patch Tuesdays”. Absolutely acute patches can also be released out-of-cycle, based on the critica...
	5.6.6.3.5. A successful release does not automatically lead to the deployment of such release; deployment activities will be planned, authorised and executed separately for each NCI Agency operated network.
	5.6.6.3.6. The Contractor shall adjust the releases by also keeping the deadlines.
	5.6.6.3.7. The Contractor shall deliver the RDP to the Purchaser at least two (2) weeks prior to the SQR.

	5.6.6.4. Key Performance Indicators
	5.6.6.4.1. The Contractor shall track the Key Performance Indicators (KPI) for each release including at least the following:
	5.6.6.4.2. The Purchaser will use the KPIs to assess the status of maintenance.


	5.6.7. Handover of Software Warranty and Licenses
	5.6.7.1. The Contractor shall ensure that the software licenses are correctly attributed to the Purchaser’s Organization that will actually use the application.
	1.1.1.1. The Contractor shall provide the software warranty and licensing documentation, including accounts, related to any software subject to licensing to the Purchaser.
	5.6.7.2. The Contractor shall ensure the warranty and license model allows for transfer of responsibility between the Purchaser and other NATO entities as required by NATO’s organization structure.
	5.6.7.3. The transfer of responsibility shall be carried out without incurring additional cost for the Purchaser.

	5.6.8. Compliance with Operational Baselines
	5.6.8.1. The Contractor shall ensure the integrity of the Operational Baseline maintained by SPA (NCI Agency) by planning and carrying out all the necessary actions to verify all necessary licenses are active and of the correct version and release as ...
	5.6.8.2. The Purchaser will provide to the Contractor the list of software components of the latest available release of the OBL for the Contractor to verify compliance before each Baseline FAT.
	5.6.8.3. The Contractor shall specify to the Purchaser at the earliest possible time the discrepancies that affect the OBL.
	5.6.8.4. The Contractor shall provide all the necessary documentation, as required by the SPA, to process the request for inclusion of software in the OBL. The list of necessary documentation shall include but not limited to the following:


	5.7. Provision of Support
	5.7.1. General
	5.7.1.1. The Purchaser provides support to all its Information Systems under a Three-level Support Approach. The Purchaser will provide documentation from NCI Agency on the Service Management procedure in current use as PFE.
	5.7.1.2. The Contractor shall provide First, Second and Third Level Support in accordance with the Purchaser’s Support Concept.
	5.7.1.3. The Contractor-furnished Second and Third Level Support processes shall be planned, executed, and controlled according to ISO/IEC 20000 and ITILv3 or equivalent.
	5.7.1.4. The Contractor shall prepare an initial Service Level Agreement (SLA) based on a Purchaser-furnished template, defining service delivery terms and conditions for operational use and support of the TRITON capability after installation. The SLA...

	5.7.2. First Level Support
	5.7.2.1. The Contractor shall provide First Level Support by maintaining a Trouble-Ticketing System and Service Desk.
	5.7.2.2. Trouble-Ticketing System
	5.7.2.2.1. The Contractor shall maintain his own Trouble-Ticketing System to track all the reported issues, incidents and problems.
	5.7.2.2.2. The Purchaser’s Trouble-Ticketing System shall be used for opening, modifying, tracking, and closing Trouble Tickets, and logging of all requests concerning the PBL and OBL.
	5.7.2.2.3. The system shall be interfaced with the Purchaser’s Service Desk Trouble-Ticketing System to be able to exchange (import, export) Incident Reports, Deficiency Reports and Change Requests.

	5.7.2.3. Service Desk
	5.7.2.3.1. Service Desk support includes on-site support to local users, incident management, and activation of Second Level Support if needed.
	5.7.2.3.2. The Contractor shall implement an interim, centralised Service Desk function, located at the NCI Agency The Hague, which shall deliver the entirety of the support services for the TRITON Services.
	5.7.2.3.3. The Contractor shall operate the interim Service Desk until the FSA.
	5.7.2.3.4. The Service Desk shall constitute the single interface for all TRITON System Support Services.
	5.7.2.3.5. The Service Desk shall handle incidents and requests and provide an interface for other activities, such as:
	5.7.2.3.6. The Service Desk shall provide First Level Support activities on a daily basis.
	5.7.2.3.7. The Service Desk shall adopt the documentation, diagnostics applications and tools that are available and in use at the NCI Agency and whose description will be provided at as PFE after Contract Award.
	5.7.2.3.8. The Service Desk shall be responsible for the actions listed in Table 5-2Table 5-2.
	5.7.2.3.9. The Service Desk shall operate eight (8) hours per day during the NCI Agency The Hague business hours (Monday to Friday, 09:00 to 17:00, except non-working days such as Public Holidays).
	5.7.2.3.10. The Service Desk shall provide its services in the English language.


	5.7.3. Second Level Support
	5.7.3.1. The Second Level Support shall apply to the centralised system operation, administration and management tasks to maintain services across the OBL. It covers support fault isolation, in-depth technical assistance to First Level Support staff a...
	5.7.3.2. The Contractor shall provide a Second Level Support personnel as On-Site Support. The main role of Contractor’s personnel resident at the NCI Agency The Hague premises shall be the following:
	5.7.3.3. The Contractor furnished Second Level Support process shall create and deliver a Problem Analysis Report per identified Issue or set of Issues as the result of the Problem Management Process (Paragraph 5.6.5).
	5.7.3.4. The Contractor furnished Second Level Support process shall create and deliver a Change Request as the result of the Problem Management Process work steps.
	5.7.3.5. The Contractor furnished Second Level Support process shall create and maintain descriptions of all solutions (Quick Solution, Work Around, Patch, Baseline Release) to known issues in a COTS software database, Known Error Database (KEDB). The...
	5.7.3.6. The Contractor shall provide Second Level Support by assisting the Purchaser in the maintenance and administration of the TRITON Reference System and its use in analysing operational problems and validating changes to the PBL.
	5.7.3.7. The Contractor shall provide Second Level Support for the PBL after the OTRR until the FSA.

	5.7.4. Third Level Support
	5.7.4.1. The Third Level Support activities shall be undertaken by the Contractor at his premises during the System Transition, until the FSA, as defined in the System Operation Process and System Maintenance Process.
	5.7.4.2. The Third Level Support provides support to the Second Level Support either locally (at Contractor premises) or externally (at Purchaser operational or support sites). It covers correction of deficiencies, and implementation and validation of...
	5.7.4.3. The Contractor furnished Third Level Support process shall create and deliver the software patches/fixes and/or hardware repair as approved by the CCB in response to the Second Level recommendation. Before FSA this will be subject to Purchase...
	5.7.4.4. The Contractor shall provide Third Level Support during the Warranty Period on the OBL.
	5.7.4.5. The Contractor shall provide Third Level Support after the Warranty Period if the Purchaser exercises the option to activate the optional Maintenance and Support Package.
	5.7.4.6. The Contractor-furnished Third Level Support shall be provided at the NCI Agency premises until FSA.


	5.8. Training
	5.8.1. General
	5.8.1.1. The Contractor shall provide training for TRITON users and support staff through a combination of self-study aids, including System User and Administrative Manuals (hard copy and interactive electronic), Computer-Based Training (CBT) and eLea...
	5.8.1.2. The Contractor shall plan, execute and control the Training Process as defined in the [Bi-SC DIR 75-7]. The Contractor shall perform the Training Needs Analysis (TNA), the backing document to justify all the training activities for TRITON.

	5.8.2. Training Needs Analysis
	5.8.2.1. Perform Task Analysis
	5.8.2.1.1. The Contractor shall conduct a Task Analysis in accordance with [Bi-SC DIR 75-7], to identify and list all user/operator and maintenance tasks for each PBL system, subsystem and integrated system.
	5.8.2.1.2. The TNA shall include identified roles that will use TRITON to accomplish their tasks.
	5.8.2.1.3. The TNA shall assess the gap between the current skills of relevant staff and the tasks they will be expected to perform in the use and support of the TRITON OBL.

	5.8.2.2. Perform Target Audience Analysis
	5.8.2.2.1. The Contractor shall conduct a Target Audience Analysis in accordance with [Bi-SC DIR 75-7], utilizing any information already determined by the Purchaser Training Staff and produce a summary population table. An Excel spreadsheet is recomm...
	5.8.2.2.2. The Contractor shall assess the current skills of operational staff that will use TRITON and the importance and difficulty of tasks via discussions with Purchaser-identified experts.

	5.8.2.3. Create a List of Operational Performance Standards
	5.8.2.3.1. The contractor shall produce a List of Operational Performance Standards (LOPS) in accordance with [Bi-SC DIR 75-7.

	5.8.2.4. Perform a Performance Gap Analysis
	5.8.2.4.1. The contractor shall conduct a performance gap analysis in accordance with [Bi-SC DIR 75-7] to determine which Performance Objectives (POs) need E&IT either in full or in part.

	5.8.2.5. Perform Difficulty Importance Frequency (DIF) Analysis
	5.8.2.5.1. The contractor shall conduct a DIF or other equivalent criterion analysis in accordance with [Bi-SC DIR 75-7], to determine the priority and training effort to be applied to the POs.
	5.8.2.5.2. This DIF analysis shall identify the difficulty and importance of each major task to be performed by each category of roles and the frequency with which the task will be performed. A possible format is identified in the [Bi-SC DIR 75-7].
	5.8.2.5.3. For each task identified in the DIF analysis, the Contractor shall assess the knowledge and skill required to perform the task and recommend how training should be provided to meet these requirements.

	5.8.2.6. Finalise the LOPS
	5.8.2.6.1. Once the Performance Gap and DIF analyses have been completed, the contractor shall finalise the LOPS by appending the need for training or partial training as per [Bi-SC DIR 75-7].
	5.8.2.6.2. Based on the recommendations from the DIF analysis, the Contractor shall identify in the TNA which of the TRITON Training Materials and training deliveries shall be offered to meet the training requirements.

	5.8.2.7. Create Learning Objectives
	5.8.2.7.1. The contractor shall take all the POs in the LOPS that require E&IT and create a list of Learning Objectives (LO) in accordance with [Bi-SC DIR 75-7].

	5.8.2.8. Perform Training Options Analysis
	5.8.2.8.1. The contractor shall conduct a training option analysis, including a cost-benefit analysis in accordance with [Bi-SC DIR 75-7], to determine the alternatives for the overall training approach, setting and location. The preferred option will...

	5.8.2.9. Create TNA Final Report
	5.8.2.9.1. The Contractor shall provide a TNA Report in accordance with [Bi-SC DIR 75-7].
	5.8.2.9.2. The Contractor shall base the scope, delivery methods, and duration of TRITON training courses and materials on the TNA.
	5.8.2.9.3. The Contractor shall incorporate the findings of the TNA in the Training Plan, as confirmed by the Purchaser.

	5.8.2.10. Complete Programme of Instruction (POI) Document II
	5.8.2.10.1. The contractor shall complete Part 1 and Part 2 of the NATO POI Document II in accordance with [Bi-SC DIR 75-7].


	5.8.3. Training Plan
	5.8.3.1. The Contractor shall develop and maintain the TRITON Training Plan describing how it will meet requirements for initial and follow-on training.
	5.8.3.2. The Training Plan shall be structured according to the template provided in [Bi-SC DIR 75-7] and address the results of the TNA.
	5.8.3.3. The Contractor shall develop and maintain the Training Course Proposal and Justification (POI Document-II) based on the results of the TNA.
	5.8.3.4. The Training Plan shall describe how it will meet the training requirements found after the TNA for initial and follow-on training.
	5.8.3.5. This Training Plan shall address all stages of training development, delivery, and support covered under this Contract. The Training Plan shall describe in a coherent way how training will be developed, delivered, and maintained throughout th...
	5.8.3.6. The Training Plan shall describe the training documentation.
	5.8.3.7. The Training Plan shall propose a training schedule, in relation to the overall Contract schedule.
	5.8.3.8. The Training Plan shall describe the process for Training Evaluation.
	5.8.3.9. The Training Plan shall describe the support to be provided by the Purchaser (manpower, services and material).
	5.8.3.10. The Contractor shall adapt the Training Plan structure to the TRITON capability scope and submit it for Purchaser approval not later than the CDR milestone.

	5.8.4. Training Programme
	5.8.4.1. Perform Instructional Analysis
	5.8.4.1.1. The contractor shall perform an instructional analysis in accordance with [Bi-SC DIR 75-7] that includes, but is not limited to, the following activities:
	5.8.4.1.1.1 Identify all components and sub-components of the tasks that make up the support.
	5.8.4.1.1.2 Apply target population information to determine current subject matter competence (knowledge, skills and attitude).
	5.8.4.1.1.3 Group and sequence the components (Enabling Objectives - EOs) and sub-components (teaching points) into units suitable for learning.
	5.8.4.1.1.4 Develop Enabling Checks. For each EO, the Contractor shall create and submit an Enabling Check and its scoring criteria.
	5.8.4.1.1.5 Develop a scalar diagram to document the content and structure of the instructional programme.


	5.8.4.2. Develop Learning Assessment Plan
	5.8.4.2.1. The contractor shall develop an assessment plan in accordance with [Bi-SC DIR 75-7], which includes, but not limited to:
	5.8.4.2.1.1 A concept for achievement testing, that specifies how each LO, and critical EOs, will be assessed,
	5.8.4.2.1.2 A pass/fail policy, based on results of achievement tests,
	5.8.4.2.1.3 Test/retest policies,
	5.8.4.2.1.4 A concept for progress testing that specifies how each EO will be assessed.


	5.8.4.3. Define Instructional Strategies
	5.8.4.3.1. In accordance with the guidance provided in [Bi-SC DIR 75-7], the Contractor shall identify instructional strategies covering:
	5.8.4.3.1.1 Instructional methods such as demonstration-performance, case studies or lectures,
	5.8.4.3.1.2 Instructional media (e.g. pictures, diagrams, video recordings, models, simulators, real equipment, ADL, CBT),
	5.8.4.3.1.3 Learning environment e, centralised instruction (bringing the learners to the instruction); distributed instruction (taking the course to the learners) or a combination of both.


	5.8.4.4. Propose Instructional Strategy
	5.8.4.4.1. To support the Purchaser's decision on the Instructional Strategy, the Contractor shall provide a Decision memo that:
	5.8.4.4.1.1 Reviews the proposed strategies for their potential effectiveness in meeting the performance requirement,
	5.8.4.4.1.2 Reviews costing for affordability and comparative efficiency,
	5.8.4.4.1.3 Considers risks and organizational impact,
	5.8.4.4.1.4 Develops a business case if resource implications are substantial.


	5.8.4.5. Complete POI Documentation
	5.8.4.5.1. The contractor shall complete POI Document II Part 2 and POI Document III in accordance with [Bi-SC DIR 75-7].

	5.8.4.6. Create Instructional Specifications
	5.8.4.6.1. The contractor shall use the products of the Instructional Analysis to create instructional specifications approved by the Purchaser's Training Manager that include the:

	5.8.4.7. Develop Training Material
	5.8.4.7.1. The Contractor shall produce appropriate Training Materials in accordance with [Bi-SC DIR 75-7], to include some or all of the following as required:
	5.8.4.7.2. Syllabus
	5.8.4.7.2.1 The Syllabus shall include the following elements:
	5.8.4.7.2.2 A shorter Training Syllabus shall be provided to course participants.

	5.8.4.7.3. Student Manuals
	5.8.4.7.3.1 These are reference handbooks to be used and retained by the students. The content should be based on the POI.
	5.8.4.7.3.2 The Student Manual shall describe the concepts, functions, and features presented in the course, including links or references to the relevant documentation included in the TRITON Product Baseline

	5.8.4.7.4. Instructor Guides
	5.8.4.7.4.1 These are instructional guidelines for use by the instructor during training preparation and execution. They outline the specific training steps that must be provided to satisfy the training plan. EOs are linked to detailed steps and proce...
	5.8.4.7.4.2 The Instructor Guide is best structured as a series of outline lessons, providing key points for the instructor to stress, some sample questions to ask, appropriate times to inject student progress tests and practical exercises, other inst...

	5.8.4.7.5. Training Presentations
	5.8.4.7.5.1 Training presentation shall include all slides or other information to be presented by the instructor during the course.

	5.8.4.7.6. Hand-outs
	5.8.4.7.6.1 These additional aids can supplement the Student Manuals when covering areas identified as difficult and/or particularly important.
	5.8.4.7.6.2 They shall cover alternative approaches and provide realistic examples of task execution.

	5.8.4.7.7. Training Scenario
	5.8.4.7.7.1 The Contractor shall prepare Training Scenarios to be used with TRITON Training Systems.

	5.8.4.7.8. Computer Based Training (CBT) or other media where this is a recommended solution,
	5.8.4.7.8.1 Training aids of all types including real equipment, references and job aids,
	5.8.4.7.8.2 Question database and some sample tests in a numbered sequence with guidance on where and when they should be used during the course.

	5.8.4.7.9. The Contractor shall develop and provide the Training Materials for each Training Course.

	5.8.4.8. Provide Recommended Training Materials List
	5.8.4.8.1. The Contractor shall create and submit a summary of the recommended Training Materials, aids and equipment.

	5.8.4.9. Conduct Trainings and Transfer to the NATO In-Service Training (IST)
	5.8.4.9.1. The Contractor shall create and submit course time tables, lesson plans and support materials for the PBL Training.
	5.8.4.9.2. Using the lesson plans and support materials, the Contractor shall conduct training courses for the target population and the NATO trainers.
	5.8.4.9.3. The Contractor shall submit an Evaluation Report for each course with recommendations for any corrective action as required;

	5.8.4.10. Initial Training Requirements
	5.8.4.10.1. The Contractor shall provide Operator Training and User Training for each delivered Baseline to sustain a pool of operators in accordance with the Training Plan.
	5.8.4.10.2. The Contractor shall provide System Administrator Training and System Support Training for each delivered Baseline to sustain a pool of system administrator and support staff in accordance with the Training Plan.
	5.8.4.10.3. The Contractor shall provide System Maintenance Training and Trainer Training to support staff in accordance with the Training Plan.
	5.8.4.10.4. The Contractor shall develop a Training Programme for:
	5.8.4.10.5. The Training Programme shall be reviewed by the Purchaser and operational users prior to the Design Review for each Build Process and shall be provided at least two (2) weeks prior to the review (e.g. SwDR-1).

	5.8.4.11. Training Data
	5.8.4.11.1. The Contractor shall develop an operationally-realistic set of TRITON data, including a representative number of each Maritime Information Entity to support training objectives for use in TRITON Training Courses and Training Materials.
	5.8.4.11.2. The Contractor shall install Training Databases to support Training Sessions. The training database shall be dynamic and allow replay of training scenarios.
	5.8.4.11.3. The Contractor shall update the Training Data according to the feedback from the trainees.


	5.8.5. Training Readiness Review
	5.8.5.1. The Contractor shall conduct Training Readiness Review (TrRR) at the Purchaser’s facility (NCI Agency The Hague) using the Working Groups (as described in Subsection 4.4) structure. The Contractor shall make available all Training Materials a...
	5.8.5.2. The Contractor shall provide functionally complete Training Materials at the TrRR for each Baseline.
	5.8.5.3. The Contractor shall provide the documents given in Table 5-3Table 5-3 for the TrRR.
	5.8.5.4. The Purchaser will provide comments to improve the Training Materials. The Contractor shall implement the changes directed by the Purchaser and provide updated Training Materials as part of reviews organised within the Build Processes.

	5.8.6. On-line Tutorials
	5.8.6.1. The Contractor shall develop a set of On-line Tutorials, as specified in the Contractual SRS, to enable TRITON end users and self-service users to perform the tasks associated with their roles.

	5.8.7. Computer-Based Training
	5.8.7.1. The Contractor shall develop and provide a Computer-Based Training (CBT) capability as specified in the Contractual SRS. The CBT shall be provided for BL 2, 3, and 4, and then updated until FSA.
	5.8.7.2. The TRITON CBT shall complement the TRITON classroom training and On-line Help and On-line Tutorials by defining and explaining the key concepts and terminology of the C2 of Maritime Operations and processes incorporated into TRITON features ...
	5.8.7.3. All e-learning Training Material shall be prepared in compliance with the Sharable Content Object Reference Model (SCORM) Edition 2004.
	5.8.7.4. The Contractor shall ensure that the software used to produce the CBT is included in the AFPL.

	5.8.8. Test Crew Training
	5.8.8.1. The purpose of the Test Crew Training is to train the Purchaser and Operational Community representatives on the functionality to be tested and how the tests will be performed.
	5.8.8.2. The Contractor shall provide Test Crew Training (including system overview) to the Purchaser Test Crew participating in the tests during the test events.
	5.8.8.3. The Contractor shall deliver the Test Crew Training at the Purchaser’s facilities.

	5.8.9. On-the-Job Training
	5.8.9.1. The purpose of the On-the-Job Training (OJT) is to provide hands-on training to the operational users in a normal working situation.
	5.8.9.2. The OJT shall include helping the operational user to perform initial operational tasks.
	5.8.9.3. Each OJT shall take no less than two (2) days.

	5.8.10. Training Courses
	5.8.10.1. The Contractor shall develop and deliver the Training Courses for the TRITON capability.
	5.8.10.2. These Training Courses shall utilise a combination of lecture and hands-on exercises to ensure students completing a course can perform to the level agreed to in the TRITON Training Plan. The training shall include:
	5.8.10.3. The Training Courses shall provide training for the various categories of roles based on the TNA or specific direction from the Purchaser.
	5.8.10.4. The Training Courses shall be performed using Purchaser-identified training facilities.
	5.8.10.5. The Training Courses shall be provided on the TRITON Training Systems or other, Purchaser-identified equipment, without interference to operational activities.
	5.8.10.6. The initially defined Training Courses to be delivered are given in Table 5-4Table 5-4. Course names and contents can be optimised according to the TNA. Each course shall also have separate subjects for TRITON-NS and TRITON-NU.
	5.8.10.7. Each session of a Training Course shall last no less than two (2) days and no longer than ten (10) days. The actual duration for each course shall be determined according to the TNA.

	5.8.11. Course Delivery
	5.8.11.1. The Contractor shall deliver Training Courses at Purchaser-specified locations using Purchaser-furnished facilities and equipment and the training version of the TRITON databases.
	5.8.11.2. The Contractor shall provide each student attending a Training Course with an electronic copy and printed copy of the Student Manual for the course.
	5.8.11.3. The Contractor shall provide each student attending a Training Course with a Feedback Form under paper format and request students to complete and return the form at the end of the course.

	5.8.12. Training Course Evaluation Report
	5.8.12.1. The Contractor shall submit to the Purchaser a Training Course Evaluation Report (TCER) for each training. The TCER shall contain the following:
	5.8.12.2. The Contractor shall, as directed by the Purchaser’s Project Manager, revise the Training Materials for each course to reflect student feedback from the initial session of each course.

	5.8.13. Training Equipment
	5.8.13.1. The Contractor shall develop the TRITON Training System for both NS and NU Domains to provide training sessions. The system configurations shall conform to their specification in the SyRS.
	5.8.13.2. The Contractor shall be responsible for configuring the TRITON Training Systems and their preparation to support training sessions.

	5.8.14. Software Maintenance Training
	5.8.14.1. The Contractor shall provide Software Maintenance Training to the Purchaser’s support staff at a Purchaser-approved location.
	5.8.14.2. The training shall be at least five (5) working days for at least four (4) individuals.
	5.8.14.3. The Software Maintenance Training shall include the following:


	5.9. Management and Control of Logistic Movements
	5.9.1. General
	5.9.1.1. All items, including all spared and repaired goods, shall be Delivered Duty Paid (DDP), as defined in Incoterms 2010, to the NATO destinations identified in the SSS at Contractor’s expense.
	5.9.1.2. Prior to transportation, all deliveries shall be preceded by a Notice of Shipment. The format, content and timelines associated with this notes notice are specified in the relevant section of this document. All carriage costs shall be underta...
	5.9.1.3. Delivery sequence of shipment related documents are shown in Figure 16Figure 16.
	5.9.1.4. The Contractor shall be responsible for the timely request of Custom Forms 302, required for duty free import/export of supplies between certain countries. Details with regard to this requirement are specified in the relevant section of this ...
	5.9.1.5. The Contractor shall create and maintain a Transportation Report that states the planned versus the current and final transportation results, including the delivery stages, location(s) and dates with the corresponding receiving NATO POC's and...

	5.9.2. Transportation Plan
	5.9.2.1. The Contractor shall develop and maintain the Transportation Plan (TransP) as an annex to ISP.
	5.9.2.2. The TransP shall define all planned (partial-) shipments, locations, point of contact(s), transportation stages, schedules, and alternative schedules.
	5.9.2.3. The TransP shall describe the end-to-end route, stages, and schedule of the PBL CI transportation from the Contractor's origin to its final operational destination.
	5.9.2.4. The TransP shall offer alternative schedules with associated impact on the overall cost and schedule.
	5.9.2.5. The Contractor shall present the initial version of the TransP for Purchaser approval not later than the CDR milestone.
	5.9.2.6. The Contractor shall update the TransP if necessary and provide the updated plan at least two (2) weeks prior to the first equipment delivery.

	5.9.3. Transportation
	5.9.3.1. The Purchaser shall not be liable for any storage, damage or any other charges involved in such transportation of supplies prior to site delivery.
	5.9.3.2. The Contractor is responsible for the availability of proper storage space and availability of material handling equipment that may be required for the equipment shipped to the destination/location. He may wish to liaise with the local Comman...

	5.9.4. Preservation, Packaging and Packing
	5.9.4.1. The Contractor shall, for the purpose of transportation, package, and crate or otherwise prepare items in accordance with the best commercial practices for the types of supplies (including computers, parts, CDs and documentation) involved.
	5.9.4.2. All supplied items shall be packaged and packed by the shipping agent using the best commercial practices.
	5.9.4.3. The packaging for deliverables shall be as follows:
	5.9.4.3.1. Equipment: If the main equipment to be procured comprises servers and workstations or other electronic outfits (i.e. routers, switches), packaging shall normally be standard trade packs delivered by the manufacturer. For those repairable it...
	5.9.4.3.2. Software CDs: In order to avoid damage, these items shall be wrapped and packaged in reinforced cardboard boxes as per standard trade packs.
	5.9.4.3.3. Documentation: Packaging shall be standard trade packs.


	5.9.5. Packing Lists and Marking
	5.9.5.1. The Contractor shall supply packing lists for each consignment to allow for easy identification and mapping against the deliverables stated in the Schedule of Supply and Services.
	5.9.5.2. Three packing lists shall be provided for each individual package/pallet as follows:
	5.9.5.3. Two copies affixed outside in a sealed/weather-proofed enclosure
	5.9.5.4. One copy inside the package/pallet
	5.9.5.5. The packing list shall include at least the following:
	5.9.5.6. In addition to standard commercial marking, all shipped packages shall show on a nameplate affixed outside of the package: the Project Name, contract number and shipping address, and the package shall be clearly marked with the text “AIS EQUI...

	5.9.6. Notice of Shipment
	5.9.6.1. Ten (10) working days prior to the delivery of any shipment of supplies, the Contractor shall provide Notice of Shipment to the Purchaser and to such other persons as are designated, in accordance with the instruction of the Purchaser.
	5.9.6.2. The Contractor shall provide the Notice of Shipment with at least the following information:

	5.9.7. Custom Documentation
	5.9.7.1. The Contractor shall be responsible for the timely request of approval of Custom Forms 302, required for duty free import/export of supplies between certain countries.
	5.9.7.2. If applicable, the Contractor shall submit the Request for 302 Customs Form twenty (20) working days prior shipment date to the Purchaser.
	5.9.7.3. Following receipt of the request by the Purchaser, normally a maximum of ten (10) working days are required for the issue of the form. These forms shall be originals and shall be delivered by mail/express courier. The written request for a Cu...
	5.9.7.4. If a country refuses to accept the Custom Form 302 and requires the payment of custom duties, the Contractor shall immediately inform the Purchaser by the fastest means available and obtain from the Custom Officer a written statement establis...
	5.9.7.5. Only after having received Purchaser’s approval, the Contractor shall pay these customs duties and shall claim reimbursement to the Purchaser.
	5.9.7.6. The carrier shall be fully conversant with the application and use of Custom Form 302.
	5.9.7.7. The Contractor shall be responsible to add the Custom Form 302 to the shipping documentation.

	5.9.8. On-site Delivery
	5.9.8.1. During the Site Survey, the Contractor shall obtain from the Purchaser the exact shipment addresses and NATO Points of Contact (POC).
	5.9.8.2. Delivery, unless otherwise specified, shall be to a single location at each site subject to system installation.
	5.9.8.3. Each site Point Of Contact shall be notified of all impending deliveries prior to their shipment. The notification shall include:
	5.9.8.4. Each site POC shall be faxed a copy of the tailored reception instructions, at least by the date the shipping notice is given. The reception instructions shall include a reception check-out form to be used to inspect and inventory the receive...
	5.9.8.5. The site POC will take delivery of the shipped goods and allow for their storage awaiting installation by the Contractor.
	5.9.8.6. The Contractor shall expect that user-designated site personnel will be able to carry out a visual inspection of the received items in order to identify any external indications of damage. This will allow the Contractor to initiate a claim fo...
	5.9.8.7. The Contractor shall acknowledge that the Purchaser representative cannot be held liable for not having reported any damage on received items.
	5.9.8.8. The Contractor, as indicated in the reception instructions, shall request that no package be opened, even to conduct a visual inspection, unless written permission has been given.
	5.9.8.9. The Contractor shall prepare and maintain a delivery schedule as part of the STrP.

	5.9.9. Material Data Sheet and Inventory List
	5.9.9.1. The Contractor shall provide the Material Data Sheet (MDS) to the Purchaser’s ILS Officer in electronic format fifteen (15) working days before the first delivery of equipment.
	5.9.9.2. The Contractor shall deliver the Inventory of Deliverables according to the MDS template with the guidelines for field completion will be provided by the Purchaser.
	5.9.9.3. Right after signing of the Contract, the Contractor shall contact the Purchaser to verify the validity of MDS format. The fields included in MDS are listed below:
	5.9.9.4. Software Warranty and Licenses
	5.9.9.4.1. The Contractor shall provide the software warranty and licensing documentation related to any software subject to licensing and handover them to the Purchaser as described in Paragraph 5.6.7.
	1.1.1.1.1. The Contractor shall ensure the warranty and license model allows for transfer of responsibility between the Purchaser and other NATO entities as required by NATO’s organization structure.
	1.1.1.1.1. The transfer of responsibility shall be carried out without incurring additional cost for the Purchaser.

	5.9.9.5. The Contractor shall establish and maintain at all times during the course of performance one Inventory List readily accessible by the Purchaser containing inventory information for all site deliverables (including hardware, software and docu...
	5.9.9.6. The inventory shall include all items delivered and shall comprise the following categories:
	5.9.9.7. This inventory shall be exportable from the Contractor’s system as an MS Excel file for delivery to the Purchaser on printed hardcopy and electronic media.
	5.9.9.8. A single site deliverable inventory shall be made readily available and delivered to site together with the deliverables at the time of acceptance. Required changes shall be recorded during the acceptance process and fed back to the database.
	5.9.9.9. An advance copy of the inventory shall be sent to the Purchaser’s ILS Officer ten (10) working days before the first delivery.

	5.9.10. NATO Codification and Labelling
	5.9.10.1. The Configuration Management process shall provide for a single unique product identification numbering system for all the items delivered under the Contract.
	5.9.10.2. The proposed numbering system shall be compliant with NATO Codification requirements (such as AC/135) although close compliance with this directive is not strictly required.

	5.9.11. Recommended Spare Part List
	5.9.11.1. The Contractor shall propose a Spare Part List for the TRITON Deployable Kits as defined in the SRS, Subsection 5.8.
	5.9.11.2. The Spare Part List shall include the COTS equipment and other consumable items that are necessary for ship deployment (i.e. spare parts to be provided with TDKs for on-board First Level Support) and Second Level Support at site.
	5.9.11.3. The Purchaser will have the right to procure only selected items from the Spare Part List.


	5.10. Warranty
	5.10.1. General
	5.10.1.1. The Contractor shall provide Warranty Support for all TRITON PBL in the scope provided to the Purchaser under this Contract, for the Warranty Period.
	5.10.1.2. The Warranty Support shall be applicable to all TRITON PBL elements delivered under any Work Package, without requiring further explicit reference in a Work Package.
	5.10.1.3. The Warranty for TRITON PBL is limited to the scope provided by the Contractor to the Purchaser. The Purchaser, in consultation with the Contractor, may apply changes to the TRITON PBL. The scope of the Purchaser’s changes and its impact on ...
	5.10.1.4. The Contractor shall ensure that the warranty conditions remain valid even if the equipment is moved or relocated during the Warranty Period.
	5.10.1.5. As part of the Problem Management Process (paragraph 5.6.5) the Contractor shall identify and verify the warranty case, propose options for restoring the OBL service(s), and trigger Third Level Support or Third Level Maintenance actions.
	5.10.1.6. The Contractor shall repair/ replace/ fix all hardware or software items received through the Support and/or Maintenance Process as per their internal procedures with the highest priority allocated and shall be responsible to return the Item...
	5.10.1.7. During the Warranty Period, repaired/exchanged goods shall be delivered directly to their original sites DDP Destination unless otherwise instructed by the Purchaser.
	5.10.1.8. If the Contractor becomes aware at any time before acceptance by the Purchaser that a defect exists in any hardware or software item, the Contractor shall coordinate with the Purchaser and promptly correct the defect.
	5.10.1.9. The Contractor shall be responsible for the provision of any alternative or superseding items, should the original part be no longer available ensuring ABL and OBL compliance.
	5.10.1.10. During the Warranty Period the Contractor shall be responsible to implement all COTS hardware and/or software upgrades that are covered in the Warranty (it would include major version changes for the COTS).
	5.10.1.11. The availability of COTS hardware and/or software upgrades shall be made known to the Purchaser and, if proposed for introduction by the Contractor for whatever reason, including any corrective action for an identified fault, shall always b...

	5.10.2. Warranty Period
	5.10.2.1. The Warranty Period for the hardware elements shall be two (2) years, starting from the time their formal acceptance after delivery.
	5.10.2.2. The Warranty on repaired or replacement hardware elements is ninety (90) days from the date of return, or the remaining Hardware Warranty Period for the original covered product, whichever is longer.
	5.10.2.3. The Warranty Period for the software, as OBL, shall be one (1) year, starting at the FSA.
	5.10.2.4. For developed software components, the Contractor shall provide the Purchaser with a Warranty that the software component developed to satisfy the Purchaser’s requirements is fit for purpose complies with the purposes described in this SOW a...
	5.10.2.5. For any breach of this Warranty, the Purchaser's exclusive remedy and the Contractor's entire liability shall be the re-performance of the deficient services or replacement of the deficient components, and if the Contractor fails to re-perfo...

	5.10.3. Warranty for Developed Software
	5.10.3.1. The Contractor shall warrant that any developed Software Items shall perform according to the ABL and that any defects discovered shall be corrected.
	5.10.3.2. The Contractor shall provide Third Level Maintenance and Support for the software during the Warranty Period.
	5.10.3.3. The Warranty Support for developed software shall include software corrective and preventive maintenance.
	5.10.3.4. Corrective maintenance
	5.10.3.4.1. The Contractor shall provide reactive modification (take action when reported) of the software to correct discovered problems.

	5.10.3.5. Preventive maintenance
	5.10.3.5.1. The Contractor shall provide modification of the software to detect and correct latent faults before they become effective faults.

	5.10.3.6. The Contractor shall provide to the Purchaser without charge software maintenance releases that the Contractor makes available for the software feature release licensed to Purchaser.

	5.10.4. Warranty for Developed Hardware
	5.10.4.1. The Warranty Support shall include replacement of any faulty element of an HDI provided by the Contractor.
	5.10.4.2. The Contractor shall provide Third Level Maintenance and Support for hardware during the Warranty Period.
	5.10.4.3. The Contractor shall provide for a specific remedy such as an immediate correction or replacement in the event athe hardware item fails to meet the warranty conditions. This remedy may include an immediate correction/repair at the site, a re...

	5.10.5. Warranty for COTS Hardware and Software
	5.10.5.1. The Warranty Support shall include replacement of any faulty COTS hardware unit (e.g. server, storage unit, power supply) used in TDK.
	5.10.5.2. The Warranty Support shall include maintenance of any COTS software (e.g. operating system, support software that are supplied by the Contractor under the TRITON Contract) as provided by its vendor.

	5.10.6. Warranty Cases
	5.10.6.1. The Warranty Cases includes the defects or problems to be solved under the warranty clause. Defect means any condition or characteristic of the system that does not conform to the system specification.
	5.10.6.2. Following shall be the minimum Warranty Cases:
	5.10.6.3. Exclusions
	5.10.6.3.1. Following cases are excluded from warranty:
	5.10.6.3.2. The Warranty shall not apply to alleged defects that the Contractor demonstrates to be in or otherwise attributable to NATO-furnished property as determined, tested, and verified by the tests and procedures set forth in Paragraph _4.12 of ...
	5.10.6.3.3. In any dispute respecting the application of the Warranty Cases or any other claim by the Contractor that a defect existing in any system (or element) delivered under this Contract is due to a cause for which the Purchaser is responsible o...


	5.10.7. Management
	5.10.7.1. The Contractor shall perform Warranty Management which should include project management activities as necessary during the Warranty Period.
	5.10.7.2. The Contractor shall conduct the Problem Management Process (paragraph 5.6.5).
	5.10.7.3. The Contractor shall submit the Warranty Report, at the beginning of the Warranty Period, which documents the identified Warranty Cases, affected CI's, taken activities, cost and schedule. Separate Warranty Reports shall be submitted for har...
	5.10.7.4. The Contractor shall provide a Warranty Service Access Point as a local or toll-free telephone number accessible Monday through Friday during regular CET business hours. This facility shall be available during the Warranty Period.

	5.10.8. Service
	5.10.8.1. The Contractor shall be responsible for shipment of faulty items for repair or replacement, and of the repaired or replaced item to the affected site. This support shall include cost of parts, travel and per diem and shall not attract cost t...
	5.10.8.2. The Contractor shall ensure availability and readiness for installation of replaceable hardware items within ten (10) days of fault notification.
	5.10.8.3. It is also the Contractor’s responsibility to ensure that all spare/repair parts are current and maintained in a configuration approved by the Purchaser during the Warranty Period.
	5.10.8.4. For defective software elements which are part of the PBL, the Purchaser may allow additional time to complete fault isolation, remediation and testing. The Contractor shall provide an estimated completion date for the fault isolation.
	5.10.8.5. The Contractor shall provide the Purchaser with instructions for handling replacement actions.
	5.10.8.6. The Contractor shall provide assistance by telephone and Internet electronic mail during the Warranty Period.

	5.10.9. Recording
	5.10.9.1. The Contractor shall maintain a Trouble-Ticketing System to track all repair and replacement actions for hardware and maintenance issues for software.
	5.10.9.2. During the Warranty Period all problems that are encountered shall be recorded to a Problem Log, together with a clear description of the problem and including classification. The entries in the Problem Log shall include but not limited to t...
	5.10.9.3. This classification, as well as the classification of each logged problem, shall be jointly agreed by the Purchaser and the Contractor. To allow Problem Logging on a continuous basis during the Warranty Period the Contractor shall provide ap...


	5.11. 5-Year Maintenance and Support (optional)
	5.11.1. General
	5.11.1.1. The Contractor shall provide Third Level Maintenance and Support after the Warranty Period for a period of five (5) years if the optional Maintenance and Support Package is invoked.
	5.11.1.2. The Purchaser shall have the right to invoke the Software Maintenance and Support Package any time after the FSA.
	5.11.1.3. The Contractor shall provide the following types of software maintenance as described in Paragraph 5.4.3, Software Maintenance Process.
	5.11.1.4. The maintenance shall cover all software elements and components delivered under this Contract.

	5.11.2. In-Service Support Plan
	5.11.2.1. The Contractor shall update the In-Service Support Plan (ISSP) which includes the SMP.
	5.11.2.2. The Contractor update the ISSP quarterly.
	5.11.2.3. The ISSP shall include:
	5.11.2.3.1. The preventive and corrective maintenance strategy to sustain service in the operational environment.
	5.11.2.3.2. The scheduled preventive maintenance actions that reduce the likelihood of system failure without undue loss of services.
	5.11.2.3.3. Planning for any additional adaptive and perfective maintenance request.

	5.11.2.4. The Contractor shall deliver the first version of the ISSP within twenty (20) working days after the Wok Package is invoked.

	5.11.3. Resources
	5.11.3.1. The Contractor shall provide the necessary engineering support per year for applying Corrective and Preventive Maintenance.
	5.11.3.2. The Contractor shall provide at least one (1) Full-Time Engineer (FTE) Equivalent support per year for implementation of any Adaptive Maintenance agreed with the Purchaser.
	5.11.3.3. The Contractor shall provide at least two (2) FTE Equivalent support per year for implementation of any Perfective Maintenance agreed with the Purchaser.

	5.11.4. Quarterly Maintenance Review
	5.11.4.1. The Contractor shall plan and conduct Quarterly Maintenance Review (QMR) in order to determine the status of maintenance activities and planning for the next activities.
	5.11.4.2. The QMR shall include reviewing the maintenance request, review and update Maintenance Documentation.
	5.11.4.3. The first QMR shall be conducted in the first week of January, April, July, October, whichever is the closest after the package invoke date (i.e. first week of April if the invoke date is between 1 January and 31 March.
	5.11.4.4. The QMR shall be executed at the Contractor premises.



	SECTION 6:    LABOUR CATEGORIES
	6.1. General
	6.1.1. This section outlines minimum educational and experience qualifications for Contractor staff supporting Work Packages under this Contract. The labour categories identified shall be available to support all Task Areas as required.
	6.1.2. Substitution of experience or education is allowed as outlined in Table 6-1Table 6-1.

	6.2. Management
	6.2.1. Project Manager
	6.2.1.1. Responsible for project management, performance and completion of tasks and delivery orders. Establishes and monitors project plans and schedules and has full authority to allocate resources to insure that the established and agreed upon plan...
	6.2.1.2. Education: Master’s degree in management, engineering, or business administration. Formal certification through Project Management Institute or equivalent source.
	6.2.1.3. Experience: At least fifteen (15) years of experience in development of information systems, defence systems and project management of such systems, preferably in maritime domain. At least five (5) years as the project manager for an effort o...


	6.3. Project Management Support
	6.3.1. Project Control Analyst
	6.3.1.1. Establishes and maintains project schedule and cost baseline and analyses risks and potential impacts. Prepares project highlight reports.
	6.3.1.2. Education: Bachelor’s degree.
	6.3.1.3. Experience: At least three (3) years of experience in project scheduling, project control, or project monitoring and reporting.

	6.3.2. Webmaster
	6.3.2.1. Provides website construction and administration, develops connections between databases and web-based front ends. Generates technical reports and related documentation as required. Provides expertise in the development and maintenance of web...
	6.3.2.2. Education: Associates degree or two years of technical training.
	6.3.2.3. Experience: At least one (1) year of experience in website support and at least one year in website construction.

	6.3.3. Contract Security Specialist
	6.3.3.1. Provides support in areas directly pertinent to administration, supervision, and control of facility security in an industrial and/or government environment. Possesses a working knowledge of government and industrial security regulations.
	6.3.3.2. Education: Bachelor’s degree.
	6.3.3.3. Experience: At least three (3) years of experience in Contract security administration.


	6.4. Engineering and Technical
	6.4.1. Senior Engineer
	6.4.1.1. Performs complex engineering tasks and multiple tasks simultaneously. Assists with or plans major research and engineering tasks or programs of high complexity. Directs and coordinates all activities necessary to complete a major, complex eng...
	6.4.1.2. Education: Master’s degree in engineering.
	6.4.1.3. Experience: At least ten (10) years of experience in engineering positions associated with design, development, evaluation, planning and operation of information systems, defence systems and large scale C2 systems preferably in maritime domai...

	6.4.2. Intermediate Engineer
	6.4.2.1. Performs engineering tasks and additional duties as assigned. Assists higher level engineers with larger tasks. Manages or directs multiple engineering tasks, directing research and development activities as required. Performs advanced engine...
	6.4.2.2. Education: Bachelor’s degree in engineering.
	6.4.2.3. Experience: At least three (3) years of experience in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or c...

	6.4.3. Junior Engineer
	6.4.3.1. Performs engineering tasks under the direction of higher level engineers. Performs independent research, conducts studies and analysis, and participates in the design and development of complex systems.
	6.4.3.2. Education: Bachelor’s degree in engineering.
	6.4.3.3. Experience: At least one (1) year of experience in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or comm...

	6.4.4. Senior Systems Engineer
	6.4.4.1. Plans and coordinates project management and engineering. Provides comprehensive definition of all aspects of system development from analysis of mission needs to verification of system performance. Competent in technical disciplines as appli...
	6.4.4.2. Education: Master’s degree in engineering or computer science.
	6.4.4.3. Experience: At least seven (7) years of experience in system design and integration. At least five (5) years in the design, integration, or implementation information systems, defence systems and large scale C2 systems preferably in maritime ...

	6.4.5. Intermediate Systems Engineer
	6.4.5.1. Performs system engineering assignments in support of the analysis of complex system design, formulating requirements, developing alternative approaches, conduct of studies, and application of standards. May function as a member of an enginee...
	6.4.5.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.5.3. Experience: At least three years of experience in system design and integration.

	6.4.6. Junior Systems Engineer
	6.4.6.1. Conducts research and application of system design principles for the design, development, implementation, or support as a member of assigned task staffing. Develops alternative solutions, concepts, or processes through research into assigned...
	6.4.6.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.6.3. Experience: At least one (1) year of experience in system design and integration.

	6.4.7. Senior Communications Engineer
	6.4.7.1. Performs communications system transition planning, engineering design for integration with processing systems, specification development, standards, interface design, testing, and the conduct of transmission and traffic studies.
	6.4.7.2. Education: Master’s degree in engineering.
	6.4.7.3. Experience: At least seven (7) years of experience in the engineering of communications systems via all transmission media.

	6.4.8. Intermediate Communications Engineer
	6.4.8.1. Prepares communications systems designs and technical documentation, and other design criteria. Implements COTS and emerging communications systems and develops technical plans, documentation, and support.
	6.4.8.2. Education: Bachelor’s degree in engineering.
	6.4.8.3. Experience: At least three (3) years of experience in the engineering of communications systems via all transmission media.

	6.4.9. Junior Communications Engineer
	6.4.9.1. Conducts engineering analysis, develops technical documentation, investigate communications requirements, formulates network interfaces, and assists in project/program execution.
	6.4.9.2. Education: Bachelor’s degree in engineering.
	6.4.9.3. Experience: At least one (1) year of experience in the engineering of complex communications systems via all transmission media.

	6.4.10. Senior Network Engineer
	6.4.10.1. Designs network topologies and architectures. Determines applicable hardware, software, and connectivity solutions. Supports implementation through configuration set-up, testing, and training of users.
	6.4.10.2. Education: Master’s degree in engineering and completion of a formal network certification program.
	6.4.10.3. Experience: At least seven (7) years of experience in network systems. At least five years of experience with TCP/IP wide area networks.

	6.4.11. Intermediate Network Engineer
	6.4.11.1. Develops detailed network interface and configuration data. Surveys and evaluates applicable products. Prepares network diagrams. Provides guidance for system deployment and support.
	6.4.11.2. Education: Bachelor’s degree in engineering.
	6.4.11.3. Experience: At least five (5) years of experience in network systems. At least three years of experience with TCP/IP wide area networks.

	6.4.12. Junior Network Engineer
	6.4.12.1. Develops network interface and configuration data for system components. Surveys and evaluates network products. Prepares network diagrams. Prepares routing tables and installation and support documentation.
	6.4.12.2. Education: Bachelor’s degree in engineering.
	6.4.12.3. Experience: At least one (1) year experience in the engineering of complex communications systems via all transmission media.

	6.4.13. Systems Integration Analyst
	6.4.13.1. Develops and implements solutions using the optimal technology, platform, and interfaces Researches available tools and technologies to determine alternate technology solutions. Researches, implements, and supports multiple computing platfor...
	6.4.13.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.13.3. Experience: At least seven (7) years of experience in the integration and implementation of information systems, defence systems, C2 systems, preferably in maritime domain.

	6.4.14. Senior Software Programmer
	6.4.14.1. Performs complex program development using standard and specialised languages to create special purpose software, modify existing programs, and enhance system efficiency and integrity. Translates detailed designs into software, tests, debugs...
	6.4.14.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.14.3. Experience: At least seven (7) years of experience in the design, programming, and testing of applications software.

	6.4.15. Intermediate Software Programmer
	6.4.15.1. Analyses systems requirements and design specifications to develop block diagrams and logic flow charts. Translates detailed designs into computer software for specific applications. Prepares documentation, including program and user documen...
	6.4.15.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.15.3. Experience: At least three (3) years of experience in the design, programming, and testing of applications software.

	6.4.16. Junior Software Programmer
	6.4.16.1. Performs programming tasks based upon specifications and flow diagrams. Translates concepts into program modules for testing, debugging, refinement, and integration with other modules. Prepares draft documentation including program and user ...
	6.4.16.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.16.3. Experience: At least one (1) year of experience in the design, programming, and testing of applications software.

	6.4.17. System Support Engineer
	6.4.17.1. Designs and integrates system support applications and protocols to meet system requirements. Analyses architectural options for performance and manageability. Analyses and designs implementations to meet specialised message formats or inter...
	6.4.17.2. Education: Bachelor’s degree in engineering.
	6.4.17.3. Experience: At least seven years of experience in the design, integration, and implementation of information systems. At least three years of experience with SNMP and system support applications.

	6.4.18. Senior Test Engineer
	6.4.18.1. Directs test planning, design and tools selection. Establishes guidelines for test procedures and reports. Coordinates with Purchaser on test support requirements and manages Contractor test resources.
	6.4.18.2. Education: Bachelor’s degree in engineering.
	6.4.18.3. Experience: At least ten (10) years of experience in the planning and execution of testing information systems, defence systems, and large scale C2 systems preferably in maritime domain.

	6.4.19. Intermediate Test Engineer
	6.4.19.1. Designs and documents unit and application test plans. Transforms test plans into test cases and executes those cases. Supervises individual tests and prepares test reports.
	6.4.19.2. Education: Bachelor’s degree in engineering.
	6.4.19.3. Experience: At least three (3) years of experience in the design and execution of information systems tests.

	6.4.20. Junior Test Engineer
	6.4.20.1. Performs testing activities under supervision of more experienced test personnel. Executes defined test cases and procedures. Collects and analyses test data; prepares test reports.
	6.4.20.2. Education: Bachelor’s degree in engineering.
	6.4.20.3. Experience: At least one (1) year in the design and execution of information systems tests.

	6.4.21. Test Technician
	6.4.21.1. Provides installation and administration support to information system testing. Constructs and tests prototype equipment for electrical systems and components, consistent with engineering and other specifications. Executes tests and collects...
	6.4.21.2. Education: Associates degree or two years of technical training.
	6.4.21.3. Experience: At least two (2) years of experience in the configuration and administration of information systems or test and measurement systems.

	6.4.22. Information Systems Security Engineer
	6.4.22.1. Analyses and develops network systems and information security practices to include: operating systems, applications, TCP/IP, security architecture, multi-level security, intrusion detection, virus detection and control, PKI, vulnerability a...
	6.4.22.2. Education: Bachelor’s degree.
	6.4.22.3. Experience: At least three (3) years of experience in information systems security. At least five years in information systems integration, implementation, or operation.

	6.4.23. Information Systems Security Specialist
	6.4.23.1. Provides support in implementing procedures and practices prescribed for safeguarding and control of an automated information system and the processing of classified information.
	6.4.23.2. Education: Associates degree or two years of technical training.
	6.4.23.3. Experience: At least two (2) years of experience as an Information Systems Security Officer for an operational system.

	6.4.24. Field Engineer
	6.4.24.1. Conducts site surveys, prepares implementation plans, prepares implementation procedures, supervises installation and activation, reports on installation status, manages repair and modifications to systems/equipment, performs field maintenan...
	6.4.24.2. Education: Bachelor’s degree.
	6.4.24.3. Experience: At least seven (7) years of experience in the installation and support of information systems.

	6.4.25. Senior Technician
	6.4.25.1. Supervises technicians in the troubleshooting, repair, installation, training, integration, and upgrade of systems and equipment. Works closely with assigned engineers and systems personnel to support implementation and activation efforts.
	6.4.25.2. Education: Associates degree.
	6.4.25.3. Experience: At least seven (7) years of experience in the installation and maintenance of network and information systems.

	6.4.26. Intermediate Technician
	6.4.26.1. Performs troubleshooting, repair, refurbishment, and installation of systems and equipment. Performs factory or field testing of systems, development of maintenance or repair procedures, and supports installation teams in specific areas of e...
	6.4.26.2. Education: Associates degree.
	6.4.26.3. Experience: At least three (3) years of experience in the installation and maintenance of network and information systems.

	6.4.27. Junior Technician
	6.4.27.1. Performs troubleshooting, repair, and installation functions as assigned. May be assigned as technical support technician for specific systems or hardware. Performs factory or field testing and supports installation teams as assigned.
	6.4.27.2. Education: Secondary school graduate with one year of technical training.
	6.4.27.3. Experience: At least two (2) years of experience installing and maintaining network and information systems.

	6.4.28. System Management Specialist
	6.4.28.1. Analyses, develops, and maintains operational system configuration parameters. Establishes and implements system policy, procedures and standards, and ensures their conformance with system requirements. Ensures that security procedures are e...
	6.4.28.2. Education: Bachelor’s degree and completion of a formal system administration or network management certification course.
	6.4.28.3. Experience: At least three (3) years of experience in the administration of distributed information systems.


	6.5. Implementation Support
	6.5.1. Logistics Management Specialist
	6.5.1.1. Provides support in the development of support documentation to include as a minimum, elements such as support equipment, technical orders, supply support and computer resources support, process of evolving and establishing maintenance/suppor...
	6.5.1.2. Education: Bachelor’s degree.
	6.5.1.3. Experience: At least seven years of experience in supply and support of information systems. At least three (3) years in support of distributed systems in more than one NATO nation.

	6.5.2. Logistics Analyst
	6.5.2.1. Creates and helps execute plans for the ILS of complex systems. Analyses adequacy and effectiveness of current and proposed logistics support provisions. Supervises the efforts of other logistics personnel in the execution of assigned tasks.
	6.5.2.2. Education: Bachelor’s degree.
	6.5.2.3. Experience: At least three (3) years of experience in ILS planning and analysis.

	6.5.3. Inventory Specialist
	6.5.3.1. Creates and maintains an inventory control system. Tracks materials, coordinates shipping and receiving, and supervises packing operations.
	6.5.3.2. Education: Associates degree.
	6.5.3.3. Experience: At least three (3) years of experience in shipping, receiving, and inventory control.

	6.5.4. Shipping and Receiving Clerk
	6.5.4.1. Coordinates the shipping and receiving of materials. Tracks property using automated equipment. Performs and records materials inventory checks.
	6.5.4.2. Education: Secondary school graduate.
	6.5.4.3. Experience: At least three (3) years of experience in shipping and receiving.

	6.5.5. Technical Writer
	6.5.5.1. Develops, writes, and edits materials, briefs, proposals, instruction books, and related technical and administrative publications concerned with work methods and procedures for installation, operations and enhancement of equipment. Organises...
	6.5.5.2. Education: Bachelor’s degree.
	6.5.5.3. Experience: At least three (3) years as a technical writer.

	6.5.6. Senior Configuration Manager
	6.5.6.1. Establishes and maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commercia...
	6.5.6.2. Education: Bachelor’s degree.
	6.5.6.3. Experience: At least five (5) years of experience in specifying configuration management requirements, standards, and evaluation criteria in acquisition documents, and in performing configuration identification, control, status accounting, an...

	6.5.7. Intermediate Configuration Manager
	6.5.7.1. Maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commercial standards. Mai...
	6.5.7.2. Education: Associates degree or two years of technical training.
	6.5.7.3. Experience: At least three (3) years of experience in technical system configuration management. At least two years in communication and information systems development, including physical and functional audits and software evaluation, testin...

	6.5.8. Junior Configuration Manager
	6.5.8.1. Prepares and coordinates change requests, configuration items, and system baselines. Maintains configuration control records and databases.
	6.5.8.2. Education: Associates degree or one year of technical training.
	6.5.8.3. Experience: At least one (1) year of experience in technical system configuration or document management.

	6.5.9. Data Control Specialist
	6.5.9.1. Performs assigned portions of managing the data input into complex information systems. Analyses and administers data for both the developing team and the customer. Handles daily administrative tasks, produces and edits technical reports base...
	6.5.9.2. Education: Associates degree.
	6.5.9.3. Experience: At least three (3) years of experience in administration of configuration management or technical documentation.

	6.5.10. Quality Assurance Manager
	6.5.10.1. Establishes and maintains process for evaluating software, hardware, and associated documentation. Determines the resources required for quality control. Maintains the level of quality throughout the system life cycle. Develops project quali...
	6.5.10.2. Education: Bachelor’s degree.
	6.5.10.3. Experience: At least twelve (12) years in working with quality control methods and tools. At least five (5) years in supporting development projects of similar size and nature as Quality Assurance Manager.

	6.5.11. Quality Assurance Specialist
	6.5.11.1. Develops and implements quality standards. Reviews hardware, software, and documentation. Participates in formal and informal reviews to determine quality. Participates in the development of system quality assurance plans. Examines and evalu...
	6.5.11.2. Education: Bachelor’s degree.
	6.5.11.3. Experience: At least four (4) years of working with quality control methods and tools.


	6.6. Training Support
	6.6.1. Instructional Systems Designer
	6.6.1.1. Conducts the research, necessary to identify training needs based on performance objectives and existing skill sets; prepares training strategies and delivery methodology analyses; and prepares cost/benefit analyses for training facilities an...
	6.6.1.2. Education: Bachelor’s Degree.
	6.6.1.3. Experience: At least three (3) years of experience in the design and development of training for information systems and defence systems using an Instructional Systems Design approach such as the Systems Approach to Training, Performance-Base...

	6.6.2. Senior Training Materials Developer
	6.6.2.1. Conducts the research necessary to develop and revise training courses and prepares training plans. Develops instructor (course outline, background material, and training aids) and student materials (course manuals, workbooks, hand-outs, comp...
	6.6.2.2. Education: Bachelor’s Degree.
	6.6.2.3. Experience: At least five (5) years in the preparation of technical training, including CBT materials.

	6.6.3. Training Materials Developer
	6.6.3.1. Conducts the research necessary to develop and revise training. Develops training materials (course outline, manuals, workbooks, hand-outs, completion certificates, and course feedback forms).
	6.6.3.2. Education: Associates degree.
	6.6.3.3. Experience: At least three (3) years of experience in the preparation of technical training materials.

	6.6.4. CBT Developer
	6.6.4.1. Uses CBT tool to design and implement course flowchart, text, animation, voice, and graphic displays.
	6.6.4.2. Education: Bachelor’s degree.
	6.6.4.3. Experience: At least three years of experience in the preparation of CBT courses.

	6.6.5. Senior Instructor
	6.6.5.1. Supervises trainers who conduct technical training classes. Conducts training classes. Works closely with Purchaser personnel to determine training and scheduling requirements. Develops and maintains training materials. Reviews and provides i...
	6.6.5.2. Education: Bachelor Degree.
	6.6.5.3. Experience: At least four (4) years of experience in systems administration or operation and at least four (4) years as technical training instructor in defence systems and maritime C2 systems.

	6.6.6. Junior Instructor
	6.6.6.1. Conducts technical training classes. Prepares and updates training documentation.
	6.6.6.2. Education: Bachelor’s Degree.
	6.6.6.3. Experience: At least four (4) years of experience in systems administration or operation and at least two years as technical training instructor.


	6.7. Operational Support
	6.7.1. System Administrator
	6.7.1.1. Administers systems operations and configuration. Maintains user accounts and profiles. Performs system backup and restoration procedures. Troubleshoots operational problems. Coordinates system configuration and performance issues with centra...
	6.7.1.2. Education: Associates degree or two years of technical training.
	6.7.1.3. Experience: At least one (1) year in systems administration of Windows Server systems. At least one year in the administration and operation of X.400 systems.

	6.7.2. Network Manager
	6.7.2.1. Oversees administration and operation of network and service management applications. Develops and implements operating procedures. Administers upgrades to system support and network management components. Collects operational performance dat...
	6.7.2.2. Education: Associates degree.
	6.7.2.3. Experience: At least two (2) years in administration and implementation of SNMP or other system support systems.

	6.7.3. Database Administrator
	6.7.3.1. Manages network-wide configuration databases. Develops and implements data synchronisation procedures and resolves database discrepancies. Maintains and publishes network configuration tables and indices. Designs and implements queries and ot...
	6.7.3.2. Education: Associates degree.
	6.7.3.3. Experience: At least two (2) years in database administration.

	6.7.4. Operational Support Manager
	6.7.4.1. Organises, directs and manages operational support activities. Analyses system performance data and prepares reports and assessments. Meets with Purchaser personnel to coordinate support issues and coordinates with system deployment personnel...
	6.7.4.2. Education: Bachelor’s degree.
	6.7.4.3. Experience: At least five (5) years of experience in the administration and operation of a distributed information system.


	6.8. Functional Support
	6.8.1. Senior Maritime C2 Functional Specialist
	6.8.1.1. Provides support in the development of doctrine; operational concepts; requirements; tactics, techniques and procedures; standard operating procedures and other functional documentation. Supports testing and operational validation. Meets with...
	6.8.1.2. Education: Bachelor’s degree.
	6.8.1.3. Experience: At least ten (10) years of experience in the Maritime C2 functional area in NATO or a NATO Nation. At least three (3) years in the development of Maritime doctrine; operational concepts; requirements; tactics, techniques and proce...

	6.8.2. Intermediate Maritime C2 Functional Specialist
	6.8.2.1. Provides support in the development of doctrine; operational concepts; requirements; tactics, techniques and procedures; standard operating procedures and other functional documentation. Supports testing and operational validation. Meets with...
	6.8.2.2. Education: Associates degree.
	6.8.2.3. Experience: At least five (5) years of experience in the Maritime C2 functional area in NATO or a NATO Nation. At least one year in the development of Maritime doctrine; operational concepts; requirements; tactics, techniques and procedures; ...

	6.8.3. Senior Graphical User Interface Designer
	6.8.3.1. Provides support in the development of user interfaces, HMI design; requirements; techniques and other special areas related to usability. Supports testing and operational validation. Meets with Purchaser personnel to coordinate implementatio...
	6.8.3.2. Education: Bachelor’s degree.
	6.8.3.3. Experience: At least seven (7) years of experience in the C2 functional area in NATO or a NATO Nation. At least three (3) years in the design and development of HMI for C2 systems, operational concepts, requirements, techniques and ergonomics.

	6.8.4. Senior Geo-Specialist
	6.8.4.1. Provides support in the development of Visualisation Component; geo-concepts; requirements; techniques and other GIS concepts. Supports testing and operational validation. Meets with Purchaser personnel to coordinate implementation issues. De...
	6.8.4.2. Education: Bachelor’s degree.
	6.8.4.3. Experience: At least seven (7) years of experience in the C2 functional area in NATO or a NATO Nation. At least three years in the development of GIS systems, operational concepts, requirements, techniques and procedures.

	6.8.5. Intermediate Geo-Specialist
	6.8.5.1. Provides support in the development of Visualisation Component; geo-concepts; requirements; techniques and other GIS concepts. Supports testing and operational validation. Meets with Purchaser personnel to coordinate implementation issues. De...
	6.8.5.2. Education: Associates degree.
	6.8.5.3. Experience: At least four (4) years of experience in the C2 functional area in NATO or a NATO Nation. At least three years in the development of GIS systems, operational concepts, requirements, techniques and procedures.



	SECTION 7:    CONTRACT DOCUMENTATION REQUIREMENTS
	7.1. General
	7.1.1. All documentation provided to the Purchaser shall be written in English with spelling and usage based on the Concise Oxford English Dictionary, 12th Edition.
	7.1.2. All documentation deliverables must be “stand-alone” with no dependence on other documentation or applications in the Contractor’s environment for its comprehension. Likewise if there are hyperlinks to other areas of the Contractor environment,...
	7.1.3. Documents shall not be marked with corporate logos or contain warnings limiting the rights to use or reproduction. Documentation for COTS software or military software whose distribution is governed by national legislation or export control res...
	7.1.4. The document formats and templates shall be subject to Purchaser’s approval. The Purchaser’s templates shall be used as applicable.
	7.1.5. As a general principle, one subject shall be described in one document, supporting traceability and maintainability.
	7.1.6. Individual documents shall not contain repeated information such as system overview. Top level documents will describe such common information whereas lower level documents refer to them.
	7.1.7. Documents shall be complete, concise and sufficiently detailed for its purpose. However, excessive details (e.g. source code level descriptions).
	7.1.8. Document maintainability, including figures and drawings, shall be favoured. If figures are not embedded into the same file, a separate file including the drawings in the same order as they are used in the document shall be provided.
	7.1.9. All delivered documentation may be subject to review by the Purchaser’s IV&V Contractor as well as Purchaser’s Project Team.
	7.1.10. The security classification of the documentation shall follow agreed NATO security guidelines. Documentation developed under this project shall have its security classification shown on each page, top and bottom.
	7.1.11. It is expected that none of the technical documentation requires a higher classification than NATO UNCLASSIFIED.
	7.1.12. The convention to be used for numbers appearing in textual documents is for a comma to be the thousands separator and a period to be the decimal separator (e.g. 1,365,276.24).
	7.1.13. The convention to be used for dates appearing in free text (e.g. quoting dates of meetings) is “day-month-year” and not “month-day-year” (e 6-4-2015 or 6 April 2015).

	7.2. Documentation
	7.2.1. The Contractor shall provide documentation related to the life cycle of TRITON including its development and operation.
	7.2.2. Development Documents
	7.2.2.1. The Contractor shall provide the development documentation as defined in the System Development Processes described in this SOW.

	7.2.3. Operating Documentation
	7.2.3.1. Documentation related to operating and maintenance of TRITON will cover how to use the TRITON functionality in support of the C2 of Maritime Operations, how to install and configure TRITON for static and afloat sites, how to provide its secur...
	7.2.3.2. The Contractor shall deliver the Operating Documentation to be used by TRITON operational users and administrators as specified in the Contractual SRS, Paragraph 4.8.2.
	7.2.3.3. The Operating Documentation shall include at least the following:
	7.2.3.4. The Contractor shall develop and maintain the Operating Documentation based on the ABL and PBL and shall describe the complete system by the explanation of functional blocks, components and system elements.
	7.2.3.5. The Contractor shall make all Operating Documentation available as a printable document, printed hard copy and as an on-line source.

	7.2.4. Reports
	7.2.4.1. For all reports delivered under this Contract, the Contractor shall ensure the following standards are met:
	7.2.4.1.1. The report shall be candid, forthright and complete.
	7.2.4.1.2. The report shall contain only material that can be supported by evidence and confirmed by independent analysis.
	7.2.4.1.3. The report shall provide evidence to support or justify the conclusions reached.
	7.2.4.1.4. The report shall be concise. If necessary, supporting data should be placed in appendices or referenced as backup material.
	7.2.4.1.5. The report shall include an Executive Summary of not more than one page in length.
	7.2.4.1.6. The report shall use charts, graphs, matrices, tables, and other illustrative techniques to present data in an easily-understood form. Each illustration should be accompanied with a narrative showing how the data displayed is relevant to th...



	7.3. Formats
	7.3.1. Unless otherwise directed by the Purchaser, the Contractor shall furnish requested documentation as follows:
	7.3.1.1. All contractual documentation (e.g. change proposals, invoices, etc.) shall be delivered in both paper and electronic format.
	7.3.1.2. All project management documentation (e.g. plans, schedules, reports, etc.) shall be delivered as electronic copies in MS Office.
	7.3.1.3. The rest of the deliverables shall be furnished as an electronic copy in a format which is best suited for review and maintenance by the Purchaser (e.g. Project Master Schedule in MS Project format, Project Highlight Reports in MS Word).
	7.3.1.4. The Contractor shall use the same MS Office version as the Purchaser is using.
	7.3.1.5. In general the following guidelines shall be used:
	7.3.1.6. Drawing files shall be provided together with the text documents.
	7.3.1.7. The final versions of documents shall be converted into PDF file.
	7.3.1.8. The rest of the deliverables shall be furnished as electronic copy of the agreed tools/media used.
	7.3.1.9. Documentation shall be distributed as follows:
	7.3.1.10. Each document shall contain the following information for identification:


	7.4. Document Reviews
	7.4.1. The Contractor shall submit all documentation for Purchaser review as described below. At each review cycle, the Purchaser will state if the document is likely to be accepted in its Final version.
	7.4.2. During the development of a document, the Contractor may be required to provide subsequent versions of the documents (starting with version 0.1) for the Purchaser review.
	7.4.3. The Contractor shall review any sub-contractor documents before submitting for Purchaser’s formal review.
	7.4.4. The Contractor shall provide the last Draft version (identified as version 0.9) of each deliverable for Purchaser review.
	7.4.5. If the review is organized within a Build Process, the Contractor shall provide documents for the review at least two (2) weeks before the review date, and four (4) weeks otherwise, unless specified differently in the Work Package or SSS.
	7.4.6. Attached to the documents to be reviewed, the Contractor shall send the invitation, including:
	7.4.7. The Purchaser will provide comments, corrections, and suggested changes to the Contractor within two (2) weeks of receipt for deliverables being submitted part of the Build Process and four (4) weeks otherwise. The reports or other time-bounded...
	7.4.8. The Contractor shall not rely on the Purchaser review process to fill in deficiencies or obtain missing parts from Purchaser.
	7.4.9. In order to gain time, partial review may be applied for long documents.
	7.4.10. The Purchaser will inform the Contractor about each delivery of document(s) with the state “Accepted” for internal review. The acceptance date can be used as a delivery date.
	7.4.11. The Purchaser may “Reject” a document without competing a review if it is deemed to have significant deficiencies.
	7.4.12. The Final version (1.0) shall be substantially complete and correct, and the delivery dates specified in the SSS will assume this.
	7.4.13. The Contractor shall provide the Final version (version 1.0) of the document, for approval, within two (2) weeks after the review. The reports or other time-bounded documents may require shorter duration.
	7.4.14. The Purchaser may “Approve” the Final version of a document and inform the Contractor. This document shall then be baselined.
	7.4.15. Until FSA, the Contractor shall remain responsible for updating all the deliverable documents to reflect all the necessary changes (e.g. updating SDS according to a change implemented during OT&E).
	7.4.16. The Contractor or the Purchaser may agree on new approaches and techniques to increase the efficiency of review process.

	7.5. Contract Documentation Requirements List
	7.5.1. The Contract Documentation Requirements List (CDRL) identifies the documents to be delivered under this Contract and the applicable quality standards by which they will be reviewed for acceptance.
	7.5.2. The CDRL for this Contract is provided in Table 7-1Table 7-1. For each item, the table identifies the following:




