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4.3.4.1.6. Object History 
The GeoView will be able to display historical positions of selected objects based on the user-selected 
duration and intervals. An example of displaying history is depicted below: 

 

The GeoView will display the History Tail (the last positions within a configurable time with connection 
routes) for all moving Objects for their last known positions. The number of positions shall be user 
configurable. For example, the last five position will trail the Object as it moves. 

[T1-R1081] The VC GeoView shall be able to display historical positions of moving C4ISR Objects on 
the Map Panel when enabled. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1082] The VC GeoView shall allow the user to configure historical position settings including 
duration and intervals for a set of selected C4ISR Objects. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1083] The VC GeoView shall display the History Tail (the last positions within a configurable time) 
for all moving Objects for their last known positions. The number of positions shall be user 
configurable in the Display Settings. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

4.3.4.1.7. Label De-confliction 
The Label De-confliction Function provides the capability to de-conflict overlapping Object Labels and 
Map Labels on the Map Panel. All labels will be displayed without conflicting each other. If there is not 
enough space to display all labels belonging to all objects in the current view, then the size of the labels 
will be reduced.  

This function applies to any object displayed with its corresponding label on the Map Panel. 

If the function is enabled, then the GeoView will declutter the labels automatically when the Map Scale 
or the number of visible objects are changed. If the function is not enabled, the user can change the 
label locations manually. Re-enabling the function will override all manual changes.  
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[T1-R1084] The VC GeoView shall be able to declutter Object Labels according to their position, 
number of visible objects and the available space in the current view. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1085] The VC GeoView shall allow the user to enable/disable Label De-confliction for a selected 
layer. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1086] The VC GeoView shall de-conflict the Object Labels and Map Labels automatically if the 
function is enabled for a selected layer. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1087] The VC GeoView shall de-conflict the labels automatically when the Map Scale, position of 
objects, the number of visible objects in the layer or content, font and size of the labels are 
changed. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1088] The VC GeoView shall allow the user to change the label locations manually if the function 
is not enabled. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1089] The VC GeoView shall, when re-applying the declutter function, strive to keep the majority 
of the label locations constant.  The intent is to avoid most labels jumping to a new location 
with each application of the declutter function. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.4.1.8. Tinting 
"Tinting" is to change the appearance of symbols and labels. The Tinting Function will allow the user 
to change the following attributes of the displayed symbols and labels: 

 Colour 

 Line pattern 
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 Line width 

 Fill pattern 

 Point symbol 

 Text font 

 Transparency 

 Classification methods 

 Equal Range 

 Quantile 

 User-defined Ranges 

 Unique value. 

The VC GeoView will be able to generate default groups like "grouping by equal interval" and "grouping 
by unique value tinting". 

[T1-R1090] The VC GeoView shall be able to apply tinting of symbols and labels as set by the user for 
each Layer. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1091] The VC GeoView shall allow the user to change the attributes of the symbols and labels 
given in the Description. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1092] The VC GeoView shall be able to generate default groups like "grouping by equal interval" 
and "grouping by unique value tinting". 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

4.3.4.1.9. Object Information Display 
The VC GeoView will display following types of information when a C4ISR Object on the Map Panel is 
selected: 

Simple Information: 

When the cursor is hovered on a C4ISR Object symbol, only the Simple Information will be displayed 
as a tooltip. The Simple Information includes the following: 

 Identification (Name, ID Number or blank) 

 Kinematics (if moving) (Course/direction, Speed) 

Default Information: 

When the Object symbol is selected (double-clicked or a menu item selected from the Context-
sensitive Menu) the Default Information will be displayed in a pop-up box called "Object Information 
Box" (also known as a Flyout). The content of this box will be configured according to Application 
needs. 
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The Default Information will include the following: 

 Identification (Name, ID Number or blank) 

 Country (if applicable) 

 Standard Identity, Category (APP-20 for ships) 

 Class/type 

 Kinematics (Course/general direction, Speed) 

 Position (Latitude / Longitude or a grid information) 

 Location (e.g. port name, a city) 

 Date-Time Group (DTG) of update 

 Link for further information 

Detailed Information: 

When the user needs more detailed information about a selected C4ISR Object, the GeoView will 
augment the detailed information according to the type of the Object and display it in the Object 
Information Box. The Detailed Information will include the following: 

 Identification (Name, ID Number) 

 Country (if applicable) 

 Standard Identity and Amplification, Category (APP-20 for ships) 

 Kinematics (Course/general direction, Speed) 

 Position (Latitude / Longitude or a grid information) 

 Location (e.g. port name, a city) 

 Operational Information (e.g. Mission/Campaign/Operation, Task, Activity, Status, Destination, Last 
Port) 

 Object-specific Information (specific data for vessels, battle-space objects) 

 Image (photo of the vessel) 

 DTG of update 

 Figure supported by the Application. 

Object Information Box will be configured by the Application according to the type of the Object. It will 
be able to display all detailed information in grouped tabs enabling the user to directly access a group. 
A Box will stay on the Map Panel until it is closed by the user. 

[T1-R1093] The VC GeoView shall display the Simple Information, given in the Description, for a 
selected C4ISR Object, as a Tooltip when the cursor is hovered on its symbol.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1094] The VC GeoView shall display an Object Information Box as a flyout when the user selects 
a symbol. The Box can be docked on the GeoView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1095] The VC GeoView shall allow the user to activate an Object Information Box as a flyout by 
either double-clicking on a symbol or selecting from the Context-sensitive Menu or 
pressing an Function Key.  

Requirement Property :   
 Domain for Static :  
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 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1096] The VC GeoView shall be able to display a configurable number of separate Object 
Information Boxes simultaneously with indications (e.g. lines to the symbols) to the related 
Objects. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1097] The VC GeoView shall configure the content of the Object Information Box as defined by 
the AppView according to the type of the selected C4ISR Object. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1098] The VC GeoView shall display the Default Information, given in the Description, in an 
Object Information Box when a C4ISR Object is selected. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1099] The VC GeoView shall display the Detailed Information, given in the Description, in the 
Object Information Box when detailed information for the C4ISR Object is requested by the 
user. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1100] The VC GeoView shall be able to retrieve the augmented information from the AppView 
and display it in the Object Information Box as defined by the AppView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1101] The VC GeoView shall allow the user to adjust the update rate of a C4ISR Object being 
displayed in the Object Information Box. When the user quits the Box, the update rate shall 
be reset to its configured parameter. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 
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4.3.4.1.10. Tooltips 
Tooltips will provide brief information about the C4ISR Objects or Map Features when the cursor is 
positioned on an object symbol. Tooltips can be enabled or disabled. 

[T1-R1102] The VC shall display a Tooltip for a C4ISR Object or a Map Feature when the cursor is 
hovered on its symbol for more than five-hundred (500) milliseconds. The Tooltip shall be 
removed when the cursor is moved away or when a duration given in the Configuration 
Settings has elapsed. The default shall be five (5) seconds. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1103] The VC GeoView shall allow the user to configure Tooltip text format (e.g. font, size, colour) 
as part of the User Settings. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1104] The VC GeoView shall allow the user to configure Tooltip text as part of the related Object 
attributes. Same structure as Object Labels shall be used for Tooltips. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

4.3.4.2. Managing Spatial Extent 
A Spatial Extent is a rectangular area calculated using the screen coordinates in pixels, grain and extent 
(the size of a pixel and resolvable unit). Once the geographical area is determined with respect to the 
current View Scale and the screen resolution, a geographical filter is applied on the Objects and only 
those Objects passing the filter are processed. The user can either zoom in around the centre point of 
the Map Panel or by drawing a rectangle to indicate the new map extent. 

The VC GeoView will automatically adjust the content according to the Map Panel scale and its size, 
and manage the data to be displayed. As the scale or size of the Map Panel changes, the GeoView will 
automatically calculate the Extent size in terms of pixels on horizontal and vertical axis, which maps 
onto distances from the centre location, and then request the data within that area. As the scale of 
the Map Panel gets smaller, the number of Objects increases. 

When the user draws a rectangle on the Map Panel and sets a coverage area, this area will then be 
used to request only the relevant data from the AppView. The size of coverage area, consequently the 
number of Objects, will not be affected by the size and scale of the Map Panel. The selection method 
is illustrated below: 
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Diagonal coordinates of the Extent rectangle will be sent to the AppView via a NMAPI to make the 
Functional Service Application clip the C4ISR Objects falling into the defined area (applying geo-filter). 
The list of clipped Objects will then be sent to the GeoView to be rendered on the Map Panel. 

[T1-R1105] The VC GeoView shall manage the Spatial Extent when the user zooms in or zooms out or 
draws an extent rectangle. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1106] The VC GeoView shall send the calculated rectangular coverage area to the AppView via 
NMAPI and shall render the returned features and C4ISR Objects. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1107] The VC GeoView shall allow the user to set the Spatial Extent Mode with an area selection. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1108] The VC GeoView shall adjust the Spatial Extent according to the request defined by the 
AppView for displaying selected C4ISR Objects. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 
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[T1-R1109] The VC GeoView shall be able to update the default data of the C4ISR Objects in the current 
Spatial Extent with a rate of at least one-thousand (1000) Objects per minute for a Client 
running on a Standard Workstation on a standard NATO Static Site Network. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.4.3. Displaying Geo-Information 
Geo-Information includes the following: 

 Geo features 

 Topographic features 

 Political features 

 Meteorological features 

 Place names (Gazetteer data) 

Map Rendering Service refers to Geospatial Services that return map graphics, primarily as images, 
portraying a specific geospatial region. It covers: 

 User-specific electronic maps, like portrayals of a specific geospatial region (e.g. formatted as media 
types image (jpeg, gif, svg+xml)).  

 Service metadata as a machine readable description (e.g. formatted as media type text/xml) of the 
information content provided by the service, and the corresponding request parameter. 

[T1-R1110] The VC GeoView shall be able to display Geo-information given in the Description. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1111] The VC GeoView shall be able to display Application-specific features provided by the 
NMAPI. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1112] The VC GeoView shall be able to interrogate the GIS Server for OGC compliant Web 
Services, list the available Services and display the selected services as Layers. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1113] The VC GeoView shall allow the user to select the Web Services for displaying as Layers. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 
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[T1-R1114] The VC GeoView shall display attribute data associated with the displayed Geo-features 
and AppView-features. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1115] The VC GeoView shall be able to apply filter to the Geo-information features based on 
attribute data. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1116] The VC GeoView shall display Geo-information according to the current Projection and 
Coordinate System. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.4.4. Displaying KML and KMZ 
Keyhole Markup Language (KML) [OGC KML] is an XML tag based syntax that holds geographic 
information (geospatial drawings, symbology and attributes) in a file with the ".kml" extension. KML 
files and their related images (if any) can be compressed using the ZIP format into KMZ archives. The 
VC GeoView Map Panel will be able to display KML/KMZ data in Layers. 

[T1-R1117] The VC GeoView shall be able to display data given in KML/KMZ format in a Layer of the 
Map Panel with their descriptions and tags. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1118] The VC GeoView shall be able to add a KML/KMZ Layer to the Control Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1119] The VC GeoView Map Panel shall be able to process a file in KML/KMZ format indicated by 
the user. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1120] The VC GeoView shall allow the user to select a KML/KMZ file or a drag the file and drop 
it over the Map Panel to display the content. If the file format is incorrect the user shall be 
notified. 
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Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1121] The VC GeoView shall be able to export the contents of a Layer to a KML/KMZ file as 
indicated by the user. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.4.5. Displaying NVG 
NATO Vector Graphics (NVG) data file format is an XML document defined by NATO [NVG]. The 
document has a prescribed structure that is defined by the XSD file. Graphics primitives are only a small 
set and represent only the geometric primitives with a unique structure (e.g. point, line, polyline, 
polygon, ellipse, etc.). The VC GeoView will be able to display NVG data in Layers as indicated by the 
AppView. For example, displaying RAP and RGP in separate Layers. 

[T1-R1122] The VC GeoView shall be able to display NVG data in Layers of the Map Panel indicated by 
the Application. The Layer Manager shall control the flow of data. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1123] The VC GeoView shall be able to display description and tag of NVG data as detail. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1124] The VC GeoView shall be able to add a NVG Layer to the Control Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1125] The VC GeoView shall allow the user to select a file having NVG data or a drag the file and 
drop it over the Map Panel to display the content. If the file format is incorrect the user 
shall be notified. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1126] The VC GeoView shall be able to process a file having NVG data indicated by the user. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
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 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1127] The VC GeoView shall be able to export the contents of a Layer to a NVG file as indicated 
by the user. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.4.6. Displaying Media 
The VC GeoView will be able to display images in Recognised Graphics File Format. The user will be 
able to edit (resize, adjust brightness etc.) an image file in Recognised Graphics File Format by using an 
Image Viewer. If the image file has geodetic information, like GeoTIFF [GeoTIFF], the VC will use the 
GIS Server to convert it into WMS and display it on the Map Panel. An example to this usage is an 
ortho-image taken from air. 

If an object is associated with an image or a video file, the image can be displayed in the Object 
Information Box and the video can be displayed in a pop-up player allowing the user to control the 
replay. 

[T1-R1128] The VC GeoView shall have an Image Viewer to display image files in Recognised Graphics 
File Format. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1129] The VC GeoView Image Viewer shall allow the user to manage (open, resize, adjust colour 
and brightness, save) image files. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1130] The VC GeoView shall be able to display images related to C4ISR Objects in the Object 
Information Box of that object.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1131] The VC GeoView shall have a Media Player to display video allowing the user to control 
the replay.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1132] The VC GeoView shall be able to display the content of a GeoTIFF file which is processed 
by the GIS Server and served as WMS. 
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Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1133] The VC GeoView shall allow the user to manage (load, edit geodetic information, adjust 
colour, save, send to GIS Server) GeoTIFF files and have them displayed on the Map Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

4.3.4.7. Animating C4ISR Objects 
The VC GeoView will be able to animate a given set of moving C4ISR Objects in a given time period 
using the Geo Player function. The data set will be provided by the AppView. The history of one or 
more selected tracks, Waterspace Management Area animation are examples. The Timeline Panel will 
allow the user to control the Geo Player, including starting/stopping/pausing the play, adjusting the 
play speed. 

[T1-R1134] The VC GeoView shall have a Geo Player which can animate a given set of C4ISR Objects 
with geospatial, date and time data. The data set shall be received from the AppView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

[T1-R1135] The VC Geo Player shall perform the object animation on a separate layer of the Map 
Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

[T1-R1136] The VC Geo Player shall be controlled by the Timeline Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

4.3.5. Handling Geospatial Drawings 
Geospatial Drawings (Geo-drawings) are graphical drawing objects, with geometry and other 
properties which can be managed by users or applications. These Geo-drawings can be processed by 
AppView. Users can create Geo-drawings and digitize their geometry using drawing primitives, assign 
values to their attributes, save them and retrieve them for displaying in a Layer. 

The VC GeoView will be able to handle the following types of Geo-drawings: 
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4.3.5.1. C2 Drawings 
C2 Drawings are graphical objects created by users with the pointing device. Users can draw any kind 
of shape (open, closed or composite) on a selected Layer of the Map Panel using the Drawing 
Primitives. The Drawings are then used to visually enhance the Operational Picture and their geospatial 
data can be processed by the Functional Service Application. 

The users create C2 Drawings and assign values to their attributes. Examples to C2 Drawings are: 

 Points (e.g. history of tracks) 

 Lines (e.g. borderline, flight line, ship course, attack direction, movement indication) 

 Areas (e.g. Exclusive/Inclusive Areas, fishing zone, danger areas). 

4.3.5.1.1. C2 Drawing Primitives 
C2 Drawings can be created using the Drawing Palette which allows the user to draw on the Map Panel 
using Drawing Primitives and the pointing device. The Palette includes the following Basic Drawing 
Primitives: 

 Point 

 Point cluster 

 Multi-point 

 Line 

 Arrow (Line based or as a directed corridor) 

 Bended Arrow 

 Polygon 

 Arc (Circular Arc, Elliptic Arc)  

 Arc line string 

 Arc polygons 

 Compound polygon 

 Compound line string 

 Circles 

 Ellipse 

 Orbit (see [NVG]) 

 Optimized rectangle 

 Fan area (aka ArcBand) 

 Freehand drawing 

 Composite (a group of primitives) 

 Text 

In addition to these Basic Drawing Primitives, Complex Drawing Primitives can also be used. An 
example to this is an indication of Fishing Zones (as an Area) within National Waters (as Lines). 
Following is an example list of Complex Drawing Primitives: 

 2D Corridor (a closed area with legs) 
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 Channel (a corridor with a centre line) 

 Sector 

 Circle in circle 

 Polygon in polygon 

 Control Measures (e.g. large arrows) 

 When 3D Display is implemented, following 3D Primitives will be included: 

 Surface Volume (Polygon, Ellipse, etc.) 

 3D Corridor 

 Sphere / hemisphere 

 Cone Volume 

Samples of the Drawing Primitives are shown below: 

 

[T1-R1137] The VC GeoView shall support a drawing capability on the Map Panel by using a Drawing 
Palette and the pointing device. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1138] The VC GeoView shall allow the user to create a C2 Drawing on the Map Panel using the 
Drawing Palette and the pointing device. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1139] The VC GeoView shall allow the user to associate symbology with individual Drawing 
Primitives in the C2 Drawing. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1140] The VC GeoView shall allow the user to undo and redo for the drawing actions while 
creating a C2 Drawing using the Primitives and the pointing device. 

Requirement Property :   
 Domain for Static :  
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 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1141] The VC GeoView shall allow the user to associate descriptive text (annotation) with each 
Drawing Primitive. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1142] The VC GeoView shall allow the user to create Complex Drawings by combining Drawing 
Primitives from the Drawing Palette. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1143] The VC GeoView shall allow the user to create a composite Drawing Primitive composed 
of multiple Drawing Primitives. The composite Drawing Primitive indicates that all 
contained Drawing Primitives are treated as a single representation of the concept being 
expressed. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1144] The VC GeoView shall allow the user to associate metadata with each Drawing Primitive. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1145] The VC GeoView shall allow exclusion areas to be specified on all area based Drawing 
Primitives.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1146] The VC GeoView shall allow Min and Max Altitude to be specified on all area based 
Drawing Primitives. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 
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4.3.5.1.2. C2 Drawing Properties 
C2 Drawings will have attributes called "Properties". When the user creates a C2 Drawing, the 
Properties will be available with defaults. If the user wants to manage the C2 Drawing, its Properties 
must be filled in. C2 Drawing Properties include at least the following: 

 Identification 

 Label 

 Description 

 Tooltip text 

 Security classification 

 Releasability label 

 Owner 

 Visibility (private, shared, public) 

 Group of primitives (to form a complex C2 Drawing) 

 Geographical position of the geometric centre 

 Layer to display 

 Status (active/inactive) 

 AppView Defined Metadata 

 User Defined Metadata 

When multiple Drawings are combined to form a new C2 Drawing, the properties of the final C2 
Drawing will be used for processing. 

[T1-R1147] The VC GeoView shall maintain a list of Properties for each C2 Drawing as given in the 
Description. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1148] The VC GeoView shall allow the user to assign values to the C2 Drawing Properties. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1149] The VC GeoView shall allow the user to modify a C2 Drawing by changing its Properties. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

4.3.5.1.3. Handling C2 Drawings 
A user can create a C2 Drawing using the Drawing Primitives on a user-indicated Drawing Layer of the 
Map Panel if the Layer is set to Editable. If the C2 Drawing is to be used for visualisation purposes 
temporarily, the C2 Drawing will be deleted at log-out. If the C2 Drawing is intended to be used for 
processing, the user has to fills in its Metadata, including the Properties, and saves it. The VC GeoView 
will pass this Metadata to the AppView for further management and processing. The AppView then 
manages (create, save, modify, delete, activate/deactivate, export, import) the C2 Drawing as 
operationally needed. 
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C2 Drawings can be exported or imported in the following formats: 

 SVG 

 NVG 

 KML/KMZ.  

The VC GeoView will be able to render the imported C2 Drawings. 

[T1-R1150] The VC GeoView shall allow the user to manage (create, modify, delete) the C2 Drawings. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1151] The VC GeoView shall allow the user to select an Editable Layer as an active Drawing Layer. 
Only the selected Drawing Layer shall be used for creating a new C2 Drawing. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1152] The VC GeoView shall be able to send the Metadata of a C2 Drawing to the AppView, using 
the NMAPI, for further management and processing. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1153] The VC GeoView shall be able to receive the Metadata of a C2 Drawing, from the AppView, 
using the NMAPI, and display it on the indicated Layer of the Map Panel according to the 
current Map Projection. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1154] The VC GeoView shall allow the user export a selected C2 Drawing into a file of type SVG, 
NVG, KML or KMZ. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1155] The VC GeoView shall allow the user import a previously exported C2 Drawing from a file, 
in SVG, NVG, KML or KMZ format, and display it on the Map Panel according to its 
Properties. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 
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4.3.5.2. C2 Areas 
C2 Areas are predefined Drawings created automatically based on "Templates" when the necessary 
Metadata and Properties are provided. This type of Drawing can be created by either a user or by an 
Application. 

4.3.5.2.1. C2 Area Templates 
C2 Area Templates contains the definition of predefined C2 Drawings. They are used to create 
instances of C2 Areas according to operational needs. A C2 Area Template holds all the necessary 
information to render a new C2 Area with default settings. 

C2 Area Templates can be defined by means of a "Template Editor" within the VC. An authorised user 
creates a C2 Area Template by adding attributes to a Drawing structure. The Template Metadata is 
then created and the Template is saved in the Functional Service context. A Template may have the 
following attributes as a minimum: 

 Identification 

 Label 

 Description 

 Tooltip text 

 Security classification 

 Releasability label 

 Owner 

 Visibility (private, shared, public) 

 List of Drawing Primitives (to form the C2 Area) 

 Geographical position 

 Layer to display 

 Status (active/inactive) 

 Time data 

When a Functional Service wants to create an instance of an existing C2 Area Template can, its 
AppView will use the structured Metadata file to send the information the GeoView where it will be 
rendered. New instances of C2 Areas are managed (create, save, edit, delete, activate/deactivate, 
export, import) by the Functional Service internally. 

[T1-R1156] The VC GeoView shall be able to generate C2 Areas from predefined Templates. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1157] The VC GeoView shall provide a Template Editor to build C2 Area Templates. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1158] The VC GeoView shall allow the authorised user to manage (create, edit, save, delete) the 
C2 Area Templates. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
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 Qualific. Method : Test 

4.3.5.2.2. User-based C2 Areas 
"User-based C2 Areas" are generated by users by means of a User Application having interaction with 
the VC Drawing capability. A user selects a C2 Area Template from the list, fills in the attributes and 
creates a C2 Area which can be displayed on the Map Panel when activated. 

The VC will provide the following Default User-based C2 Area Templates as a minimum: 

 Simple Area (with or without inner/outer borders) 

 Maritime Disposition Four-Whiskey (4W) 

 Maritime Position and Intended Movement (PIM) 

 Maritime Route (ship route with waypoints) 

 Maritime Shipping Route Network 

 Q-Route (Naval Mine Warfare) 

 Water Space Management (WSM) - Moving Havens 

 Maritime Area of Interest (AOI) 

 Multi-leg Channel (centre line, width, vertices) 

[T1-R1159] The VC GeoView shall implement the Default User-based C2 Area Templates given in the 
Description for TRITON Increment 1. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1160] The VC GeoView shall be able to create a User-based C2 Area from a Template and display 
it on the indicated Layer of the Map Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1161] The VC GeoView shall allow the user to create a User-based C2 Area using a Template. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1162] The VC GeoView shall be able to receive the Metadata of a User-based C2 Area, from the 
AppView using NMAPI, and display it on the indicated Layer of the Map Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1163] The VC GeoView shall be able to update a User-based C2 Area automatically when its 
Metadata is modified by the user or AppView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
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 Qualific. Method : Demonstration 

4.3.5.2.3. Application-based C2 Areas 
"Application-based C2 Areas" are generated and managed by Functional Service Applications. An 
Application can create a C2 Area according to the Template, passes the Metadata to the GeoView over 
AppView, using the NMAPI. This type of C2 Areas cannot be modified by the users, only the originating 
Application can modify the attributes such as the new location according to a calculated course and 
speed or the new shape. 

The VC will provide the following Default Application-based C2 Areas as a minimum: 

 Water Space Management (WSM) - Moving Havens 

 Maritime Furthest on Circle (FOC) 

 CBRN Hazardous Area. 

[T1-R1164] The VC GeoView shall implement the Default Application-based C2 Area Templates given 
in the Description. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1165] The VC GeoView shall be able to receive the Metadata of an Application-based C2 Area, 
from the AppView using NMAPI, and display it on the indicated Layer of the Map Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1166] The VC GeoView shall be able to update an Application-based C2 Area automatically when 
its Metadata is updated by the AppView over the NMAPI. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

4.3.5.2.4. Displaying C2 Areas 
Users or Functional Service Applications can create C2 Areas using the Area Templates. Their metadata, 
visibility, security classification and releasability labels as set by the Applications are used for displaying 
them on the Map Panel. If the C2 Area is activated, then it can be processed by the Application. For 
example, a WSM Area can be created by a user, saved, but not activated. When it is necessary to use 
the Area during an operation/mission, it can be activated. 

4.3.6. Handling Geospatial Information 
The VC will be able to import or export data files having geospatial information. 

4.3.6.1. Gazetteer 
A gazetteer is a geographical dictionary or directory used in conjunction with a map or atlas. They 
typically contain information concerning the geographical makeup, social statistics, and physical 
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features of a country, region, or continent. Content of a gazetteer can include location of objects, 
dimensions of peaks and waterways, population and literacy rate. 

The gazetteer data can be provided through the following means: 

 Gazetteer Service of the NATO Core GIS 

 A separate Gazetteer Web Service 

 Gazetteer data to be loaded. 

The service should be compliant to OGC Gazetteer Specification / Recommendation Paper / Discussion 
Paper, which is currently the OGC Discussion Paper "Gazetteer Service Profile of the Web Feature 
Service Implementation Specification". 

The GeoView will provide access to Gazetteer Function via the Ribbon Bar. 

[T1-R1167] The VC GeoView shall be able to use the Gazetteer Service of the NATO Core GIS. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1168] The VC GeoView shall be capable of utilising the gazetteer data via an available Gazetteer 
Web Service. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1169] The VC GeoView shall allow the user to load the gazetteer data from a selected source. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1170] The VC GeoView shall allow the user to search for features in the gazetteer. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1171] The VC GeoView shall display the gazetteer search results in sortable tabular format with 
an option to indicate the selected item on the map. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1172] The VC GeoView shall hold gazetteer dataset as a vector dataset, with the place names as 
attributes. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 



N A T O    U N C L A S S I F I E D 
IFB-CO-13859-TRITON, Amd.2 

 

N A T O    U N C L A S S I F I E D 
Book II, Part IV, SOW, Annex A, SRS  Page 344 

4.3.6.2. Search 
The VC GeoView will provide the user with a search capability to look for particular C4ISR Objects or 
map features using queries. The Search Results will be displayed in sortable tabular format with 
options to find a particular Object and display it on the Map Panel. 

The GeoView will provide access to the Search Function via the Ribbon Bar. 

[T1-R1173] The VC GeoView shall provide a Search capability to allow the user to look for a C4ISR 
Object or map feature using a query. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1174] The VC GeoView Search shall display the Search Results in sortable tabular format with an 
option to find and display an item on the Map Panel. The search results shall enable 
hyperlinks within attributes. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1175] The VC GeoView Search shall allow the user to constrain the search to a geographic area 
defined by the user, a feature or C4ISR Object. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

4.3.6.3. Geo-Data Export and Import 
The VC will be able to export and import data for Layers. 

Recognised Geo-Output File Format: 

The VC will be able to export the data of a Layer into a file with the following formats: 

 NATO Vector Graphics (NVG) [NVG] 

 Keyhole Markup Language (KML/KMZ) [OGC KML] 

 Office Open XML Workbook (xlsx) 

 Shape File 

If indicated, the exported data can be saved into Recognised Graphics File Format (as defined 
previously). 

Recognised Geo-Input File Format: 

The VC will be able to import data from a file in the following formats into a Layer: 

 NVG 

 KML/KMZ 

 csv 

 Text (with specified delimiters) 

 Shape File 
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The VC will be able to activate the import process when the user drags a file into GeoView and drops 
it. 

[T1-R1176] The VC shall be able to export components (i.e. the current view including all Layers, 
symbology, annotations, etc.) of the Map Panel into a file in Recognised Geo-Output File 
Format (including a reloadable file format compatible with the NATO Core GIS and data 
exchange formats) as defined in the Description or in Recognised Graphics File Format (as 
defined in Paragraph 1.5). 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1177] The VC shall be able to export selected layers into a single file for NVG and KML/KMZ. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1178] The VC shall be able to export and losslessly compress all files referring to the same Shape 
File into an archived file (e.g. zip). 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1179] The VC shall keep classification, releasability, user name and timestamp information in 
NVG and KML/KMZ files as a key-value pair while exporting. For Shape File, classification 
shall be kept as a "zip" file name. Timestamp and user name of a Shape File shall be kept 
in geospatial metadata in XML format compliant to [STANAG 2586]. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1180] The VC shall be able to export individual or selected set of features as an NVG or KML file. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1181] The VC shall be able to import active elements from a Recognised Geo-Input File Format 
as defined in the Description into a Layer indicated by the user. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1182] The VC shall be able to activate the import process when the user drags a file and drops it 
into the GeoView. If the process cannot be completed, the user shall be notified. 

Requirement Property :   
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 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1183] The VC GeoView shall allow the user to select the elements to be exported into a 
Recognised Geo-Output File Format as defined in the Description and provide the file name 
and path. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

4.3.6.4. Screenshot 
The Screenshot Function allows the user to capture part or whole of the Map Panel and all its visible 
layers and save it in a Recognised Graphics File Format (as defined in Paragraph 1.5). The function asks 
a file name and file path from the user to save the screenshot. Only the Base Map or map features 
indicated by the user and the visible layers can be captured and saved. 

[T1-R1184] The VC GeoView shall be able to capture the Map Panel and all its visible layers as a 
screenshot and save it in a file in Recognised Graphics File Format given in Paragraph 1.5. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1185] The VC GeoView shall allow the user to select only the Base Map or indicated Map Features 
including the visible Layers to be captured as a Screenshot. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1186] The VC GeoView shall allow the user to save the Screenshot into a file with a user-provided 
name and path. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1187] The VC GeoView shall allow the user to send the Screenshot directly to a printer. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

4.3.6.5. Printing 
The VC will enable the users to take printouts for at least the following: 

 Screenshot of the Map Panel 
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 Selected map in the selected scale with a selected set of features, Map Legend and copyright 
information in high quality with any resolution the output device supports 

 Selected Layer with selected C4ISR Objects and map features 

[T1-R1188] The VC shall support printing to local and network printers including printing into a file in 
Portable Document Format (PDF) at a user defined resolution. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1189] The VC shall ensure that it maintains stability when printing if no printer is installed. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1190] The VC shall be able to print Map Panel Screenshot to the resolutions supported by the 
printer or output device. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1191] The VC shall support printing to printers with Long File Names (e.g. printer names include 
all legal Long File Name characters and are at least 128 characters long). 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1192] The VC shall support printing of landscape, portrait and all other supported paper sizes 
and layouts. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1193] The VC shall allow the user to preview (Print Preview) the print content before it is printed. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1194] The VC Print Preview shall display the print content to the user with the selected printer 
settings. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 
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4.3.6.6. Presentation Support 
The VC will be able to generate presentation slides based on user-selected areas on the Map Panel 
including the C4ISR Objects and export them into Office Open XML Presentation (pptx) files. 

Presentation Options: 

The user will be able to select at least the following options for generating slides: 

 Each active Layer, as seen by the user, to be included in one slide as one single image 

 Each active Layer, as seen by the user, to be included in separate slides as individual images 

 Each C4ISR Object symbol as an individual image in the slide in the order same as the selected 
Layers. 

[T1-R1195] The VC shall be able generate presentation slides and export them into an Office Open 
XML Presentation (pptx) file. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1196] The VC shall allow the user to configure the presentation slide master outline, select the 
Presentation Options given in the Description, and initiate the export. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1197] The VC shall allow the user to define a coverage area on the Map Panel, select the C4ISR 
Objects and geospatial information to be included in the presentation slides. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

4.3.7. Geo Processing Tools 
Geo Processing Tools allow the user to calculate geographic distances (as a line or a path), forward 
azimuth, area, line of sight, and depth analysis. Calculations are performed for the current projection. 

4.3.7.1. Distance Measurement 
The Distance Measurement Function will provide the user with capability to measure distances 
between two points on the Map Panel as a straight line in the projected plane map or as geodesic line 
on the spheroid surface (i.e. the shortest connection of the two points on the Earth’s best fitting 
ellipsoid). 

It will also be possible measure distance as a path. A path may consist of several sections of geodesics 
(great circles). The geodesic in a map projection is a curve (for lines) or for multiple segments a curve 
set (for path). 

Distance calculations between two geographical points will be performed on the surface of the earth, 
i.e. the height attributes will not be taken into account. However, if the distance calculation is 
performed with a C4ISR Object, the height or depth of the Object will be taken into account and the 
slant range (shortest straight distance) will be displayed separately. 



N A T O    U N C L A S S I F I E D 
IFB-CO-13859-TRITON, Amd.2 

 

N A T O    U N C L A S S I F I E D 
Book II, Part IV, SOW, Annex A, SRS  Page 349 

The user will be able to move the vertices of the measurement line or line string to new positions for 
new meaurements. 

Distances will be presented in common units like Data Mile, Nautical Mile, Metres, Kilometres, Yards 
as selected by the user. The visualisation of the line, line string, curve or curve set will be adjusted 
according to the map projection in use in the Map Panel. 

Base Lines: 

Following Base Lines will be used for azimuth (bearing) calculation: 

 True North 

 Magnetic North (if World Magnetic Model is available) 

 Grid North. 

A sample distance measurement concept is illustrated below: 

 

[T1-R1198] The VC GeoView shall allow the user to measure the horizontal distance between two user-
selected points as a line in the projected map plane. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1199] The VC GeoView shall calculate and display the horizontal distance between two points 
and the bearing from the starting point using the selected Base Line (as given in the 
Description) for grid bearing calculation. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1200] The VC GeoView shall allow the user to measure the horizontal distance and the slant 
range (if applicable) between two selected C4ISR Objects. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1201] The VC GeoView shall calculate the distance between two selected C4ISR Objects based on 
their last known positions and display the true bearing from the first object to the second 
and the distance. The height or depth attribute of the Objects shall be taken into account 
for slant range calculations and displayed separately.   

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  



N A T O    U N C L A S S I F I E D 
IFB-CO-13859-TRITON, Amd.2 

 

N A T O    U N C L A S S I F I E D 
Book II, Part IV, SOW, Annex A, SRS  Page 350 

 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1202] The VC GeoView shall allow the user to measure the horizontal distance between two 
points following a path with any number of waypoints.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1203] The VC GeoView shall calculate and display the total distance of a path with waypoints 
according to the current map projection. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1204] The VC GeoView shall allow the user to move any vertex of the measurement line or of the 
path to a new position by using the pointing device.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1205] The VC GeoView shall adjust the visualisation of the moved measurement line or path 
according to the current projection and re-compute the projected curve and the values for 
starting and end bearing.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1206] The VC GeoView shall display the measured path on the Map Panel, in units selected by 
the user, until it is cleared or a new measurement is started. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.7.2. Area Measurement 
The Area Measurement Function will provide the user with a capability to measure areas within a 
polygon or circle. The area will be calculated as a footprint on the spheroid considering the current 
projection. 

A sample area measurement concept is illustrated below: 
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[T1-R1207] The VC GeoView shall allow the user to measure an area determined by a polygon or a 
circle drawn by the pointing device. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1208] The VC GeoView shall compute the area of the footprint based on the current projection 
system and display it in units selected by the user. The area of a polygon shall be calculated 
when the polygon shape is completed (closed), and the area of circle shall be calculated 
continuously as the pointer is moved. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

4.3.7.3. Line of Sight Analysis 
The Line of Sight (LOS) Analysis Function displays visible locations, using land elevation data, in a 
defined circle centred at an observation point or a sector of the circle. The VC GeoView uses the LOS 
Service and Elevation Service provided by the available GIS Server and displays the returned values.  

Currently, NATO Core GIS provides the LOS and Elevation Service using the ArcGIS Server technology. 
The Client can consume the WPS hosted by ArcGIS Server.  

As additional parameters the observer's height and the height of the target above ground shall be 
provided. A sample view is given below: 

 

The calculation is performed by the GIS Server according to user settings including the centre point, 
height, distance and sector. 

[T1-R1209] The VC GeoView shall allow the user to perform LOS Analysis if the available GIS Server 
can provide it as a service. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1210] The VC GeoView shall be able to use LOS Service and Elevation Service provided by the GIS 
Server.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
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 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1211] The VC GeoView shall allow the user to set the parameters of a LOS Analysis by manually 
entering values. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1212] The VC GeoView shall allow the user to set the centre point of a LOS Analysis by selecting 
a geographical point on the map. If the height information is available on the map, it shall 
be used in the calculation. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1213] The VC GeoView shall allow the user to perform more than one LOS Analysis and display 
them on the Map Panel as layers. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1214] The VC GeoView shall allow the user to delete the selected LOS illustration from the Map 
Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

4.3.7.4. Depth Analysis 
The Depth Analysis Function determines the maximum and minimum depths in a user specified area, 
and displays them. The maximum depth is the highest depth value and the minimum depth is the 
lowest depth value below the sea level within a given area. The following figure shows how the 
calculation is displayed: 
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For depth calculations, the function uses an Elevation Service of the available GIS Server and displays 
the result in all supported Map Projection. Currently, NATO Core GIS provides the Depth/Elevation 
Service using the ArcGIS Server technology. The Client can consume the OGC-compliant WPS hosted 
by ArcGIS Server.  

[T1-R1215] The VC GeoView shall be able to use Depth/Elevation Service provided by the GIS Server 
for depth analysis.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1216] The VC GeoView shall allow the user to perform Depth Analysis if the available GIS Server 
can provide it as a service. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1217] The VC GeoView shall allow the user to set the parameters of a Depth Analysis by manually 
entering area values or drawing a circle or polygon on the Map Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1218] The VC GeoView shall allow the user to perform more than one Depth Analysis and display 
them on the Map Panel as Layers. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1219] The VC GeoView shall display the minimum and maximum depth values of the selected 
area on the Map Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

4.3.7.5. Height Analysis 
The Height Analysis Function determines the maximum and minimum height in a user specified area, 
and displays them. The maximum height is the highest elevation value and the minimum height is the 
lowest elevation value within a given area. The height values are measured against the mean sea level.  

The following figure shows how the calculation is displayed: 
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For height calculations, the function uses an Elevation Service of the available GIS Server and displays 
the result in all supported Map Projection. Currently, NATO Core GIS provides the Depth/Elevation 
Service using the ArcGIS Server technology. The Client can consume the OGC-compliant WPS hosted 
by ArcGIS Server.  

[T1-R1220] The VC GeoView shall be able to use Depth/Elevation Service provided by the GIS Server 
for height analysis.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1221] The VC GeoView shall allow the user to perform Height Analysis if the available GIS Server 
can provide it as a service. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1222] The VC GeoView shall allow the user to set the parameters of a Height Analysis by 
manually entering area values or drawing a circle or polygon on the Map Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1223] The VC GeoView shall allow the user to perform more than one Height Analysis and display 
them on the Map Panel as Layers. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1224] The VC GeoView shall display the minimum and maximum height values of the selected 
area on the Map Panel. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
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 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

4.3.7.6. Range Rings 
Range Rings are a number of concentric circles with bearing indications on the outer circle. There are 
bearing lines at every 30 degrees. These circles and bearings are displayed as a layer using a selected 
position or a C4ISR Object as the centre. Sample Range Rings are shown below: 

 

A set of Range Rings will have at least the following attributes: 

 Position of the centre 

 Radius (in yards, nautical miles, metres, kilometres) 

 Number of rings 

 Orientation (given in degrees or match to heading) 

 Drawing colour 

The display helps to build quick orientation when concentrating on a special object at operational level. 
There may be more than one set of Range Rings displayed on the Map Panel, each having different 
centre and different orientation (True North to 359 degrees True). 

[T1-R1225] The VC GeoView shall allow the user to configure the settings related to the Range Rings. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1226] The VC GeoView shall allow the user to initiate displaying Range Rings by selecting its 
position on the map or selecting a C4ISR Object. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1227] The VC GeoView shall display Range Rings according to user defined parameters on the 
Map Panel as a separate layer. The distances are referring to geodesic distances on the 
Earth ellipsoid (potentially a spherical approximation) and shall be rendered in the map in 
the map projection. 

Requirement Property :   
 Domain for Static :  
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 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1228] The VC GeoView shall adjust the size of the Range Rings with respect to the current map 
scale. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1229] The VC GeoView shall display the Range Rings with orientation from True North to three-
hundred fifty-nine (359) degrees True. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1230] The VC GeoView shall display the Range Rings with orientation which dynamically matches 
with the heading of the selected (slaved) object if it has heading value. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

4.3.8. 3D Visualisation 
Symbols are used to convey information about objects in space. In most C2 applications, this has been 
accomplished by an orthogonal (directly overhead) view, such as when looking at a map. C2 symbols 
have been overlaid on top of geospatial information or a “map background” to provide a geospatial 
context to locate the military object of interest at a geographic position. Attributes of the object are 
visually encoded in the symbol to communicate information about the object to the observer. 

As C2 symbology has evolved from hand-annotated paper maps to automated computer display 
screens, views other than orthogonal (2D) have become practical. Non-overhead views or dynamic 
viewing positions such as “fly-through” displays provide new ways in which a warfighter can better 
perceive and understand the operational environment.  

3-Dimensional (3D) visualisation of operational theatre which gives the illusion of depth or varying 
distances with elevated symbols is becoming a growing demand for both operational and tactical level 
C2 systems. They support decision makers to better understand the tactical situation. Following are 
examples to using 3D in operational environment:  

Air/Land/Maritime C2 Systems: 

 Tactical data display (Air, Land, Maritime Picture) 

 Sensor/weapon coverages 

 Flight corridors 

 Air defence design 

 Air strike design 

 Underwater bathymetry 

Tactical Ballistic Missile Defence (TBMD): 



N A T O    U N C L A S S I F I E D 
IFB-CO-13859-TRITON, Amd.2 

 

N A T O    U N C L A S S I F I E D 
Book II, Part IV, SOW, Annex A, SRS  Page 357 

 Viewing Defence Design Data (e.g. Missile Operating Areas, Weapon Volumes, Sensor Volumes, 
Areas) 

 Track Data (e.g. ballistic missile tracks and trajectories, impact point) 

 Viewing Defence Design Analysis for TBMD (supporting planning) 

 Play-back of real-time events (supporting after-action analysis and reporting of TBMD) 

 Defence Design Surveillance coverage viewing (supporting planning) 

 TBMD real-time viewing (supporting current operation, test events and demonstration). 

The VC will provide a foundation for 3D visualisation with future growth capability. It is expected that 
terrain data maps [DTED] will be used as provided by the GIS Server and the C4ISR Objects will be 
displayed with symbols using their height/depth attributes on the Map Panel. 

4.3.8.1. 3D Display Framework 
Since the earth surface is not entirely in modelled in 3D, the VC is expected to support to Pseudo-
Three-Dimensional (2.5D) Display which refers to the presentation of information that gives the 
perception of depth or varying distance, as in a non-orthogonal viewing angle. In other words, a 
viewing angle that is not perpendicular to the surface of the earth. C4ISR Objects are displayed with 
symbols in a 2.5D display of the surrounding environment. 

The VC GeoView will be able to display C4ISR Objects having 2D symbols in a 2.5D display of the 
surrounding environment. The definitions and approach for 2.5D defined in MIL-STD-2525D Appendix 
K [MIL-STD-2525D] may be used to build a 3D Display Framework for the VC GeoView. 

The user will be able to switch between 2D and 3D on the Map Panel. The 3D Display of the Map Panel 
will be able to display maps with terrain data as received from the GIS Server. Object symbols will be 
provided by the Symbology Server. Guidance for handling the objects in 2.5D environment is provided 
in the standard. For example, the use of Terrain Draping is given below: 

 

 

Symbols: 

In addition to 2D symbols, as defined MIL-STD-2525D or APP-6, a new approach, a combination of 
symbols and icons called "symbicon" can be used in 3D Display. Following is an example to symbicon: 
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For displaying the C4ISR Objects in an operational environment, billboarding technique or symbicons 
can be used as shown below: 

 

Control Measures: 

The control measure symbols can be displayed over the terrain as draped or extruded. The extruded 
measures are shown below: 

 

When control measures are implemented, vertical planes such as walls of corridors, will be drawn 
perpendicular to the earth's surface, resulting in different distance values between the lower edges 
and the higher edges due to the curvature of the earth. The figure below illustrates a volume of Air 
Space. 

 

Fly-through: 

The 3D Display will provide the user with a capability to fly over the terrain at a configurable direction 
and speed, also controllable by the pointing device and keyboard. 
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[T1-R1231] The VC shall provide infrastructure for supporting Three-Dimensional (3D) or Pseudo-
Three-Dimensional (2.5D) Display capability. The guidance in [MIL-STD-2525D] should be 
used. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 
 Comment : This qualification test will be executed as a demonstration of displaying 
maps with terrain data and objects in 3D environment as a proof of concept. The other 
requirements are provided for guidance, but will be preferred to have at the time of delivery. 
Acceptance tests will be executed at VC-BL3 according to the demonstrated capability. 

[T1-R1232] The VC GeoView "should" allow the user to select 2D or 3D Display in the Map Panel. The 
3D Display should be used in the Map Panel with configurable settings (e.g. default height 
of the Viewpoint, perspective ratio). 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1233] The VC "will" receive maps with terrain data from the GIS Server, display them in a 2.5D 
environment as guided in [MIL-STD-2525D]. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1234] The VC 3D Display "should" be able to display C4ISR Objects in a 2.5D environment as 
described in [MIL-STD-2525D] using Symbicons and Marker Posts. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1235] The VC 3D Display "should" be able to provide fly-through over the terrain. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1236] The VC 3D Display "should" allow the user to control the fly-through using the pointing 
device and keyboard. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

4.3.8.2. Navigation 
When users navigate around a 3D display, they can very easily lose any understanding of their current 
geographical location and perspective. Orientation and navigation control are required to facilitate the 
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operational use of a 3D display, such that when an operator navigates through 3D space (e.g. moves 
along a flight corridor or rotates around the globe) the display provides an indication of the 
geographical location of the user (based on the current cursor position), alignment (looking north or 
otherwise) as well as providing the ability for the user to return easily to a known default location. 

Navigation Controls: 

The VC 3D Display will allow the user to control navigation on the Map Panel using the available 
pointing device and keyboard. Navigation Controls will include the following: 

 Viewpoint  : A geographic position with adjustable height. 

 Viewing Angle : The direction originated from the Viewpoint with azimuth and tilt (usually 
      between 25 and 65 degrees from horizon). 

 Viewing Direction : The direction which the centre line of the view is looking. 

 Movement Direction : Angle of movement with respect to True North in a fly-through. 

 Movement Speed : Movement speed on a Movement Direction at a fixed height in a fly-through. 

 Perspective  : The ratio of near and far frames to give the depth of view (a configuration 
setting). 

Some of these definitions are illustrated in the figure below: 

 

The 3D Display will be able to apply different Viewing Angles and Movement Direction (e.g. looking 
towards North, but moving towards East) in a fly-through. The 3D Display will also show the Direction 
Indicators including the Viewing Direction and Compass Directions (North, South, East, West). The user 
will be able to save a View Point and Viewing Angle as the Default Viewpoint which can be accessed 
quickly during a fly-through. 

Slaving: 

The Viewpoint can be slaved to a moving C4ISR Object (e.g. an aircraft) at a configurable distance and 
angle. It is updated automatically as the kinematics of the object is updated. The position of the slaved 
object should be extrapolated according to a configurable frame rate to achieve the illusion of a 
smooth animation. 

[T1-R1237] The VC 3D Display "should" provide navigation control by adjusting the Navigation 
Controls given in the Description. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1238] The VC 3D Display "should" allow the user to navigate through the Map Panel by changing 
the Navigation Controls given in the Description with the combination of the pointing 
device and the keyboard. 
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Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1239] The VC 3D Display "should" allow the user to return to the Default Viewpoint using the 
Navigation Controls. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1240] The VC 3D Display "should" be able to render the display, including the terrain data and 
movement of C4ISR Objects at a rate of at least fifteen (15) frames per second at a display 
resolution of at least 1280x1024 when navigation is started. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1241] The VC 3D Display "should" be able to initiate a fly-through over the terrain by setting the 
Navigation Controls given in the Description. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1242] The VC 3D Display "should" display the Direction Indicators in a fly-through. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1243] The VC 3D Display "should" allow the user to change the settings during a fly-through. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1244] The VC 3D Display "should" be able to slave the Viewpoint to a selected C4ISR Object so 
that it moves together with the Object from a user-selected distance during the lifecycle 
of the Object. For example, the Viewpoint can be slaved to an aircraft and updated as the 
kinematics of the aircraft is updated. The Object motion "should" be extrapolated 
according to a configurable frame rate with a default of fifteen (15) Hertz. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 
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[T1-R1245] The VC 3D Display "should" allow the user to select a C4ISR Object, select a distance, 
Viewing Angle, Viewing Direction relative to the Object motion, and initiate a fly-through. 
The fly-through "should" be stopped when the users stops it or the Object is deleted. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

4.3.8.3. Animation 
The 3D Display will be able to animate the motion of selected C4ISR Objects with the geospatial data 
provided by the AppView in a 2.5D environment. The animation can be controlled with the GeoView 
Timeline and watched at a default distance computed with respect to the speed of the Object. The 
history tail of the Object can be displayed as an option. The user will be able change the Viewpoint 
during the animation. 

[T1-R1246] The VC 3D Display "should" be able to animate the motion of selected C4ISR Objects with 
the geospatial data provided by the AppView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

[T1-R1247] The VC 3D Display "should" allow the user to control the animated motion using the 
GeoView Timeline. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Inspection 

4.3.9. User Settings 
The VC GeoView will provide the user with the capability of applying User Settings as personal 
preferences. The User Settings will be stored in the Functional Service context and transferred to the 
GeoView over the AppView using the NMAPI. The user will be able to modify personal preferences and 
save them in the Workspace. When the user logs out, all of the current settings will be saved 
automatically. 

4.3.9.1. Theme Selection 
The VC GeoView will allow the user to select one of the predefined set of display themes. Style Sheets 
will be used in common to provide the same look-and-feel with the AppView. 

[T1-R1248] The VC GeoView shall support configurable Themes for the GUI elements. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

[T1-R1249] The VC GeoView shall provide a Dark Theme and Light Theme as the default. 

Requirement Property :   
 Domain for Static :  



N A T O    U N C L A S S I F I E D 
IFB-CO-13859-TRITON, Amd.2 

 

N A T O    U N C L A S S I F I E D 
Book II, Part IV, SOW, Annex A, SRS  Page 363 

 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

[T1-R1250] The VC GeoView shall maintain a list of Personal Themes. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

[T1-R1251] The VC GeoView shall be able to use Style Sheets. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

[T1-R1252] The VC GeoView shall allow the user to manage (load, modify, save) the Personal Theme 
List. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Test 

[T1-R1253] The VC GeoView shall allow the user to select a predefined Theme. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Test 

4.3.9.2. Most Used Functions 
The VC GeoView will provide the user a list of last most used functions where applicable. Examples of 
use are: Search queries, hot functions of the Ribbon Bar. The most used functions are determined over 
the last 200 functions invocations and will therefore dynamically changed based on the user behaviour. 
The number of functions in the stack should be configurable. 

[T1-R1254] The VC GeoView shall have a list of the last used functions, if applicable, the Most Used 
Functions. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

[T1-R1255] The VC GeoView shall allow the user to manage (add, modify, delete) the Most Used 
Functions List. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Test 

[T1-R1256] The VC GeoView shall execute the function when the user selects it from the Most Used 
Function List. 
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Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
 Qualific. Method : Demonstration 

4.3.9.3. Own Position 
A geographic position can be entered as Own Position or a C4ISR Object can be selected as Own 
Position. If a C4ISR Object designated as Own Position received from the API (from AppView), Own 
Position will be set to this Object. If it is not defined, the user will be able to enter any geographic 
location or any Object as Own Position. 

[T1-R1257] The VC GeoView shall be able to receive a C4ISR Object designated as Own Position from 
the AppView (as part of the API) as an option. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1258] The VC GeoView shall allow the user to set Own Position to a geographic position or to a 
selected C4ISR Object.  

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : BL 2 
 Qualific. Method : Test 

4.3.9.4. Display Settings 
The VC will allow the user to change preference settings for display. The Display Settings will include 
the following: 

 Map Settings (Base Map) 

 Coordinate Panel Settings 

 Map Query Result Settings 

 Selection Display Settings 

 Measurement Settings 

 Spatial Extent Settings 

 Overview Map Ratio 

 Layer Display Settings 

 View Scale Range Settings 

 Scale Bar Units 

 Clustering Settings 

 Object Display Settings (e.g. update rate, duration of extrapolation) 

 Object Label Settings 

 Map Label Settings 

 Symbol Settings 

 Tint Settings (e.g. percentage) 

 Grid Settings (e.g. on, off) 

 Navigation Mode Settings 

 Theme Settings 

 Locale Settings 
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 3D Display Settings 

Each setting will have its own defaults. 

[T1-R1259] The VC shall be able to retrieve the personal Display Settings given in the Description from 
the AppView using the NMAPI and apply them. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1260] The VC shall allow the user to configure the Display Settings according to personal 
preferences and send them to the AppView using the NMAPI to be saved in the Functional 
Service Application context. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1261] The VC shall automatically save the Display Settings when the user terminates the 
GeoView or logs out from the AppView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

[T1-R1262] The VC shall provide the defaults for the Display Settings as set by the authorised user. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.10. Security 
The security aspects of the GeoView will be inherited from the Functional Service Applications over 
the AppView. The general security requirements given in Subsection 5.2 will be applicable. 

[T1-R1263] The VC shall conform the security requirements defined for TRITON in Subsection 5.2. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.11. Error Handling 
The VC will handle errors and report them to the AppView. It is the AppView's responsibility to take 
the necessary action depending on the type and severity of the reported error. The VC errors will be 
documented in the VC ICD. 

[T1-R1264] The VC shall handle all occurring errors and report them to the AppView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
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 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1265] The VC shall notify the user when an error occurred within the sub-components of the VC. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Test 

4.3.12. On-line Help 
The VC will have an on-line help capability to assist the user for both Integrated and Standalone Mode 
of operation. The On-Line Help will be limited to basic functions of the VC, and will not include the 
AppView functions. It will be organised in sections as given below: 

Contents: Providing access to all help pages and organised in a logical manner by topic or procedure. 

Index: Providing users with both the ability to search for keywords in all Help pages and retrieve a list 
of those pages in which those keywords appear and the ability to select and trigger such a query from 
a list of all keywords. 

Application: A link to On-line Help provided by the AppView (if exists). 

[T1-R1266] The VC shall support On-line Help describing the basic functionality of the VC by using 
Contents, Index with its associated Search and a link to the On-line Help provided by the 
AppView (if exists). 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1267] The VC On-line Help shall translate every use case and scenario into a browsing sequence. 
Every browsing sequence shall be structured according to a generic user workflow. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1268] The VC shall allow the user to access the On-line Help function at any stage of execution 
of a function. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1269] The VC On-line Help shall describe each basic VC function, the interrelationships between 
and the logical sequence of functions. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1270] The VC On-line Help shall explain all menu items, dialog windows, data entry and query 
fields implemented in the VC Product Baseline. 
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Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1271] The VC On-line Help shall include a glossary providing definitions of all terms and acronyms 
implemented in the VC Product Baseline. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1272] All definitions in the VC glossary shall be available in roll-over, pop-up windows linked to 
every appearance in On-line Help of the corresponding term or acronym. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1273] The VC shall provide On-line Help option for each dialogue, menu item, toolbar item, 
function, field or button (each item on the screen). This shall be clearly visible, but not 
intrusive. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1274] The VC On-line Help shall provide meaningful advice and hints to the users appropriate to 
the actions they are trying to take. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1275] The VC On-line Help shall be concise, compact and clear to the user. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1276] The VC On-line Help shall include screenshots of the GeoView. The screenshots shall be 
provided in a suitable lightweight format (e.g. GIF, PNG) approved by the Purchaser. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1277] Pictures in the VC On-line Help showing more than five (5) GUI elements/controls shall 
have a clickable image map describing each element. 

Requirement Property :   
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 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1278] If the VC On-line Help topic requires a large picture that does not fit on a normal page, a 
reduced copy shall be additionally included on the Help page that will expand to its full 
size on user request. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1279] The VC On-line Help shall be context-sensitive (i.e. based on a specific point in the state of 
the software and providing help for the situation that is associated with that state on 
action being performed). 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1280] The Security Classification of any example data that is displayed in VC On-line Help shall 
not be higher than NATO UNCLASSIFIED. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1281] The VC On-line Help context-sensitive GUI elements shall be linked to the relevant User 
Manual topics. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

[T1-R1282] The VC On-line Help shall be given by a small pop-up screen or infotip screen. This screen 
shall appear quickly and be very easy to hide, for instance clicking anywhere within it. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1283] The VC On-line Help shall open a dedicated Web page when the user requests access to 
the full content of the On-line Help. The On-line Help shall not be preventing the user to 
perform on the GeoView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 
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[T1-R1284] The VC GeoView shall allow the user to hide the On-line Help screen just by clicking 
anywhere else, or there shall be another single action hiding mechanism. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Test 

[T1-R1285] The VC On-line Help shall include a searchable Index that allows the user to locate 
keywords or phrases (identified by enclosure within double-quotation marks) in the User 
Manual. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1286] The VC shall support search queries for finding help items in the On-line Help. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1287] The VC On-line Help shall be able to display search query results for finding help items in 
the On-line Help in a list. The VC GeoView shall display the help item when the user selects 
a query result in this list. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1288] The VC On-line Help shall be prepared as a compiled/scripted HTML help file (.chm) which 
shall include all project-related source elements and graphics. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

4.3.13. External Interfaces 
The external interfaces of the VC are indicated with red lines in the figure given below: 
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These interfaces are described below and will be defined in an Interface Control Description (ICD). 

4.3.13.1. Application Programming Interface 
The Client Side of the VC, the GeoView, will utilise built-in browser technology such as HTML5, 
Javascript. It provides a messaging interface between the AppView and GeoView. The user interface 
events received from the AppView will then be converted to map management and geo-information 
management functions in the GeoView. 

The VC will implement an Application Programming Interface (API) documented in the VC ICD. 

4.3.13.1.1. NATO Map API 
The interface between the AppView and the GeoView will be compliant to Common Map Application 
Programming Interface 1.3.0 (CMAPI) [CMAPI]. As there may be extensions to this API, the NATO-
specific CMAPI will be renamed as NATO Map Application Programming Interface (NMAPI). One major 
extension is the definition of C4ISR Objects which include as least the following attributes: 

 TRITON Track Definition 

 TRITON Reference Object Definition (Reference Point, Line, Area) 

 Own Position (to be received as Own Ship track from TRITON AppView) 

 Geospatial Shape Definition (Point, Line, Area, Volume) 

 Object Management Commands (e.g. create/update/delete object, request information) 

[T1-R1289] The VC shall provide an API named as "NATO Map API" for interfacing between the 
AppView and GeoView. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1290] The VC shall implement CMAPI v1.3.0 for the NMAPI. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 
 Comment : If a newer version is published, its implementation will be considered at 
Software Requirements Review. 
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[T1-R1291] The VC NMAPI shall include definition of C4ISR Objects and their data model. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Inspection 

[T1-R1292] The VC NMAPI and integration issues shall be defined and documented in the VC ICD for 
enabling the use of the VC within other Functional Services. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Inspection 

4.3.13.1.2. Application Framework 
Any AppView interfacing with the VC will implement the NMAPI in its own framework. The VC 
documentation will provide the necessary standards and specifications to implement the NMAPI. 

[T1-R1293] The VC shall provide the necessary implementation details in its documentation to 
implement the API within the interfacing Application. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Inspection 

4.3.13.2. Map Interface 
The Map Interface contains the following profiles: 

 Web Map Service (WMS) Standard Version 1.3.0, 2006 [OGC WMS] 

 Open Geospatial Consortium (OGC) Web Map Tile Service (WMTS) Version 1.0.0, 2010 [OGC WMTS] 

 OGC Web Processing Service (WPS) Version 1.0.0, 2010 [OGC WPS] 

 Web Services Common Standard Version 2.0.0, 2010 [OGC WSCommon] 

The profiles consist of amendments, restrictions and exceptions that further refine the WMS, WMTS 
and WPS Standards, in order to meet the specific needs of a Map Rendering Service and WPS. 

Any Map Rendering Service must implement the profile of the WMS and WMTS. 

[T1-R1294] The VC shall have an interface with the NATO Core GIS relying on file and information 
exchange formats described in GIS Services Standards and File Formats [Core GIS SIP]. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1295] The VC shall have interfaces compliant with Web Services Common Standard [OGC 
WSCommon]. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 
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[T1-R1296] The VC shall be able to receive data in NVG and KML format, and display them. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.13.2.1. Web Map Service 
Web Map Service (WMS) is a service type defined by the Open Geospatial Consortium, Inc. (OGC) via 
OGC WMS Standard for serving collections of layers as map images. WMS focuses on flexibility in Client 
request enabling clients to obtain exactly the final image they want. A WMS client can request that the 
server creates a map by overlaying an arbitrary number of map layers offered by the server in any 
supported coordinate reference system. 

WMS operations can be invoked using a standard web browser by submitting requests in the form of 
Uniform Resource Locators (URLs). To connect to a WMS, the URL needs to be known. The content of 
such URLs depends on which operation is requested. In particular, when requesting a map the URL 
indicates: 

 what information is to be shown on the Map Panel,  

 what portion of the Earth is to be mapped, 

 the available coordinate reference system, 

 the output image width and height.  

The client may request that the map layers be rendered using a specific server advertised style or even 
use a style provided by the client when the WMS server implements the OGC Styled Layers Descriptor 
(SLD) standard. 

The VC will use the WMS which reads the following formats: 

 Vector 

 ESRI Shapefile 

 Raster: 

 Multiresolution Seamless Image Database (MrSID) 

 Enhanced Compression Wavelet (ECW) 

 JPEG 

 JPEG2000 

 PNG 

 GeoTIFF 

 Compressed ARC Digitized Raster Graphics (CADRG) 

 ARC Digitized Raster Graphics (ADRG) 

 Controlled Image Base (CIB) 

 Digital Terrain Elevation Data (DTED) [DTED] 

 Maritime Charts: 

 Digital Nautical Chart (DNC) 

 Electronic Navigational Chart (ENC) 

 S-57 

 Additional Military Layers (AML) 

[T1-R1297] The VC shall be able to consume OGC-compliant, WMS defined by the OGC specifications 
[OGC WMS]. 

Requirement Property :   



N A T O    U N C L A S S I F I E D 
IFB-CO-13859-TRITON, Amd.2 

 

N A T O    U N C L A S S I F I E D 
Book II, Part IV, SOW, Annex A, SRS  Page 373 

 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1298] The VC shall be able to display the maps in JPEG and PNG (with transparency) provided by 
the WMS. The map formats given in the Description shall be applicable. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.13.2.2. Web Map Tile Service 
The function describes the display of a Web Map Tile Service (WMTS) map service received from a map 
server. WMTS Implementation Standard provides a standard based solution to serve digital maps using 
predefined image tiles. The WMTS serves a single tile of a single layer of a map. WMTS is a service type 
defined by the Open Geospatial Consortium, Inc. (OGC) via OGC WMTS Standard. 

WMTS operations can be invoked using a standard web browser by submitting requests in the form of 
Uniform Resource Locators (URLs).  

Strategy of the WMTS forces to perform image overlays on the client side by requesting map images 
which are in general not exactly at the right position thereby forcing the clients combine the geo-
referenced mosaic tiles obtained from the server and clip the mosaic to the map image of interest. 
This restriction of image requests to a fixed, predefined set allows for servers to scale based on 
communication processing abilities rather than image processing abilities because servers can pre-
render the images and can use image caching strategies. The fixed set of images also enables network 
providers to cache images between the client and the server, reducing latency and bandwidth use.  

The WMTS standard complements the existing Web Map Service (WMS) standard of the OGC, 
targeting to improve the response time of a server by trading in the flexibility in the request, and 
shifting some of the functionality to the client.  

The goal of providing a WMTS enabled service is performance orientation and scalability. 

[T1-R1299] The VC shall be able to use OGC-compliant, WMTS-based services defined by the OGC 
specifications [OGC WMTS]. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.13.2.3. Web Processing Service 
Web Processing Service (WPS) interface provides rules for standardizing how inputs and outputs 
(requests and responses) for invoking geospatial processing services, such as polygon overlay, as a Web 
service. The WPS defines how a client can request the execution of a process, and how the output from 
the process is handled. It defines an interface that facilitates the publishing of geospatial processes 
and clients’ discovery of and binding to those processes. The data required by the WPS can be delivered 
across a network or they can be available at the server. WPS can describe any calculation (i.e. process) 
including all of its inputs and outputs, and trigger its execution as a web service. WPS supports 
simultaneous exposure of processes via HTTP GET, HTTP POST and SOAP, thus allowing the client to 
choose the most appropriate interface mechanism. The specific processes served up by a WPS 
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implementation are defined by the owner of that implementation. Although WPS was designed to 
work with spatially referenced data, it can be used with any kind of data. 

In many cases geospatial or location data, including data from sensors, must be processed before the 
information can be used effectively. The OGC WPS Interface Standard provides a standard interface 
that simplifies the task of making simple or complex computational processing services accessible via 
web services. Such services include well-known processes found in GIS software as well as specialized 
processes for spatio-temporal modelling and simulation. While the OGC WPS standard was designed 
with spatial processing in mind, it can also be used to readily insert non-spatial processing tasks into a 
web services environment. 

The WPS standard provides a robust, interoperable, and versatile protocol for process execution on 
web services. It supports both immediate processing for computational tasks that take little time and 
asynchronous processing for more complex and time consuming tasks. Moreover, the WPS standard 
defines a general process model that is designed to provide an interoperable description of processing 
functions. It is intended to support process cataloguing and discovery in a distributed environment. 

[T1-R1300] The VC shall be able to use OGC-compliant, WPS-based services defined by the OGC 
specifications [OGC WPS]. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

4.3.13.3. Geo Services Interfaces 
The Geo Services Interfaces are programmatic interface specifications describing the available Geo 
Services. The Geo Services Interfaces describe how to use a service via its network address, interfaces, 
data model and transport methods. The Geo Services Interfaces include the following: 

 Web Processing Service (WPS) 

 Web Map Service (WMS) 

 Web Map Tile Service (WMTS) 

 Web Feature Service (WFS) 

 Web Coverage Service (WCS) 

 Catalogue Service for Web (CSW) 

 Gazetteer Service 

The Map Rendering Service covers both WMS and WMTS. 

[T1-R1301] The VC shall be able to use the Geo Services given in the Description as Geo Services 
Interfaces. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1302] The VC shall provide feedback to the user within five (5) seconds in a static network 
environment when a Geo Service is invoked by the user. If the data cannot be made 
available within ten (10) seconds, the user shall be notified with an option to cancel the 
request. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 3 
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 Qualific. Method : Test 

4.3.13.4. Symbology Service Interface  
While the GeoView is displaying the C4ISR Objects using the symbols provided by the Symbology 
Service, some User Applications on the AppView may also display C4ISR Objects with appropriate 
symbols within its tabular format. In that case, the AppView can access the Symbology Service to get 
the user-selected set of symbols. 

The Symbology Service will provide a Service Interface Profile (SIP) to define its external interface.  

[T1-R1303] The VC Symbology Service shall have a Web service for its interface defined in its Service 
Interface Profile. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Demonstration 

[T1-R1304] The VC ICD shall include the Service Interface Profile for the Symbology Service. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 2 
 Qualific. Method : Inspection 

4.3.13.5. Interface Control Description 
The Interface Control Description (ICD) of the VC will cover all interfaces given below: 

 NMAPI defining the AppView and GeoView interactions 

 Interfaces with the GIS Server 

 Symbology Service - SIP 

 Data handling 

 Error handling 

 User Settings 

 Applicable standards.  

The ICD will be developed incrementally. 

[T1-R1305] The VC shall have an ICD describing all the API, integration procedures, and interfaces with 
the GIS Server and Symbology Server, data and error handling mechanisms and applicable 
standards. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Demonstration 

[T1-R1306] The VC ICD shall be developed and made available in increments. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : VC-BL 1 
 Qualific. Method : Inspection 
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4.3.13.6. Conformance Test Kit 
The VC will have a Conformance Test Kit which will allow testing the external interfaces and correctness 
of computations. This Kit will include the following: 

 Test Harness (e.g. simple interface simulators, value generators) 

 Test Procedures (e.g. how to test a function subject to conformance) 

 Test Data 

 Test Results 

[T1-R1307] The VC shall have a Conformance Test Kit to allow testing the external interfaces and 
correctness of the computations. 

Requirement Property :   
 Domain for Static :  
 Domain for Afloat:  
 Baseline  : BL 3 
 Qualific. Method : Inspection 

4.4. TRITON Deployable Kit Requirements 
TRITON Deployable Kits (TDK) will be used on board the Afloat Command Platforms (ACP) to provide 
computing platform for TRITON Operational Software in both Normal and Standalone Mode. TDK will 
be transferred to a ship in special carrying cases, installed in a designated, sheltered compartment on 
board, and fixed to deck by means of special installation harnesses. A complete TDK for one ship 
consisting of one NS Unit and one NU Unit is shown below: 

 

The main components of one TDK Unit are specified in the following paragraphs. 

4.4.1. TDK Hardware 
One TDK consists of two units: NS Unit and NU Unit. Each Unit consists of one or two cases, each 
enclosing a 6 or 8 RU (1 Rack Unit = 4.4 cm) rack to hold the computing hardware and other units. TDK 
Units will have the same hardware and infrastructure software with an exception of IEG (Data Diode). 
A notional representation of single TDK Unit is given in the picture below: 
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The TDK Hardware consists of computing hardware, network elements and power supply units placed 
in portable, ruggedized cases. Workstations and other material will be placed in special carrying cases. 

The size of ship hatches or openings restricts the location where the TDK is mounted. Therefore the 
TDK will use portable carrying cases easy to carry with a not-to-exceed size and weight, allowing 
assembling and dismantling inside a ship compartment. The TDK design should consider the total size 
to be as small as possible due to ship passage ways. A possible packing of one complete TDK is 
notionally illustrated below: 

 

4.4.1.1. TDK Case 
TDK Cases will be used to host the Computing Hardware, network and support units. The number of 
TDK Cases for one TDK Unit should not be more than two. 

[T1-R1308] TDK Case shall enclose a 19-inch rack with height not exceeding eight (8) Rack-Unit (RU). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1309] TDK Case shall be watertight, dust proof, crush proof, equipped with anti-vibration shock 
mounts and Automatic Pressure Equalization Valve (suitable for transportation with air 
cargo). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
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 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1310] TDK Case size shall not exceed one hundred and twenty (120) cm long X seventy (70) cm 
wide X sixty (60) cm high. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1311] TDK Case weight including the content shall not exceed sixty (60) kg in total. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1312] TDK Case shall have handles or special harnesses both on their sides and on top (in order 
to be able to carry in vertical position over ship ladders and durable enough to use crane). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1313] TDK Case shall have detachable wheels with locking mechanism. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1314] TDK Case shall have front and end lids with securing locks and keys. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

4.4.1.2. Carrying Case 
TDK Client Workstations, Installation Kit, small spare parts and other material such as user manuals 
will be placed in additional ruggedized Carrying Cases with protective inner cushions. 

The TDK Cases can also be used to store the Installation Kits during transportation. 

[T1-R1315] TDK Carrying Case shall be watertight, dust proof, crush proof and lockable, equipped with 
inner cushions, Automatic Pressure Equalization Valve (suitable for transportation with air 
cargo), handles and wheels. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1316] TDK Carrying Case size shall not exceed one hundred and twenty (120) cm long X seventy 
(70) cm wide X sixty (60) cm high. 
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Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1317] TDK Carrying Case weight including the content shall not exceed sixty (60) kg in total. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1318] TDK Carrying Case interior design shall be configurable. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1319] TDK Carrying Case used as the Secure Box shall have security labels and locks. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

4.4.1.3. Uninterruptible Power Supply 
Each TDK will be able to operate on board ships that may have different power options. Due to the 
nature of ship environment, continuous power needs to be maintained using an internal 
Uninterruptible Power Supply (UPS). TDK UPS will provide continuous operation for a short time and 
orderly shutdown possibility for a non-determined outage period. 

[T1-R1320] TDK UPS shall support all components within a TDK Unit for at least thirty (30) minutes 
after the main power is gone. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1321] TDK UPS shall be able to operate using both 110 VAC 60Hz and 220 VAC 50Hz as the main 
power input. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1322] TDK UPS shall have replaceable batteries. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
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4.4.1.4. Central Control Unit 
The start-up and shut-down sequence of the components of a TDK Units will be controlled by a Central 
Control Unit (CCU). The CCU will distribute power to all units and send automatic control commands 
to start-up and orderly shut-down the units in case UPS limit is exceeded. Authorised users will also be 
able to issue shut-down command to completely turn-off all units via the Client. The workstations will 
use other power sources available at their compartments. 

CCU will be able to utilise Simple Network Management Protocol (SNMP) to communicate with other 
units. 

[T1-R1323] Each TDK Unit shall have a Central Control Unit (CCU). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
 Comment : COTS component will be preferred. 

[T1-R1324] TDK CCU shall have power distribution capability to all components inside the TDK Cases. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1325] TDK CCU shall monitor the main power and the UPS status continuously. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1326] TDK CCU shall be able to detect main power loss within one second and provide a visual 
and an audible notification (e.g. beep and flashing light). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1327] TDK CCU shall have a control switch to initiate the start-up and shut-down sequences. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1328] TDK CCU shall provide the System Management with the current power status (i.e. power 
source as external or UPS, UPS power percentage and remaining time to auto shut-down) 
using SNMP. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 
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[T1-R1329] TDK CCU shall provide a single Grounding Point for all components inside the TDK Cases 
using grounding cables (sheets). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1330] TDK CCU shall be able to receive a shut-down command from the server unit and initiate 
the orderly shut-down process for all components. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Test 

[T1-R1331] TDK CCU shall issue an automatic shut-down command to all components if the UPS 
remaining power gets below the critical threshold. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Test 

4.4.1.5. Monitor Keyboard Unit 
A 19-inch, slide-out keyboard and a fold-down LCD monitor and a built-in Keyboard Video Mouse 
(KVM) Switch will be used for maintaining the TDK computing hardware. A sample view of this unit is 
given below: 

 

[T1-R1332] Each TDK Unit shall have a 19-inch, one (1) RU, slide-out standard English QWERTY 
keyboard with built-in two-button pointing device and a fold-down colour LCD monitor 
with at least Full HD resolution connected to the Server Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

4.4.1.6. Installation Kit 
TDK will have an Installation Kit including a fixing gear, power cables, grounding cables and data cables.  

[T1-R1333] TDK shall have an Installation Kit including a fixing gear, power cables, grounding cables 
and data cables. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
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 Qualific. Method : Inspection 

[T1-R1334] TDK Installation Kit shall have harnesses and gears to securely fix the TDK Cases on the 
deck allowing both vertical (one case on top of the other one) and horizontal (side-by-side) 
orientation. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1335] TDK Installation Kit shall allow the installation crew to fasten the TDK Cases on the deck 
to withstand ship movements at Sea State seven (7). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1336] TDK Installation Kit shall allow the installation crew to unfasten the TDK Cases, move them 
to another compartment and fasten them there in case of a re-planning or an emergency. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1337] TDK Installation Kit shall have at least ten (10) metres of power cable with an industrial 
type plug and potential adapters for each of the NS and NU Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1338] TDK Installation Kit shall have at least twenty (20) metres of both fibre-optic and copper 
Gigabit Ethernet cables (CAT-6) with commercial-type jacks (i.e. RJ-45) for each of the NS 
and NU Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1339] TDK Installation Kit shall have a grounding cable (sheet) to connect the TDK Unit 
Grounding Point to the ship grounding point. A combined grounding cable can be used for 
both units. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
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4.4.1.7. Computing Hardware 
TDK computing hardware will consist of Server Unit and a Storage Unit to provide the computation 
services described in Subsection 5.4. Depending on the available COTS products, Server and Storage 
Units may be combined. 

4.4.1.7.1. Server Unit 
The TDK Server Unit will provide the server capabilities. If the product selected as Server Unit cannot 
handle the required storage capacity locally, then a separate Storage Unit will be used. The 
specifications given in Subsection 5.4 for static site Server Unit can be used after scaling down for TDKs. 

[T1-R1340] TDK Server Unit shall host the TRITON Operational Software configured for ACP. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1341] TDK Server Unit shall be 19-inch rack type whose chassis height does not exceed two (2) 
RU. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1342] TDK Server Unit shall have at least two (2) physical CPUs each having at least four (4) cores. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1343] TDK Server Unit shall have at least one-hundred-and-twenty-eight (128) Gigabytes of 
memory. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1344] TDK Server Unit shall have graphics support capability for the local fold-down KVM. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1345] TDK Server Unit shall have at least five (5) Terabytes of storage. If SAN is used, one (1) 
Terabytes of local storage shall be included in the Server Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
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[T1-R1346] TDK Server Unit shall be compliant to the general specifications for the static site Server 
Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1347] In case processing capacity for the TDK Server Unit is considered to be less than the 
required level, then additional components shall be provided and integrated into the 
existing infrastructure, including the management features. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

4.4.1.7.2. Storage Unit 
If the selected TDK Server Unit does not have sufficient storage capability then a Storage Area Network 
(SAN) will be used. The specifications given in Subsection 5.4 for static site Storage Unit can be used 
after scaling down for TDKs. 

[T1-R1348] TDK Storage Unit shall be 19-inch rack type whose chassis height does not exceed two (2) 
RU. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1349] TDK Storage Unit shall have a capacity of at least five (5) Terabytes.  

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1350] TDK Storage Unit shall be compliant to the general specifications for the static site Storage 
Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1351] In case storage capacity of the TDK Storage Unit (including I/O performance, Storage 
Network Capacity and licences) is considered to be less than the required level, then 
additional components shall be provided and integrated into the existing infrastructure, 
including the management features. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
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4.4.1.7.3. Network Elements 
TDK will use a Network Switch to establish connection with external Local Area Network and internal 
units, also supporting the Storage Area Network. Client workstations will be connected to this local 
switch to access TRITON services. External access will use Unshielded Twisted Pair (UTP) or fibre cables. 
The specifications given in Subsection 5.4 for static site Network Switches can be used after scaling 
down for TDKs.  

[T1-R1352] TDK Network Switch shall be 19-inch rack type whose chassis height does not exceed two 
(2) RU.  

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1353] TDK Network Switch shall support at least 10/100/1000 Mbps UTP and 1/10 Gbps fibre 
channels. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1354] TDK Network Switch shall have at least eight (8) UTP and eight (8) fibre ports. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
 Comment : Fibre port type will be determined at HwRR. 

[T1-R1355] TDK Network Switch shall have manageability, routing and Quality of Service capability. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1356] In case networking capacity (ports, bandwidth or other performance levels, licences) for 
the Network Elements is considered to be less than the required level, then additional 
components shall be provided and integrated into the existing infrastructure, including the 
management features. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

4.4.1.7.4. IEG-Data Diode 
Data Diode is a piece of equipment which provides one-way, secure information transfer. The TDK-NS 
will have an IEG-Data Diode. An approved commercial product which can be found in NATO 
Information Assurance Product Catalogue (NIAPC) (http://www.ia.nato.int) can be used. 

[T1-R1357] The IEG-Data Diode shall provide secure, one-way data transfer from the NU Domain to 
the NS Domain. 

http://www.ia.nato.int/
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Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: NS 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1358] The IEG-Data Diode shall be compliant to the specification provided by the Purchaser. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: NS 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1359] The IEG-Data Diode shall be in a form of 19-inch rack type whose chassis height does not 
exceed one (1) RU. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: NS 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

4.4.1.7.5. Client Workstations 
TDK will include Workstations to host TRITON Clients. As a standard, each Workstation will be a Thin 
Client with one or two monitors. Each TDK Unit will have two Workstations. In addition, laptops can 
be used for smaller compartments. Each TDK Unit will have two laptops. 

The current minimum requirements are given below: 

Thin Client: 

 Processor  : 2 or more cores (64-bit OS support) 

 Memory  : 8GB 

 Display Output : Dual Display (capable of 1920x1200@60Hz on each display) 

 Network Interface : 1000 Base-SX ability to support 1000Base-T 

 Peripheral  : Monitor, keyboard, mouse 

 Optional  : Audio input/output, Webcam 

Laptop: 

 Processor  : 2 or more cores (64-bit OS support) 

 Memory  : 8GB, expandable to 16GB 

 Local Storage : 240GB 

 Graphics  : Triple display capable of 1920x1200@60Hz on each display, compatible with 
DirectX12 and OpenGL 4.4 

 Network Interface : 1000Base-T Gigabit Ethernet RJ45, WiFi IEEE802.11 n/ac 

 Peripheral  : External mouse 

 Additional  : Webcam, microphone array, smart card reader 

The detailed configuration will be determined according to the proposed design, technical availability 
and NATO Standard Workstation definition at time of TDK HwRR. 

[T1-R1360] TDK Unit shall have two (2) Workstations and two (2) Laptops to be used as TRITON Clients. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
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[T1-R1361] TDK Client Workstation shall have a similar configuration to the NATO Workstation 
Hardware Configuration as a Thin Client. The Server Unit shall provide the computing 
platform for the Thin Clients. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
 Comment : The detailed computer specifications will be determined during the HwDR 
of TDK. 

[T1-R1362] TDK Client Workstation shall have two (2) twenty-two (22) inch monitors with at least Full 
HD (1920 x 1080) resolution, one standard English QWERTY keyboard and one mouse with 
two buttons and a wheel. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1363] TDK Client Workstation and Laptop "should" have small form factor, preferably in 
industrial standards, suitable to be used on board ships in small, air-conditioned 
compartments with 110/220V 50/60Hz. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
 Comment : The Bidder shall propose options compliant to the Purchaser's approved 
computer specifications. 

[T1-R1364] TDK Client Laptop shall have a similar configuration to the NATO Laptop Hardware 
Configuration with at least Full HD (1920 x 1080) screen resolution, standard English 
QWERTY keyboard and touch-pad with two buttons. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
 Comment : The detailed laptop specifications will be determined during the HwDR of 
TDK. 

4.4.2. TDK Software 
The TDK Software includes the infrastructure software and TRITON Operational Software. 

4.4.2.1. Infrastructure Software 
The Infrastructure Software for the TDK Server consists of the following: 

 Virtualisation Software 

 Operating System 

 Database Server 

 Web Server 

 Security and Support Software. 

These components will be compliant to the Computer Resource Requirements given in Subsection 5.4. 
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Each TDK Unit will have additional software packages and Infrastructure Services to provide 
functionality in Standalone Mode. Core Enterprise Services will be replicated if possible, otherwise 
similar functionality will be provided. The local Core Services will include at least the following packages 
and services: 

 Domain Services 

 Directory Services 

 Security Services 

 Local Geospatial Services (GIS Server). 

[T1-R1365] TDK Infrastructure Software shall be identical to the static site Infrastructure Software. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1366] TDK Infrastructure Software shall be configurable according to the operational use of TDK. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1367] TDK Infrastructure Software shall have its own Core Services to be able to operate in 
Standalone Mode. Instances of NATO Core Enterprise Services shall be used. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1368] TDK Infrastructure Software shall support automated monitoring of devices and services 
via Simple Network Management Protocol (SNMP). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1369] TDK Infrastructure Software on each TDK Unit shall be able to support at least fifty (50) 
concurrent users. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

4.4.2.2. Local Geospatial Services 
TRITON will normally use the NATO Bi-SC AIS Core GIS as the Geospatial Services at static sites. The 
Deployable Kits, on the other hand, will have Local Geospatial Services (GIS Server) to support 
Standalone Mode of operation. In case NATO Core GIS is not available for Deployable Kits, an Interim 
Local Geospatial Service will be provided for each TDK Unit. If the NATO Core GIS becomes available 
for deployed platforms, the Interim Local Geospatial Service will be replaced. 
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The Interim Local Geospatial Service will provide, as a minimum, map handling capability with an 
interface compliant with the Service Interface Profile that NATO Core GIS provides. 

If NATO Core GIS is not available on the NU Domain for even static sites, the Interim Service to be 
developed for BL2 on the NU Domain can also be used in TDKs. 

[T1-R1370] TDK shall utilise a Local Geospatial Service in both Networked and Standalone Modes for 
each Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1371] TDK shall use the NATO Bi-SC AIS Core GIS as the default Local Geospatial Service if 
available. If the NATO Core GIS is not available for TDKs, an Interim Local Geospatial 
Service shall be provided. This interim solution can be replaced by the NATO Core GIS when 
it becomes available. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Test 

[T1-R1372] TDK Interim Local Geospatial Service shall provide, as a minimum, map handling capability 
with an interface compliant with the Service Interface Profile that NATO Core GIS provides 
[Core GIS SIP]. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Test 
 Comment : The detailed functions of the Interim Local Geospatial Service will be 
determined at SRR and the capability definition will be finalised at CDR. 

[T1-R1373] TDK Interim Local Geospatial Service shall be able to use the geo-information exported 
from the NATO Core GIS. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1374] TDK Interim Local Geospatial Service shall provide means to import the geo-information 
and Geospatial Service configurations already exported from the NATO Core GIS. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1375] TDK Interim Local Geospatial Service shall be readily available as a re-usable component 
in any context in both NS and NU Domains with no additional license cost if open source 
or custom-developed components are used. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 4 
 Qualific. Method : Inspection 

4.4.2.3. TRITON Operational Software 
TRITON Operational Software configured for ACPs will be used on TDK. The Operational Software for 
TDK will meet the requirements marked as "BL 4" and "Domain for Afloat". The requirements marked 
as "NS" for Domain are applicable to the NS-Unit, and those marked with "NU" are applicable to the 
NU-Unit. Each TDK Unit will also provide capabilities for interfacing ship systems if there are any 
available ones. The ACP interfaces are specified in Section 5 in detail. 

[T1-R1376] TDK shall host the TRITON-NS Operational Software configured for ACP on the NS-Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: NS 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1377] TDK shall host the TRITON-NU Operational Software configured for ACP on the NU-Unit. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: NU 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1378] TDK shall have its own installation tools and configuration procedures to install and 
operate the TRITON Operational Software. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

4.5. TRITON Support Systems Requirements 
During the development and maintenance of the TRITON Operational Software, Test Systems and 
Reference Systems will be used as Support Systems. These Support Systems will be installed at the NCI 
Agency premises, PMIC or an indicated Data Centre. They will be accessible by developers and 
maintainers. 

Training Systems as another type of Support System, will be used to provide training courses to 
operational users. 

All Support Systems will be installed on the NU Domain at either PMIC or Data Centre. They will be 
configured to represent the NS and NU Domain systems. 

The general guidance and requirements given in Subsection 5.4 (Computer Resource Requirements) 
will be valid for all Support Systems. 

4.5.1. TRITON Test Systems 
The TRITON Test System provides a Test Environment (test-bed capability) for developers and 
maintainers. The Test System will also be used for System Integration Test and User Assessment Tests 
before the site installation and delivery of each Baseline or maintenance releases. There will be two 
separate Test Systems, one for testing the TRITON-NS Functional Services and one for testing the 
TRITON-NU Functional Services. The conceptual configuration of the Test System is illustrated below: 
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If the TRITON Operational Software under test requires external data, the Test Environment will 
provide either the systems themselves or their simulators. While testing certain functions, the Test 
Manager shown in the picture will provide scenario to configure the Ground Truth to inject realistic 
data. For example, Track Correlation function requires more than one data source reporting the same 
vessel. The test of this function will be performed using Simulated Object Data generated by the 
Ground Truth at the same time domain and fed into the Track Simulators. 

The Test Systems will also be used as TRITON Interoperability Test Centre (TITC) to support testing 
Nation Interfaces with each Nation. 

4.5.1.1. Operational Software 
The TRITON Operational Software configured as TRITON-NS and TRITON-NU will be used in the Test 
Systems. TRITON-NS configuration and TRITON-NU configuration will be installed on separate Test 
Systems running on the NU Domain. 

The software configuration will provide the necessary test environment to support official acceptance 
tests. 

[T1-R1379] TRITON Test Systems shall have the TRITON Operational Software Baseline to be tested. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1380] TRITON Test Systems shall provide interface simulators and test data to test the interfaces 
for any external system. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

4.5.1.2. Infrastructure 
TRITON Test Systems will have the same infrastructure as TRITON Functional Services on the NS and 
NU Domains. 
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[T1-R1381] TRITON Test Systems shall have their own Virtualised Environment including operating 
systems and any other required third party software. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1382] TRITON Test Systems shall have the same Infrastructure Software as the TRITON 
Functional Services at static sites. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1383] Each TRITON Test System shall be able to support at least one-hundred (100) concurrent 
users. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

4.5.2. TRITON Reference Systems 
The TRITON Reference Systems will be identical to the TRITON Test Systems. They will be kept 
operational through the system operational life. There will be two separate Reference Systems, one 
for the TRITON-NS Functional Services and one for the TRITON-NU Functional Services. Both systems 
will be installed on the NU Domain at the Purchaser's test facilities. 

4.5.2.1. Operational Software 
TRITON Operational Software configured as TRITON-NS and TRITON-NU will be used in the Reference 
Systems. TRITON-NS configuration and TRITON-NU configuration will be installed on separate 
Reference Systems running on the NS and NU Domains respectively. 

The software configuration will provide the necessary test environment to support formal acceptance 
tests. 

[T1-R1384] TRITON Reference Systems shall have the TRITON Operational Software Baseline to be 
tested. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Inspection 

[T1-R1385] TRITON Reference Systems shall provide interface simulators and test data to test the 
interfaces for any external system. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Demonstration 
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4.5.2.2. Infrastructure 
TRITON Reference Systems will have the same infrastructure as TRITON Functional Services on the NS 
and NU Domains. 

[T1-R1386] TRITON Reference Systems shall utilise the Virtualised Environment provided by the 
Purchaser. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Inspection 

[T1-R1387] TRITON Reference Systems shall have the same Infrastructure Software as TRITON 
Functional Services at static sites. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Inspection 

[T1-R1388] Each TRITON Reference System shall be able to support at least one-hundred (100) 
concurrent users. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Demonstration 

4.5.3. TRITON Training Systems 
The TRITON Training Systems will be similar to the TRITON Test Systems. There will be two separate 
Training Systems, one for the TRITON-NS Functional Services and one for the TRITON-NU Functional 
Services. Trainers and trainees will be able to access the TRITON Training Systems installed on the NU 
Domain. 

The Training Systems will have the Training Environment as defined in Paragraph 4.2.8. 

4.5.3.1. Operational Software 
The TRITON Training Software will be similar to the TRITON Operational Software with an addition of 
simulators. The TRITON Simulators will be used to provide simulated data for training purposes while 
TRITON is in Training Mode. 

[T1-R1389] TRITON Training Systems shall have the TRITON Operational Software installed as 
Operational Baseline. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Inspection 

[T1-R1390] TRITON Training Systems shall have the Training Environment to simulate external 
systems and services based on user-based scenario. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
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 Baseline  : BL 2 
 Qualific. Method : Inspection 

4.5.3.2. Infrastructure 
TRITON Training Systems will have the same infrastructure as TRITON Functional Services of the NS 
and NU Domains. 

[T1-R1391] TRITON Training Systems shall utilise the Virtualised Environment provided by the 
Purchaser. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Inspection 

[T1-R1392] TRITON Training Systems shall have the same Infrastructure Software as TRITON 
Functional Services at static sites. Instances of NATO Core Services shall be used to the 
extent possible. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Inspection 

[T1-R1393] Each TRITON Training System shall be able to support at least one-hundred (100) 
concurrent users. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: N/A 
 Baseline  : BL 2 
 Qualific. Method : Demonstration 
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5. NON-FUNCTIONAL REQUIREMENTS 
5.1. Quality Requirements 
The quality requirements include system/software product quality model as defined in [FDIS 25010]. 
The TRITON Operational Software needs to be developed considering modern software quality aspects 
and verified during the development process. 

Product quality properties are reliability, performance efficiency, usability, security, compatibility, 
maintainability and portability. Each characteristic is composed of a set of related sub-characteristics 
and described in the following paragraphs. 

5.1.1. Performance Efficiency 
Performance efficiency is the performance of a system relative to the amount of resources used under 
stated conditions. Performance efficiency for the TRITON Operational Software is considered for both 
Server and Client. 

The Client hardware should be able to provide sufficient non-real time performance and graphics 
display capability with appropriate hardware and communication infrastructure. 

Performance characteristics will be measured by taking into consideration only the network load 
arising from TRITON; the communication delays on the underlying network due to other Bi-SC 
Functional Services will not be included in the measurement. 

5.1.1.1. Performance by Time Behaviour 
Time behaviour is the degree to which the response and processing times and throughput rates of a 
product or system, when performing its functions, meet requirements. In case of failure, which is 
defined as an error or cessation in the operation of the software requiring, as a minimum, a restart of 
the application, TRITON will be able to switch to the dedicated Static Backup Server. 

TRITON will become available after its first start-up according to the Initial Availability Criteria given 
below: 

Initial Availability Criteria: 

 Application server and all necessary services are active 

 Server is ready to receive external data from its interface services 

 User login window becomes available on the Client. 

[T1-R1394] TRITON Functional Services shall become available according to the Initial Availability 
Criteria as given in the Description within ten (10) minutes after the operating system of 
the TRITON Server is started up. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1395] TRITON shall complete mode changes in less than five (5) minutes and become ready to 
accept user input in less than ten (10) minutes for both static and afloat Servers. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Test 
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[T1-R1396] In case a critical failure in the TRITON Static Server is detected, the authorised user shall 
be notified, and TRITON Functional Services shall be switch to the specified secondary 
Static Server within five (5) minutes after the authorised user acknowledgement. The 
authorised user shall continuously be informed about the status of the server change 
process. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Test 
 Comment : Further conditions for switching servers will be determined during the 
Software Requirements Analysis. 

[T1-R1397] TRITON shall be available for accepting user commands within thirty (30) seconds after 
accessing or starting a user application via a Client at a static site. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: N/A 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1398] TRITON shall be available for accepting user commands within sixty (60) seconds after 
accessing or starting a user application via a Client at an afloat site. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Test 

[T1-R1399] TRITON shall be able to support at least twenty (20) concurrent update events per node. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1400] TRITON shall be able to update the Maritime Operational Objects to be displayed at Clients 
with a rate of at least one-thousand (1000) tracks per minute. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1401] TRITON shall provide a response to a user, in either AppView or GeoView, in any 
environment, for any action, in less than five (5) seconds. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Test 

5.1.1.2. Performance by Bandwidth Efficiency 
Bandwidth is still an important performance bottleneck for afloat platforms. TRITON will be able to 
perform its functions under low bandwidth conditions such as less than 500 Kbps. The bandwidth 
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considerations will be applicable for both server-to-server communications and client-server 
interactions. 

Caching mechanisms and compression methods will be used to increase efficiency. 

[T1-R1402] TRITON shall be designed and implemented to minimise the use of network bandwidth 
(e.g. caching, light-weight previewing, metadata exchange, lazy loading, query paging) 
and computational resources.  

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1403] TRITON shall implement a caching mechanism to improve user performance and minimise 
bandwidth utilisation wherever possible. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 
 Comment : Further details for performance figures will be determined during System 
Requirements Analysis and finalised at CDR. 

[T1-R1404] TRITON shall use data compression methods to reduce bandwidth usage by at least 
twenty-percent (20%) during information exchange between TRITON Servers. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1405] TRITON Clients shall be able to operate with selected static TRITON Servers using network 
bandwidth as low as five-hundred (500) Kbps and network latency as high as five-hundred 
(500) milliseconds. The efficiency shall be tested on the Test System simulating the 
bandwidth and latency characteristics. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Test 
 Comment : The operation criteria shall be finalised at SRR. 

[T1-R1406] TRITON ACP Server shall be able to synchronise itself with a selected static Server using 
five-hundred (500) Kbps of network bandwidth on the Test System. The test shall be 
executed in a test environment simulating the bandwidth. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Test 

5.1.1.3. Performance by Network Status 
When there is a reduced level of service that may impact one or more of the TRITON Operation Services 
(e.g. reduction in service due to bandwidth limitations or a communication degradation affecting some 
part of the LAN and/or WAN), TRITON Server will change its operational state to "Degraded". 
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TRITON Deployable Kit will be able to operate with local sources when disconnected from WAN, switch 
to "Standalone" mode, and continue providing services with local data and resources. The authorised 
user will be able to change the opeational state manually. When the state becomes Normal again, the 
Kit will synchronise itself with a static server. 

[T1-R1407] When the LAN is degraded by more than fifty percent (50%),TRITON shall automatically 
change its operational state to "Degraded" and shall be capable of providing the same 
range and level of services to individual users with a reduction in performance not more 
than fifty percent (50%). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 
 Comment : The performance level in degraded state will be defined at CDR. 

[T1-R1408] TRITON Deployable Kit shall be able to operate in Standalone Mode when WAN 
connectivity is lost more than a configurable time period. The detection of the loss of WAN 
connectivity will be subject to the netwotk infrastructure located on board. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

5.1.1.4. Resource Utilisation 
Resource utilisation is the degree to which the amounts and types of resources used by a product or 
system when performing its functions meet requirements. 

The hardware resources provided to TRITON will be utilised in the most efficient way by the application 
software. Therefore its design and implementation must consider minimising the use of computational 
resources. 

[T1-R1409] TRITON shall notify the authorised user when seventy-five percent (75%) of the allocated 
storage is reached. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1410] TRITON shall not exceed fifty percent (50%) of the dedicated processor capacity in average.  

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.1.5. Capacity 
Capacity is the degree to which the maximum limits of a product or system parameter meet 
requirements. 

TRITON will have databases to store Maritime Information Entities and some lists. This SRS does not 
define a capacity limit for any storage or processing. The figures given in this SRS to indicate database 
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capacity or list sizes will only be used for test purposes. They will not be considered as limitation to the 
general capacity of the system or any of its functions. 

Each TRITON Instance at the static sites will have a scalability of service from a single user up to a 
number of concurrent users with sufficient data storage capability. The initial number of users for each 
TRITON instance are provided in SOW. However, these figure shall not be used as limiting factor for 
the capacity. 

[T1-R1411] TRITON shall be able to provide service for at least five-hundred (500) concurrent users per 
Instance at static sites. The test shall be executed in a test environment with virtual users. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Test 

[T1-R1412] TRITON shall not have any licensing restrictions on the number of users who can 
simultaneously access a particular functionality. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1413] TRITON shall be able to support at least twenty percent (20%) increase in users with no 
performance degradation during surge situations. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1414] TRITON shall be able to support storage size of at least ten (10) Terabytes per Instance at 
static sites. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1415] TRITON shall have growth potential beyond the figures given to indicate data storage 
capacity, database or list sizes, and shall not deem any limitation on design. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

5.1.2. Compatibility 
Compatibility is the degree to which a product, system or component can exchange information with 
other products, systems or components, and/or perform its required functions, while sharing the same 
hardware or software environment. 
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5.1.2.1. Co-existence 
Co-existence is the degree to which a product can perform its required functions efficiently while 
sharing a common environment and resources with other products, without detrimental impact on 
any other product. 

TRITON, as a full Functional Service, is expected to work with other Functional Services on the same 
network environment. No error condition must be raised due to co-existence. 

[T1-R1416] TRITON shall operate with other Bi-SC AIS Functional Services in the same environment 
without causing any error condition in itself or in other systems. 

Requirement Property :   
 Domain for Static : NS 
 Domain for Afloat: NS 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

5.1.2.2. Interoperability 
Interoperability is the degree to which two or more systems, products or components can exchange 
information and use the information that has been exchanged. 

Interoperability for TRITON is the ability to act together coherently, effectively and efficiently to 
achieve Allied tactical, operational and strategic objectives as defined in AAP-6. 

TRITON will be able to receive automated, near real-time multi-format track feeds, and force element 
data from other automated C2 information systems and process them. It can also accept operational 
pictures produced by other NATO Commands and Joint Headquarters to produce a complete 
Recognised Maritime Picture. This includes support for aggregation tools to merge NATO, national, 
and non-NATO data and services as required by the operations in progress. 

The capabilities delivered under Project TRITON will be the primary source of the NATO RMP. This 
capability will be interoperable with the NATO Functional Services as well as with the latest version of 
MCCIS available at the time of interfacing. As a key rule, TRITON will keep the existing interfaces that 
the legacy systems use for backward compatibility and interoperability. It will also strive to use existing 
interoperability profiles for MSA and intends to provide any new profiles into the NATO 
Interoperability Standards and Profiles (NISP) volumes [ADatP-34]. 

TRITON will provide the necessary mechanisms to ensure complete, accurate, timely, confidential, 
consistent and coherent information between the distributed Data Centres. Data will be replicated 
automatically in all databases whenever it is changed, and that is recognised by the replication 
mechanism. 

[T1-R1417] TRITON shall provide coherent interfaces for others to access its services. The External 
Interfaces are described in Section 6. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1418] TRITON shall be compliant to the standards given in the NISP [ADatP-34]. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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5.1.3. Usability 
Usability is the degree to which TRITON can be used by the operators to achieve the defined goals with 
effectiveness, efficiency and satisfaction in the context of general use. TRITON Operational Software 
needs to be understood, learned, used and attractive to the user, when used under specified 
conditions. 

5.1.3.1. Appropriateness Recognisability 
Appropriateness recognisability is the degree to which users can recognise whether a product or 
system is appropriate for their needs. It will depend on the ability to recognise the appropriateness of 
the product or system’s functions from initial impressions of the product or system and/or any 
associated documentation. 

[T1-R1419] TRITON “should” provide the user with capabilities that are easy to understand to perform 
user functions. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.3.2. Learnability 
Learnability is the degree to which a product or system can be used by specified users to achieve 
specified goals of learning to use the product or system with effectiveness, efficiency, freedom from 
risk and satisfaction in a specified context of use. 

Learnability relates to the amount of training needed by users to allow them to use the system 
efficiently and effectively. Features that minimise training needs are therefore highly desirable. The 
training should follow as closely as possible the procedures that will be used in the real-world subject 
areas. 

The learnability of TRITON is the capability of TRITON Functional Services to be understood, learned, 
used and attractive to the user, when used under specified conditions. TRITON is expected to have a 
high degree of learnability, making it very easy to use even the first time. TRITON will be compliant 
with [Bi-SCD 75-2] and [MC458/2] and accredited in accordance with [Bi-SCD 75-7]. 

It is expected that any user with basic computer skills can operate TRITON with a brief training. 
Specialist training in operational procedures and advanced GIS functionality may require additional 
training time. 

During the GUI design, generally-accepted best practices as well as the Purchaers's HMI Style Guide 
will be used to ensure usability. 

[T1-R1420] TRITON shall have role-based access control to authorise users on functionalities according 
to certain expertise (e.g. WSM Operator, RMP Operator). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1421] Any user with basic computer skills shall be able to operate TRITON general user functions 
with no more than two (2) days of training. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1422] A user with basic system administrator skills (i.e. MS Windows system administrator) shall 
be able to install the TRITON Infrastructure and Operational Software, and configure it, 
perform node adminsitration tasks (e.g. manage users, manage domain values) with a 
maximum of one (1) week of System Administrator Training. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.3.3. Operability 
Operability is the degree to which a product or system has attributes that make it easy to operate and 
control. Operability corresponds to controllability, (operator) error tolerance and conformity with user 
expectations as defined in [ISO 9241-110]. 

[T1-R1423] TRITON shall allow the user to control all the functionality associated to a specific 
application. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1424] TRITON shall provide the user to always enter data with correct type and format. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1425] TRITON shall provide the user with error tolerance by restricting inappropriate function 
execution (e.g. the user shall be prevented to press a button which is not allowed at a 
certain stage of a function). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.3.4. User Error Protection 
User error protection is the degree to which a system protects users against making errors. TRITON 
will have the following Error Management capabilities in AppView and GeoView: 

 System malfunctions due to a software or hardware failure (e.g. a problem with the disk drive) 

 User inputs not recognised by the system 

 Data entry or logical errors on the part of the user 

 Unexpected consequences resulting from user inputs. 

[T1-R1426] TRITON shall be tolerant to input errors. Users shall be given guidance and suggestions to 
help them correct or overcome mistakes they have already made. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1427] TRITON shall provide Error Management capability which is readily distinguishable from 
other displayed information (e.g. Pop-up Error Window). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1428] TRITON shall provide the users with meaningful error messages and informed about the 
actions they need to take in order to fix or at least to report the problem. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5. User Interface Aesthetics 
User interface aesthetics is the degree to which a GUI enables pleasing and satisfying interaction for 
the user.  

5.1.3.5.1. User Friendliness 
TRITON must provide a user-friendly interface for operational users who vary considerably in their 
experience in the operational domain, technical skills, and frequency and time spent using the system. 
In order to help the user feel at ease with the system, some general principles are to be followed. They 
ensure that the GUI is as close as possible to common applications that the users are used to 
manipulate on their personal computers. These principles are mainly the ones standardised in [ISO 
9241-210], particularly in parts 10 to 17. 

The following requirements represent the main aspects of the norm to be respected by TRITON. They 
deal with dialogue principles along with data presentation and availability of accurate guidance 
information. 

The TRITON GUI (both AppView and GeoView) will comply with the following criteria and guidance: 

User Guidance Information: 

 Prompts indicate that the system is available for input. 

 Feedback provides information in response to the user's input. 

 Status is user guidance information that indicates the current state of components in the system 
hardware and/or software. 

Menu Aspects: 

 Menu structure, such as logical categories, grouping options and ordering items 

 Menu navigation, including titles and access time 

 Option selection and execution, including selection methods, use of the keyboard 

 Menu presentation, including placement and use of icons 

Dialogue Principles: 

 Suitability for the task: The dialogue will be suitable for the user's task and skill level. 

 Self-descriptiveness: The dialogue will make it clear what the user shall do next. 

 Controllability: The user will be able to control the pace and sequence of the interaction. 
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 Conformity with user expectations: The dialogue will be consistent and correspond to the user 
characteristics, such as task knowledge, education and experience, and to commonly accepted 
conventions. 

 Error tolerance: The dialogue will be forgiving, which means that despite evident errors in input, 
the intended result shall be achieved with either no or minimal corrective action by the user. 

 Suitability for individualization: The dialogue will be able to be customized to suit the user needs. 

 Suitability for learning: The dialogue will support and guide the user in learning how to use of the 
system. 

Information Presentation Criteria: 

 Clarity: Information will be conveyed quickly and accurately. 

 Discriminability: Information will be able to be distinguished accurately. 

 Conciseness: The system will provide only the information necessary to complete the task. 

 Consistency: The same information will be presented in the same way throughout the application. 

 Detectability: The user's attention will be directed to the information required. 

 Legibility: Information will be easy to read. 

 Comprehensibility: The meaning of the information will be clearly understandable. 

 Unambiguity: The information will not be open to varying interpretation. Units of measure will be 
displayed where appropriate. 

[T1-R1429] TRITON shall provide User Guidance Information, given in the Description, which is readily 
distinguishable from other displayed information. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1430] TRITON shall use menu dialogues with the Menu Aspects, given in the Description, when 
use of the system is infrequent and the user does not know what options are available and 
shall be considered in order to provide the user with useful information in due time and 
low effort. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1431] TRITON shall comply with the Dialogue Principles given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1432] TRITON shall comply with the Information Presentation Criteria given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1433] TRITON shall keep page size limited on one screen and in order to reduce the need for 
scrolling to see the submit button. 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1434] Interactions with TRITON with a pointing device or keyboard shall produce similar results 
in and throughout all applications. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1435] TRITON shall maintain changes of data entered on any form and inform the user on 
cancellation of change (or browse away from form) for loss of data. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1436] TRITON shall notify the user who has initiated an action that processing of the action has 
started and convey the sense of processing progress (by means of a progress indicator, 
dialog boxes). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.2. Ease of Navigation 
TRITON will provide user ease of navigation through menus and standardised GUI widgets, following 
logical orders. It will always be possible to access more detailed information via drill-down features.  
For example, a summary of Track Label can be available on the GeoView, and more information can 
be accessed by initiating a detailed Track Information dialog box. Even more detailed augmented 
information can be accessed if the track is already associated to a vessel. 

[T1-R1437] TRITON shall make navigation possible with both keyboard and pointing device and both 
shall be self-explanatory. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1438] TRITON shall provide on-screen "drill-down" features to view lower-level details (where 
and whenever lower level details are available).  

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1439] TRITON shall reflect the updated information to all levels while a user is in drill-down 
process.  

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1440] TRITON table columns shall be selectable and switchable so as to present data in any 
desired form, complex sorting and filtering capabilities shall be provided on the table rows. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1441] TRITON shall support editing of displayed information in a logical order. The GUI forms 
shall allow navigation using the tab key in a logical order. This means that the tab order 
shall represent the same logical order shown on screen.  

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1442] TRITON shall disable the submit button for a form on click and re-enabled after any change 
to the entry content. This prevents clicking twice or more resulting in duplicate entries. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1443] TRITON shall provide GUI layouts which are uniform and standardised. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1444] TRITON shall disable the submit button for a form after it is clicked, and re-enable it after 
any change to the entry content is made (This prevents clicking twice or more times 
resulting in duplicate entries). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1445] TRITON shall not use the ENTER key to trigger form submission, especially in cases where 
forms are too long to display on one screen (e.g. where the submit button may fall below 
the initially visible area). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1446] TRITON shall automatically display scrolling bars (horizontal and vertical) when 
information does not fit onto one screen. 
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Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1447] TRITON shall provide Breadcrumbs on the GUI to indicate the current location of the user 
within the system functions. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.3. Appearance 
The look of the TRITON GUI is expected to resemble the interfaces of existing operational systems or 
operational prototypes, with which users are already familiar. The existing capabilities have been 
evolved based on user feedback and the requirement is intended to reduce disruption to operational 
missions, to minimise training costs, and to increase the likelihood of user acceptance and satisfaction. 

[T1-R1448] The look of the TRITON GUI shall resemble the interfaces of existing operational systems 
or operational prototypes, with which users are already familiar. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1449] The design of the TRITON GUI shall be based on a single theme with variations. TRITON 
shall have a common look and feel carried across the entire application's GUI within which 
a small number of similar but easily distinguished layouts are used. Similar parts of the 
application should have similar GUIs and layouts throughout the application. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1450] Visual elements and interaction schemes of the TRITON GUI shall be reused on similar 
functions and features. Uniformity is created this way, which helps users to understand 
where they are and what they can do. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1451] TRITON GUI shall use a consistent font across Applications. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1452] TRITON GUI shall be structured so that options, features and functions of the application 
are organised in a way that reflects their relationships. 
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Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1453] The presence of required fields and their styling shall always be noted in advance. Although 
it is common to flag required fields with an asterisk, this shall be noted at the top of the 
form, not as a footnote at the bottom. Redundant flagging of required fields with a special 
character or glyph plus bolding, highlighting, outlining, or a distinct colour shall be 
considered as the best practice. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1454] TRITON shall support the display of textual data in tabular displays with backgrounds, 
tabs, buttons and borders that are semi opaque. Transparency of a panel in the display 
shall be configurable by the user. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1455] Web-based functionality under TRITON “should” be designed with a GUI conforming [W3C 
MWBP] which can be customised for viewing on mobile devices. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

5.1.3.5.4. Menus, Pointing Device Actions and Shortcuts 
TRITON GUI will have a standard approach for using menus, pointing device actions and keyboard 
shortcuts to control the GUI.  

TRITON will use the following options: 

 Selections Options: 

 Menu (Select All) 

 Context-sensitive menu (right button) 

 Accelerators (Ctrl+A) 

 Pointing device (click, drag) 

 Arrow keys 

 MS Windows Accelerators: 

 CTRL+C (Copy)  

 CTRL+X (Cut)  

 CTRL+V (Paste)  

 CTRL+Z (Undo) 

 DELETE (Delete) 

 Selection Functions: 
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 Select All 

 Deselect All 

 Invert Selection 

[T1-R1456] TRITON GUI shall produce similar results for actions initiated by a pointing device (mouse 
of trackball) or keyboard throughout all applications. The options given in Description shall 
be used. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1457] TRITON GUI shall provide clickable (selectable) links and buttons that are clearly 
distinguishable from non-clickable text. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1458] TRITON GUI shall make keyboard shortcuts available to access functions. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1459] TRITON GUI shall support Selection Options as given in the Description and extended 
selection by Ctrl (i.e. individual selected items) and Shift (i.e. select from-to) keys. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1460] TRITON GUI shall support normal MS Windows Accelerators given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1461] TRITON GUI shall support context (i.e. right-button) menus. The use of context menus shall 
be limited for advanced options only. General and common functions shall also be 
accessible through the Ribbon, view or dialog buttons. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1462] TRITON GUI shall support the Selection Functions given in the Description unless otherwise 
specified. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.5. Role-based Presentation 
TRITON GUI will present the data according to the privileges of the user role and adopts its menus. It 
will hide or clearly disable (e.g. grey out) functionality not appropriate at the time, including items on 
second-level and lower-level menus and dialogue boxes. 

[T1-R1463] TRITON GUI shall work on the principle of "visibility" which means the application shows 
Users whatever they need for the current task without distracting or overwhelming them 
with unrelated tasks or options. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1464] TRITON GUI shall filter user-accessed information according to the user's authorisation, so 
that users can only see what they are allowed to view and/or change (including both data 
and functionality). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1465] TRITON GUI shall only show functionality (e.g. menu items, buttons, selections) that is 
appropriate to the situation based on user role and permissions and object status. TRITON 
shall hide or clearly disable (e.g. grey out) functionality not appropriate at the time, 
including items on second-level and lower-level menus and dialogue boxes. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1466] TRITON GUI shall be minimised according to what the user can do. The GUI shall only show 
entities and attributes (e.g. forms and fields) and functions (e.g. menus and buttons) that 
are actually available within the security authorisation of the user. Disabled functions due 
to permissions shall not be shown at all. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.6. Data Entry 
TRITON GUI will provide coherency checks for data entry provided by its Applications' GUI. 

Location Information Entry: 

TRITON will identify and parse the location information entered by the user in the following formats: 

 Degrees/Minutes/Seconds 

 Decimal Degrees 

 Degrees and Decimal Minutes 
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 Degrees, Minutes and Decimal Seconds 

 Military Grid Reference System (MGRS) 

 Universal Transverse Mercator (UTM). 

[T1-R1467] TRITON GUI shall display the expected input format on all form fields to the user if the 
label is not clear enough (e.g. date input format - ddmmyyyy or dd-mm-yyyy). This may be 
done via tooltips, greyed-out example content, additional labels, or some other means. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1468] TRITON GUI shall be tolerant to the delimiters of input format, including Date format (e.g. 
dd-mm-yyyy could also be entered as ddmmyyyy or d-m-yy without error or picked from a 
calendar) and Location format (e.g. latitude/longitude could be entered as degrees-
minutes-seconds or degrees.decimal degrees). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1469] TRITON shall apply automatic layout (format) of data where possible (e.g. correct format 
of dates). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1470] TRITON shall prevent ambiguity and make it clear what information in what format is 
required for each data entry field. All information shall have its units of measure when 
applicable (e.g. degrees, metres, yards, knots, seconds). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1471] For all attributes related to geographic coordinates, TRITON GUI shall allow the user to 
enter geographic coordinates in a single text field (not requiring the user to copy/paste 
more than once to input a geographic value). TRITON shall automatically identify and 
parse the Location Information Entry as given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1472] TRITON GUI shall use predefined drop-down or pull-down lists in appropriate situations to 
speed up the entry if information and prevent input mistakes. Open text input fields shall 
be avoided to prevent errors during input. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1473] TRITON GUI shall allow usage of the keyboard to directly input the code of a value of a list. 
TRITON shall verify the code and match it against the Domain Values for that list. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1474] TRITON GUI shall retain entered data even after use of the back or reload button or any 
other user action except conscious choice to delete the data or empty (or reset) the web 
form fields. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1475] TRITON GUI shall not lose, discard, or corrupt user input without user consent. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.7. Real-Estate Management 
Real-estate in GUI indicates the valuable information presented in a page. The layout of TRITON GUI 
design should provide sufficient information to users in even different screen sizes. 

[T1-R1476] TRITON GUI shall keep page size limited on one screen and in order to reduce the need for 
scrolling to see the submit button to the extent possible. For additional information tabbed 
forms shall be used, where appropriate. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1477] TRITON GUI shall be designed to support various screen sizes. TRITON pages shall expand 
to the right size of the user screen to the extent where the GUI is not distorted. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1478] TRITON shall allow grouping of items with expand/minimise buttons (Microsoft Explorer 
style) in tree views, or using a "group by column" feature in tabular views. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 
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[T1-R1479] TRITON shall provide wizards if input of certain information requires filling out more than 
one form, or require a form larger than one screen. This means long forms or lists shall be 
split up over different subpages (or tabs) within the wizard. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.8. Time Display 
Time will be displayed in military domain. Date-Time-Group (DTG) is a special convention for military. 
Its format is: 

 DDHHMMZ MMM YY 

 Ø9163ØZ JUL 15 

Additional use of date and time will comply with ISO 8601. 

[T1-R1480] TRITON shall use Coordinated Universal Time (UTC) (temps universel coordonné) for all 
time stamps and DTGs to be stored internally. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1481] TRITON shall display time in UTC by default. It shall be displayed on the GUI with Zulu Time 
Zone. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1482] TRITON shall present the local time of any other possible time zone if selected by the user. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1483] TRITON shall clearly identify time values as Zulu (e.g. 0815Z) or Local in user displays and 
logs. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1484] TRITON shall represent date/time data according to ISO 8601 [ISO 8601] by default. 
Application-specific displays of date/time data shall use the military convention for DTG. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 
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5.1.3.5.9. Standard Functionality 
TRITON GUI will support standard functionality such as copying and pasting, undo/redo, screen tips 
etc. 

[T1-R1485] TRITON GUI shall support copying and pasting from other applications via the Clipboard 
(including text and graphics). The copy and paste action shall take into account the view 
and the status of the view (e.g. sorting, labelling) from which the information was copied 
and into which type of application it was pasted. As an example, information copied from 
a Matrix View and pasted into Microsoft Excel shall cause the information to be placed 
into corresponding cells (i.e. not a single cell containing all copied/pasted information) in 
the same sort order. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1486] TRITON GUI shall allow an operation to apply to multiple-selected objects where possible. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1487] TRITON GUI shall render row and column headers for data matrices. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1488] TRITON GUI shall allow the user to sort (with an initial default of 'ascending') the contents 
of a matrix or list by clicking on the column header for the attribute on which the sort is to 
be based. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1489] TRITON GUI shall allow the user to reverse the sort order (i.e. ascending to descending, 
descending to ascending) by clicking again on the column header for the attribute on 
which the current sort is based. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1490] TRITON GUI shall allow the user to select which columns are displayed in matrix-views (i.e. 
hide/unhide columns). The user shall be able to store the column selection as a preference. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 
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[T1-R1491] TRITON GUI shall allow the user to select the order in which columns in a matrix-view are 
displayed. The user shall be able to store the column order as a preference. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1492] TRITON GUI shall allow the user to enable or disable screen tips and visual aids. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1493] TRITON GUI shall support screen tips (as titles or alt-text) on all icons and attributes that 
offer added explanation and assistance. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1494] TRITON GUI shall provide undo/redo functionality for changes to objects to the largest 
extent possible (not limited to formatting), at least until the last save action. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1495] For changes that cannot be undone, TRITON shall ask the user to confirm with an 
additional warning about the irreversible effect of the action. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1496] TRITON GUI shall save the positions and states of the GUI elements for each user between 
application sessions, and shall restore the GUI on starting another session. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1497] TRITON GUI shall allow the user to navigate on tabular lists row-by-row or by paging. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1498] TRITON GUI, when suitable, shall use asynchronous technologies, to provide native 
application’s responsiveness experience on the Web interface. 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.10. Defaults 
TRITON will be able to manage default data for entries. 

[T1-R1499] TRITON GUI shall provide auto-completion feature with session-available information to 
be filled automatically by TRITON (i.e. date/time, name and other profile information of 
the user, classification). This shall apply to "entry fields" (including text-fields, drop down 
lists, radio-buttons). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1500] TRITON GUI shall apply automatic layout (format) of data where possible (e.g. 
capitalisation of names, correct format of dates, geographic positions). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1501] TRITON shall provide data defaults where applicable. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.11. User Feedback 
Feedback in Human Factors Engineering can be defined as the perceivable reaction of a system to an 
operator control action. Feedback makes the user aware about the effects of his/her actions. The 
reaction to a user control action can either be directly perceived (e.g. by observation of the input 
element itself) or the effects of the control action can be observed from the system’s reaction. 

Feedback can be before, during and after a user action. 

Feedback before a user action may be, for example, realised by change of colour an input element in 
an appropriate way when the user moves the cursor over it in order to make the user aware of the 
function which would be activated by a click. Feedback during the action is given when, for example, a 
button is being pressed and the GUI models the movement of the button which is immediately 
perceivable (e.g. button pressed). Feedback after the action applies after the click, that is, when a 
system function has been selected. Although every function has to be associated with an immediate 
visible reaction like changing of the displayed information, it can also have multiple characteristics. 

Even if the execution takes some time the user must always be correctly informed about the status of 
the execution. The exact way to inform the user depends on the delay time. For shorter waiting periods 
(< 5 seconds) messages such as “please wait”, the busy cursor might be acceptable, but for longer 
periods this kind of feedback is frustrating for the user. The least stressing method is an indication of 
a time countdown, that is, the time remaining for the system to complete the operation. This indication 
must, however, be fairly correct. If such a time display is not possible, other sorts of indications may 
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be adequate to show progress, such as a percent value or a progress scale. If appropriate, a means 
should be provided by which the operation can be cancelled or aborted. Any such indication will be 
removed when the operation has been completed. 

In addition, when a control attempt wasn’t successful (e.g. entering a wrong value) the user requires 
the right kind of feedback. This could be one form of Context-sensitive On-line Help or some special 
error feedback (error message), dependent on the function. 

All TRITON GUI components will provide user feedback for each user action. 

[T1-R1502] TRITON GUI shall provide user feedback for each user action. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1503] After the user has initiated a prolonged action, TRITON GUI shall inform that processing 
of an action has started and convey the sense of processing progress (by means of an 
animated progress indicator such as sand glass and progress bar). Where the action is 
quantifiably measurable (e.g. performing N actions) the animation shall provide a 
quantifiable display (e.g. a progress bar, time remaining). Where the action is not 
quantifiably measurable (e.g. awaiting a response) the animation shall provide a generic 
display (e.g. sand glass). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1504] TRITON GUI shall provide prompts (i.e. allow cancellation or confirmation) when input or 
changes may be lost due to navigation or logging out. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1505] TRITON GUI shall provide user feedback on required fields which have not been correctly 
entered (i.e. by highlighting the field or the field label in red). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.1.3.5.12. Tooltips 
TRITON GUI will provide Tooltips to support inexperienced users for especially icon-based controls. 
When the user hovers the cursor over a symbol, a Tooltip describing the function of that symbol will 
be displayed. 

[T1-R1506] TRITON GUI shall provide Tooltips to describe the function when a user hovers the cursor 
over a GUI symbol. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 2 
 Qualific. Method : Demonstration 

5.1.3.6. Accessibility 
Accessibility is a set of features that will make an application usable for people with certain disabilities.  

[T1-R1507] Sufficient contrast shall be used throughout the application. Highlighting information shall 
not rely on colours only. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1508] TRITON GUI shall comply with “Level A” of the Web Content Accessibility Guidelines as 
defined by the W3C (see [WCAG]). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1509] The TRITON accessibility features shall apply to the application GUI, including the help 
pages, CBT pages, the error/warning/notification messages, etc. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1510] TRITON information on screens shall also contain text. Reliance on pictures or icons alone 
is not desired. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1511] TRITON shall scale the user interface to fit the screen when low resolutions are used for 
poor vision accessibility. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.3.7. Language 
TRITON will use English language through all its displays and internal documentation and source code. 

[T1-R1512] TRITON shall use "UK English" as the default language. This shall apply to all system and 
supporting components, including views, dialogs, help screens, tooltips, CBT, 
error/notification/warning messages and documentation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1513] TRITON shall allow the user to set localisation (alternative languages/regional settings). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1514] All TRITON On-line Help screens, CBT pages and User Guides shall have a score of at least 
forty (40) in the Flesch Reading Ease test. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1515] TRITON shall use the common Maritime Domain terminology consistent with this SRS and 
other NATO documents. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1516] Labels used in TRITON shall be context-dependent, meaningful and descriptive to the 
function or action at hand. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1517] TRITON internal development documentation shall be in English. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1518] TRITON source code shall be readable in English (i.e. variables, functions and procedures 
shall be in English). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.4. Reliability 
Reliability is defined as the capability of TRITON to maintain a specified level of performance when 
used under specified conditions. 

A "failure" is defined as an error or cessation in the operation of the software requiring, as a minimum, 
a restart of the application. For Services, a failure is characterized by the inability of the Service to 
perform its operation For Web-based applications, an error requiring the user to reload the browser 
will be considered a failure. 
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Graceful Degradation: 

TRITON will not completely lose its functionality in case some errors occur in its dependent services. It 
will gracefully degrade and change its Operational State to Degraded when the conditions in the 
System Configuration Settings occur. A "graceful degradation" means all TRITON functions unrelated 
to the unavailable services should continue to work and the situation is recoverable when the 
dependencies are working again. The capability will not raise exceptions, or even crash, but will 
elegantly notify the users and if possible will continue to provide some functions using the available 
resources. 

Note that in some cases a graceful degradation can mean no access to TRITON (e.g. unavailability of 
Security Services won't allow the authentication of new users). 

TRITON will gracefully degrade in the condition where one or more of the following Dependent 
Services are not available: 

 Geospatial Services (GIS Server) 

 Directory Services 

 Enterprise Management Services 

 Security Services 

 E-mail Services 

 General Web-service unavailability/time-out 

 Network connectivity 

The status of internal components will be reported to Enterprise SMC via System Management. 

[T1-R1519] TRITON shall gracefully degrade in case the conditions given in the System Configuration 
Settings and the Dependent Services given in the Description are not available (see 
Operational States and State Transitions). The status of internal components shall be 
reported to Enterprise SMC via System Management. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1520] TRITON shall provide data integrity during mode and state changes. The last state of data 
before the state change shall be preserved. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

5.1.4.1. Maturity 
Maturity is the degree to which a system meets needs for reliability under normal operation. System 
should be able to avoid failure as a result of faults. 

[T1-R1521] TRITON Operational Software at each installed operational node shall exhibit a Mean-
Time-Between-Failure (MTBF) characteristic of less than one (1) failure in twenty-four (24) 
hours, and that shall not be affected by the total number of nodes which are active during 
that period. The MTBF measurement shall not include failures resulting from factors 
determined to be external to TRITON (e.g. loss of domain controller). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 4 
 Qualific. Method : Analysis 

5.1.4.2. Availability 
Availability is the degree to which a system, product or component is operational and accessible when 
required for use. Availability of TRITON is defined as the capability of the TRITON Operational Software 
to be in a state to perform a required function at a given point in time, under stated conditions of use. 

TRITON non-availability time is measured by adding the Downtime period (time elapsed from Time of 
Occurrence to Time of Recovery) for each system, service or application failure. Measurements of 
availability will not include failures resulting from factors determined to be external to TRITON (e.g. 
loss of domain controller, loss of network connectivity). 

The overall TRITON capability reliability and availability will be based on the TRITON application set, 
the underlying site infrastructure capability, and external communications. For deployed capability, 
TRITON will follow the on-board or on-site survivability procedures. 

Following table indicates the Levels of Operational Continuity for the desired availability: 

 

[T1-R1522] TRITON, including hardware, infrastructure and Operational Software, shall be available 
for use at static sites (via Data Centres) twenty-four (24) hours per day, three-hundred and 
sixty-five (365) days per year with an availability of ninety-nine point zero percent (99.0%) 
(Level 3 of Operational Continuity). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: N/A 
 Baseline  : BL 3 
 Qualific. Method : Analysis 

[T1-R1523] TRITON Operational Software shall be available for at least ninety-nine point nine percent 
(99.9%) of time (Level 2 of Operational Continuity) at Data Centres using multi-site 
operation capability. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Analysis 

[T1-R1524] TRITON Deployable Kit, including the hardware, the infrastructure and the Operational 
Software, shall be available at least ninety-nine point zero percent (99.0%) of time (Level 
3 of Operational Continuity). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
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 Baseline  : BL 4 
 Qualific. Method : Analysis 

[T1-R1525] One TRITON instance shall provide a Mean-Time-To-Repair (MTTR) of one (1) hour or less. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Analysis 

[T1-R1526] TRITON shall always be available for any incoming service request even though it is 
executing time-consuming function. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1527] TRITON shall ensure system availability to users so that they do not experience interruption 
of services as a result of intermittent connection, except as it impacts their direct access 
to Web Application Server for an in-progress action. Intermittent connection is defined as 
loss of connectivity that is less than thirty (30) seconds. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1528] TRITON shall ensure system availability to users so that they do not experience interruption 
of services as a result of Limited Bandwidth. Limited Bandwidth is defined as a bandwidth 
of less than sixty-four (64) kbps for afloat sites and five-hundred-and-twelve (512) kbps for 
static sites. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1529] TRITON shall ensure system availability to users so that they do not experience interruption 
of services as a result of high latency. High latency is defined as latency exceeding one-
thousand-and-one-hundred (1100) milliseconds. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1530] In case of TRITON failure the availability interruption shall not exceed two (2) hours in 
eighty percent (80%) of cases for an individual TRITON user at static site. In no case shall 
the availability interruption exceed twenty-four (24) hours for an individual TRITON User 
at static site. Measurements of availability shall not include failures resulting from factors 
determined to be external to TRITON (e.g. loss of domain controller, loss of network 
connectivity). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1531] TRITON non-availability time shall be measured by adding the Downtime period (time 
elapsed from Time of Occurrence to Time of Recovery) for each system, service or 
application failure. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

5.1.4.3. Accuracy 
Accuracy is defined as the degree of conformity of a measured or calculated value to its actual or 
specified value. 

[T1-R1532] TRITON shall provide accuracy of timing for information object time stamps (e.g. time of 
update) to one second. Other system-level functions (e.g. process synchronisation) may 
require additional accuracy as required for correct operation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1533] TRITON geographic location accuracy shall be less than 0.0001 minutes, distance accuracy 
less than one metre (i.e. sub-metre accuracy) for translation of values (UTM, 
Latitude/Longitude, others). Confidence interval shall be shown within values. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1534] TRITON shall ensure consistency and accuracy of all the data displayed on all open views 
and applications. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.4.4. Fault Tolerance 
Fault tolerance is defined as the ability of the software product to maintain a specified level of 
performance in cases of software faults or of infringement of its specified interface. 

TRITON is expected to handle errors in a way that helps users rather than disturb or otherwise hinder 
their work. 

The TRITON capability will mainly be available on static NATO Command sites. At each of these 
locations TRITON will take advantage of the site’s disaster recovery infrastructure and processes, or 
those procedures relevant to remote access and hosting in accordance with the NATO IT 
Modernisation Plan. 

TRITON will gracefully degrade when the Dependent Services (see Reliability) are not available. 
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[T1-R1535] TRITON shall not have any unhandled exceptions. All errors shall be handled and minimise 
the impact upon the users workflow. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1536] TRITON shall notify the user for potential loss/deletion of information objects during 
modification of any information object (e.g. by cascading deletion). When prompted by a 
notification about the data that might be lost/deleted, the user shall be able to choose the 
action that shall be taken by the system (e.g. cancel, continue). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1537] TRITON shall automatically report errors and suggested corrective actions with respect to 
the creation, change, exchange and storage of data elements, objects and products. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1538] TRITON messages (e.g. error, warning, notification, and informative messages) shall 
contain initiating module information, and contain context sensitive help and directives on 
where to find answers and solutions. Technical or debugging error scripts are not 
acceptable (e.g. "Java object 01 not accessible"). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1539] TRITON shall report errors in context (e.g. given within the same page where they are 
encountered). An error message shall be displayed or provided in a popup. Invalid entries 
shall be highlighted or marked so they can be quickly identified and corrected. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1540] TRITON shall popup screens or windows are used to report about errors. They shall be 
closable with a single click. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1541] TRITON shall display only one error report popup screen for the same error. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1542] TRITON shall not in any case permit loss of user-entered data due to receipt of an error or 
other message. User input shall never be lost, discarded or corrupted unless a user actually 
chooses to delete or reset the input. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1543] TRITON shall allow a user to report problems, bugs and change requests when they 
encounter a problem or an unexpected result. The feature shall send a message to the 
Organizational Node Administrators for their review. The user shall not need to do any 
configuration of the actual sending of the message; the system shall handle that 
automatically. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1544] TRITON error messages shall provide the users the capability of attaching the user 
comments on the nature of the problem in addition of automatic reporting the error 
messages, screen dumps and other related system data for problem reports. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1545] TRITON error message content shall allow the TRITON System Administrator to re-create 
the conditions when the problem occurred (e.g. the appropriate screen and information 
content that caused the problem). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1546] TRITON Server shall gracefully degrade in the condition where any dependent services and 
components are not available and notify the user for the limited functionality. Upon 
restoration of services, TRITON Server shall become fully operational. TRITON shall change 
its Operational State accordingly. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1547] TRITON shall be able to queue requests to an unavailable Core Service and deliver them 
when the Service becomes available again. TRITON shall change its Operational State 
accordingly. 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.4.5. Recoverability 
In the event of an interruption of communications TRITON will be capable of operating in a stand-alone 
mode, which will require the capability to export and import planning products for transmission via e-
mail or other means between planning locations at one command or amongst several commands. 

[T1-R1548] In case of a TRITON Server failure, TRITON shall be capable of switching to a TRITON 
Backup Server within three (3) minutes. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1549] TRITON operation shall not be interrupted during incorporation of in-service equipment 
updates or maintenance software updates. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

5.1.4.6. Survivability 
Survivability is the quantified ability of a system, subsystem, equipment, process, or procedure to 
continue to function during and after a natural or man-made disturbance. TRITON is expected to 
ensure the survival of data and associated functional services in defined conditions. 

Data survivability can be supported in two ways: 

 Backups: taking periodic full or incremental 'snapshots' of the data store to mitigate the risk of 
system/storage failure. 

 Archiving: removing and storing data that is no longer required for use from the system, thus 
reducing the size of the data store (and improving performance). 

[T1-R1550] TRITON shall support fail-over in its architecture. Clients shall be able to survive failure of 
the Application Server without crashing or affecting the stability of the overall system. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1551] TRITON shall be able to roll-back if transactions are not completed due to an error. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1552] TRITON shall provide data survivability by using backups and archiving. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1553] TRITON shall automatically detect the availability and re-establishment of network 
connectivity and shall automatically continue or restart tasks that were on-going at the 
time a failure occurred, initiate subsequent tasks as though network connectivity had not 
been lost, provide a visual notification of the connectivity status (connected, limited, 
unconnected) and highlight a change in status. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1554] TRITON shall not cause data corruption or loss of data integrity due to connection failure 
or other hardware/software failures. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

5.1.5. Maintainability and Supportability 
Maintainability and supportability refer to the ability of TRITON to be effectively maintained and 
supported in the field. Attributes include the ability to implement improvements or adaptation of the 
system to reflect changes in environment and in requirements and functional specifications. Software 
maintainability is defined as the capability of the software product to be modified. Modifications may 
include corrections, improvements or adaptation of the software to changes in environment, and in 
requirements and functional specifications. 

TRITON will be easy to maintain with COTS hardware and software in order to minimise the operating 
and maintenance costs.  

Supportability also includes installability of the operational software. Installability is the degree of 
effectiveness and efficiency with which a product or system can be successfully installed and/or 
uninstalled in a specified environment. 

At each deployed location, the TRITON Operational Software will be integrated with the central 
management system supporting the site CIS. This will allow adequate fault isolation and 
troubleshooting interfaces to enable the system maintainers to restore the TRITON functionality in a 
timely manner. 

5.1.5.1. Installation 
TRITON will be installed on Data Centres having Bi-SC AIS Virtualised Environment. 

[T1-R1555] TRITON components shall be capable of being installed by a MS Windows Installer or 
similar service/product installation package in any Bi-SC AIS approved platform. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1556] TRITON shall be capable of being installed and correctly run on multi-processor and multi-
core systems. 
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Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1557] TRITON shall support successful installation on both 32-bit and 64-bit operating systems 
(e.g. where the default program files folder is "Program Files (x86)"). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1558] TRITON shall allow the authorised user to install all or selected components of TRITON 
IInfrastructure and Operational Software. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1559] TRITON shall detect, during installation, if the user has insufficient privileges required for 
installation (e.g. folder or registry access). TRITON shall report the details of the access 
failure to the user before aborting the installation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1560] The TRITON installer shall detect and appropriately address issues of disk space and drives 
with "not enough" space prior to beginning installation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1561] The TRITON installer shall detect and appropriately address a previous installation of the 
same application. In this case, the installer shall notify the authorised user and prompt if 
the user wants to reinstall, repair or cancel, and proceed accordingly. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1562] The TRITON installer shall detect and appropriately address an earlier version of the 
application. In this case, the installer shall notify the authorised user and prompt if the 
user wants to upgrade or cancel the installation, and proceed accordingly. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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[T1-R1563] The TRITON installer shall detect and appropriately address files protected by MS Windows 
File Protection (if MS Windows is chosen as the operating system) or other operating 
system file protection function, and not attempt to replace these files. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1564] TRITON shall ensure that all shared application files are referenced during installation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1565] TRITON shall install into “Program Files” application directory by default or allow alternate 
directory/drive to be selected for installation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1566] TRITON shall support successful installation and running on non-English language versions 
of MS Windows (e.g. the Italian version of MS Windows uses "Programmi" instead of 
"Program Files") if MS Windows is chosen as the operating system. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1567] TRITON shall allow, as appropriate, “Complete”, “Typical” and “Custom” installation 
options to perform complete (i.e. all components), typical (i.e. typical components for a 
standard installation) and custom (i.e. User-selected components), respectively. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1568] TRITON shall provide an installation supported by a complete, clearly-worded Installation 
Manual. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1569] TRITON shall ensure the ability to re-run, allow addition or removal of components that 
have been or are still to be installed. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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[T1-R1570] The TRITON installer shall detect and appropriately address components shared with other 
applications. The installer shall not adversely affect other installed applications. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1571] The TRITON installer shall detect and appropriately address issues of disk space and drives 
with "not enough" space prior to beginning installation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1572] The TRITON installer shall detect and appropriately address files protected by MS Windows 
File Protection (if MS Windows is chosen as the Operating System), and not attempt to 
replace these files. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1573] The TRITON installer shall detect and appropriately address the presence or absence of 
special hardware (e.g. Deployable Kit Central Control Unit). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1574] The TRITON installer shall set-up Program group/folders as appropriate. All expected 
program group folders, shortcuts and links (icons) shall appear correctly and be installed 
where expected. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1575] TRITON shall allow termination of the installation before it is complete. Cancellation of an 
installation shall terminate the process and remove all program files and directories, 
registry entries, program and group directories, as appropriate, retaining all shared and 
system files. Restart of the installation shall allow the installation to complete without 
error. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1576] Once installed by an administrator, TRITON shall be usable by all authorised users of the 
system (i.e. it shall not require all users to have administrator privileges). 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.5.2. Uninstallation 
TRITON Operational Software will be able to uninstall itself if the authorised user initiates the process. 

[T1-R1577] TRITON shall provide a capability to uninstall the TRITON Operational Software and 
individual applications. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1578] The TRITON Uninstallation Capability shall be available from the Control Panel's 
add/remove programs applet (Application Manager) for only the authorised user. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1579] TRITON shall prompt the authorised user to confirm the uninstallation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1580] The TRITON Uninstallation Capability shall remove all program files and folders, registry 
entries, program and group folders, as appropriate, retaining all shared and system files. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1581] The TRITON Uninstallation Capability shall retain all shared and system files, and shall not 
adversely impact other installed applications. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.5.3. Co-existence 
Co-existence is defined as the ability of the software to co-exist with other independent software in a 
common environment sharing common resources. 

[T1-R1582] Installing, running and uninstalling the capability shall not adversely impact other 
applications or the system it is installed on, running on or uninstalled from. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.5.4. Configuration Data 
TRITON configuration data will be temporarily stored during installation, and the Registry file size will 
not grow too much. 

[T1-R1583] TRITON shall store temporary files only in the user's temporary folder. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1584] TRITON shall not store any user data in Registry unless approved by the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1585] TRITON shall ensure that the application stores user configuration data in User Profile to 
prevent log-in delays, etc. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.5.5. Remote Automated Deployment and Reporting 
TRITON will allow the use to remotely deployment, restoring, configuration, and reporting of the 
Operational Software. Both static and afloat sites can be remotely controlled. If MS Windows is chosen 
as the Operating System, then MS System Center Configuration Manager can be used. 

[T1-R1586] TRITON shall support remote deployment, restore, configuration and uninstallation of all 
TRITON components and updates. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1587] TRITON shall support collection and reporting of asset inventory metrics for all TRITON 
components using Microsoft System Centre Configuration Manager, if MS Windows is 
chosen as the operating system, including memory, operating system, peripherals, 
services, login tracking, licensing, software existence and usage. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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5.1.5.6. Usage Scope and Limitations 
NATO intends to be able to manage, install and use TRITON using their own resources on sites and 
locations decided by NATO without restriction on the product. 

[T1-R1588] TRITON shall be installable and executable by NATO resources only. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1589] TRITON shall bear no limitation on the usage scope in term of time, duration and location 
of usage. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1590] TRITON usage shall be permitted for any type of event or activities, including but not 
limited to training, demonstration, exercise, static, deployed, mobile, civil or military 
locations, aircrafts or ships. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1591] TRITON shall not bear additional licences and charges for deployment of TRITON if used in 
a NATO context (exercise, mission, static and deployable commands, NRF). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.5.7. Supportability 
Supportability for TRITON is the degree of providing First and Second Level Support to the Operational 
Software. 

[T1-R1592] TRITON Operational Software shall permit the authorised users to perform First Level of 
Support, such as routine daily administration, data management, disaster recovery and 
back up at the local level. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1593] TRITON Operational Software shall permit the authorised users to perform Second Level 
of Support such as client/server installation, configuration management, help desk, 
identification of required corrective actions, etc., remotely from a centralised support site. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.6. Portability 
Portability is the capability of the software product to be transferred from one environment to 
another. 

5.1.6.1. Environment 
Environment for TRITON indicates the computing platform. 

[T1-R1594] TRITON Operational Software shall run on both 32-bit and 64-bit Intel architecture. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1595] TRITON Client shall be able to be run in any Web Browser present and Web Browser plug-
ins present on the Approved Fielded Product List at the time of deployment. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1596] TRITON Client software shall run natively (no emulation) on the Standard NATO Bi-SC AIS 
Workstation (Desktop Environment). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1597] TRITON shall support the use of IPv6 without impaired functionality and performance 
within a network environment. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1598] TRITON shall not rely on the NetBIOS interface to communicate with other applications, 
clients or management services. Disabling NetBIOS shall not affect the applications 
operation or interoperability in any way. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1599] TRITON shall run successfully independent of environment regional settings (e.g. decimal 
symbol, date/time format). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.6.2. Customisability 
Customizability is the ability of a product or system to offer extensions to existing functionality to 
better suite the needs of a user. TRITON will allow a user, where appropriate, to set personal 
preferences for the display of units (e.g. distance in yards or metres), display of date/time information, 
display of geographic information. 

[T1-R1600] TRITON shall support customisation of user environment with Workspaces. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1601] TRITON shall allow a change to the GUI only when committed separately by the authorised 
user. If no commit is entered, the GUI will revert to the previous state. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.6.3. Adaptability 
Adaptability is the degree to which a product or system can effectively and efficiently be adapted for 
different or evolving hardware, software or other operational or usage environments. Adaptability also 
includes the scalability of internal capacity (e.g. screen fields, tables, transaction volumes, report 
formats, etc.). 

[T1-R1602] TRITON Operational Software shall be adaptable to newer versions of the virtualised 
environment. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1603] TRITON Operational Software output design shall be adaptable to changing environment. 
It shall be possible to apply changes on the system display and output such as screen 
layouts, data fields, table formats, report formats. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.6.4. Replaceability 
Replaceability is the degree to which a product can be replaced by another specified software product 
for the same purpose in the same environment. 

[T1-R1604] TRITON shall support replaceability through reusable software components. The defined 
software component for this Increment shall be the "C4ISR Visualisation Component". 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1605] TRITON Deployable Kit shall support replaceability through hardware components. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

5.1.7. Modularity 
Modularity is the degree to which a system or computer program is composed of discrete components 
such that a change to one component has minimal impact on other components. 

[T1-R1606] TRITON design shall support modular approach by defining Components, User 
Applications and Technical Services as defined in NAF [AC/322-D(2007)0048] and 
[C3TAXO]. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.8. Reusability 
Reusability is the degree to which an asset can be used in more than one system, or in building other 
assets. TRITON will support reusability through reusable components. 

[T1-R1607] TRITON design shall include identifying and implementing reusable software components. 
The defined reusable software components for this Increment shall be the C4ISR 
Visualisation Component. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1608] TRITON design shall include reusing software modules and libraries that are developed for 
a particular function. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

5.1.9. Analysability 
Analysability is the degree of effectiveness and efficiency with which it is possible to assess the impact 
on a product or system of an intended change to one or more of its parts, or to diagnose a product for 
deficiencies or causes of failures, or to identify parts to be modified. 

[T1-R1609] TRITON shall provide the authorised user with capabilities to measure the performance 
level of the Operational Software. 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1610] TRITON shall provide the authorised user with capabilities to diagnose for causes of 
failures. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1611] TRITON shall provide the authorised user with capabilities to analyse the system output 
against the actual data inputs (e.g. by comparing the result of a process when data is 
input). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1612] TRITON shall have input data logging capability for analysing external system interfaces. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1613] TRITON shall allow the user to turn on and off the input data logging capability. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

5.1.10. Modifiability 
Modifiability is the degree to which a product or system can be effectively and efficiently modified 
without introducing defects or degrading existing product quality. 

[T1-R1614] TRITON design shall support maintenance of software modules without effecting the rest 
of the system. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.11. Testability 
Testability is the degree of effectiveness and efficiency with which test criteria can be established for 
a system, product or component and tests can be performed to determine whether those criteria have 
been met 

[T1-R1615] TRITON shall be designed and implemented to allow testing and validating the whole or 
part of the Operational Software. 
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Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.1.12. Scalability 
Scalability is defined as a desirable property of a system, a network or process, which indicates its 
ability to either handle growing amounts of work in a graceful manner, or be readily enlarged. 

TRITON will be scalable for its computation and storage capacity vertically and horizontally. As an 
example for vertical scalability, TRITON will allow the database server, Web services, interface services 
and various data management tools to run on separate machines. Horizontal scalability example is to 
run more than one application server within one instance to increase the overall performance. 

[T1-R1616] TRITON shall be scalable and technically upgradeable to maintain performance against 
threat growth. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1617] TRITON shall use an architecture that allows vertical scalability and allows the various 
components to be deployed on separate machines. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1618] TRITON shall use an architecture that allows horizontal scalability and allows the same 
component to be deployed on multiple machines without interference. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1619] TRITON shall be dimensioned and configured to scale in performance to support at least 
twenty percent (20%) increase in users at each site and at least twenty percent (20%) 
growth in data per year for five (5) years without degradation of performance. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1620] The TRITON databases shall be dimensioned to support all the relevant data based on 
current estimates of numbers and sizes of Maritime Information Entities and provide an 
additional twenty percent (20%) of space a year for five (5) years. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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5.2. Security Requirements 
Security is the degree to which a product or system protects information and data so that persons or 
other products or systems have the degree of data access appropriate to their types and levels of 
authorisation. 

TRITON security will protect information and data so that unauthorised persons or systems cannot 
read or modify them. Only the authorised persons or systems can access to them. 

For purposes of this SRS, the following definitions are used: 

Authentication : Verifying the identity of the user or consumer of a service or application. 

Authorisation : Ensuring that the consumer is able to perform a particular action on a resource. 

Confidentiality : Ensuring that data is not disclosed to unauthorised parties, usually through the use 
of encryption. 

Data Integrity : Ensuring that the data has not been altered in transit. 

Non-repudiation: Ensuring that neither the sender nor the receiver of a message can deny having sent 
or received it. 

Accountability : Ensuring that there is a permanent record of any transaction, which can be retrieved 
and analysed outside the scope of a transaction. 

TRITON will comply with the Bi-SC AIS Community Security Requirement Statement (CSRS) for Secure 
Automated Information System. TRITON is required to operate primarily on the NS and NU Network. 
However, it may also be used on NR (aka Private Business Network - PBN) and Mission Network 
(possibly MS) when deployed.  

The Security Accreditation Authority (SAA) will be the NATO Security Accreditation Board (NSAB), who 
will be responsible for assigning security accreditation for TRITON software. Nations desiring to utilise 
TRITON for their national purposes will be responsible for their own security accreditation to be 
installed on their networks. 

5.2.1. General 
In general, NATO Security Requirements are specified in [ACO-70-1]. This document covers all aspects 
of security (physical, document, personnel, etc.). However, for the purposes of TRITON, more specific 
requirements for security are defined. 

[T1-R1621] TRITON-NS shall run on the NS Network provided by both static and afloat sites.  

Requirement Property :   
 Domain for Static : NS 
 Domain for Afloat: NS 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1622] TRITON-NU shall run on the NU Network provided by both static and afloat sites. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: NU 
 Baseline  : BL 2 
 Qualific. Method : Demonstration 

[T1-R1623] TRITON-NU shall be able to run on the NR Network (aka Private Business Network - PBN) 
if it is available on the static sites. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: N/A 
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 Baseline  : BL 2 
 Qualific. Method : Inspection 

[T1-R1624] TRITON shall be able to run on a Mission Network if it is deployed and configured. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: N/A 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1625] TRITON shall be compliant with NATO document [C-M(2002)49] for the protection of NATO 
classified information, supporting systems services and resources in CIS, or other storing 
devices, processing and transmitting systems. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1626] TRITON shall operate in the "System High" mode of operation with security levels. That is, 
all individuals with access to the system are cleared to the highest classification of the 
information stored, processed or transmitted within the system, but not all individuals 
with access to the system have a common need to know for the information stored, 
processed or transmitted within the system. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2. Compliance with Bi-SC AIS Security Requirements 
The following INFOSEC functionalities will be provided by the BI-SC AIS: 

Confidentiality: 

Military-grade NATO IP Cryptographic Equipment (NICE) will provide confidentiality to user data as 
well as cryptographic separation between security domains (e.g. NS, NU, MS). Information exchange 
between these security domains will be achieved through appropriate Boundary Protection Services 
(BPS). As a minimum, NICE will be located at each boundary between the Local Area Networks (LANs) 
and the NATO Wide Area Network (WAN). This will ensure that all user data will be encrypted prior to 
transmission across the NATO WAN. Software application layer mechanisms will be used for 
Community-of-Interest (COI) separation. 

Integrity: 

Digital signatures and authentication services will be used by various protocols (e.g. SNMP, IPSEC) to 
provide integrity and strong authentication to user data and network configurations. The NATO Public 
Key Infrastructure (NPKI) will enable these specific security services. XML Digital Signature standards 
should be used as applicable [XML-Digital Signature]. 

Infrastructure security as provided by the Bi-SC AIS Infrastructure will be transparent to TRITON. 

[T1-R1627] The security settings of TRITON shall be compliant with the Secure AIS CSRS for Bi-SC AIS 
Security Settings and File Systems. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
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 Qualific. Method : Inspection 

[T1-R1628] TRITON shall be capable of operating across multiple security domains including National, 
NATO, Coalition and Mission. These domains shall include SIGINT COINS, NS, MS, NR and 
NU networks) in accordance with the security policy set by the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1629] Performance of a TRITON instance on a security domain shall not be degraded more than 
10% because of the presence of other security domains. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1630] TRITON shall be compliant with the security infrastructure as provided by the Bi-SC AIS 
Core Services. The Service Interface Profiles [NCIA-06.02.01], [NCIA-06.02.02], [NCIA-
06.02.03], [NCIA-06.02.04] shall be applicable. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1631] TRITON shall adhere to NATO INFOSEC security requirements as specified in [ACO-70-1]. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.1. Bi-SC AIS Security Settings 
The Security settings in effect on the NS WAN environment are categorised using the categories below: 

 Account Policies: Password policies, account lockout policies and Kerberos policies. 

 Local Policies: Audit policy, User rights assignment, security options. 

 Event Log Settings: Settings for event log parameters itself (e.g. max size of audit file). 

 Restricted Groups: Membership of security-sensitive user groups. 

 System Services: Start-up and permission for system services. 

 Registry: Permissions for registry keys (for MS Windows). 

 File System Permission: Permissions for folders and files. 

 Removal of Certain Folders and Files: Removal of some default files and registry keys. 

 Installation of Devices: Settings for installation of specific hardware devices (e.g. floppy/USB drives, 
microphones). 

 Configuration of Specific Software Modules: Settings for use of security-related software modules 
(e.g. MS Windows DHCP, RAS, etc.) 

 BIOS Settings: Security related configuration data for BIOS. 

Details of standards applicable to the security settings are given in NATO Information Assurance 
Technical Centre (NIATC) Security Settings. NATO Computer Incident Response Capability (NCIRC) 



N A T O    U N C L A S S I F I E D 
IFB-CO-13859-TRITON, Amd.2 

 

N A T O    U N C L A S S I F I E D 
Book II, Part IV, SOW, Annex A, SRS  Page 442 

provides configuration guides for a variety of COTS products which can be selected and applied 
according to the selected solution. 

[T1-R1632] TRITON shall be capable of operating within the NS, MS, NR and NU WAN environment 
(including servers, network, services and workstations) in the presence of the approved 
NATO Security Settings (target version to be provided by the Purchaser during the Design 
Stage). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1633] TRITON shall be compliant to the NCIRC Configuration Guides which will be provided by 
the Purchaser according to the selected COTS products. Any deviations from the approved 
security settings shall be identified by the Contractor prior to testing and shall be subject 
to approval of the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.2. Cross-Domain Support 
TRITON Functional Services will operate in multiple security domains (NS, MS, NR, NU) where rules, 
regulations and category of personnel are different. In order to make information available across 
these domains, multiple procedures and devices are needed. Cross-domain Support is necessary when 
TRITON is used in a distributed environment for creating and feeding the Information Products from 
various sources spreaded across differing security domains. Possible scenarios for cross-domain 
operation of TRITON are illustrated below: 

 

TRITON will provide cross-domain operation by enabling data transfer from differing security domains 
using Information Exchange Gateways (IEG). Currently, a gateway solution called "Data Diode" is used 
to transfer information from the NU Domain to the NS Domain (one way). TRITON will use this Data 
Diode to pass White Picture information from NU to NS Domain on both static and afloat sites. 
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NATO Nations already have direct connection to NS Domain using IEG Scenario A. Nations having 
access to NS Domain will also be able access TRITON services. 

When TRITON is installed on a Mission Network, IEG Scenario C will be used to exchange information. 

TRITON will provide labels on the data that needs to be exchanged over IEGs. 

5.2.2.2.1. Data Labelling 
Since IEGs pass only the labelled data, TRITON will assign a Confidentiality Label to the relevant data 
objects according to [ADatP-4774] and [ADatP-4778]. 

Confidentiality Label: 

Confidentiality Label will include the following: 

 Authority (e.g. NATO, NATO/EAPC (Euro-Atlantic Partnership Council) 

 Classification marking (e.g. NS, NU) 

 Releasability (e.g. Releasable to AUS/FIN, Releasable to ISAF, Releasable to Coalition) 

Confidentiality Labels will be bound to the information object using an appropriate binding 
mechanism. The methods of binding are defined in the NATO Directives. 

[T1-R1634] TRITON shall assign Confidentiality Labels as defined in [ADatP-4774] and [ADatP-4778] 
to all Maritime Information Entities including information products, information objects, 
messages, files, bounded data streams that are subject to be transferred over IEG. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1635] TRITON shall use a binding mechanism to indicate the relationship between a Maritime 
Information Entity and its label(s) or marking. The methods of binding are defined in the 
NATO Directives. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1636] TRITON shall maintain Confidentiality Label information for Maritime Information Entity 
across TRITON Services. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1637] TRITON shall maintain Confidentiality Label information for Maritime Information Entity 
in the data sent by every Web services that TRITON expose. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1638] TRITON shall support Confidentiality Labels upon Maritime Information Entity entry and 
create the corresponding Security Classification using approved NATO labelling standards 
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for each Maritime Information Entity. "Entry" refers to direct creation in TRITON. Entities 
imported from an external system/file shall be required to have security labels. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1639] TRITON shall maintain Security Classification on received information using Confidentiality 
Labels across all TRITON Services and using NATO approved labelling standards. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1640] TRITON shall create Confidentiality Label upon information production based on Security 
Classification. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1641] TRITON shall sign the Confidentiality Label using the source entity credentials upon 
production of information. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1642] TRITON shall allow the authorised user to set the Confidentiality Label of any Maritime 
Information Entity. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

5.2.2.2.2. IEG 
TRITON will make use of IEGs provided by the Purchaser. The Data Diode and IEG-A will be used 
according to current regulations. Other types of IEGs may be used in future depending on the 
operational needs and approval status. 

IEG Scenarios: 

The currently identified IEG Scenarios are shown below: 
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[T1-R1643] TRITON shall be able to use the IEG-A to securely exchange information with Nations on 
National Enclaves. 

Requirement Property :   
 Domain for Static : NS 
 Domain for Afloat: N/A 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1644] TRITON shall be able to use IEG-C to securely exchange information with Mission Network 
when necessary. 

Requirement Property :   
 Domain for Static : NS 
 Domain for Afloat: N/A 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1645] TRITON shall be able to use the existing Data Diode to securely transfer information from 
the NU Domain to the NS Domain on static sites (e.g. transferring WP from TRITON-NU to 
TRITON-NS). 

Requirement Property :   
 Domain for Static : NS 
 Domain for Afloat: N/A 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1646] TRITON shall make use of the Data Diode to securely transfer information from the NU 
Domain to the NS Domain on TRITON Deployable Kits. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: NS 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
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5.2.2.3. Web Security Features 

5.2.2.3.1. Validation of Input 
Improper validation of input from Web requests may expose vulnerabilities that an attacker can use 
to attack backend components (e.g. databases) through the Web application. 

All input values will be validated if they are of correct type and within the allowed limits. For example, 
when a user enters a course value, the system will check that the entered value is between 0.0 and 
359.9. If not, the user will be notified. Following values are subject to validation: 

 Data types (e.g. string, integer, real) 

 Allowed character sets 

 Minimum and maximum length 

 Whether null is allowed 

 Whether the actual parameter is required or not 

 Whether duplicates are allowed 

 Numeric range 

 Specific patterns (e.g. regular expression) 

 Maritime specific values (e.g. ship speed must be less than 100 kts, geographic positions must be in 
degrees). 

[T1-R1647] TRITON shall validate all user input at the front end of the User Interface before accepting 
and using it. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1648] TRITON shall automatically validate the entries, given in the Descripton, into TRITON to 
ensure that they conform to the required formats and limits. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.2.2.3.2. Enforcement of Access Control 
Improper access control features can be exploited to access other users' accounts, view sensitive files 
or use unauthorised functions. 

Forced Browsing: 

Forced browsing is an attack the aim of which is to enumerate and access resources that are not 
referenced by the application, but still can be accessible. 

Path Traversal: 

A path traversal attack is one that aims to unauthorised navigate through the file system and access 
files and directories that are stored outside Web root folder, particularly by manipulating variables 
that reference files with "dot-dot-slash (../)" sequences. Path traversal attacks include providing 
relative path information as part of a request (e.g. ../../etc/passwd). TRITON will prevent "path 
traversal" past access control checks.  

[T1-R1649] TRITON shall ensure that privilege restrictions of authenticated users are properly 
enforced. 
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Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1650] TRITON shall not rely on the secrecy of identification information (i.e. IDs) for protection. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1651] TRITON shall prevent Forced Browsing, as defined in the Description, past access control 
checks. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1652] TRITON shall prevent Path Traversal, as defined in the Description, past access control 
checks. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1653] TRITON shall securely configure and enforce file permissions. Unless specifically authorised 
by the Purchaser, only files that are specifically intended to be presented shall be marked 
as readable. Best practices suggest that most directories should not be readable, and very 
few files, if any, should be marked as executable. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1654] TRITON shall prevent compromise of information via client-side caching, including best 
practice use of mechanisms such as HTTP headers and meta tags. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.3.3. Authentication and Session Management 
Improper protection of account credential or session may compromise passwords, keys, session 
cookies or other tokens, allowing an attacker to bypass authentication restrictions or assume other 
Users' identities. 

[T1-R1655] TRITON shall use the Directory Services or operating system to authenticate a user. TRITON 
shall not maintain its own set of usernames and passwords. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1656] TRITON shall ensure that account credential and session tokens are properly protected. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1657] TRITON shall lock user accounts for which a configurable number of failed authentication 
attempts have been made to await administrator action. By default, TRITON shall lock 
user accounts after three (3) failed login attempts. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1658] TRITON shall protect authentication details in the storage. All authentication details shall 
be stored in either hashed or encrypted form to protect them from exposure, regardless of 
where they are stored. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1659] Authentication details shall not be hard-coded in any part of the source code. Decryption 
keys shall be strongly protected to prevent unauthorised access. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1660] TRITON shall protect user credentials in transit. TRITON shall employ encryption of the 
entire authentication transaction using SSL or similar technologies. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1661] TRITON shall protect session IDs. TRITON shall protect the user's entire session via SSL to 
ensure that the session ID (e.g. session cookie) cannot be read off the network. Session IDs 
shall never be included in any URL or sent in the referrer header to prevent caching by the 
browser. Session IDs shall be long, complicated random numbers which cannot be easily 
guessed. Session IDs chosen by a user shall not be accepted. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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[T1-R1662] TRITON shall not submit authentication and session data as part of a GET. Authentication 
pages shall be marked with all varieties of the no cache tag to prevent use of the back 
button in the web browser and re-submission of the credentials. Best practices suggest the 
use of "autocomplete=false" flag to prevent storing of credentials in autocomplete caches. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1663] TRITON shall allow the System Administrator to set a "timeout" period which shall 
automatically log-out any sessions which have been inactive for that period of time. The 
system administrator shall be able to disable this feature. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1664] TRITON shall allow the System Administrator to prevent multiple concurrent 
authentications from the same user from different locations (IP addresses). The system 
administrator shall be able to disable this feature. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.3.4. Cross-Site Scripting 
Without proper protection, a Web application can be used as a mechanism to transport an attack to 
an end user's browser, causing a user's Web browser to execute a malicious script. A successful attack 
can disclose an end user's session token, attack the local machine or spoof content to fool the user. 
TRITON will take precautions to prevent Cross-Site Scripting (XSS). Best practice suggests Conversion 
of Characters given below to the appropriate HTML entity encoding: 

 

[T1-R1665] TRITON shall perform validation of all headers, cookies, query strings, form fields and 
hidden fields. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1666] TRITON shall ensure that the HTTP TRACE method is turned off on all Web servers to 
prevent compromise of cookie data. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1667] TRITON shall encode user-supplied output using the best practices for Conversion of 
Characters to prevent XSS. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.3.5. Injection Flows 
Web applications pass certain parameters when they access external systems or the local operating 
system. If an attacker can embed malicious commands in these parameters, the external system may 
execute those commands on behalf of the web application. Injecting valid SQL queries through the 
username and password fields could allow the application to send the query through to the database, 
allowing the attacker to query the database or authenticate using someone else's credentials. 

[T1-R1668] TRITON shall constrain the input by validating it for type, length, format and range. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1669] TRITON shall use type-safe SQL parameters. Input shall be treated as a literal value, and 
TRITON shall not treat it as executable code. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1670] TRITON shall use filter routines that sanitise the code, adding escape characters that have 
special meaning to SQL. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1671] TRITON shall create custom error pages to prevent server error messages from being 
disclosed. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
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 Qualific. Method : Inspection 

5.2.2.3.6. Buffer Overflow 
Web application components that do not properly validate input can be 'crashed', and in some cases 
used to take control of a process. These components can include CGI, libraries, drivers and web 
application server services or components. An attacker may take full control of the system being 
targeted or kill a process. 

[T1-R1672] TRITON shall be configured with the latest patches to the web and application server 
products. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1673] TRITON shall ensure that application code which accepts input from Users via the HTTP 
request provides appropriate size checking on all inputs. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.3.7. Improper Error Handling 
Improper handling of error conditions which occur during normal operation can expose vulnerabilities. 
If an attacker can cause errors to occur that the web application cannot handle, they may gain detailed 
system information, deny service, cause security mechanisms to fail or, in some cases, crash the server. 

[T1-R1674] TRITON shall use custom error pages to prevent server error messages from being 
disclosed. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.3.8. Unsecured Storage 
Web applications can use cryptographic functions to protect information and credentials. These 
functions and the code to integrate them have proved difficult to code properly, resulting in weak 
protection. 

[T1-R1675] TRITON shall properly apply selected asymmetric encryption mechanisms (SSL and SQL 
server security mechanisms) according to the standards approved by NATO Infosec 
Technical Centre (NITC) to protect information and credentials. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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5.2.2.3.9. Application Denial of Service 
Due to application coding errors, it may be possible for an attacker to consume web application 
resources to a point where other legitimate Users can no longer access or use the application. 
Attackers may also be able to lock Users out of their accounts or cause the entire application to fail. 
TRITON will protect itself against application denial of service using best practices. 

[T1-R1676] TRITON shall protect itself against application denial of service using best practices. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1677] TRITON shall limit the number of resources allocated to any user to a bare minimum. For 
authenticated users, TRITON shall consider implementing quotas to limit the amount of 
load a particular user can put on the system. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1678] TRITON shall limit the number of requests a user can have active at any one time. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1679] TRITON shall avoid unnecessary access to databases or other expensive resources. 
Consideration should also be given to caching the content received by unauthenticated 
Users instead of generating it or accessing databases to retrieve it. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.3.10. Unsecured Configuration Management 
A strong server configuration standard is critical to secure a Web application. These servers have many 
configuration options that affect security and are not generally secure by default. For example, if a 
Web application is not secured, an attacker may be able via directory traversals to get to directories 
where authentication details are stored. 

TRITON will secure its configuration using the following best practices: 

 Disabling unused services on the TRITON Servers 

 Disabling default accounts, and accounts no longer used 

 Correctly configuring permissions and accounts 

 Correctly configuring logging and alerts 

[T1-R1680] TRITON security mechanisms shall be properly configured according to the best practices. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
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 Qualific. Method : Inspection 

[T1-R1681] TRITON components and software elements shall be configured with the latest security 
patches and updated with the latest security guidelines from the NATO Information 
Assurance Technical Centre (NIATC). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.2.4. File System 
TRITON will support accessing to the file system using MS Windows standards. The (Secure) Bi-SC AIS-
supported devices are given below: 

 Local drives: 

 NTFS drives 

 FAT16 drives (floppy disk) 

 FAT32 drives 

 Remote (network) machines mapped by drive letters and UNC paths 

 Compressed/uncompressed drives. 

[T1-R1682] TRITON shall support access to the file system using MS Windows standards, including 
long file names and legal naming characters. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1683] TRITON shall allow saving to and opening from the (Secure) Bi-SC AIS-supported devices 
given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.2.3. Accountability, Auditability and Non-Repudiation 
Accountability is the degree to which the actions of an entity can be traced uniquely to the entity. 
TRITON is to provide and record traceability of changes (data, objects, products, key data elements) 
for use by authorised users to: 

 Gather further information about the data element in question 

 Resolve conflicts 

 Classify data elements according to their sources 

 Discover and remove errors. 

Non-repudiation is the degree to which actions or events can be proven to have taken place, so that 
the events or actions cannot be repudiated later. TRITON will ensure non-repudiation through Logbook 
Function (Maritime) and Audit Logging mechanism. 
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5.2.3.1. Audit Logging 
TRITON will be able to record all errors and faults and trace them for auditing and non-repudiation 
purposes. 

[T1-R1684] TRITON shall provide audit capability for all types of Maritime Information Entities by 
recording important events into Audit Log. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1685] TRITON shall use the details of the External Service user and of the Logged-in User to 
maintain the audit traceability. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1686] TRITON traceability mechanisms shall be embedded in the data itself and independent of 
the way data are exchanged. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1687] TRITON audit tracing system shall be permanently effective. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1688] All errors and faults in TRITON shall be recorded in an Error Log which shall be centrally 
and locally maintained. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1689] TRITON Error Log and Audit Log shall contain all required information in order to provide 
the support staff with interpretable and comprehensive information about the cause and 
nature of the error/change. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1690] TRITON shall allow the authorised user to view the audit traceability for the objects 
authorised for a user. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1691] TRITON shall allow the authorised user to view faults and errors in the Error Log. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1692] TRITON shall allow the authorised user to select the events to be logged in the Audit Log. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

5.2.3.2. User Auditing 
TRITON will be able to record all user activities in traceable User Audit Logs. 

[T1-R1693] TRITON shall record in traceable Audit Logs all selected transactions, database activities, 
technical events (e.g. dataset synchronisation, directory replication) and accessing of data. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1694] TRITON shall ensure that any Information Object can always be traced to its original source 
(i.e. Organizational Node, User and/or system). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1695] TRITON shall maintain a record of the date, time and user that created an Information 
Object in the Audit Log. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1696] TRITON shall maintain a record of the date, time, details of the change and user that last 
modified an Information Object. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1697] TRITON shall support audit trailing to all user and TRITON system actions and user 
activities if so configured. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1698] TRITON shall log all configurations changes with the trace to persons or systems if so 
configured. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1699] TRITON shall log the use of all system functions and their corresponding messages 
including data exchanges with the trace to persons or systems if so configured. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1700] TRITON shall log a user action by user, timestamp and function name(s) if so configured. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1701] TRITON shall log changes by user, timestamp, field name, new value and old value if so 
configured. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.2.3.3. System Monitoring 
Auditable Events: 

TRITON will log each of the following Auditable Events in the Audit Log: 

 System start-up and shutdown 

 Log-on and log-off of individual users 

 Changes to permissions and privileges of users and groups 

 Changes to security relevant system management function 

 Any access to audit log 

 Deletion, creation or alteration of the security audit records 

 All privileged operations 

 All updates of system access rights 

 All attempts to delete, write or append the audit files. 

System Events for Warning: 

 Low network bandwidth : Organizational Node-specific 

 Almost out of disk space : TRITON Server specific 

 Almost out of table space : TRITON Server specific. 

System Events for Error: 
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 Crashing of software components 

 Unplanned and recovering of a connection with a terminator 

 Incorrect received data 

 Replication failure. 

[T1-R1702] TRITON shall record each of the Auditable Events given in the Description in the Audit Log. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1703] TRITON shall associate individual user identities to Auditable Events, and shall include date 
and time of the event, type of event, user identity, and the outcome (success or failure) of 
the event. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1704] TRITON shall notify the authorised user and the Enterprise Management System when the 
Audit Log reaches ninety-percent (90%) of its maximum permitted size. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1705] TRITON shall archive the Audit Log after a period of time as configured by the authorised 
user. By default the log shall be archived after forty-eight (48) hours of Logging Period. If 
the log activity reaches the limit of the log file size before the Logging Period completed, 
TRITON shall create another log file and continue logging with notification to the 
authorised user. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1706] TRITON shall use integrity checking countermeasures to ensure that the Audit Log has 
been archived successfully after each archiving process. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1707] TRITON shall generate warning for the System Events for Warning given in Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1708] TRITON shall generate error condition for the System Events for Error given in the 
Description. 
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Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1709] TRITON shall allow the authorised user to display system events using standard system 
management tools like the MS Windows Management Console and TRITON System 
Technical Management functions. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1710] TRITON shall allow the authorised user to filter and sort system events by date/time range, 
event Identifier, event type, category, description text, Operating System (OS) User/OS 
User Group, or source. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1711] TRITON shall allow the authorised user to perform system event log clearing and backup.  

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1712] TRITON shall be able to generate debug messages with multiple levels of verboseness. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1713] TRITON shall allow the authorised user to dynamically set (i.e. a node configuration 
setting) the level of verboseness for debug messages. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1714] TRITON shall notify the user when a system event of type "Error" arises. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1715] TRITON shall log a memory dump of the whole system when TRITON Server crashes. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1716] TRITON shall be able to maintain a Performance Log, selectively (i.e. as a configuration 
setting) logging queries and accesses to Maritime Information Entities. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1717] TRITON shall allow the authorised user to review the Performance Log.  

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.4. Authenticity 
Authenticity is the degree to which the identity of a subject or resource can be proved to be the one 
claimed. Following Authentication Standards will be applicable: 

 Microsoft Active Directory, ver 2008 R2 

 Kerberos, Open Group - Kerberos, version 5 

 LDAP related protocols. 

[T1-R1718] TRITON shall implement Identification and Authentication (I&A) for uniquely identifying 
and authenticating users. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1719] TRITON shall comply with the Authentication Standards given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.5. Authorisation 
Authorisation consists of ensuring that the consumer is able to perform a particular action on a 
resource. TRITON User Management function will be used to handle authorisation. 

[T1-R1720] TRITON shall provide authorisation for an authenticated user after login. The associated 
privileges shall be given to the user during the authorisation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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5.2.6. Confidentiality 
Confidentiality is the degree to which a product or system ensures that data are accessible only to 
those authorized to have access. 

Confidentiality of TRITON will ensure that data is not disclosed to unauthorised parties, usually through 
the use of encryption. It will display the Security Classification of the current environment. 

In line with C-M(2002)49-COR5, the Security Classification in TRITON will include: 

 Authority: Policy Identifier/ Information Ownership, e.g. NATO, NATO/EAPC (Euro-Atlantic 
Partnership Council), ISAF (International Security Assistance Force); 

 Classification: Classification marking, e.g. NS, MS, NR, NU; 

 Releasability: Category/Caveats, e.g. Releasable to AUS/FIN, Releasable to ISAF, Releasable to 
Coalition. 

[T1-R1721] TRITON shall protect its data for confidentiality purposes. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1722] TRITON shall ensure that Security Classifications are automatically included into all 
TRITON products (showing the highest classification of information they contain). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1723] TRITON shall provide visual confirmation to users of the Security Classification of the 
displayed data. The visual confirmation shall include a configurable colour-based visual 
cue in addition to text to indicate classification. The highest Security Classification shall be 
displayed as the Header on both AppView and GeoView. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1724] TRITON shall use the Security Classification as a domain value for each Maritime 
Operation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1725] TRITON shall insert a Security Classification construct into headers/footers and metadata 
of generated, created or exported reports, MS Office files and PDF files. The user shall be 
prompted during the process. By default TRITON shall propose the highest classification 
level of the selected objects. If no classification is specified for the selected objects, then 
the repository classification level shall be proposed. The user shall be able to override the 
proposed classification level by choosing another level. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1726] For generated or export file formats that do not use headers/footers (e.g. screen, print-
out, MS Excel files) TRITON shall include the Security Classification of a file into an 
appropriate part of the file so that it is clearly visible to users. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.7. Data Protection Policy 
Data integrity is the degree to which a system, product or component prevents unauthorized access 
to, or modification of, computer programs or data. 

TRITON must be used in compliance with the "TRITON Data Protection Policy" to provide data integrity. 
The policy affords protection according to the following outline conditions which must be supported 
by appropriate technical and/or procedural measures as required. 

5.2.7.1. Protection of System and Maritime Information 
TRITON will be able to protect its own software and all the Maritime Information it uses. 

[T1-R1727] TRITON shall ensure that the system, the information and functionalities are only available 
to authorised users using authorised functionality. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1728] TRITON shall ensure that access to system and information available users only via 
authorised TRITON applications, unless specifically authorised. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1729] TRITON shall ensure that mechanisms to provide access to system and information via 
authorised TRITON applications shall not, as a side effect, also provide access via non-
authorised applications.  

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1730] Maritime Information Entities within TRITON shall be updated/removed by only 
authorised users. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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[T1-R1731] TRITON shall prevent access by non-TRITON Users (e.g. external systems) to Maritime 
Information Entities marked as unfinished products. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1732] TRITON shall ensure that unfinished products are not shared with, or included in data 
exchanges with other systems. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1733] TRITON shall contain residual information protection mechanisms to ensure that deleted 
information is no longer accessible (i.e. information that has been logically deleted). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1734] TRITON shall ensure that newly created objects do not contain information that shall not 
be accessible. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1735] TRITON shall prevent a user to open simultaneously more than one 'database' (e.g. 
operational, training, exercise) being opened by a single TRITON application execution. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.7.2. Protection of Licensed Information 
Some information (e.g. Maritime Datasets, LRIT feeds) within TRITON may be subject to licensing 
agreements. Access control will be applied to this type of data. 

[T1-R1736] TRITON shall be able to restrict the access to collections of information based on user 
attributes (e.g. Country, Organization). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1737] TRITON shall allow the access to collections of information to be limited based on the 
number of simultaneous users. 

Requirement Property :   
 Domain for Static : Both 
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 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1738] TRITON shall allow the auditing of access to collections of information (e.g. number of 
simultaneous users). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.2.7.3. Protection of Personal Information 
TRITON will protect personal information such as user profile, workspace, data related to persons. 

[T1-R1739] TRITON shall provide protection and management of Personal Information (e.g. User 
Profile and expertise information) held within TRITON. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1740] TRITON shall provide protection and management of information related to people such 
as Person of Maritime Interest. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.3. Safety Requirements 
TRITON will not require any safety precautions as it does not have any interface with weapons or 
emitting systems. Only operator safety due to using workstations will prevail. 

5.3.1. Safety at Static Deployment 
Safety rules at static sites will be applicable. 

5.3.2. Safety at Afloat Deployment  
Deployable Kits will be used on board ships, safety regulations will apply. The portable equipment will 
be fixed accordingly. 

[T1-R1741] The TRITON Deployable Kits shall be able to withstand ship movements at Sea States at 
least seven (7) without harming surrounding equipment and personnel. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1742] The TRITON Deployable Kits shall be able to withstand instantaneous shocks up to one G 
from any direction without causing any harm to surroundings (i.e. no parts or pieces will 
be scattered around). 
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Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1743] Each carrying case of the TRITON Deployable Kit shall be carried safely by two persons. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1744] Each carrying case of the TRITON Deployable Kit shall be safely lifted by a crane using its 
designated handles. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

5.4. Computer Resource Requirements 
All instances of TRITON at static sites will run on the Virtualised Environment provided by the 
Enterprise Data Centres. The infrastructure components, hardware and software, are described below. 

Hardware: 

The typical specification of the main hardware components used static sites are given below as 
example (upgraded hardware may be available at the time of TRITON installation): 

 Server Unit 

 Minimum 2 CPUs with 10 core per CPU 

 Intel Xeon 3GHz Level 2 cache or higher model CPU 

 19 inch rack mountable, not exceeding 8RU (1 Rack Unit = 4.44 cm) 

 256GB or more memory 

 Dual embedded Gigabit network interface with load balancing and fail-over support 

 Integrated full HD graphics support with HDMI 

 Minimum 2 USB ports 

 At least 1TB or more SCSI or SATA Hard Disk Drive 

 On-board, integrated SCSI or SATA Controller supporting RAID 0/1/1+0/5 

 Fibre Channel Host Bus Adapter (HBA), 64-bit PCI to 2GB FC multi-mode (duplex) optical 
interface with auto speed negotiation, 2GB/1GB auto sensing, dual homed 

 USB mouse/keyboard ports, 

 Management functions (Integrated SNMP, Performance, Storage, Remote Management) 

 Storage Unit 

 10TB or more storage capacity 

 Minimum 8 server attachments to a single array 

 Hot pluggable drives 

 SATA Disk Drive support 

 19 inch rack mountable, not exceeding 4RU 

 Redundant controllers 
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 High availability (hot spare disk drive support, multi-path failover, snapshots, cloning, cloning, 
local/remote mirroring, non-disruptive upgrades) 

 On-board 512MB battery-backed cache, 

 RAID 0, 1, 4 support 

 2GB disk cache 

 2GB / 1GB Fibre Channel Frequency Capable Support, 200 Mbytes/sec data transfer throughput 
to all SAN clients 

 Primary & Secondary Interlink (ICL) interfaces 

 Management functions (global online spare rebuild, online storage capacity expansion, multiple 
host storage access, remote configuration & monitoring, cluster aware, point in-time snapshots, 
interoperability with one or more systems management frameworks, MS SMS and MOM, 
compatible with common enterprise backup software products) 

 Network Switch 

 8 x External (user accessible) 2GB ports 

 19 inch rack mountable, Small Form-factor Pluggable (SFP) 

 Universal ports (E, F, FL) Self-configuring (auto-sensing) based on switch type (U port) 

 At least 16 Fibre Channel Switches, supporting minimum 3 ISL hops between any two N Ports 

 Full line-speed switching for each port at 400MB/sec per port, 40,000 cached I/Os per second, 
Full-Duplex data transfer for each port 

 Full cascade ability for expansion 

 Able to interoperate in a redundant configuration which supports load distribution and static 
mapping between LUNs and HBAs 

 Hot-pluggable SFP interfaces, 10/100 RJ45 Ethernet (management port), SNMP, Telnet and 
other management tools/protocols 

 Data transfer over auto-sensing 2GB / 1GB Fibre Channel Frequency Capable (full duplex) 

 Management functions (Fabric Manager to fully support delivered switches, event monitoring, 
preferably through MS MOM) 

 Protective Cases 

 19 inch standard racks supporting both front and rear component installation in accordance with 
IEC 297-3 

 2000mm tall, 800mm wide and 1000mm deep, floor mountable 

 Rack frame, mounting supports, shock and vibration mounts and brackets 

 Lockable, shatterproof glazed glass front door 

 Perforated steel back door 

 At least two 250V-15A power distribution units, each supporting at least 10 outlets 

 Equipment trays shall be installable at a raster of ½ RU 

 Adjustable feet, side panels, perforated top panel, grounding braids for side panels, power 
distribution to installed equipment with two independent power rails, adequate 
ventilation/cooling for installed equipment for a normal office environment 

 Data Diode 

 An approved commercial product which can be found in NATO Information Assurance Product 
Catalogue (NIAPC) at http://www.ia.nato.int 

All indoor equipment will be able to operate under temperatures ranging between +10 degrees C and 
+35 degrees C, withstanding the accumulation of residual dust and sand as can be expected in 
moderately sheltered office environment. 

The hardware structure (provided at static sites) for TRITON NS and NU is depicted below: 

http://www.ia.nato.int/
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Existing Network Elements on Organizational Nodes and NATO Standard Workstations as Clients will 
be used to access the TRITON Applications on Servers. 

Infrastructure: 

TRITON will run on an infrastructure with the following components: 

 Virtualised Environment 

 Operating System 

 Virtualised Server 

 Virtualised Data Storage 

 Network Configuration 

 Client Environment 

5.4.1. Virtualised Environment 
TRITON Operational Software will run on a virtualised environment provided at the Enterprise Data 
Centres. Virtualised environment will be provided for both NS and NU Domains. 

Virtualised Environment Configuration: 

A sample Virtualised Environment Configuration to run TRITON instances on the NS and NU Domain is 
depicted below: 
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The requirements for the infrastructure services needs to be identified in terms of Service Parameters. 

Service Parameters: 

The Service Parameters will include the following: 

 Virtual Machine units of specified CPU 

 Number of Virtual Machine units 

 Memory 

 Disk capacity, disk I/O 

 Network bandwidth and network I/O parameters 

 Security classification of the targeted network. 

[T1-R1745] The TRITON infrastructure requirements for each instance shall be identified in terms of 
Service Parameters as defined in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1746] The Virtual Machine Performance Parameters shall be scaled not to exceed fifty percent 
(50%) load on average in twenty-four (24) hours. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1747] TRITON shall use Open Virtualisation Format, Option B. Mission Participant can create 
single, pre-packaged appliances and service providers can export and import virtual 
machines that can run across different virtualisation platforms. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1748] TRITON shall be able to execute in the virtualisation hypervisor environments supported 
by NATO, namely “MS Hyper-V Server 12 or later” and “VMWare 5.5 or later”MS Hyper-V 
Server 12 virtualisation surrounding. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1749] The Server deployment package (virtual appliance or installation package) shall be tested 
against the following used hypervisors, configured in accordance with NATO Security 
Settings “VMWare ESXi 5.5 and or later” and “Microsoft Hyper-V 2012 and or later”.  

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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5.4.2. Operating System 
Bi-SC AIS Functional Services are currently using Microsoft Windows Operating System (Microsoft 
Windows Server 2012 R2) on a Virtualised Environment. After IT Modernisation, it will be Microsoft 
Windows Server 2016. Only the version in AFPL can be used. 

Although other operating systems can technically run on the provided Virtualised Environment, due to 
supportability and maintainability reasons, new Bi-SC AIS Functional Services are expected to be 
compatible with the existing operating systems. Other solutions which include different operating 
systems need to be documented in detail with the necessary justification and be subject to Purchaser's 
evaluation and approval. Such deviation will address complete lifecycle of the proposed stack including 
but not limited to the integration into NATO Enterprise Management System for Testing, Deployment, 
Operation, Updating and Troubleshooting. 

[T1-R1750] TRITON shall use a COTS Operating System on a Virtualised Environment. If the proposed 
solution does not use MS Windows, it shall be specified, documented, justified and the 
necessary licenses shall be provided. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1751] TRITON shall comply with the latest versions of the operating system available and 
supported by the Bi-SC AIS Servers and Workstations. This should include all versions of 
the operating systems planned to become available for the Bi-SC AIS prior to the TRITON 
System Integration Tests. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1752] The Operating System selected for TRITON shall have an operating lifetime of at least five 
(5) years. Any deviations shall be described and justified in the Obsolescence Management 
Plan (OMP). Standard documentation shall be provided. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.4.3. Virtualised Servers 
TRITON will utilise Virtualised Servers running on the Virtualised Environment. A sample Virtualised 
Environment is depicted below: 
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The servers, their functionality and CPU allocation will be determined during the System Design 
considering the performance, scalability and load balancing.  

Server Components: 

The Virtualised Server will use the following Server Components: 

 Operating System (The proposed Operating System or Microsoft Windows Server 2016 (or later)) 

 Database Server 

 Web Server Software 

 Virus Scan Software 

 Backup Software 

 Compression Software 

[T1-R1753] TRITON shall be able to utilise Virtualised Server provided by the Virtualised Environment. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1754] TRITON Virtualised Server shall be designed considering performance, scalability and load 
balancing factors. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1755] TRITON Virtualised Server shall use the Server Components given in the Description. Any 
necessary third-party software and licenses shall be provided for each instance of TRITON. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1756] TRITON Virtualised Server shall be compatible with the native file system used on NATO 
Servers. Any deviation shall be documented in detail with justification and be subject to 
the Purchaser's evaluation and approval. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.4.4. Virtualised Data Storage 
TRITON will utilise the Data Storage Service provided on the Virtualised Environment according to the 
Service Parameters. 

The TRITON Operational Software must be isolated from the physical parameters of the Data Storage 
environment. 

[T1-R1757] TRITON shall be able to utilise Virtualised Data Storage provided by the Virtualised 
Environment. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1758] The TRITON Operational Software shall not have any direct dependency to the physical 
parameters of the storage environment (such as disk type, connection type, Storage Area 
Network and protocol) provided by the Virtualised Environment. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1759] All UNC, File Path, Drive Letter or similar storage location settings used in TRITON 
Virtualised Data Storage shall be parametric, configurable, and possible to automate for 
unattended installation, backup, recovery. No hard-coded location setting shall be used. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.4.5. Third-Party COTS Software 
TRITON may use third-party COTS Software or Open Source Software to support its functions. 

Infrastructure Software: 

The minimum specifications for such software, if used for infrastructure, are given below: 

 Operating System: Microsoft Windows Server 2016 (or later) 

 Database Management System/Server: Microsoft SQL Server 2014 (or higher), or Oracle 11g (or 
higher) or PostgreSQL Version 9 (or higher) 

 Web Server Software: Microsoft Internet Information Services (IIS) (Version 6 (or higher) or Apache 
HTTP Server Version 2.0 (or higher) or Eclipse Jetty Version 9 (or higher)(use of TOMCAT or JETTY 
can be evaluated upon request) 

 Virus Scan Software (Server): If not McAfee Total Virus Defence Suite (for TDKs only), to be provided 
by the Contractor 

 Backup Software: Veritas Backup Exec Advanced Server (for TDKs only) 

 Compression Software: Operating system feature or Winzip or equivalent 

[T1-R1760] TRITON may use third-party COTS Software or Open Source Software to support its 
Infrastructure Software. Samples are given in the Description. 



N A T O    U N C L A S S I F I E D 
IFB-CO-13859-TRITON, Amd.2 

 

N A T O    U N C L A S S I F I E D 
Book II, Part IV, SOW, Annex A, SRS  Page 471 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1761] The third-party COTS Software shall be the latest commercial version with the latest 
updates, unless agreed by the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1762] The licensing for all third-party COTS Software components (including versions/editions, 
client access licenses, etc.) shall allow the component to take full advantage of the number 
of allocated processors and memory of the Virtualised Server to support the maximum 
number of users. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1763] All third-party COTS Software shall have standard product documentation, a product 
support and validity time of at least five (5) years. Any deviations shall be described in the 
Obsolescence Management Plan. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1764] TRITON may use COTS Software in its architecture in place of dedicated solutions when 
the functionalities of a COTS product matches the requirements for a service with no or 
minimal adaptation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1765] When COTS solutions are used, adaptations shall be delivered as additional services that 
complement the COTS Software native functionalities. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.4.6. Network Configuration 
TRITON will utilise the site LAN for connecting to NSWAN and other systems/services on the network. 
The Operational Software must be isolated from the physical parameters of the network. 
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[T1-R1766] All URL, DNS, IP Addressing and similar network settings used in TRITON shall be 
parametric, configurable, and possible to automate for unattended installation, backup, 
recovery. No hard-coded address settings shall be used. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.4.7. Client Environment 
TRITON Client will be able to run on Standard NATO Bi-SC AIS Workstations connected to the 
appropriate LAN (NS or NU Domain) to access TRITON Servers. Bi-SC AIS Functional Services are 
currently using Microsoft Windows 7 as the worstation operating system. After the IT Modernisation, 
it will be Microsoft Windows 10. 

Client Configuration: 

Considering the future IT Mnisation, following is a standard Client Environment with minimum 
specifications: 

 Workstation  : Desktop, Laptop or Thin Client computer (only those laptops approved by the 
Purchaser) 

 CPU   : Intel-based, multiple cores 

 RAM   : 4 GB 

 Disk Space  : 120 GB (for desktops and laptops) 

 Graphics  : Minimum integrated graphics 

 Desktop Monitors : 1 x 25", 2 x 20", 2 x 24", Possibly touch screen 

 Resolution  : Minimum 1920 x 1080 (Full HD), 1920 x 1600 or higher are preferred 

 Laptop Monitor : min. 15" Possibly touch screen 

 Operating System : Microsoft Windows 10 or higher (including 32-bit and 64-bit editions) 

 Browser  : Microsoft Internet Explorer 11 (or higher) or a secondary browser approved 
by the Purchaser (current alternative is Firefox ESR 45) 

[T1-R1767] TRITON Client shall be able to run on a NATO Standard Workstation with the Client 
Configuration given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1768] TRITON Client installation requirements (workstation software, add-ons, plug-ins) shall be 
clearly defined in advance and their use shall be subject to approval of the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1769] TRITON GUI shall be able to handle normalised input events which are not bounded to an 
input device. The GUI should have growth potential to be used on mobile devices with 
touch screens conforming to [W3C WBMP]. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 3 
 Qualific. Method : Inspection 

5.5. Design and Construction Constraints 

5.5.1. Reference Architecture 
The NATO Reference Architecture includes the following basic elements: 

 User Applications 

 Technical Services 

 Information Products 

5.5.1.1. User Applications 
User Applications, also known as application software, software applications, applications or apps, are 
computer software components designed to help a user perform singular or multiple related tasks. 
User Applications run on User Appliances and provide the logical interface between human and 
automated activities. Within the C3 Taxonomy and based on TOGAF 9, the objective of the "User 
Applications" layer is to "define the major kinds of application system necessary to process the data 
and support the business". 

User Application descriptions identify information and functional requirements for the user to perform 
specific tasks. The Application's context within a Community of Interest (COI) determines whether 
information and/or function is the primary discriminator used to build the User Application hierarchy. 

TRITON User Applications will be determined according to the functions defined in this SRS. Following 
diagram gives an example of such a decomposition. The User Applications in leaf positions (green) will 
be the actual running components that the user will activate. 

 

5.5.1.2. Technical Services 
Technical Services provide the foundation for NATO's Network Enabled Capabilities. Technical Services 
are implemented using a federated model that allows NATO and the Nations to jointly provide a robust 
and secure platform on top of which applications can be run. Technical Services must support all NATO 
mission types and should be transparent to operational users. Technical Services must implement 
agreed and open standards and must exhibit plug-and-play properties. 

Core Enterprise Services (CES) are a Set of Common Information Services that support all COIs and 
must be available to all members. 
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COI-Specific Services are network-enabled services that support one or many collaborative groups of 
users with shared goals, interests, missions or business processes. The services are primarily meant for 
COI consumption. They provide functionality required by particular C3 and C4ISR user communities in 
support of NATO operations and exercises during peacetime, crisis and conflict. TRITON Technical 
Services are considered as COI-Specific services and located under the "Maritime COI Services" group 
as notionally illustrated below: 

 

5.5.1.3. Information Products 
An Information Product is considered to be a final product in the form of information that a person 
needs to have. Information Products may contain a number of information elements in various forms 
such as facts, data, or opinions. An Information Product may be a document, a Formatted Message or 
a collection of information from a database. When made available through services information 
products can be produced or consumed by User Applications either in the same Functional Service or 
from other Functional Services. 

Some of the Information Products that will be supported by TRITON Applications have already been 
defined in the Reference Architecture. The definition of the Information Products will be finalised at 
System Design. Some of the Maritime Information Objects can be defined as Information Products. 

5.5.2. Architectural Views 
TRITON will use the NATO Architecture Framework (NAF), Version 3.0 [[AC/322-D(2007)0048]NAF 3] 
as the reference for generating architectural views together with the NATO Maritime Reference 
Architecture which defines the exchange of Information Products between Functional Services. The 
services to be delivered under Project TRITON will develop the Information Products and facilitate the 
information exchange as defined in that model and [C3TAXO]. The architecture will be developed 
based on the Architecture Development Method described by The Open Group Architecture 
Framework (TOGAF) [TOGAF] version 9 or higher. 

[T1-R1770] TRITON shall be designed considering with the standards given in the section "Applicable 
Standards". Any proposed deviation shall be subjected to the Purchaser's approval. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
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 Qualific. Method : Inspection 

[T1-R1771] The proposed software architecture, development environment, middleware and the 
separation of components (Human-Machine Interface, Business and Data) for TRITON 
shall be documented and explained in detail. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1772] TRITON shall expose selected functionality as Technical Services, as components of SOA to 
encourage reuse and interoperability with other applications in a distributed way. The 
criteria used for selection of functionality shall be documented. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1773] The TRITON Technical Services shall comply with the C3 Taxonomy [C3TAXO]. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1774] TRITON shall, where applicable, make use of Representational State Transfer (REST) 
architecture according to the Service Interface Profile given in [NCIA-06.02.07] to make 
resources available over a URL in promotion of interoperability. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1775] The TRITON design process shall balance design implementation with cost for 
implementation and support to minimise life cycle cost. TRITON design shall take into 
account the technical, support and cost impacts for NATO. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.5.3. Browser-based Functionality 
TRITON user functionality will be implemented as Web applications accessible by a Web Browser. 

[T1-R1776] TRITON user functionality shall be provided via browser-based Web applications, except 
as specifically waived by the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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[T1-R1777] TRITON user functionality shall require only a browser and should not require the 
installation of additional software, components or plug-ins on the user workstation, except 
as specifically waived by the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1778] TRITON shall use browser-based applications with standard internet addressing, Universal 
Resource Locator (URL) and Universal Resource Identifier (URI). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.5.4. Component-Based Development 
TRITON will be implemented using component-based development approach. A "Component" is a 
collection of software modules with well-defined external interfaces enabling loosely-coupled 
operation. Components can be replaced by other implementation or can be reused for implementing 
other developmental items, even in other projects. 

The figure below shows the logical collection of components and modules that implement the 
functions specified in this SRS. 

 

The Frameworks are expected to be designed and implemented to provide a robust, coherent 
infrastructure for the current and future Increments. The circles are the currently identified and 
potential reusable software Components. Of these, C4ISR Visualisation Component, indicated as green 
circles, will be delivered as a separate package. The other components (yellow circles) should be 
implemented as replaceable components. In future, it should be possible to replace these components 
with new ones when the Purchaser decides to do so. 

[T1-R1779] TRITON software architecture shall be able to support loosely-coupled software 
components through an infrastructural framework. 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1780] TRITON shall integrate with the C4ISR Visualisation Component at both server and client 
side. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1781] TRITON “should” have a Middleware as a replaceable component to provide 
communication between all internal components. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1782] TRITON “should” have a WSM/PMI Component to provide basic computation for 
subsurface mission space management. 

Requirement Property :   
 Domain for Static : NS 
 Domain for Afloat: N/A 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1783] TRITON “should” have Formatted Message Handling Component as a replaceable 
component to handle (parse or prepare) Formatted Messages. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1784] TRITON “should” have Interface Simulators as replaceable components to simulate 
interfaces of external systems as defined in the Interfaces Section. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 2 
 Qualific. Method : Inspection 

[T1-R1785] TRITON “should” have an Interim Local Geospatial Service as a replaceable component in 
case NATO Core GIS is not available for static or afloat sites. 

Requirement Property :   
 Domain for Static : NU 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1786] TRITON “should” have Local Core Services as replaceable components to support 
standalone operation of TRITON Deployable Kits. 

Requirement Property :   
 Domain for Static : NU 
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 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

5.5.5. Implementation Constraints 
TRITON design will aim to minimise the total system life cycle costs, including its Operations and 
Maintenance (O&M). TRITON will use Bi-SC AIS Core Services available at the static sites. TRITON will 
provide wide area access over the NATO General Purpose Communications Systems (NGCS) which 
provides the backbone for connectivity among NATO Commands and Nations. The bandwidth 
limitations for ACPs will also be considered during the system design. All components of TRITON will 
use the same software architecture. 

[T1-R1787] TRITON shall be designed to work within the Bi-SC AIS environment as a Functional Service 
without causing any interference to other Functional Services. All components of TRITON 
shall use the same software architecture. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1788] TRITON Deployable Kits shall be designed to work in low bandwidth for synchronising their 
databases with a static TRITON instance over the available communication environment. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

5.5.6. Programming Languages 
TRITON software will be developed with any variations from the languages or specifications given 
below as "Preferred Languages": 

Preferred Languages: 

 C# [ISO/IEC 23270:2003] 

 Common Language Infrastructure (CLI) [ISO/IEC 23271:2003] [ISO/IEC 23272:2003] 

 Java SE Version 6 [JSR 270] 8 or newer 

 C++ [ISO/IEC 14882] 

 JavaScript [ECMA 262] 

 HTML. 

XML Standards: 

XML  : W3C - eXtensible Markup Language (XML), version 1.0 (5th Edition) 

XSD  : W3C - XML Schema Definition, version 1.1 (April 2012) 

XSL  : W3C - eXtensible Stylesheet Language, version 1.0 

XML NS  : W3C - Namespaces in XML 

XSLT  : W3C - XSL Transformations 

XPATH  : W3C - XPATH 2.0 

XQUERY : W3C - XQUERY 1.0 

Schematron : Document Schema Definition Languages (DSDL) [ISO/IEC 19757] 
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XMLENC : W3C - XML Encryption Syntax and Processing 

XMLDSIG : W3C - XML Signature Syntax and Processing 

TRITON information that is customarily exchanged using a well-known open standard does not have 
to be made available in XML. For example, programs may transfer image data in JPEG format. There is 
no requirement to develop an equivalent XML representation for these. 

[T1-R1789] TRITON "will" be developed using the latest version of Microsoft Visual Studio .NET if C# is 
used as the programming language. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1790] TRITON shall be compatible with the .NET Framework version 4.5 or newer if .NET 
Framework is utilised for development. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1791] TRITON shall comply with the standards and language specifications given in the 
Description as the Preferred Languages. Any variations from the languages or 
specifications shall be agreed with the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1792] TRITON scripting language and standard shall be JavaScript and compliant to [ECMA-262]. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1793] TRITON shall not use DCOM, COM, ActiveX and/or COM+ unless specifically authorised in 
advance by the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1794] TRITON shall use XML as the main data and document format. The XML Standards given 
in the Description shall be used. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1795] All information exchanged across TRITON boundaries shall be available in XML format. 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.5.7. Code Documentation 
TRITON software source code will be documented as in-line comments providing sufficient readability 
and understandability. Comments can be extracted and formatted to augment technical 
documentation. In order to reduce the code size and improve the transfer time, the source code 
comments of the client applications must be removed by an automated process before entering into 
production. 

Basic Usage of Comments: 

 Each class definition explaining the purpose of the class 

 Each member function explaining what the function does, including descriptions of input 
parameters and return values 

 Each member variable explaining what the variable means (including unit of measure where 
appropriate) 

 Each type definition (enums) explaining what the type represents 

 Explanation of a specific computation algorithm 

 Algorithm references to external sources. 

[T1-R1796] All TRITON software source code shall be documented with in-line comments using the 
best practices in the level of commenting. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1797] Comments in TRITON source code shall clarify the intent of the code by considering the 
Basic Usage of Comments given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1798] Comments in TRITON source code shall be formatted according to the "XML Comments" 
format (i.e. beginning with three forward slashes "///" and using XML comment tags) 
allowing extraction and formatting for augmenting technical documentation.Comments 
in TRITON source code shall be formatted according with best practices applicable to the 
specific programming language and allow for the automated extraction and formatting 
for augmenting technical documentation. The source code comments of the client 
applications shall be removed by an automated process before entering into production. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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5.5.8. Coding Standards 
TRITON software implementation will use best practices for coding. .NET components will be 
developed in conformance to Microsoft's ".NET Framework Design Guidelines" and in compliance of 
the following Microsoft FXCop Static Code Analysis Tool rule sets: 

 Microsoft Basic Correctness Rules 

 Microsoft Basic Design Guideline Rules 

 Microsoft Extended Correctness Rules 

 Microsoft Extended Design Guideline Rules 

 Microsoft Minimum Recommended Rules 

 Microsoft Security Rules 

If another development framework is used, the appropriate coding standards for the platform will be 
followed, as approved by the Purchaser. 

[T1-R1799] Whilst the specifics of coding syntax are not specified, a convention shall be adopted and 
applied consistently across all code artefacts for each programming language employed. 
Sample sets of rules are given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
 Comment : The coding syntax(es) will be agreed with the Purchaser during Software 
Requirements Analysis. 

[T1-R1800] TRITON ".NET" components shall be developed in conformance to Microsoft's ".NET 
Framework Design Guidelines" and in compliance of the Microsoft FXCop Static Code 
Analysis Tool rule sets. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1801] All code delivered as part of the TRITON Contract shall comply with the standards defined 
in the SRS. Code derived from other sources (e.g. prototype systems, COTS products, open 
source components) shall be refactored as necessary to meet standards. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.5.9. Free and Open Source Software 
TRITON may use Free and Open Source Software (FOSS) components. If such software is used, they 
will comply with the NATO strategy on the use of Open Source Software in NATO systems [AC/322-
D(2009)0015]. 

[T1-R1802] TRITON may use Free and Open Source Software (FOSS) components which shall comply 
with the NATO strategy on the use of FOSS in NATO systems. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
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 Qualific. Method : Inspection 

[T1-R1803] Any TRITON component based on FOSS shall be provided with the source code of the FOSS. 
The source code shall correspond to the delivered component (i.e. same version), and that 
component shall be capable of being built from the delivered source code with the 
provided documentation. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1804] Use of a FOSS component shall not limit the deployment or use of the TRITON in any way 
and shall not require the release of code developed for TRITON. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Inspection 

[T1-R1805] Any component-based on FOSS shall be verified for compliance to other non-functional 
requirements, including security requirements. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

5.5.10. Code Refactoring 
Code refactoring is a disciplined technique for restructuring an existing body of code, altering its 
internal structure without changing its external behaviour, undertaken in order to improve some of 
the non-functional attributes of the software.  

Advantages of code refactoring include improved code readability and reduced complexity to improve 
the maintainability of the source code, as well as a more expressive internal architecture or object 
model to improve extensibility. 

[T1-R1806] All code delivered as part of TRITON shall comply with the Contractor's QA Standard. The 
Contractor's QA Standard shall be approved by the Purchaser. Code derived from other 
sources (e.g. prototype systems, COTS products, open source components) may be 
refactored as necessary to meet standards when proposed by the Contractor and 
approved by the Purchaser. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.5.11. Data Modelling 
TRITON Data Modelling will include the following models: 

Conceptual Model: 

TRITON Conceptual Data Model will contain semantics, identifiers (i.e. attributes with semantics that 
identify and record so-called “natural keys”), and syntax. 
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Logical Model: 

TRITON Logical Data Model will contain identifiers (a.k.a., “natural keys”), normalization and semantic, 
surrogate key (a.k.a., “artificial key”) and syntax. 

Physical Data Models: 

TRITON Physical Data Model will propose an External Data Model compliant with SQL2 [ISO/IEC 9075]. 
All the models included in the Physical Data Model will be normalized up to 3rd normal form (Relational 
Model). 

Behaviour Model: 

TRITON Behaviour Model will contain sequence of operations, object states and interactions, state 
machines and rules related to the data model. 

Metadata: 

The metadata used in the Data Modelling will be compliant to [AC/322-D(2014)0010]. 

[T1-R1807] TRITON shall have documented Conceptual, Logical and Physical Data Models. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1808] TRITON Data Model documentation shall be compliant with RAS (OMG Reusable Asset 
Specification). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1809] TRITON Data Model file format for the system of record shall be XMI (OMG XML Metadata 
Interchange). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1810] TRITON Data Model shall support multiple Security Classifications. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1811] TRITON Data Model shall internally use storage values in International System (S.I.) units 
(unless otherwise specified). 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1812] TRITON Data Model shall be compliant with the NATo Core Metadata Specification 
[AC/322-D(2014)0010]. 

Requirement Property :   
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 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.5.12. Registry Settings 
TRITON Functional Services will use the MS Windows Registry. All settings will be documented. 

[T1-R1813] All usage of the MS Windows Registry by TRITON Applications shall be fully documented 
in the User Guides. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1814] TRITON shall not use Registry hives other than HKEY_LOCAL_MACHINE (during 
installation) and HKEY_CURRENT_USER (during application operation) except as approved 
by the Purchaser not later than the System Detailed Design. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

5.5.13. Time Management 
TRITON will use secured time source as a reference time for all internal computation, time stamping 
and display. Static sites will provide Secure Time source. Deployable Kits will use internal System Time. 
Separate instances of TRITON will use UTC while exchanging time-stamped data. For example, 
database synchronisation of Deployable Kits and Data Centre will use the same time zone, Zulu, in 
order not to cause any conflict with local time. 

[T1-R1815] In order to set the time of TRITON Services, TRITON shall verify and complement Operating 
System time with an external Secured Time source. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1816] TRITON shall use the same time source for all time stamping services and application 
within the same Server. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1817] TRITON Instance shall be able to synchronise itself with a Time Server in compliance with 
NTPv4 [IETF RFC 5905]. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 
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[T1-R1818] TRITON Deployable Kit shall use the internal Time Server when it is switched to Standalone 
Mode. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Demonstration 

[T1-R1819] TRITON shall set a centralised time across all services based on the Secured Time. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1820] TRITON shall allow the authorised user to select the Time Server available on the network. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Test 

[T1-R1821] TRITON shall use a separate Training Time and maintain the correspondence between 
Training Time and Secured Time. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 3 
 Qualific. Method : Demonstration 

[T1-R1822] TRITON shall notify the authorised user if the available time source has more than one (1) 
second different than the current internal time. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: N/A 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1823] TRITON shall notify the authorised user if time-based computations result in unexpected 
behaviour. For example, last time of update of a track is greater than the current time. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 

[T1-R1824] TRITON Clients shall use the time source available on their own network. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Demonstration 

[T1-R1825] TRITON shall use UTC while exchanging time-stamped data among servers. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
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 Baseline  : BL 1 
 Qualific. Method : Demonstration 

5.6. System Environment Requirements 
Static sites will provide the necessary computing environment for hosting the TRITON Functional 
Services. There is no specific requirement for provision of enhanced environment protection for static 
sites on which TRITON will be installed. 

Afloat sites require certain protection for hardware to operate in naval sheltered environment. TRITON 
Deployable Kits will have semi-ruggedized cases to protect computing hardware for afloat 
deployments. Environmental requirements given in this Subsection are applicable for only TDKs. 

[T1-R1826] Certificate of Conformance for not using hazardous material shall be delivered for any 
hardware component developed under this Contract. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1827] The equipment used indoors shall be subject to temperature ranging between +10 degrees 
C and +35 degrees C. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1828] The equipment used indoors shall be subject to humidity ranging from 10 to 90% non-
condensing. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1829] The equipment used indoors shall be able to withstand the accumulation of residual dust 
and sand as can be expected in moderately sheltered environment. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1830] The equipment used indoors shall be fully operational on altitudes at least 3.000 m above 
mean sea level. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1831] Best commercial practices shall be used to ensure that prolonged periods of exposure to a 
fungus environment will not result in evidence of fungal growth on component or 
equipment surfaces. 

Requirement Property :   
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 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1832] Any equipment openings (e.g. fans or heating devices) associated with the risk of letting 
sand, dust, water, snow, and/or moisture into the equipment and shall be described and 
solutions to overcome the risk of these affecting system availability shall be defined. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1833] All connectors and cables shall have bungs and caps firmly attached to them so that they 
cannot be lost, in order to prevent the ingress of sand, water and dust. Exceptions to this 
requirement shall be addressed on a case-by-case basis, and are subject to review and 
approval by the Purchaser. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1834] The equipment shall be made with non-corroding or suitably protected materials 
corresponding to the area of operation for a minimum of three (3) years. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

[T1-R1835] All equipment shall be capable of operating in close proximity to other COTS equipment 
without causing mutual interference problems. Tested and documented compliance with 
officially recognised Electromagnetic Interference or Electromagnetic Compatibility 
standards is sufficient to meet this requirement (e.g. Emission Standard EN55022, 
Immunity Standard EN50022 or FCC Part 15 Class A). 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: Both 
 Baseline  : BL 4 
 Qualific. Method : Inspection 

5.7. Training-Related Requirements 
In addition to the training courses for system administrators and operational users, TRITON will provide 
the potential users with Computer-Based Training (CBT) capability. 

5.8. Logistic-Related Requirements 

5.8.1. Spares 
A Spare Part List will be defined for the TRITON Deployable Kits. In principle, each identified Hardware 
Component/Unit used in TDK will be defined as a spare item. The Spare Part List will include at least 
the following: 
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 One TDK Case with 19-inch rack (empty) 

 One Carrying Case (empty) 

 One Monitor Keyboard Unit (drawable) 

 One Server Unit 

 One Data Storage Unit 

 One Network Switch 

 One Central Control Unit 

 One Data Diode 

 One UPS 

 One Installation Kit (including cables and sockets) 

 Any special harness to fix the units. 

[T1-R1836] TRITON Deployable Kit Spare Part List shall include at least the items given in the 
Description. 

Requirement Property :   
 Domain for Static : N/A 
 Domain for Afloat: N/A 
 Baseline  : BL 4 
 Qualific. Method : Inspection 
 Comment : The List of Spare Parts with part numbers and prices will be proposed by the 
Bidder. 

5.8.2. Operating Documentation 
The operating documentation of TRITON covers how to use the TRITON functionality in support of the 
C2 of Maritime Operations, and how to perform the administration at static and afloat sites. It includes 
Manuals for Users and System Administrators.  

 TRITON will have separate operating documentation for the following systems: 

 TRITON Functional Services (for both NS and NU) 

 TRITON Deployable Kit (for both NS and NU) 

 TRITON Training System (for both NS and NU) 

5.8.2.1. System User Manuals 
System User Manuals (SUM) will include, but not limited to, the following subjects:  

 Preface, purpose and target audience 

 Detailed system block diagrams showing all interfaces with descriptions 

 General capability descriptions 

 Drawings, illustrations, photographs, and diagrams 

 Description of each function with screenshots 

 Error conditions 

 Basic fault isolation methods 

 Terms and definitions. 

[T1-R1837] TRITON shall have System User Manuals (SUM) for each applicable system which includes 
the subjects given in the Description. 

Requirement Property :   
 Domain for Static : Both 
 Domain for Afloat: Both 
 Baseline  : BL 1 
 Qualific. Method : Inspection 
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	INCREMENT 1
	SECTION 1:    INTRODUCTION
	1.1. Purpose
	1.1.1. The purpose of this Contract is to implement and support the Functional Services for Command and Control of Maritime Operations (Short Title: TRITON) – Increment 1 Project. This is a Contract for services and supplies to design, develop, test, ...

	1.2. Background
	1.2.1. Project TRITON is the name given to all implementation activities associated with the delivery of services in support of Maritime Command and Control contained within the Bilateral Strategic Command (Bi-SC) Capability Package 9C0107 “Functional...
	1.2.2. The purpose of TRITON is to provide the NATO community with an integrated, robust and flexible capability supporting a set of services available throughout the Bi-SC Automated Information System (AIS) and NATO operational theatres to enable NAT...
	1.2.3. The capabilities delivered under Project TRITON will be the primary source of the NATO Recognised Maritime Picture (RMP). TRITON as a system consisting of a set of services will be required for use in peacetime, exercises, and time of crisis (o...
	1.2.4. TRITON will enable maritime situational awareness based on received information from NATO and National systems, collating the information into RMP and making the RMP available to the NATO forces in a timely and responsive manner in accordance w...
	1.2.5. To enable this capability, TRITON will provide an integrated and supported suite of services supporting the Maritime C2 Information Services functions that complement and build upon the Bi-SC AIS Core Services. These TRITON services are require...
	1.2.6. TRITON Increment 1 includes provision of services to provide the users with Maritime Situational Awareness (MSA) to replace the existing MSA Demonstrator Prototype as well as to provide for a replacement of the legacy Maritime Command and Contr...
	1.2.7. At the moment, the MSA and maritime C2 requirements are supported by MCCIS and an Operational Prototype MSA/BRITE). TRITON is intended to replace MCCIS functionality for operational-level C2 and MSA/BRITE by implementing a full Bi-SC AIS Functi...
	1.2.8. In addition to C2 of maritime operations, TRITON will support the NATO Shipping Centre (NSC) at MARCOM, by means of TRITON-NU, for contributing to Maritime security and freedom of navigation, and for aiding commercial shipping and military oper...
	1.2.9. TRITON will be executed and managed within the Bi-SC AIS Programme. Its scope, schedule, technical roadmap and dependencies will be aligned with the programme.

	1.3. TRITON Implementation
	1.3.1. All Maritime C2 and Information Services under Project TRITON will be implemented as “Increments” where each Increment to be procured as separate NSIP projects. The scope of this Statement of Work (SOW) covers only the Increment 1 of Project TR...
	1.3.2. As a system development methodology, “Incremental Development with Multiple Deliveries Approach” will be used to meet all requirements of TRITON Increment 1. This approach will also be used to balance operational user priorities with technical ...
	1.3.3. The initial contracted effort is intended to address the TRITON Increment 1 capability as defined in this SOW and the supporting Work Packages.
	1.3.4. The TRITON technical solution will be based on a Service-Oriented Approach in order to meet the required flexibility and adaptability for the NATO environment and to prepare for the future NATO Federated Mission Network (FMN). This includes:
	1.3.4.1. A set of Business Services to deliver the functionalities,
	1.3.4.2. A set of Enabler Services to deliver functionalities in support of Business Services, and perform actions that could be combined with or migrated towards NATO Core Enterprise Services as required,
	1.3.4.3. An architectural construct to provide sets of services to internal and external partners and to provide dedicated means of communications to Information Providers, and other methods enabling adequate transformations, also ensuring policy enfo...
	1.3.4.4. An Orchestration Engine  to allow for flexibility in designing sequences of services interaction in support of evolving business processes definition.

	1.3.5. TRITON will be integrated with the existing BI-SC AIS infrastructure and comply with the planned infrastructure to be provided by CP 9C0150. Optionally, additional COTS software can be procured and delivered.
	1.3.6. The TRITON capability will exchange information with various Communities of Interest such as Bi-SC AIS Functional Services, Core Services and Nations. To that extent the TRITON capability needs to support current standards of information exchan...

	1.4. Locations
	1.4.1. Purchaser Facility
	1.4.1.1. Unless otherwise specified in the text, the definition of the Purchaser’s Facility defines the following locations:

	1.4.2. Operational Sites
	1.4.2.1. The TRITON capability will be accessible across the NATO Command Structure (NCS), Afloat Command Platforms (ACP), NATO Agencies, and Nations. The locations that are originally authorised and confirmed by the operational community – hereafter ...
	1.4.2.2. In the coming years, NATO will rationalise and centralise its IT infrastructure, reducing the footprint down to only three Data Centres. There are several projects in CP 9C0150 related to the implementation of this new IT architecture in the ...
	1.4.2.3. Figure 3Figure 3 shows the “To-Be Architecture” of the IT Modernisation Programme.

	1.4.3. Authorised Locations
	1.4.3.1. The Authorised Locations are classified into the following categories:
	1.4.3.2. Data Centre Locations
	1.4.3.2.1. Data Centre Locations will have TRITON Servers and infrastructure (if required) and can provide access to the TRITON Services for local and remote users. These sites will be equipped with equipment necessary to support a large number of use...
	1.4.3.2.2. Although the locations of the Data Centres will be finalised later, the current thinking is to place them all in Europe, with a Main Data Centre (DC-1), a Secondary Data Centre (DC-2) and a third Data Centre (DC-3). The design will be based...
	1.4.3.2.3. The initially planned Data Centre Locations are given below:
	1.4.3.2.4. Two of the Data Centres will be sufficiently close to each other to permit asynchronous replication of mission critical data, but sufficiently separated to prevent outage of both due to a common cause. Each Data Centre will provide processi...
	1.4.3.2.5. The availability of each Data Centre will be 99% in order to achieve an overall 99.999% availability across the three Data Centres for mission-critical services and data.
	1.4.3.2.6. The design of TRITON for these nodes should take into account the existing equipment and in a fully virtualised environment.
	1.4.3.2.7. Users at the same location as the Data Centres can access TRITON Functional Services (NS and NU) using standard workstations on the appropriate networks.

	1.4.3.3. Enhanced Node Locations
	1.4.3.3.1. Enhanced Nodes will be equipped with a Local Computing Facility for services that cannot be provided from the Data Centres. These are services with special service level requirements (e regarding latency or availability). It is anticipated ...
	1.4.3.3.2. These Local Computing Facilities will be equipped with the same physical and virtualisation environment as the Data Centres, just at a smaller scale commensurate with the service level requirements.
	1.4.3.3.3. Enhanced Node Locations will have TRITON Users and System Administrators.
	1.4.3.3.4. Users at Enhanced Node Locations can access TRITON-NS or NU Functional Services using standard workstations on the appropriate networks.

	1.4.3.4. Standard Node Locations
	1.4.3.4.1. Standard Nodes will have minimum footprint to provide access to the enterprise. They will provide:
	1.4.3.4.2. These locations do not have any TRITON System Administrators. The management is centralised.
	1.4.3.4.3. Users at Standard Node Locations can access TRITON NS or NU Functional Services using standard workstations on the appropriate networks.

	1.4.3.5. Remote Node Locations
	1.4.3.5.1. Nations and ships that do not have Deployable Kits are considered as Remote Nodes.
	1.4.3.5.2. These locations do not have any TRITON System Administrators. The management is local.
	1.4.3.5.3. Users at Remote Node Locations can access TRITON NS or NU Functional Services using standard workstations on the appropriate networks.

	1.4.3.6. Deployable Nodes
	1.4.3.6.1. Deployable Nodes are those nodes whose locations may be changed according to the needs. Current Deployable Node Locations are as follows:
	1.4.3.6.2. Afloat Command Platforms
	1.4.3.6.2.1 The NATO Command Ships assigned to NATO Task Force/Group are named as Afloat Command Platform (ACP).
	1.4.3.6.2.2 There will be two (2) Standing NATO Maritime Groups (SNMG-1 and 2) and two (2) Standing NATO Mine Counter-Measures Groups (SNMCMG-1 and 2). In addition to these four Groups in operation, another four Groups may be required for mission hand...
	1.4.3.6.2.3 TRITON Deployable Kits will be provided to only the ACPs. They will correspond to standard Data Centre functionality deployed on semi-ruggedized equipment boxes and other mobile equipment to support deployed Headquarters. They will provide...

	1.4.3.6.3. Deployable CIS Locations
	1.4.3.6.3.1 TRITON shall be accessible across the NATO Command Structure (NCS) and on the deployed commands through the Deployable Communication and Information Services (DCIS), including the NATO Response Force (NRF).
	1.4.3.6.3.2 Separate instances of TRITON will be installed on the DCIS infrastructure provided by the Purchaser (named as DragonFly). These instances will be able to run on the Mission Network (MS).
	1.4.3.6.3.3 Due to the rotational nature of the NRF, the deployment location is presently unknown. The Contractor shall perform the installation upon confirmation of the locations.


	1.4.3.7. Support Systems Locations
	1.4.3.7.1. Test Node Location
	1.4.3.7.1.1 The Test Node will host the TRITON Test Systems, for both NS and NU Functional Services. These systems will not be operationally used.
	1.4.3.7.1.2 The Purchaser will use the Test Systems to conduct system test and integration activities.
	1.4.3.7.1.3 All Test Systems will be established on the NU Domain.
	1.4.3.7.1.4 The Test Node Location will be the NCI Agency The Hague, PMIC, facilities on the NU Domain.

	1.4.3.7.2. Reference Node Location
	1.4.3.7.2.1 The Reference Node Location will host the TRITON Reference Systems, for both NS and NU Functional Services. These systems will not be operationally used.
	1.4.3.7.2.2 The Purchaser will use the Reference Systems to conduct maintenance and system integration activities.
	1.4.3.7.2.3 All Reference Systems will be established on the NU Domain.
	1.4.3.7.2.4 The Reference Node Locations will be one of the following NCI Agency premises:
	1.4.3.7.2.5 The Purchaser will decide on the Reference Node Locations according to the status of internal organisational needs at the time of deployment. The Contractor shall perform the installation at the designated site.

	1.4.3.7.3. Training Node Location
	1.4.3.7.3.1 The Training Node Location will host the TRITON Training Systems, both NS and NU Functional Services. They will be used during Individual or Collective Training by remotely accessing the services via browsers.
	1.4.3.7.3.2 All Training Systems will be established on the NU Domain.
	1.4.3.7.3.3 The Individual Training Node Location will be one of the following:
	1.4.3.7.3.4 The Collective Training Node will be one of the following:
	1.4.3.7.3.5 The Purchaser will decide on the Training Node Locations according to the status of the CIS infrastructure and operational needs at the time of deployment. The Contractor shall perform the installation at the designated sites.


	1.4.3.8. User Node Locations
	1.4.3.8.1. User Node is a generic name for a location serving general TRITON users. A User Node may be a Data Centre, an Enhanced Node or a Remote Node, without any geographical restriction. It may also be an ACP with or without the Deployable Kit. Na...
	1.4.3.8.2. User Nodes will host the user workstations which allow individual users to access TRITON functions via Web-based applications.

	1.4.3.9. Organizational Nodes
	1.4.3.9.1. An Organizational Node provides an integrated set of TRITON functionality and a virtual repository for NATO Headquarters or Centres like a User Node. SHAPE, MARCOM, JFCs are examples to Organizational Nodes.
	1.4.3.9.2. An Organizational Node provides a logical structuring of users, functionality and information, and may be independent of the physical node structure (e.g. a physical node may support more than one Organizational Node).
	1.4.3.9.3. Organizational Nodes will host the user workstations which allow local users to access TRITON functions via Web-based applications.


	1.4.4. Deployment
	1.4.4.1. Figure 4Figure 4 shows a notional diagram of the TRITON operational architecture showing Data Centres, Organizational and User Nodes, and Afloat Command Platforms.
	1.4.4.2. The TRITON installation locations including the Data Centres and other types of Nodes within the architecture illustrated in Figure 4Figure 4 are given in Annex-B, WP5 System Transition.


	1.5. Key Operational Requirements
	1.5.1. TRITON, as a system provided by the Contractor, shall meet the key operational requirements stated below:
	1.5.1.1. Replacement of MCCIS functionality that supports operational-level Maritime C2, MSA, and RMP.
	1.5.1.2. Replacement of MSA functionality for White Shipping currently supported by MSA/BRITE.
	1.5.1.3. Building and dissemination of White Picture (WP) on the NU Domain.
	1.5.1.4. Building and dissemination of RMP on the NS Domain.
	1.5.1.5. Utilising information received from National maritime C2 systems and commercial maritime services to build the WP and RMP.
	1.5.1.6. The Water Space Management and Prevention of Mutual Interference (WSM/PMI) segment of Maritime Operational Planning.
	1.5.1.7. Interoperability with other NATO systems and Functional Services.
	1.5.1.8. Providing Deployable Kits for Afloat Command Platforms to operate TRITON in standalone mode for both domains.

	1.5.2. The TRITON capability shall utilise the use of existing Bi-SC AIS Core and Functional Services and comply with the Bi-SC AIS Reference Architecture as specified in the SRS.
	1.5.3. The TRITON capability shall be made available to its users as a set of services running on the existing NATO WANs. A degree of information flow shall occur between different security domains.
	1.5.4. The TRITON capability shall provide a system which is accreditable at the required security level and mode of operation as defined in the SRS.

	1.6. Scope of Work
	1.6.1. This Statement of Work (SOW) describes the Contractor's responsibilities and tasks to satisfy the NATO requirements of TRITON Increment 1.
	1.6.2. The Contractor shall provide all necessary resources including services, personnel, material, components, equipment and documentation needed to accomplish the tasks described in the SOW and the Work Packages, to meet the requirements of the SOW...
	1.6.3. TRITON is expected to be implemented using Incremental Development with Multiple Deliveries Approach where each development activity is called “Build Process” which ends with an official product delivery called “Baseline”.
	1.6.4. The defined Build Processes are given in Table 1-2Table 1-2:
	1.6.5. Each Build Process is expected to follow the standard Waterfall Development life cycle enabling updates to previous Baselines. Agile management and development practices for individual functions and requirements within a Build Process can be ap...
	1.6.6. A sequence of software requirements analysis, software design, software construction, software integration, software verification and installation activities will be conducted in each Build Process to deliver a Baseline with a software version....
	1.6.7. The overall TRITON capability for Increment 1 will be realised via a series of Work Packages (WP). The details of the Contractual Work Packages are described in Annex B to this SOW. The list of the Work Packages is given in Table 1-3Table 1-3:
	1.6.8. Note that the following packages are contract options that can be exercised during the performance of the main contract, and therefore shall be included in the overall project schedule:
	1.6.9. Exercising the optional Work Packages shall have no impact on the overall timeline, especially on the date of Final System Acceptance (FSA). Thus the Bidder shall already work these options into the Master Schedule as if they are going to be ex...
	1.6.10. The Contractor shall implement all TRITON system requirements stated in Annex-A, System Requirements Specification (SRS).
	1.6.11. The Contractor shall:
	1.6.11.1. Design the system and maximise the use of commercially-available products to meet the Contractual System Requirements Specification (SRS) given in Annex B.
	1.6.11.2. Use a component-based, loosely-coupled architecture to support maximum reusability.
	1.6.11.3. Organise, manage and report on the contracted work as directed by the Work Packages placed under this Contract.
	1.6.11.4. Plan and execute developments and/or procurements required in order to ensure that the TRITON Product Baseline will at all times meet the SRS and other Contract requirements.
	1.6.11.5. Plan and execute the required tests to certify the TRITON Product Baseline as meeting its functionality, performance, security, interoperability and O&M requirements.
	1.6.11.6. Provide expertise to participate in additional Purchaser-led test activities as required.
	1.6.11.7. Develop/procure and prepare the necessary TRITON elements for delivery to the specified sites as directed by the Work Packages placed under this Contract.
	1.6.11.8. Prepare, install and configure the TRITON in the Purchaser-identified Test and Reference Environment in order to conduct system verification and validation. The Contractor shall coordinate with the Purchaser to arrange access to the NCI Agen...
	1.6.11.9. Deliver the required software to the prepared site, and execute installation, testing, training and activation of the system, according to the agreed Project Management Plan and Project Master Schedule.
	1.6.11.10. Install and configure the Training Systems to be used for TRITON-NS and NU.
	1.6.11.11. Develop TRITON Deployable Kits, install and configure software for TRITON ACP Capability.
	1.6.11.12. Coordinate with the Purchaser to ensure that the site preparation activities are completed on or ahead of the date site implementation begins.
	1.6.11.13. Deliver the required software to all Authorised Locations, and execute installation, testing, training and activation of the system, according to the agreed Project Management Plan and Project Master Schedule.
	1.6.11.14. Plan and implement cut-over and initial operation of the new system to ensure transition from the existing to the new operational capabilities without loss of essential mission functions (e.g. building RMP) or data (e.g. existing AIS record...
	1.6.11.15. Support development of Standard Operating Procedures (SOP) for operational use and maintenance of TRITON (for static and afloat sites and for both NS and NU Domains).
	1.6.11.16. Develop and deliver Training Courses, including Training Materials, Student Manuals, Computer-Based Training, and course assessment after each course.
	1.6.11.17. Fully document the design, operation, and maintenance of the delivered operational and Support Systems by providing the required manuals, operational procedures, supporting technical data, computer software and drawings required by the Cont...
	1.6.11.18. Provide initial service support for the TRITON Product Baseline and transition service provisioning responsibility to the Purchaser.


	1.7. Statement of Work Organization
	1.7.1. This SOW defines the general requirements for services and supplies provided under Work Packages under this Contract. Specific performance requirements will be defined as part of each Work Package given in Annex B.
	1.7.2. Section 1 provides an introduction to the SOW.
	1.7.3. Section 2 identifies applicable documents.
	1.7.4. Section 3 defines the management requirements of this Contract.
	1.7.5. Section 4 defines the requirements for technical tasks under this Contract.
	1.7.6. Section 5 defines the support requirements under this Contract.
	1.7.7. Section 6 identifies the responsibilities and experience and education requirements for the labour categories to be used in support of this Contract.
	1.7.8. Section 7 lists requirements for documentation to be delivered with this Contract.

	1.8. Standards for Interpretation of the Statement of Work
	1.8.1. This SOW invokes a variety of NATO Standardisation Agreements (STANAGs), Allied Publications (AQAP, ACMP, etc.) and International Standards (e.g. ISO/IEC). While these are NATO reference documents, there are national and international standards...
	1.8.2. Where a national or international standard exists that is not specifically referenced in the STANAGs, Allied Publications, ISOs as being equivalent, the Contractor may propose to utilise such a standard if it can demonstrate to the satisfaction...


	SECTION 2:    APPLICABLE DOCUMENTS
	2.1. STANAGS
	 STANAG 2290, Ed. 2, 2010, NATO Unique Identification of Items
	 STANAG 4107, Ed. 8, 2007, Mutual Acceptance of Government Quality Assurance and Usage of the Allied Assurance Publications (AQAP)
	 STANAG 4427, Ed.3, 2014, Configuration Management in System Life Cycle Management
	 STANAG 4728, Ed. 2, 2015, System Life Cycle Management
	 STANAG 6001, Ed. 5, 2014, Language Proficiency Levels
	 STANREC 4174, Ed.4, 2014, Guidance for Dependability Management
	 STANREC 4753, Ed. 1, 2015, Project Managers’ Guide to Quality Assurance Insight, Oversight and Intervention in the Acquisition Process

	2.2. Allied Publications
	 AAP-20 Ed. C, Ver.1, 2015, NATO Programme Management Framework (NATO System Life Cycle Model)
	 AAP-48 Ed. B, Ver.1, 2013, NATO System Life Cycle Processes
	 ACMP-2000, Ed. A, Ver.1, 2014, Policy on Configuration Management
	 ACMP-2009, Ed. A, Ver.1, 2014, Guidance on Configuration Management
	 ACMP-2100, Ed. A, Ver.1, 2014, Configuration Management Contractual Requirements
	 ALP-10 Guidance on Integrated Logistics Support for Multinational Equipment Projects (ILS)
	 AQAP-160, Ed. 1, 2001. NATO Integrated Quality Requirements for Software through the Life Cycle
	 AQAP-169, Ed. 1, 2001, NATO Guidance on the Use of AQAP-160
	 AQAP-2000, Ed. 3, 2000, NATO Policy on an Integrated Systems Approach to Quality through the Life Cycle
	 AQAP-2009, Ed. 3, 2010, NATO guidance on the Use of the AQAP-2000 Series
	 AQAP-2020, Ed. A, Ver. 1, 2015, Project Managers’ Guide to Quality Assurance Insight, Oversight and Intervention in the Acquisition Process
	 AQAP-2050, Ed. 1, 2003, NATO Project Assessment Model
	 AQAP-2070, Ed. 2, Ver. 2, 2012, NATO Mutual Government Quality Assurance (GQA) Process
	 AQAP-2105, Ed. 2, 2009, NATO Requirements for Deliverable Quality Plans
	 AQAP-2110, Ed. 3, 2009, NATO Quality Requirements for Design, Development and Production
	 AQAP-2210, Ed. 1, 2006, NATO Supplementary Software Quality Assurance Requirements to AQAP-2110
	 AQAP-2310, Ed. A, Ver. 1, 2013, NATO Quality Management System Requirements for Aviation, Space and Defence Suppliers
	 ATrainP-5, Ed. A, Ver. 1, 2014, Language Proficiency Levels

	2.3. Bi-SC Documents
	 Bi-SC DIR 75-2, "Education, Training, Exercise and Evaluation Directive (ETEED)", 2 October 2013 (NU)
	 Bi-SC DIR 75-7, "Education & Individual Training (E&IT)", 10 September 2015 (NU)
	 Bi-SC Capability Package 9C0107, Functional Services for Command and Control of Operations (OPS FS) (NU)
	 Bi-SC Capability Package 9C0150, Core Information Services for Command and Control (NU)

	2.4. Other NATO Documents
	 AC/35-D/2005-REV3, Management Directive on CIS Security, 12 October 2015 (NU)
	 AC/35-D/1014-REV2, Guidelines for the Structure and Content of Security Operating Procedures (SecOps) for Communication and Information Systems (CIS), 19 October 2006 (NU)
	 AC/35-D/1015-REV3, Guidelines for the Development of Security Requirement Statements (SRS), 31 January 2012 (NR)
	 AC/35-D-1021-REV3, Guidelines for the Security Approval or Security Accreditation of Communication and Information Systems (CIS), 31 January 2012 (NR)
	 AC/322(SC/5)L(2006)0001, Ver. 2.2, 2006, NATO Communication and Information Systems Configuration Management Policy (NU)
	 AC/322(SC/5)L(2006)0001, Ver. 1.0, 2006, Enclosure 2 NATO Communication and Information Systems Configuration Management Directive (NU)
	 AC/322-D(2009)0006-(INV), 2009, Guidelines for the Implementation of Configuration Management for NATO CIS (NU)
	 AC/322-D(2006)0052 “NATO Consultation, Command and Control Board (NC3B) NATO CIS Configuration Management Policy and Directive (NU)
	 AC/322-D(2007)0048 NATO Architecture Framework (NAF) Ver.3, 23 November 2007 (NU)
	 AC/322(SC/1-WG/1)N(2009)0005-ADD2, NATO Architecture Framework (NAF) Ver. 3.1 (NU)
	 NCSA OSI LA-14-02, Preparation of NATO CIS Integrated Logistics Support Plans (ILSP), 2nd Revision (NU)
	 Approved Fielded Product List (AFPL) (as updated) (NU)
	 Material Data Sheet Template (for inventories and CMDBs) (NU)

	2.5. Non-NATO Standards
	 ISO 9241-210:2010: Ergonomics of Human-System Interaction - Part 210: Human-centred design for interactive systems
	 ISO 60300-1:2014: Dependability management - Part 1: Guidance for management and application
	 ISO/IEC 10007:2003: Quality management systems - Guidelines for Configuration Management;
	 ISO/IEC 20000-1:2005: Information Technology - Service Management, Part1: Specification; Part2: Code of Practice
	 ISO/IEC 15288:2008: Systems and Software Engineering - System Life cycle processes
	 ISO/IEC/IEEE 15289:2008: Systems and Software Engineering – Content of life-cycle information products (documentation)
	 ISO/IEC 12207:2008: Systems and Software Engineering - Software life cycle processes
	 ISO/IEC TR 24748-2:2011: Systems and Software Engineering, Life Cycle Management, Guide to the Application of ISO/IEC 15288 (System Life Cycle Processes)
	 ISO/IEC/IEEE 29119:2013 Software and systems engineering -- Software testing
	 ISO/IEC/IEEE 29148:2011: Systems and Software Engineering - Life cycle processes – Requirements engineering
	 ISO/IEC 25000:2005: Software Engineering - Software product Quality Requirements and Evaluation (SQuaRE) - Guide to SQuaRE
	 ISO/IEC FDIS 25010:2011: Systems and software engineering - Systems and software Quality Requirements and Evaluation (SQuaRE) - System and software quality models
	 ISO/IEC 14764:2006: Software Engineering - Software life cycle processes - Maintenance
	 IEEE Standard 1058-1998, IEEE Standard for software project management plans
	 IEEE Standard 1016-2009, IEEE Standard for information technology - systems design - software design descriptions
	 IEEE Standard 829-2008: IEEE Standard for software and system test documentation
	 International Chamber of Commerce Incoterms® 2010, 2010
	 ITIL v3 Service Transition (Best Management Practices); 29 July 2011
	 Unified Modelling Language (UML) 2.1, Object Management Group
	 Project Management Institute, A Guide to the Project Management Body of Knowledge (PMBOK Guide), Fifth Edition
	 Project Management Institute, Practice Standard for Work Breakdown Structures, Second Edition


	SECTION 3:    MANAGEMENT
	3.1. General
	3.1.1. This section outlines the Project Management Task Area for the TRITON Contract.
	3.1.2. The goal of the Contractor’s Project Management shall be to guide the project through a controlled, well-managed, visible set of activities to achieve the desired results and, wherever possible, to eliminate problems and to ensure that those pr...

	3.2. Project Management Methodology
	3.2.1. By default, the Contractor shall apply the PRINCE2 project management methodology to the planning, delivery and control of services under this Contract. Subject to approval of the Purchaser, the Contractor may propose his own project management...

	3.3. General Requirements
	3.3.1. This sub-section outlines the general requirements for the TRITON Contract. The requirements of this Subsection (3.3) shall apply to all Work Packages issued under the TRITON Contract.
	3.3.2. Personnel Security
	3.3.2.1. Unescorted access to a NATO site or unescorted work at NATO facilities can only be possible if the Contractor or Subcontractor personnel have, at a minimum, NS Security Clearance as required by NATO policy.
	3.3.2.2. The Contractor shall provide proof that each team member has a valid NS Security Clearance or its application is in process when it is required to work on a NATO site or facility.
	3.3.2.3. The Contractor shall process all Contractor and Subcontractor personnel through the NATO Security Office at each site, adhering to their procedures for clearances, to obtain security badges for the duration of the on-site activities.

	3.3.3. Independent Verification and Validation
	3.3.3.1. The main objective of the Independent Verification and Validation (IV&V) activity will be the evaluation of the performance of the TRITON Contractor and the verification and validation of the work being performed under the related effort, in ...
	3.3.3.2. The Purchaser will engage an IV&V Contractor to provide support for the TRITON Project. The IV&V Contractor will monitor, assess, and report on the TRITON Contract in order to identify, as early as possible, perceived problem areas.
	3.3.3.3. The IV&V Contractor will execute a non-disclosure agreement with the TRITON Implementation Contractor.
	3.3.3.4. The IV&V Contractor may be requested by the Purchaser to monitor Contractor activities at Contractor’s facilities or other sites related to the development, testing and implementation of the TRITON capability. The Contractor shall fully suppo...
	3.3.3.4.1. Host inspection visits by IV&V Contractor,
	3.3.3.4.2. Make himself available for answering questions and furnishing information related to the project,
	3.3.3.4.3. Allow the IV&V Contractor to inspect and monitor testing activities, and
	3.3.3.4.4. Allow the IV&V Contractor to inspect and monitor the Contractor’s processes applicable to this project.

	3.3.3.5. The Contractor shall transfer to the IV&V Contractor all information deemed necessary to perform the IV&V activities, on his own initiative or on request by the IV&V Contractor or the Purchaser.
	3.3.3.6. The Contractor shall transfer to the IV&V Contractor at the least the following information:
	3.3.3.7. The Purchaser may engage the IV&V Contractor to review any Contract deliverables on behalf of the Purchaser.

	3.3.4. Purchaser Responsibilities
	3.3.4.1. The Purchaser’s Project Manager will act as the Purchaser’s representative and will be the primary interface between the Contractor and Purchaser after the Effective Date of Contract (EDC).
	3.3.4.2. The Purchaser’s Project Manager will be supported by specialists in certain areas who may, from time to time, be delegated to act on the Project Manager’s behalf in their area of expertise.
	3.3.4.3. The Project Manager, the Integrated Project Management Team (IPMT), Project Board or any other NATO personnel cannot make changes to the terms and conditions of the Contract but may only provide the Purchaser’s interpretation of technical mat...
	3.3.4.4. The Purchaser will provide the Contractor with technical descriptions of existing NATO systems as required for the purpose of determining specific interface requirements between the TRITON capability and these systems.
	3.3.4.5. Purchaser Furnished Items and Services
	3.3.4.5.1. The Purchaser will make available to the Contractor the facilities necessary to test and demonstrate TRITON compliance with required interfaces to existing NATO systems.
	3.3.4.5.2. The Purchaser will provide access to sample existing databases and other data export formats to support the development of representative data for purposes of development, testing, and training. The intent is to provide this through remote ...
	3.3.4.5.3. The Contractor shall identify requirements for PMIC test support in the System Development Plan and the Test Management Plan.
	3.3.4.5.4. The Purchaser will provide the (security) settings and related testing documentation for servers, workstations, and Wide Area Network connections.

	3.3.4.6. The Purchaser will provide access to PMIC at its premises in The Hague, Netherlands.
	3.3.4.6.1. The facility, currently known as the Programme Management and Integration Capability (PMIC), provides Test Systems, Training Systems, Reference Systems and related networks having NATO security settings and also information products applica...
	3.3.4.6.2. At the PMIC Test System, the Purchaser will provide access to those Bi-SC AIS Core Services on which the TRITON capability is to depend.
	3.3.4.6.3. Upon a request, the Contractor will receive remote access via internet VPN to PMIC sub-network, as required to conduct development and testing.

	3.3.4.7. The Purchaser will provide the facilities, operational links, and interfaces required for Installation Tests, Integration Tests, Regression Tests, Verification and Validation Tests.
	3.3.4.8. The Purchaser will make available to the Contractor a baseline version of the software source code and any available documents for the following operational  prototype:
	3.3.4.9. The Purchaser will maintain Configuration Control for Purchaser-provided prototype software baseline. The Contractor shall identify to the designated Purchaser contact any deficiencies in this baseline it encounters during the course of softw...

	3.3.5. Coordination with Other NATO Projects
	3.3.5.1. The NATO CIS environment will be under continual development by other NATO projects and programmes that are being implemented in parallel with TRITON.
	3.3.5.2. The Purchaser will inform the Contractor and provide more detailed information concerning the changes in the operational or technical environment that may emerge as a result of these projects and programmes.
	3.3.5.3. The Contractor shall advise the Purchaser on the cost, schedule, and performance impacts of such changes on the project.

	3.3.6. Operational User Involvement
	3.3.6.1. The Contractor shall involve (e.g. through participation in Working Groups reviews, workshops, Joint Technical Reviews, Formal Reviews, User Assessment Reviews, user interface design, test events) appropriate operational users for input to, r...
	3.3.6.2. The operational user is expected to participate in the following activities:
	3.3.6.3. The Contractor shall arrange operational user participation through the Purchaser Project Manager or Purchaser Technical Lead.

	3.3.7. Location of Work
	3.3.7.1. Unless otherwise specified by the Work Package or approved by the Purchaser, the main effort for this Project shall be carried out in the Contractor's premises.
	3.3.7.2. Work at Purchaser Sites
	3.3.7.2.1. To support extended collaborative efforts, the Contractor may request to locate personnel at the Purchaser’s facilities.
	3.3.7.2.2. If the request is approved by the Purchaser, the Contractor shall be responsible for costs associated with working at the Purchaser’s facilities.
	3.3.7.2.3. The Purchaser will provide the Contractor personnel working at Purchaser locations as part of Work Packages under this Contract with the services given in Table 3-1Table 3-1.


	3.3.8. Lessons Report and Lessons Log
	3.3.8.1. The Contractor shall establish and maintain a project Lessons Log (LLog).
	3.3.8.2. The Lessons Log shall include major problems encountered during the project implementation and identify improvements for the future projects.
	3.3.8.3. The Contractor shall make the Lessons Log available on the Project Website.
	3.3.8.4. The Lessons Log shall include any learned during the execution and the information captured in the Issue Register and the Risk Register.
	3.3.8.5. The Contractor shall prepare a Lessons Report after each major milestone as part of the report of that event.


	3.4. Project Management Teams
	3.4.1. Integrated Project Management Team
	3.4.1.1. The TRITON Integrated Project Management Team (IPMT) comprises the key stakeholders in Maritime Community and serves as a mechanism for monitoring the project status, aligning activities with the other Maritime activities, resolving issues or...
	3.4.1.2. The Purchaser’s representative chairs the IPMT. The other members are the designated representatives of the NATO Strategic Commands (ACT, ACO). Technical experts within the NCI Agency and other bodies also serve as advisory members of the IPMT.
	3.4.1.3. Upon award of this Contract, the Contractor shall become an advisory member of the IPMT, which also serves as the TRITON Configuration Control Board (CCB). The Contractor shall participate the IPMT Meeting as invited.
	3.4.1.4. The Contractor shall provide his inputs to the IPMT via the Purchaser’s Project Manager.

	3.4.2. Project Board
	3.4.2.1. The TRITON Project Board is formed by the Purchaser according to PRINCE2 and serves as the primary mechanism for monitoring project status, resolving issues or conflicts within the project, and advising the Purchaser’s TRITON Project Manager.
	3.4.2.2. The Purchaser’s Chief C2 Service Line chairs the TRITON Project Board as the “Executive” role.
	3.4.2.3. Depending on the context of the meeting, the Contractor will become a member of the TRITON Project Board as the “Senior Supplier” role. The Contractor shall participate the Project Board Meeting as invited.
	3.4.2.4. Depending on the context of the meeting, the user community is represented by the “Senior User” role.
	3.4.2.5. The other members (e.g. Assurance) are the designated representatives of the NCI Agency.


	3.5. Contractor Project Management Office
	3.5.1. The Contractor shall establish and maintain a Project Management Office (PMO) to perform and manage all efforts necessary to discharge all his responsibilities under this Contract.
	3.5.1.1. The Contractor shall also provide all necessary manpower and resources to conduct and support the management and administration of operations in order to meet the objectives of the project, including taking all reasonable steps to ensure cont...

	3.5.2. Project Manager
	3.5.2.1. The Contractor shall designate a Project Manager (PM), who will direct and coordinate the activities of the Contractor's project team.
	3.5.2.2. The Project Manager shall be the Contractor's primary contact for the Purchaser's TRITON Project Manager and shall conduct all major project design, test, and status reviews.
	3.5.2.3. The Project Manager shall be prepared at all times to present and discuss the status of Contract activities with the Purchaser’s Project Manager, Contracting Officer, or Technical Lead.
	3.5.2.4. The Project Manager shall assist the Purchaser’s Project Manager in assessing of cost, schedule, and performance trade-offs within the scope of this Contract.
	3.5.2.5. The Project Manager shall serve as point of contact for the IV&V Contractor.
	3.5.2.6. The Project Manager shall meet the qualifications of Project Manager as specified in 6.2.1.

	3.5.3. Technical Lead
	3.5.3.1. The Contractor shall designate a Technical Lead for the project.
	3.5.3.2. The Technical Lead shall lead the analysis, design, implementation, integration, and follow-on enhancement efforts of the Contractor.
	3.5.3.3. The Technical Lead shall be accountable for Configuration Management activities and maintaining the Configuration Control of all Configuration Items.
	3.5.3.4. The Technical Lead shall meet the qualifications of a Senior Engineer and Senior Systems Engineer as specified in Senior Engineer 6.4.1 and 6.4.4, respectively.
	3.5.3.5. A Technical Manager for the Provision of C4ISR Visualisation Component may be designated.

	3.5.4. Test Director
	3.5.4.1. The Contractor shall designate a Test Director for all test activities conducted under this Contract.
	3.5.4.2. The Test Director shall meet the qualifications of Senior Test Engineer as specified in 6.4.18.

	3.5.5. Quality Assurance Manager
	3.5.5.1. The Contractor shall designate a qualified individual to serve as the Quality Assurance Manager for activities under this Contract.
	3.5.5.2. The Quality Assurance Manager shall be able to work independently from the Project Manager and report to a separate manager within the Contractor's organization at a level equivalent to or higher than the Project Manager.
	3.5.5.3. The Quality Assurance Manager shall meet the qualifications of Quality Assurance Manager as specified in 6.5.10.
	3.5.5.4. The Contractor should designate Quality Engineers to work under the supervision of the Quality Assurance Manager for all Quality actions to be taken during the lifetime of the project.

	3.5.6. Integrated Logistics Support Engineer
	3.5.6.1. The Contractor shall designate a qualified individual to serve as the Integrated Logistics Support (ILS) Engineer for activities under this Contract.
	3.5.6.2. The ILS Engineer shall report to a separate manager within the Contractor's organization at a level equivalent to the Purchaser ILS Officer.
	3.5.6.3. The ILS Engineer shall also be responsible for all training-related activities.
	3.5.6.4.  The ILS Engineer shall meet the qualifications of the Senior ILS EngineerLogistics Management Specialist as specified in 6.5.16.8.1.


	3.6. Project Website and Collaborative Working Environment
	3.6.1. The Contractor shall establish an unclassified Project Website and Collaborative Working Environment (CWE) on which all relevant unclassified TRITON project documentation and datasets shall be maintained.
	3.6.1.1. The Project Website shall allow the Purchaser, the Contractor, TRITON Project Team, and the IV&V Contractor to share the CWE content, collaborate and work efficiently online with managed privilege and access to all relevant project information.
	3.6.1.2. CWE shall provide tools for co-development of project documents, storing them and supporting communication between the team members.

	3.6.2. The Purchaser will provide tThe unclassified hosting environment for the Project Website and CWE will be provided to the Contractor through the Bi-SC AIS PMIC facility at the NCI Agency The Hague location and will make itbe available remotely f...
	3.6.3. The Project Website and CWE shall identify all relevant classified documents by title, unless a title is itself classified.
	3.6.4. The Project Website and CWE shall allow the Purchaser to access to the Issue Register, Risk Register, Quality Register, Project Master Schedule, and other datasets and tools required by this SOW.
	3.6.5. The Project Website and CWE shall allow the Purchaser to access to the finished and in-progress items, including design specifications, documentation, source code, installers and executables.
	3.6.6. The Project Website and CWE shall contain links to the latest baseline of the software package during all phases of project.
	3.6.7. The Contractor shall update the CWE with the development artefacts on at least weekly basis.
	3.6.8. The Contractor shall implement an access control mechanism to restrict viewing of any document on the Project Website and CWE to a list of users approved by the Purchaser and administered by the Contractor.
	3.6.9. The Contractor shall establish a NATO UNCLASSIFIED link between the NCI Agency The Hague, the IV&V Contractor premises, and the Contractor’s premises to establish the Collaborative Working Environment for Project TRITON.
	3.6.10. Video Tele-Conferencing Facilities
	3.6.10.1. It is envisioned that there will be frequent Video Tele-Conferences (VTC) between the Contractor team and the Purchaser Project Team and as such the Contractor shall have facilities to carry out VTC sessions with the Purchaser’s facility loc...


	3.7. Project Management Plan
	3.7.1. The Contractor shall establish, provide and maintain a Project Management Plan (PMP) which describes how the Contractor will implement the totality of the project, including details of the project control that will be applied.
	3.7.2. The PMP shall identify all major Contractor operating units and any subcontractors involved in the development of the TRITON capability and a description of the portion of the overall effort or deliverable item for which they are responsible.
	3.7.3. The PMP shall cover all aspects of the project implementation, including the Contractor’s project management structure and project control processes, personnel assignments, and external relationships necessary to provide the capability as requi...
	3.7.4. The PMP shall be sufficiently detailed to ensure that the Purchaser is able to assess the Contractor plans with insight into the Contractor’s plans, capabilities, and ability to satisfactorily implement the entire project in conformance with th...
	3.7.5. The PMP shall describe, or refer to, how the various project management processes (quality management, configuration management, risk management etc.) are integrated, either via a tool set and/or internal project management practices.
	3.7.6. The PMP shall describe how the Project Website and Collaborative Working Environment will be used to maintain communication between the Purchaser and the Contractor.
	3.7.7. The PMP shall cover at least the following areas:
	3.7.7.1. Project Scope:
	3.7.7.2. Project Organization:
	3.7.7.3. Project Management Processes:
	3.7.7.4. Software Project Management
	3.7.7.4.1. The PMP shall cover software project management aspects including managerial, technical and supporting process plans in accordance with IEEE Std 1058-1998 and ISO/IEC 12207.

	3.7.7.5. Hardware Production
	3.7.7.5.1. The PMP shall cover hardware production aspects including managerial, technical and supporting process plans in accordance with ISO/IEC 15288 and ISO 9001:2008.

	3.7.7.6. Quality Management
	3.7.7.6.1. The PMP shall describe how Contractor will establish and use quality management programme, refer to the Quality Plan described in Subsection 3.13 for the following:
	3.7.7.6.2. The PMP shall cite any references used in the quality management, such as methodologies, tools or best practice material.
	3.7.7.6.3. The PMP shall identify the organization and responsibilities of the quality assurance team and its relation to the project team.
	3.7.7.6.4. If sub-contracted quality resources are used, the PMP shall describe the controls and processes in place for monitoring the sub-Contractor's work against agreed timelines and levels of quality.


	3.7.8. The approval of the PMP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This approval in no way relieves the Contractor from its responsibilities to meet the requirements state...
	3.7.9. The PMP shall describe the relationship between the PMP and subordinate plans:
	3.7.10. The Contractor shall ensure that the PMP remains current throughout the duration of the Project to reflect the actual state of the Contractor's organization and efforts, and maintain a current copy on the Project Website.

	3.8. Project Product Breakdown Structure
	3.8.1. The Contractor shall establish and maintain Project Product Breakdown Structure (PPBS). PBS is a hierarchical list of all the products to be produced during the project where PRINCE2 guidance may be used.
	3.8.2. The PPBS shall be used to identify the Work Packages in the Project Work Breakdown Structure.
	3.8.3. PPBS shall include the following to enable product-based planning:
	3.8.4. The PPBS shall describe the hierarchical structure that breaks down a final product into its constituent sub-products.
	3.8.5. Product Description
	3.8.5.1. The PPBS shall describe the products in Product Description to a level of detail to understand what is needed to build the final product and to clarify and identify all necessary work for the creation of the final product.
	3.8.5.2. The Product Description shall be sufficient to understand the purpose and function of the product and the level of quality required of the product.

	3.8.6. The Product Flow Diagram shall show the sequence of delivery of products and identify dependencies between those products, including external products.
	3.8.7. The Contractor shall not change the PPBS without the approval of the Purchaser.

	3.9. Project Work Breakdown Structure
	3.9.1. The Contractor shall establish and maintain a Project Work Breakdown Structure (PWBS).
	3.9.2. The PWBS shall define the major Work Packages and the relationship between the Work Packages and the end product.
	3.9.3. The PWBS shall describe the Work Packages to a level that exposes all project risk factors and allows accurate estimate of each work item’s duration, resource requirements, inputs and outputs, and predecessors and successors.
	3.9.4. The PWBS shall include a PWBS Dictionary that identifies for each work item its duration, resource requirements, inputs and outputs, predecessors and successors, assumptions, constraints, dependencies, and requirements for Purchaser support. In...
	3.9.5. The Contractor shall plan the work contained within the lowest-level PWBS components in the Work Packages.
	3.9.6. The PWBS shall be used as the primary framework for Contract planning and reporting to the Purchaser.
	3.9.7. The Contractor shall not change the PWBS or PWBS Dictionary, without the approval of the Purchaser.

	3.10. Project Master Schedule
	3.10.1. The Contractor shall establish and maintain a Project Master Schedule (PMS) that contains all Contract events such as Milestones, Checkpoints, Decision Gates and Contract-related Purchaser activities and events (e.g. Purchaser reviews, IV&V te...
	3.10.2. The PMS shall depict the sequence, duration, and relationship among PWBS, Task Orders, Work Packages and work items, including internal QA events.
	3.10.3. The PMS shall identify the start and finish dates, duration, predecessors, successors, and resource requirements for each work item.
	3.10.4. The PMS shall include the delivery dates for all management products (e.g. project plans, Project Highlight Reports), including at least the initial version and the final one.
	3.10.5. The PMS shall include activity network, activity Gantt, milestone, and critical path views of the project schedule.
	3.10.6. The PMS shall be provided in a format fully compatible with the latest commercial version of the MS Project or other Project Management Software as proposed by the Contractor and authorised by the Purchaser. The PMS shall be made available on ...
	3.10.7. The initial version of the PMS shall, upon Purchaser Acceptance, be placed under the TRITON Configuration Control System.
	3.10.7.1. Thereafter, the Contractor shall maintain the baseline version of the PMS on the Project Website.
	3.10.7.2. The Purchaser’s TRITON Project Manager, without consulting the other TRITON CCB members, can approve changes to the PMS that do not affect other baseline documents or incur additional costs.


	3.11. Work Package Management
	3.11.1. The Contractor shall prepare draft Work Package Descriptions as requested by the Purchaser.
	3.11.2. The Contractor shall ensure that all confirmed Work Packages are reflected in the PMP, PWBS and PMS.
	3.11.3. The Contractor-defined Work Packages shall be at least at the level of the Work Packages provided in Annex B to this SOW.
	3.11.4. The Contractor-defined Work Packages shall describe schedule, and cost and resources of the work to be done.
	3.11.5. The Contractor shall provide link between Work Packages, the scope defined in the PPBS and PMS.

	3.12. Risk Management
	3.12.1. The Contractor shall establish a risk management strategy and perform risk management throughout the period of performance of this Contract.
	3.12.2. The Contractor should use the Risk Management approach as defined in PRINCE2.
	3.12.3. The Contractor shall identify threats and opportunities, assess them, establish a plan to implement the responses and follow-up actions, and report the risks as part of the project management reports.
	3.12.4. Risk Management Plan
	3.12.4.1. The Contractor shall prepare a Risk Management Plan (RMP) and deliver it together with the PMP.
	3.12.4.2. The RMP shall describe how the risk management will be performed.

	3.12.5. Risk Register
	3.12.5.1. Risk Register (RReg) is a record of identified risks relating to an initiative, including their status and history (PRINCE2).
	3.12.5.2. The Contractor shall establish and maintain a Risk Register for the project.
	3.12.5.3. The Contractor shall identify management, technical, schedule, and cost risks and record them in the Risk Register.
	3.12.5.4. The Contractor shall rate each risk as “High”, “Medium”, or “Low”, based on its probability of occurrence and its impact on cost, schedule, and quality.
	3.12.5.5. The Contractor shall identify for each risk the measures being taken to mitigate any risk rated as High on any factor and make an assessment of the risk rate in case of implementation of the mitigation measures.
	3.12.5.6. The Contractor shall provide the initial baseline version of the Risk Register at the PMR and maintain it throughout the period of the Contract.
	3.12.5.7. The Contractor shall make the Risk Register available on the Project Website.

	3.12.6. Issue Register
	3.12.6.1. Issue Register (IReg) is a register used to capture and maintain information on all of the issues that are being managed formally (PRINCE2).
	3.12.6.2. The Contractor shall establish and maintain an Issue Register for the project.
	3.12.6.3. The Contractor shall capture and manage all issues raised during reviews in the project Issue Register.
	3.12.6.4. The Contractor shall make the Issue Register available on the Project Website.

	3.12.7. Assessment
	3.12.7.1. The Contractor shall include in the Project Highlight Report a chart that lists all active risks rated High on any factor and note any significant forecasted changes in these risks.
	3.12.7.2. The Contractor shall update and brief the Risk Register and update the Issue Register at all Project Checkpoint Reviews and Formal Reviews.


	3.13. Quality Management
	3.13.1. General
	3.13.1.1. The Contractor shall establish, execute, and maintain a Quality Management System throughout the Contract lifetime.
	3.13.1.2. The Quality Management System shall be based on AQAP-2110, AQAP-2210 and AQAP-2310 which incorporates by reference ISO 9001:2008, and on AQAP-160.
	3.13.1.3. The Quality Management System shall ensure that procedures are developed, implemented and maintained to adequately control the design, development, production, testing, configuration management, and support of all deliverables.
	3.13.1.4. The Contractor shall establish, document, implement, assess and improve an effective and economical system in accordance with this document, which includes the requirements of ISO 9001:2008 as necessary to satisfy the contract requirements.

	3.13.2. Quality Plan
	3.13.2.1. The Contractor shall describe the Quality Management System in a Quality Plan (QP) and deliver it together with the PMP.
	3.13.2.2. The QP shall cover quality planning, quality control, quality assurance and quality improvement issues and refer to other management plans.
	3.13.2.3. The QP shall be prepared in accordance with AQAP-2110 as detailed in AQAP-2009, Annex C, and Subsection 5.4. The QP shall include at least the following:
	3.13.2.4. The QP shall also incorporate the following:

	3.13.3. Quality Management Process
	3.13.3.1. The Contractor shall conduct the activities for system level quality management as defined in AQAP-2210 and ISO/IEC 15288 Quality Management Process (Paragraph 6.2.5).
	3.13.3.2. The Contractor shall conduct the activities for software quality as defined in AQAP-2210 and ISO/IEC 12207, Quality Management Process (Paragraph 6.2.5).
	3.13.3.3. The Contractor shall conduct the activities for hardware quality as defined in AQAP-2120 and ISO 9001:2008.

	3.13.4. Purchaser Quality Assurance Process
	3.13.4.1. The Government Quality Assurance (GQA) multilateral agreement, existing between NATO countries and NATO organizations, is laid down in STANAG 4107.
	3.13.4.2. The Contractor shall recognise and accept the application of STANAG 4107 for this Contract and sub-contracts thereof.
	3.13.4.3. The Contractor shall comply with the requirements of STANAG 4107. In addition, the Contractor shall use AQAP-2070 as guidance to the delegation of GQA.
	3.13.4.4. The Contractor shall provide all necessary assistance to the Purchaser QA Representative (QAR), or his delegated National Quality Assurance Representative (NQAR), if and when Quality Assurance (QA) activities are delegated in accordance with...

	3.13.5. Quality Register
	3.13.5.1. Quality Register (QReg) is a register containing summary details of all planned and completed quality activities. The Quality Register is used by the Project Managers and Project Assurance of both Contractor and Purchaser as part of the revi...
	3.13.5.2. The Contractor shall establish and maintain a project Quality Register which lists all planned and performed quality checks on Contractor deliverables.
	3.13.5.3. The Contractor shall make the Quality Register available on the Project Website.


	3.14. Communication Management
	3.14.1. Communication Management Strategy
	3.14.1.1. A Communication Management Strategy (CMS) contains a description of the means and frequency of communication to parties both internal and external to the project. It facilitates engagement with stakeholders through the establishment of a con...
	3.14.1.2. The Contractor shall prepare a CMS.

	3.14.2. Electronic Media
	3.14.2.1. Non-repudiation of any electronic information exchange will be provided by The Purchaser’s Electronic Mail System.
	3.14.2.2. The Contractor’s all official deliveries will be accepted by the Purchaser’s Contracting Officer. The acceptance will be made by e-mail.
	3.14.2.3. Electronically scanned copies of signed documents can be exchanged via e-mail where applicable.

	3.14.3. Information Sharing
	3.14.3.1. All e-mails or any other communication mechanism shall be limited with “need-to-know” principle. “Reply all” function should be refrained.
	3.14.3.2. Level of recipients’ positions and relevance of information shall be considered for each e-mail.
	3.14.3.3. Only professional e-mail addresses shall be used for official communication.
	3.14.3.4. Official English language shall be used in all e-mails.

	3.14.4. Postal Services
	3.14.4.1. Information exchange through postal services can be used when necessary.

	3.14.5. Delivery
	3.14.5.1. All hard copies shall be delivered to the Purchaser by either postal services or by a representative of the Contractor.
	3.14.5.2. Receipts will be signed by the Purchaser’s representative.


	3.15. Meetings
	3.15.1. General
	3.15.1.1. Unless otherwise specified, at least one week before all meetings required under this Contract, the Contractor shall send an invitation, including the following:
	3.15.1.2. The Contractor shall record meeting minutes and post them on the Project Website within three (3) working days after the meeting.
	3.15.1.3. The meeting minutes shall include:
	3.15.1.4. The minutes shall not be used as a mechanism to change the terms, conditions or specifications of the Contract, nor as a vehicle to alter the design or configuration of equipment or systems. Such changes shall only be made by agreement, amen...

	3.15.2. Project Kick-Off Meeting
	3.15.2.1. The Contractor’s Project Manager or designated representative shall participate in the Project Kick-off Meeting with the Purchaser’s Project Manager and members of the TRITON Integrated Project Management Team (IPMT).
	3.15.2.2. The Project Kick-off Meeting will be held at the Purchaser’s facility within two (2) weeks after the Effective Date of Contract (EDC).
	3.15.2.3. Contractor’s attendance in person is necessary.
	3.15.2.4. The Contractor shall be at least prepared to present a draft Project Management Plan and review the organization of the Project Website.
	3.15.2.5. The Contractor shall prepare and submit a Project Kick-off Meeting Report within three (3) business days after the meeting.

	3.15.3. Integrated Project Management Team/Configuration Control Board Meetings
	3.15.3.1. The Contractor’s Project Manager or designated representative shall participate in TRITON IPMT and CCB meetings as requested by the Purchaser’s TRITON Project Manager. These meetings will be held at the Purchaser’s location, the NCI Agency T...
	3.15.3.2. For each CCB meeting the Contractor shall provide the status of all active Change Requests.
	3.15.3.3. The Purchaser may combine a CCB meeting with an IPMT meeting. Such a meeting will be counted as one item.
	3.15.3.4. Attendance in person is preferred but via video or telephone conferences may be accepted by the Purchaser if meeting agendas are too short to justify travel.

	3.15.4. Working Group Meetings
	3.15.4.1. In support of incremental development, the Contractor shall establish task-oriented Working Groups with NATO Subject Matter Experts (SMEs).
	3.15.4.2. The Contractor shall organise Working Group meetings to conduct reviews with NATO SMEs as specified in Subsection 4.4.
	3.15.4.3. The technical reviews supporting Working Groups shall be carried out in the formula of the Joint Technical Reviews and Working Group Reviews.

	3.15.5. Additional Meetings
	3.15.5.1. The Contractor shall identify to the Purchaser’s Project Manager any other meetings with NATO personnel required to support this Contract.
	3.15.5.2. Upon approval by the Purchaser’s Project Manager, the Contractor shall schedule and conduct such meetings, which shall be mentioned in that month's Project Highlight Report.


	3.16. Reviews
	3.16.1. Entry and Exit Criteria
	3.16.1.1. In general, “Entry and Exit Criteria” support the decision management process prior to and after an identified formal event. They can be used as check lists to decide whether or not to continue with the event or postpone it until the necessa...
	3.16.1.2. The Contractor shall define the Entry and Exit Criteria in the related plan of the event and state the satisfactory start and finish points for each formal event.
	3.16.1.3. The Purchaser will have right to redefine the Entry Criteria until two (2) weeks prior to the event.
	3.16.1.4. Entry Criteria
	3.16.1.4.1. Entry Criteria includes affirmative statements regarding the following:
	3.16.1.4.2. All items of the defined Entry Criteria shall be checked. The event will start only if the Purchaser agrees the status of the Entry Criteria.

	3.16.1.5. Exit Criteria
	3.16.1.5.1. Exit Criteria may have two types: “Success Criteria” and “Fail Criteria”.
	3.16.1.5.2. Success Criteria includes affirmative statements regarding the status of the event after the assessment and the required outputs.
	3.16.1.5.3. Success Criteria will be used to identify the condition of any formal event such as Formal Reviews (e.g. SRR, PDR, CDR, TRR, OTRR). The result of the assessment shall be one of the following:
	3.16.1.5.4. Fail Criteria includes affirmative statements regarding the definitions of unacceptable status.
	3.16.1.5.5. Fail Criteria will be used to identify an explicit fail condition for formal events requiring a decision which cannot be recovered (i.e. Decision Gates). If one or more items of the Fail Criteria are satisfied, then the Purchaser will decl...
	3.16.1.5.6. All items of the defined Success of Fail Criteria shall be checked. The status of the criteria will be determined by the Purchaser.


	3.16.2. Project Management Review
	3.16.2.1. The Contractor shall execute the Project Management Review (PMR) with the purpose of approving the scope and the plan for the Contractor activities provided within this Contract.
	3.16.2.1.1. The PMR meeting shall be hosted by the Contractor.
	3.16.2.1.2. The PMR meeting shall be within thirty (30) days after the Effective Date of Contract (EDC).
	3.16.2.1.3. The Contractor shall provide the documents given in Table 3-2Table 3-2 for the PMR.

	3.16.2.2. The Contractor shall prepare PMR Report and submit it to the Purchaser within three (3) working days after the PMR.

	3.16.3. Project Checkpoint Reviews
	3.16.3.1. The Contractor shall conduct Project Checkpoint Reviews (PCR) at least once a month throughout the Contract period of performance. By default, the PCRs shall take place in the week after the delivery of the PHR. However, the date and time of...
	3.16.3.2. The Contractor shall identify and discuss problems with the Purchaser’s TRITON Project Manager promptly, however, and not delay this until the next PCR.
	3.16.3.3. The PCR shall be conducted in one of the Purchaser’s sites or the Contractor’s site and the location shall be subject to the Purchaser’s Project Manager’s approval. By default, the NCI Agency The Hague shall be considered as the location to ...
	3.16.3.4. Attendance in person is preferred but video or telephone conferences may be accepted by the Purchaser if meeting agendas are too short to justify travel.
	3.16.3.5. The Contractor shall organize the first PCR no later than thirty (30) days after the EDC. The first PCR may be combined with PMR.
	3.16.3.6. The Contractor shall prepare PCR Report (PCR-R) and submit it to the Purchaser within three (3) days after the PCR.

	3.16.4. Formal Reviews
	3.16.4.1. The Contractor shall plan and conduct the Formal Reviews (in the form of meeting) with the Purchaser. The initial list of Formal Reviews is given in Table 3-3Table 3-3.
	3.16.4.2. The Contractor shall define the Entry and Exit Criteria (see Paragraph 3.3.8) in the related plans in which the reviews are defined. The Purchaser has the right to redefine the proposed criteria.
	3.16.4.3. At least two (2) weeks before each Formal Review, the Contractor shall send an invitation to the participants and an organization paper, including as a minimum the following:
	3.16.4.4. Upon Purchaser’s approval, Formal Reviews can be combined with other meetings or reviews to increase time efficiency. The Contractor may propose optimal dates and schedule considering official holidays and availability of staff.
	3.16.4.5. Attendance in person is preferred but video or telephone conferences may be accepted by the Purchaser if a review meeting is deemed to be too short to justify travel.

	3.16.5. User Assessment Reviews
	3.16.5.1. User involvement in early stages of the development is highly beneficial to correctly understand the user needs and design the software accordingly, especially the user interface. User reviews play a crucial role in providing feedback to des...
	3.16.5.2. During the UAR, participants will review a specification document or a mock-up, or work on a pilot system to provide initial feedback.
	3.16.5.3. The Contractor shall support UARs by:
	3.16.5.4. UAR will be conducted at the Purchaser’s PMIC facilities for a duration of three (3) days.


	3.17. Project Highlight Report
	3.17.1. The Contractor shall provide, no later than the third working day of each month, a Project Highlight Report (PHR). This report shall summarise the activities stated in Table 3-4Table 3-4.
	3.17.2. Progress of work and schedule status shall include application of Earned Value Management and provide information to measure progress and performance, including the actual cost incurred by the Contractor under this Contract. Following elements...
	3.17.3. The Contractor shall prepare the PHRs as documents and maintain an archive of PHRs on the Project Website.

	3.18. Project Status Assessment
	3.18.1. The project will be continuously assessed by the Purchaser through a series of control points. These control points are certain events like Milestones in addition to monthly Project Checkpoint Reviews.
	3.18.2. Milestones
	3.18.2.1. Milestones are the certain events that are held at the end of each development phase to provide visibility to system-wide issues, synchronise the management and engineering perspectives and verify that the goals of the phases have been achie...
	3.18.2.2. Build Process Milestones such as SwRR, SwDR, FAT, SiAR focus the detailed content for a defined scope.
	3.18.2.3. The Contractor shall clearly identify in the Project Master Schedule all Milestones identified in this SOW and the Work Packages.

	3.18.3. Checkpoints
	3.18.3.1. Checkpoints are the selected Milestones or events in the Project Master Schedule used to ensure that the project status is on agreed track. They have clear expectations and tangible results.
	3.18.3.2. The Contractor shall clearly identify the Checkpoints and the associated Milestones stated in this SOW in the Project Master Schedule.

	3.18.4. Checkpoint Assessment
	3.18.4.1. The project will be assessed at each Checkpoint by the Purchaser based on the associated Milestones.
	3.18.4.2. “Status Indicators” as traffic lights, Red-Amber-Green colours, will be used to visually indicate the status of the associated Milestones at the time of assessment. A Status Indicator will be assigned to each Milestone according to the amoun...
	3.18.4.3. The Purchaser will decide which Status Indicator will be assigned to the Milestones at the time of the Checkpoint assessment.
	3.18.4.4. A Checkpoint will be assessed by the Purchaser. The result of the assessment shall be one of the following:
	3.18.4.5. A Checkpoint Assessment may also include warnings to the Contractor, describing the risk areas and subjects to be improved. Warnings can be issued by the Purchaser within a Formal Notification (see Paragraph 3.18.7).
	3.18.4.6. Checkpoint Assessments will be in the form a review meeting of the Purchaser and the Contractor. The first PCR after the associated Milestone can be used for Checkpoint Assessment.
	3.18.4.7. The Purchaser will use the result of the Checkpoint Assessment to activate other Work Packages.

	3.18.5. Contract Phases
	3.18.5.1. The Contract Schedule is divided into logical phases called “Contract Phases” in order to assess the performance of the Contract.
	3.18.5.2. The Contract Phases are identified in Work Package 1, Project Management.
	3.18.5.3. The Purchaser will commit the Contract phase by phase (not as a whole). As such, each Contract Phase is bound to certain Milestones, a Checkpoint and a payment plan.
	3.18.5.4. The transition between the Contract Phases are achieved by means of “Decision Gates”.

	3.18.6. Decision Gates
	3.18.6.1. Decision Gates are used to transition between stages of a project as defined in AAP-20, Section 3. The decisions made at each of the gates may be to (see Figure 6Figure 6):
	3.18.6.2. Decision Gates mark the milestones and the steps from one Contract Phase into the next. They are mapped to Checkpoints where past work is mature and validated, future work is agreed upon and lessons learned are captured in the Lessons Log an...
	3.18.6.3. Decision Gates may be in the form of review meeting of the Purchaser and the Contractor. The first PCR after the associated Milestone can be used for Decision Gate assessment.
	3.18.6.4. The Decision Gates for the TRITON Contract are identified in Work Package 1, Project Management.
	3.18.6.5. The Purchaser will define the Entry, Success and Fail Criteria for each Decision Gate and provide them to the Contractor at the last PCR prior to the Decision Gate. The default criteria are defined in the Work Package 1.
	3.18.6.6. The Purchaser can use the Decision Gates as break-points at which there will be administrative decision about whether or not continuing the project by executing the next phase. The Purchaser has the right to re-assess if the Contract and the...
	3.18.6.7. A Decision Gate will be assessed by the Purchaser using the Success and Fail Criteria. The result of the assessment shall be one of the following:
	3.18.6.8. The result of the Decision gate assessment will be a written document signed by the Purchaser formalising the decisions made, or any other form that is deemed appropriate for the project.

	3.18.7. Formal Notification
	3.18.7.1. The Purchaser may inform the Contractor about certain subjects which are deemed to be not compliant to the contractual requirements and cannot be acceptable. Continuous delays, inefficient plans, unacceptable quality of services, inappropria...
	3.18.7.2. A Formal Notification may include one or more warnings to the Contractor, which may have indication levels as “Minor”, “Medium” or “Major”.
	3.18.7.3. The Purchaser may use the “Formal Notification” to inform the Contractor in writing about the unacceptable conditions of the Contract based on the status assessment at Checkpoints prior to a Decision Gate.
	3.18.7.4. Formal Notifications may have impact on the decision taken by the Purchaser at the Decision Gate.


	3.19. Contract Close-out
	3.19.1. Planned Closure
	3.19.1.1. Planned Contract Close-out occurs after all products and services provided by the Contractor have been accepted by the Purchaser.
	3.19.1.2. The Contractor shall finalise all plans such as PMP, CMP, QP, STrP, ISP and ISSP, and all records such as Risk, Issue Register and Lessons Log.
	3.19.1.3. The Contractor shall apply the project closure practices as defined in PRINCE2.
	3.19.1.4. The Contractor shall plan a Contract Close-out Meeting (CCM) to review all products and services are delivered, and all activities are successfully completed.
	3.19.1.5. Contract Close-out Meeting (CCM) and its report shall mark the End of Contract.

	3.19.2. Premature Closure
	3.19.2.1. Premature Close-out occurs when the Purchaser decides to close the Contract at an earlier phase than the FSA. It does not mean that the work in progress is not simply abandoned, but that the project salvages anything of value created to date...
	3.19.2.2. Upon the decision on premature close-out, the Contractor shall:


	3.20. Other Project Management Work
	3.20.1. Other work that the Contractor shall perform as specified under appropriate Work Packages under the Project Management Task Area includes:
	3.20.1.1. Project and security risk analysis.
	3.20.1.2. Adapting the Requirements Management.
	3.20.1.3. Attending to Purchaser meetings or conferences and giving briefs.
	3.20.1.4. Preparation of Project Information Materials such as brochures, white papers, posters and a video presentation.
	3.20.1.5. Preparation and maintenance, in coordination with the Purchaser, of a project Lessons Log, project Risk Register and Issue Register.



	SECTION 4:    TECHNICAL
	4.1. General
	4.1.1. This section outlines the Technical Task Area of the TRITON Contract.
	4.1.2. The Contractor shall design, implement, integrate, test, and deliver the TRITON capability including software and hardware. Furthermore, the Contractor shall provide engineering and operational support for the TRITON capability.
	4.1.2.1. The Contractor shall refine the system requirements based on an analysis and a fine-tuning of the Purchaser's functional and non-functional requirements provided in the Contractual SRS; design and develop system elements, adapt and integrate ...
	4.1.2.2. The Contractor shall provide continuing engineering for the TRITON capability, which shall include analysing the cost and performance impacts on the TRITON Product Baseline of changes in OTS components or system requirements, integrating appr...
	4.1.2.3. The Contractor shall integrate the TRITON capability with existing NATO systems and interfaces, deploy and prepare it for operation as part of the NATO Communications and Information Systems (CIS).
	4.1.2.4. The Contractor shall install the TRITON software to Purchaser-designated facilities in close coordination with the Purchaser’s staff.
	4.1.2.5. The Contractor shall install a Deployable Kit on board a selected ship in close coordination with the Purchaser’s staff.
	4.1.2.6. The TRITON capability shall be made available to its users as a Web-based application running on the existing NATO SECRT Wide Area Network and (NSWAN) and NATO UNCLASSIFIED Network. Stand-alone operation with limited capabilities shall be pro...
	4.1.2.7. TRITON shall consist of a combination of custom-developed, off-the-shelf (whether commercially available or developed for other customers), and potentially, adaptations of Purchaser-provided prototypes and systems.
	4.1.2.8. TRITON shall be built following a Component-Based Framework (CBF) approach for reusability of components and a Service Oriented Architecture (SOA) to provide for flexibility, scalability and agility, to minimise the impacts of future modifica...

	4.1.3. As authorised by the Work Packages, the Contractor shall be responsible for the overall design, implementation, integration, and system engineering of the TRITON capability throughout all Product Baselines delivered under this Contract.
	4.1.4. The Contractor shall be responsible for delivering the items and services described in this SOW and its Annexes. Any conflict shall be resolved with the Order of Precedence defined below:
	4.1.4.1. Precedence 1 - SOW Work Package Requirements: Describe what the deliverables are, when they will be delivered.
	4.1.4.2. Precedence 2 - SOW Requirements: Describe how the deliverable item will be prepared and delivered.
	4.1.4.3. Precedence 3 - SRS Requirements: Describe the system element functions.
	4.1.4.4. Precedence 4 - SRS Descriptions: Define and clarify the system element functions.

	4.1.5. The Final System Acceptance (FSA) shall be achieved when all system and project requirements are met, all services are delivered.

	4.2. System Life Cycle Processes
	4.2.1. The Contractor shall apply the system life cycle processes as defined in AAP-48 referencing to ISO/IEC 15288 under [STANAG 4728].
	4.2.2. The AAP-20 defines, based on the ISO/IEC 15288 system definition and its general life cycle model, the customer (NATO, Agencies, Nation or Groups of Nations) system concept and the necessary skeleton (stages) for the life cycle. The appropriate...
	4.2.3. The NATO Policy on Life Cycle Management provides the frame for all system life cycle elements and linked these with the industrial life cycle framework described in ISO/IEC 15288. The Development Stage and Production Stage are covered within t...
	4.2.4. The Contractor shall apply the system life cycle activities defined in this Contract.
	4.2.5. The Contractor shall construct software (and produce hardware) at his own or his sub-contractor’s premises. After the internal software construction is completed with internal unit tests, the System Verification and Transition Process will star...

	4.3. Incremental Development Methodology
	4.3.1. General system life cycle approach and terminology as defined in AAP-48 (referring to ISO/IEC 15288) shall be used during the realisation of TRITON. A summary of the general system life cycle processes to implement TRITON capability is given in...
	4.3.2. The Contractor shall deliver TRITON using an Incremental Development Methodology. Each increment shall be identified as a “Build Process” which shall be realised using Waterfall Methodology. Software shall be developed using the software life c...
	4.3.3. The Contractor shall group the system requirements and assign the groups to a Baseline to be developed in a Build Process. After developing software through each Build Process, a software product with a baselined version will be delivered and s...
	4.3.4. During the System Requirements Analysis and System Architectural Design, all requirements defined in the SRS shall be allocated to Baselines according to the proposed solution and the RIS shall be updated. Within each Build Process, the functio...
	4.3.5. The Contractor shall apply the software life cycle processes defined in [ISO/IEC 12207] to build a product in each Build Process, to deliver it and set it to operation.
	4.3.6. Within each Build Process, the Contractor shall conduct software requirements analysis, software architectural and detailed design following a Waterfall Methodology; and then construct the software, integrate it with hardware, interface it with...
	4.3.7. The Contractor shall use Software CM Process to manage CIs and to combine the products of each Build Process into one general built.
	4.3.8. The Contractor shall fabricate TRITON Deployable Kits conducted as a Build Process.
	4.3.9. At the end of each Build Process, the Contractor shall deliver a PBL and install the PBL at the TRITON Test System and Reference System, and the selected NATO sites.
	4.3.10. Within each Build Process life cycle, the Contractor shall organise the following types of meetings using the recent version of the developed products relevant to the aim of the meeting:
	4.3.11. The formal acceptance of the deliverables from the current stage shall be done using the formula of Formal Review, as described in Paragraph 3.16.4.

	4.4. Working Groups
	4.4.1. The Contractor shall organise activities involving the Purchaser and the Users (excluding the Contractor internal engineering activities and Formal Reviews with the Purchaser) under a Working Group structure.
	4.4.2. The Contractor shall ensure that each Working Group addresses requirements, planned or on-going activities, issues and deliverables in its respective scope by collaboration between Users, Purchaser and the Contractor.
	4.4.3. The Working Groups shall meet under formula of JTR and WGR.
	4.4.4. The Contractor shall seek approval from the Purchaser to decide in which Working Group a subject (activity or deliverable) should be discussed in case the subject belongs to different groups.
	4.4.5. In case a subject is not within the scope of a Working Group, the Contractor shall seek approval from the Purchaser to decide in which Working Group the subject will be refined further.
	4.4.6. The Contractor shall support the following Working Groups defined within the TRITON Project:
	4.4.7. Systems Engineering Working Group
	4.4.7.1. The scope of SEWG is the overall requirements analysis, specification, design, technical architecture, integration and interface aspects of TRITON.
	4.4.7.2. SEWG will focus on the architectural-driving requirements and the design of TRITON.
	4.4.7.3. SEWG will work on the interoperability aspects, interfaces (ICDs) and information exchange standards as well as adapting to changing environment (e.g. changes in Formatted Messages).
	4.4.7.4. The SEWG shall include the following representation:
	4.4.7.5. SEWG will coordinate the security aspects of the capability, preparation of the security and INFOSEC documentation.

	4.4.8. Implementation Working Group
	4.4.8.1. The Contractor shall organise software and hardware implementation activities involving the Purchaser and the operational users (excluding the Contractor internal engineering activities and Formal Reviews with the Purchaser) under the IWG str...
	4.4.8.2. The IWG shall include the following representation:
	4.4.8.3. The composition of the IWG shall be adjusted before each IWG Workshop to meet the goals of the review (e.g. software or hardware).
	4.4.8.4. The IWG Meetings/Workshops will be held at the Purchaser’s location, the NCI Agency The Hague.
	4.4.8.5. The Contractor shall use the IWG Meetings/Workshops to discuss all the engineering deliverables.
	4.4.8.6. At the IWG Meeting/Workshops the Contractor shall present to the Purchaser the documentation before sending them for the formal approval of the Purchaser. The quality of the provided documents shall reduce the risk that the documents will be ...
	4.4.8.7. At the IWG Meeting/Workshop the Contractor shall discuss users’ feedback on the TRITON Operational Software deployed to the TRITON Test System.
	4.4.8.8. The Contractor shall send the documentation to be discussed at the IWG Meeting/Workshop and deploy, if necessary, any software to the TRITON Test System at least two (2) weeks prior to the IWG Meeting/Workshop.

	4.4.9. Visualisation Component Working Group
	4.4.9.1. The scope of VCWG is the overall requirements analysis, specification, design, technical architecture, integration and interface aspects of the C4ISR Visualisation Component.
	4.4.9.2. VCWG will focus on the architectural-driving requirements and the design of the Component.
	4.4.9.3. VCWG will work on the interoperability aspects, interfaces (ICDs) and information exchange standards as well as adapting the Component to TRITON visualisation requirements.
	4.4.9.4. The Contractor shall organise the development activities for the C4ISR Visualisation Component under the VCWG structure.
	4.4.9.5. The VCWG shall include the following representation:
	4.4.9.6. The VCWG will meet at mutually-agreed locations or using VTC facilities.
	4.4.9.7. The Contractor shall send the documentation to be discussed at the VCWG Meeting/Workshop and deploy, if necessary, any software to the TRITON Test System at least two (2) weeks prior to the VCWG Meeting/Workshop.

	4.4.10. Verification and Validation Working Group
	4.4.10.1. The scope of VVWG is the support for qualification testing and acceptance of the capability including both functional and non-functional aspects.
	4.4.10.2. VVWG will also support preparation of test procedures, test scenarios and test data.
	4.4.10.3. The Purchaser will provide test data related to the NATO systems and services. The Contractor shall prepare the test data necessary for executing the testing other systems or services. The Contractor shall make use of the test data provided ...
	4.4.10.4. The Contractor shall organise the testing activities under the VVWG structure.
	4.4.10.5. The VVWG shall include the following representation:
	4.4.10.6. The Contractor shall send the documentation to be discussed at the VVWG Meeting/Workshop at least two (2) weeks prior to the VVWG Meeting/Workshop.

	4.4.11. System Transition Working Group
	4.4.11.1. The scope of STWG is the support for installation of the capability, site-specific aspects, training and transition from legacy systems.
	4.4.11.2. STWG will provide support for the following:
	4.4.11.3. The STWG shall include the following representation:

	4.4.12. Operation and Support Working Group
	4.4.12.1. The scope of OSWG is to provide support during the operation of TRITON OBL and the final deliverables during the OT&E period.
	4.4.12.2. The OSWG will also provide support to the acquisition, development and implementation of the physical support capability (e.g. organise the supply chain, set up logistics data, organise warranty and in-service support, organise CM, codificat...
	4.4.12.3. The OSWG shall include the following representation:


	4.5. Technical Reviews
	4.5.1. Joint Technical Reviews
	4.5.1.1. The aim of the Joint Technical Reviews (JTR) shall be to address issues prior to formal coordination of issues within the current Build Process life cycle.
	4.5.1.2. The Contractor shall plan and take part in JTRs at locations and dates proposed by the Contractor and approved by the Purchaser. These reviews shall be attended by persons with technical knowledge of the software products to be reviewed. The ...
	4.5.1.2.1. Review evolving software products, using the software product evaluation criteria in listed below:
	4.5.1.2.2. Review and demonstrate proposed technical solutions; provide insight and obtain feedback on the technical effort; surface and resolve technical issues.
	4.5.1.2.3. Review project status; surface near- and long-term risks regarding technical, cost, and schedule issues.
	4.5.1.2.4. Arrive at agreed-upon mitigation strategies for identified risks, within the authority of those present.
	4.5.1.2.5. Identify risks and issues to be raised at joint management reviews.
	4.5.1.2.6. Ensure on-going communication between acquirer and developer technical personnel

	4.5.1.3. Attendance in the JTR is solely at the discretion of the Purchaser and shall not be limited by the Contractor.
	4.5.1.4. The Contractor shall capture and manage all issues raised during JTRs in the project Issue Register with a category corresponding to the Working Group handling the issue.
	4.5.1.5. The Contractor shall organize and conduct JTR to address and resolve critical technical issues in advance of the Working Group Reviews, supporting incremental development.
	4.5.1.6. The Contractor shall propose the subject and the timing of the JTRs to ensure the most critical technical risks are raised and mitigated as early as possible. The JTRs shall be planned as early as possible but as a minimum four weeks prior to...
	4.5.1.7. The Contractor shall deliver, at least one (1) week prior to each JTR, a meeting agenda and a list of issues to be reviewed with an impact assessment, root cause of the issue (evidence) and possible solutions per issue.
	4.5.1.8. Unless agreed by the Purchaser or organised in accordance with 4.5.1.14, all JTRs shall be conducted at a Purchaser Facility (either the NCI Agency Brussels or The Hague). The specific date and location must be agreed between the Contractor a...
	4.5.1.9. The Contractor shall provide all relevant resources including personnel, hardware, software, and tools at each review.
	4.5.1.10. The Contractor shall propose the detailed scope of the JTRs executed within the Build Process. The JTR’s shall be based on deliverables reviewed at SRR, PDR and CDR, following the Incremental Development approach.
	4.5.1.11. The Contractor shall provide, at each review, presentation and discussion of each issue, including relevant technical material such as requirements references, design specifications, views, use cases, mock-ups, screenshots, or prototypes.
	4.5.1.12. The Contractor shall deliver, within one week after each JTR, the Minutes of Meeting, updated Issue Register, and any resulting proposed Change Requests.
	4.5.1.13. In addition to the JTRs, the Contractor may call additional Working Group meetings, when deemed necessary, to ensure that critical project risks are raised, discussed, and resolved as early as possible throughout the course of the project.
	4.5.1.14. The Contractor may organise JTRs using remote meeting technologies (online conferencing tool) over the NATO Unclassified network after approval by the Purchaser.
	4.5.1.14.1. The online review meeting shall take place in regular Central European Time (CET) business hours (i.e. 09:00 to 17:00).
	4.5.1.14.2. The online review may be planned on a shorter notice than a regular review, but not shorter than a week.
	4.5.1.14.3. The Contractor shall ensure that participating in an online review is at no-cost for the participants. Any licences for the online meeting shall be arranged at the beginning of the Contract by the Contractor.
	4.5.1.14.4. The Contractor shall allow the online review of material with classification up to NATO Unclassified using appropriate security means.


	4.5.2. Working Group Reviews
	4.5.2.1. The aim of the Working Group Reviews (WGR) shall be verification of the deliverables produced during the current Build Process and providing recommendation for the next Build Process. The verification shall be carried out using the scope defi...
	4.5.2.2. Attendance in the WGR is solely at the discretion of the Purchaser and shall not be limited by the Contractor.
	4.5.2.3. The Contractor shall capture and manage all issues raised during WGRs in the project Issue Register with a category corresponding to the Working Group handling the issue.
	4.5.2.4. The Contractor shall organise a WGR at the end of each Build Process.
	4.5.2.5. The Contractor shall organise a single WGR not to last more than two hours for a remote meeting. In case the agenda requires more time, more sessions shall be organised in coordination with the Purchaser.
	4.5.2.6. The WGRs shall follow the requirements as specified for the JTRs, with the exception that WGRs shall keep the scope separately for each Working Group and shall not join their meetings, unless otherwise agreed by the Purchaser.
	4.5.2.7. The Contractor may organise WGRs using remote meeting technologies (online conferencing tool) over the NATO Unclassified network after approval by the Purchaser.
	4.5.2.7.1. The online review meeting shall take place in regular CET business hours.
	4.5.2.7.2. The online review may be planned on a shorter notice than a regular review, but not shorter than one (1) week.
	4.5.2.7.3. The Contractor shall ensure that participation to an online review is at no-cost for the participants. Any licences for the online meeting shall be arranged at the beginning of the Contract by the Contractor.
	4.5.2.7.4. The Contractor shall allow the online review of material with classification up to NATO Unclassified using appropriate security means.


	4.5.3. IWG Workshops
	4.5.3.1. The IWG shall meet under the formula of IWG Workshop.
	4.5.3.2. The aim of the IWG Workshop shall be to address issues prior to formal coordination within the current Build Process.
	4.5.3.3. Attendance in the IWG Workshop is solely at the discretion of the Purchaser and shall not be limited by the Contractor.
	4.5.3.4. The contractor shall organize an IWG Workshop either in a form of a standard meeting on a location selected by the Purchaser, or via a remote meeting. The selection is to be approved by the Purchaser.
	4.5.3.5. Remote meeting can be used to increase efficiency for the User Community to participate in the IWG Workshop session.
	4.5.3.6. In case of a remote meeting, the Contractor shall make sure the duration of the session not to last more than two hours. In case the agenda requires more time, several sessions shall be organised in coordination with the Purchaser.
	4.5.3.7. The Contractor shall capture and manage all issues raised at IWG Workshop in the project Issue Register.
	4.5.3.8. The Contractor shall organize IWG Workshop at least twice per Build Process, before the planned Formal Reviews.
	4.5.3.9. The IWG Workshop shall aim into recommendation for approval of the deliverables produced during the Build Process. The verification shall be carried out using the scope defined for the related Formal Review.


	4.6. System Development Plan
	4.6.1. The Contractor shall provide and maintain a System Development Plan (SDP). The SDP shall include all necessary activities for planning, managing and controlling the engineering efforts for specifying, designing, implementing, integrating, testi...
	4.6.2. The SDP shall describe the following:
	4.6.2.1. Engineering Work Packages and Work Items defined in the PWBS Dictionary.
	4.6.2.2. The system development strategy including the organization, tasks, resources, and methodologies.
	4.6.2.3. The technical approach, including the relationship between bespoke (i.e. software specially written to specification) and off-the-shelf (OTS) products (i.e. existing products that can be integrated with little or no customization).
	4.6.2.4. The engineering processes (e.g. development technologies, development practices, design methodologies, unit testing and system integration procedures, risks analysis, control and monitoring mechanisms).
	4.6.2.5. The computing environment including COTS hardware, operating system and other infrastructure software.
	4.6.2.6. The development and test methodologies, standards, tools (including OTS products and programming or scripting languages), engineering environment, equipment, facilities, libraries, interfaces, plug-ins/add-ins, glue code and data.
	4.6.2.7. Change Management and Configuration Management of the TRITON SyRS, SDS, and TMP, which shall be described in line with the Incremental Development methodology (described in 4.2).
	4.6.2.8. System development schedule, which shall be prepared in line with the Incremental Delivery methodology (described in 4.2).
	4.6.2.9. Purchaser/user participation, which shall be achieved using a Working Group structure (described in 4.4).
	4.6.2.10. Requirements management, which shall be performed to ensure traceability and alignment with requirements from other NCI Agency projects, and to Baseline requirements within the Work Packages (described in 4.8.2).
	4.6.2.11. Following annexes:

	4.6.3. Requirements Implementation Schedule
	4.6.3.1. The Contractor shall provide (in the Bid) a Requirements Implementation Schedule (RIS), which lists groups of TRITON requirements from the Contractual SRS and assigns in which Baseline the requirement will be implemented (Available at Bidding...
	4.6.3.2. The Contractor shall provide, in the RIS, the roadmap for any COTS components used in the technical solution in the Bid. The Roadmap should contain the list of planned updates to the COTS product and the new functionality that will be include...
	4.6.3.3. The Contractor will suggest, in the RIS, what will be implemented in each Build Process based on the proposed concept, technical solution envisioned, availability of COTS components and other factors relevant for the Bid.
	4.6.3.4. The RIS shall have tabular form as specified in the template given Annex C with at least the following columns:
	4.6.3.5. Each requirement shall have only one Baseline or Milestone selected.

	4.6.4. Usability Engineering Plan
	4.6.4.1. Usability Engineering Plan (UEP) which defines how the human-centred activities fit into the overall system development process shall be prepared as an annex to the SDP, in accordance with ISO 9241-210:2010.
	4.6.4.2. The UEP shall identify:
	4.6.4.2.1. The human-centred design process activities such as:
	4.6.4.2.2. The individuals and the organization(s) responsible for the human-centred design activities and the range of skills and viewpoints they provide;
	4.6.4.2.3. Effective procedures for establishing feedback and communication from users and other Purchaser representatives on human-centred design activities as they affect other design activities, and methods for documenting these activities;
	4.6.4.2.4. Appropriate milestones for human-centred activities integrated into the overall design and development process, including events with the users prior to the SRR, PDR, CDR, TRR, FAT, SIT, SiAT, SiAR, SQR and OTRR.
	4.6.4.2.5. Suitable timescales to allow feedback and possible design changes to be incorporated into the project schedule.


	4.6.5. Security Accreditation Plan
	4.6.5.1. The Security Accreditation Plan (SAP) describes the Contractor deliverables and the interaction with the Purchaser in order to achieve timely system INFOSEC accreditation.
	4.6.5.2. The Contractor shall prepare the SAP compliant to [AC/35-D/2005-REV3].


	4.7. Configuration Management Process
	4.7.1. General
	4.7.1.1. Configuration Management (CM) is the technical and administrative activity concerned with the creation, maintenance and controlled change of configuration throughout the life of System Elements.
	4.7.1.2. The Contractor shall perform CM in accordance with the NATO CM Contractual Requirement document and the applicable additional requirements as selected on NATO Form ACMP-2009. STANAG-4427 which covers [ACMP-2000], [ACMP-2009] and [ACMP-2100] s...
	4.7.1.3. The system is decomposed into building blocks. System Elements are the main building blocks and also considered as a System Component.
	4.7.1.4. A Component is a general term that is used to mean one part of something more complex. For example, a computer system may be a component of an IT Service, an Application may be a Component of a Release Unit. Components that need to be managed...
	4.7.1.5. A Configuration Item (CI) is any Component that needs to be managed in order to deliver a Service. Information about each CI is recorded in a Configuration Record within the Configuration Management System and is maintained throughout its lif...
	4.7.1.6. The Contractor shall use a structural decomposition of system into System Elements, Components, CIs and further. A notional decomposition is given in Figure 13Figure 13 (the type of each element/component to be identified as software or hardw...
	4.7.1.7. The Contractor shall implement a CM program in accordance with [STANAG-4427], which covers [ACMP-2000], [ACMP-2009] and [ACMP-2100], to carry out the CM functions as described in this SOW (configuration item identification, configuration cont...
	4.7.1.8. The CM program shall enable the baselining of CIs into the FBL, ABL and PBL and the maintenance of these baselines throughout the duration of the contract.
	4.7.1.9. The Contractor shall ensure that an effective CM organization is established and maintained to implement the CM program and apply all necessary CM procedures, in accordance with the requirements and guidance applicable for this contract throu...
	4.7.1.10. Under the CM program the Contractor shall maintain and update all project CIs as requested by changes within the project or external to the project throughout the duration of the contract.
	4.7.1.11. The Contractor shall establish and maintain a Configuration Management System (CMS) to store all CIs.
	4.7.1.12. The Contractor shall describe the CM program and the CM organization in a CMP.

	4.7.2. Configuration Item Identification and Documentation
	4.7.2.1. A CI is an aggregation of hardware, software, or both that satisfies an end-use function and is designated for separate configuration management.
	4.7.2.1.1. Computer Software Configuration Items (CSCI) is an aggregation of software that satisfies an end use function and is designated for separate configuration management. CSCIs are selected based on trade-offs among software function, size, hos...
	4.7.2.1.2. Hardware Configuration Item (HWCI) is an aggregation of hardware parts that satisfies an end use function and is designated for separate configuration management.

	4.7.2.2. The Contractor shall establish, document and maintain a configuration identification system in accordance with [ACMP-2009].
	4.7.2.3. The Contractor shall use configuration identification to divide the system into CIs (HWCI and CSCI) for ease of management. Configuration identification shall identify the documents that establish each baseline. The identification process wil...
	4.7.2.4. The Contractor shall identify, for each CSCI, its Computer Software Components (CSC) and Computer Software Units (CSU), if any. For each CSCI, CSC and CSU, the Contractor shall issue/obtain a Software Identifier, which shall consist of a name...
	4.7.2.5. The Contractor shall identify, for each HWCI, its assembly and parts. For each part the Contractor shall issue/obtain a Hardware Identifier, which shall consist of a name, CAGE number, part number and serial number, and shall relate the hardw...
	4.7.2.6. An explanation of the rationale and criteria used in the process of selecting CIs shall be provided and be based on the criteria for selection of CIs as detailed in [ACMP-2009].
	4.7.2.7. The CIs shall be chosen in accordance with [ACMP-2009] and in a way to assure visibility throughout the development effort and easy support to the operational system after acceptance.
	4.7.2.8. All COTS, adapted and developed software shall be designated as CIs.
	4.7.2.9. Where COTS can be installed in a modular fashion, the description of the CI shall unambiguously identify the complete list of installed components.
	4.7.2.10. The Contractor shall ensure that the configuration baselines and configuration items are persistently stored in a COTS Configuration Management Database (CMDB) and that it shall be kept consistent and updated.
	4.7.2.11. The CMDB shall provide the ability to easily trace higher and subordinate CIs using CI identifiers or other CI attributes.
	4.7.2.12. The CMDB shall include the Data Information Packets (DIP) specified in [ACMP-2009].
	4.7.2.13. The CI identification system shall provide the ability to easily trace higher and subordinate CIs.
	4.7.2.14. Each commercial/government/NATO/modified-off-the-shelf (OTS), adapted, and developed software application or module shall be designated as a CI.
	4.7.2.15. Each complete hardware element shall be designated as a CI and shall be marked in accordance with [STANAG 2290].
	4.7.2.16. The CI structure shall be a tree structure with TRITON being the top level CI and shall show the relationships between the lower level CIs. The Purchaser reserves the right to modify the CI structure prior to its baselining.
	4.7.2.17. The level of granularity for the CI selection shall reach at minimum:
	4.7.2.18. The Hardware CI attributes shall include, but is not limited to, the MDS.
	4.7.2.19. Any Documentation CI shall include, but is not limited to, the Contract Schedule of Supplies and Services (SSS) attributes.
	4.7.2.20. Each physical deliverable software shall be marked with the Contract number, its associated CI identifier, name, version number, release date, and media copy number.
	4.7.2.21. Non-Developmental Items identified as CI, when modified to satisfy project requirements, shall be re-identified as a project modified CI, and documented accordingly.

	4.7.3. Configuration Baselines
	4.7.3.1. The Contractor shall establish the following Configuration Baselines for each CI:
	4.7.3.2. The Contractor shall ensure that the configuration documentation defining the Configuration Baselines is mutually consistent and mutually compatible. Each succeeding level of configuration documentation from the FBL to the ABL to the PBL and ...
	4.7.3.3. Functional Baseline
	4.7.3.3.1. The Functional Baseline (FBL) is the initial approved functional configuration identification (documentation) for each system element which describes the system functional characteristics.
	4.7.3.3.2. The system level FBL shall be derived from the TRITON Contractual SRS and shall be established at the successful completion of the SRR with the approved SyRS.
	4.7.3.3.3. Since Incremental Development with Multiple Deliveries Approach is used, there will be separate FBLs for each Build Process during the Contract execution, which are subsets of the system-level FBL.

	4.7.3.4. Allocated Baseline
	4.7.3.4.1. The Allocated Baseline (ABL) is the allocation of the FBL to (physical) system elements. It is the initial approved allocated configuration identification (documentation) for each system element functional and interface characteristics allo...
	4.7.3.4.2. The ABL shall be a product of the Preliminary Design stage (approved at CDR) and provides architecture of the system at the element level.

	4.7.3.5. Developmental Baseline
	4.7.3.5.1. The Developmental Baseline (DBL) is the status of the TRITON capability during development by the Contractor.
	4.7.3.5.2. The system level DBL shall be established after successful completion of the PDR and shall be finally approved at the CDR. Each Build Process shall have its own Design Review to set the DBL for that Build Process.
	4.7.3.5.3. The Contractor shall include the TRITON System Design Specification (SDS) (including the Requirements Traceability Matrix), the TMP, and any other documentation deemed appropriate by the Contractor, in accordance with provisions of ISO/IEC/...

	4.7.3.6. Product Baseline
	4.7.3.6.1. The Product Baseline (PBL) is the initial approved product configuration identification (documentation) for each CSCI and HWCI. It reflects the “as-built” configuration of the system.
	4.7.3.6.2. The PBL documentation shall describe all of the necessary functional and physical characteristics of the CI, any required joint and combined operations, interoperability characteristics of a CI and the selected functional and physical chara...
	4.7.3.6.3. The PBL shall be established after successful completion of the CDR.
	4.7.3.6.4. The PBL shall contain all delivered HWCI, CSCI and documentation that comprise the TRITON Increment 1 (for both NS and NU) system and any subsequent releases.
	4.7.3.6.5. The Contractor shall include in the PBL release package the elements listed in Table 4-1Table 4-1, as a minimum.

	4.7.3.7. Operational Baseline
	4.7.3.7.1. The Operational Baseline (OBL) is the “approved” product configuration identification (documentation) for all delivered CSCI and HWCI and other documentation that comprise the TRITON systems (NS, NU, Deployable Kit) and any subsequent relea...
	4.7.3.7.2. Since Incremental Development with Multiple Deliveries Approach is used, there will be multiple OBLs during the Contract execution until FSA. Each OBL shall be identified with a unique number.
	4.7.3.7.3. The final OBL shall be established after successful completion of Validation Process and approved at the FSA.


	4.7.4. Versioning and Baselines
	4.7.4.1. The Contractor shall apply the guidance provided by the Purchaser for versioning and baselines.
	4.7.4.2. Baselines will be given a major release number and a minor release number comprising an “X.X.X” notation. Once a system is approved for Approved Final Product List (AFPL), which is maintained by the NCI Agency, it is given a version number 1.0.
	4.7.4.3. TRITON Baselines shall be given version numbers starting with 1.X and followed by a release number (e.g. 1.2.1).
	4.7.4.4. Long term Operational Baseline shall be identified as 2.0.
	4.7.4.5. Similar numbering scheme shall be used for the C4ISR Visualisation Component.
	4.7.4.6. An example list of versions and releases of TRITON Operational Software and C4ISR Visualisation Component is given in Table 4-2:
	4.7.4.7. Intermediate baselines, whether they are Functional or Developmental baselines, shall be labelled logically within this scheme. For example, 1.2.1 is an interim release within Build Process 2.
	4.7.4.8. The Contractor shall develop Configuration Control mechanisms to keep one single source tree and generate multiple OBLs out of this tree. The concept is presented in Figure 14Figure 14.
	4.7.4.9. TRITON Deployable Kits shall be identified with Model Numbers like “TDK Model 1”.

	4.7.5. Configuration Management Plan
	4.7.5.1. The Contractor shall prepare a Configuration Management Plan (CMP) in accordance with [STANAG 4427] and deliver it together with the PMP.
	4.7.5.2. The Contractor shall define in the CMP the CM organization and the relation to the overall organization.
	4.7.5.3. The Contractor shall identify the means by which continuity of effort and understanding is achieved between his subcontractors and himself, and between the PM and himself and internally within his organization, for the allocated CI, integrati...
	4.7.5.4. The CMP shall describe the relationship with the SSS.
	4.7.5.5. The Contractor shall define CM organization and procedures in place to implement the CM program and manage the CM functions and the role of the CCB.
	4.7.5.6. The CMP shall describe relation between the CMS at the Contractor’s site and the CMS to be deployed at the Purchaser’s site.
	4.7.5.7. The CMP shall describe how the CM data will be handed-over to the Purchaser to be further supported as described in Section 5.
	4.7.5.8. Procedures and the schedule for updating the CMP shall be included in the CMP itself. The CMP, when approved, shall serve as a working document to plan, guide, and measure the CM process. CM shall be implemented in accordance with the approve...

	4.7.6. Configuration Control
	4.7.6.1. The Contractor shall apply configuration control measures to each Baseline and CI in accordance with [ACMP-2009].
	4.7.6.2. The Contractor shall define the responsibilities and procedures used within the Contractor's organization for configuration control of established CI, and for processing changes to these CI.
	4.7.6.3. The Contractor shall define the Configuration Baseline Change Procedures and shall submit Notice of Revision or Request for Deviations and Wavers when required and approved by the Purchaser.

	4.7.7. Change Management Process
	4.7.7.1. The Contractor shall implement a central Change Management Process that addresses the approval and controls the implementation of changes to the TRITON infrastructure in accordance with [ACMP-2009].
	4.7.7.2. The Contractor shall implement the Change Management Process to:
	4.7.7.3. The Contractor shall implement a Change Management Process to ensure that standard methods [ACMP-2009] and procedures are used, that changes can be dealt with quickly, with the lowest possible impact on service quality. All changes must be tr...
	4.7.7.4. The Contractor shall organise the Change Management Process such that the following objectives are successfully met:
	4.7.7.4.1. Reduced adverse impact of changes on the quality of TRITON Baselines.
	4.7.7.4.2. Better estimates of the costs of proposed changes.
	4.7.7.4.3. Fewer changes are reversed, and any back-outs that are implemented proceed more smoothly.
	4.7.7.4.4. Enhanced management information is obtained about changes, which enables a better diagnosis of problem areas.
	4.7.7.4.5. Improved user productivity through more stable and better TRITON Baselines.
	4.7.7.4.6. Increased ability to accommodate frequent changes without creating an unstable TRITON operational environment.


	4.7.8. Change Requests
	4.7.8.1. The Contractor shall establish and maintain a process for identifying, reviewing, approving, and tracking all requests for changes to FBL, ABL and PBL in accordance with [ACMP-2009].
	4.7.8.2. Change Requests (CR) identify proposed changes to the FBL, ABL or PBL.
	4.7.8.3. The Contractor shall prepare and submit Engineering Change Proposals (ECP), Requests for Deviations (RFD), Requests for Waivers (RFW), and Notices of Revision (NOR) in accordance with [ACMP-2009].
	4.7.8.4. Any CR shall contain, at a minimum:
	4.7.8.5. The Contractor shall foresee a change approval mechanism that consists of the three aspects given below:
	4.7.8.6. The Contractor shall apply internal configuration control measures to the configuration documentation of each CI, prior to the time that each CI is baselined.
	4.7.8.7. The Contractor shall prepare and process an ECP for engineering, design, development changes, and shall classify and submit to the Purchaser. The process and classification is defined in [ACMP-2009].

	4.7.9. Deficiency Reports
	4.7.9.1. The Contractor shall establish and maintain a process for reporting, tracking, and resolving deficiencies in the Developmental and Product Baselines.
	4.7.9.2. Deficiency Reports (DRs) are used to document the problems encountered during the design, configuration, implementation and operation of the TRITON capability.
	4.7.9.3. DRs shall be closed when the identified problem is resolved through procedure or other action that does not affect the system baselines, or when a corresponding CR is opened to correct the deficiency through a change to a baseline.

	4.7.10. Configuration Status Accounting
	4.7.10.1. The Contractor shall be fully responsible for the Configuration Status Accounting (CSA) for all CIs in accordance with [ACMP-2009].
	4.7.10.2. Under the CSA function the Contractor shall prepare CSA reports in a manner, and format which shall be proposed by the Contractor in his CMP and approved by the Purchaser.
	4.7.10.3. The Contractor shall deliver CSA reports to the Purchaser both as part of management and specialist products in this Contract and also as standalone documents at the Purchaser's request.
	4.7.10.4. At the end of the Contract, the Contractor shall deliver a set of final CSA reports for each CI or set of CI’s in both hard copy and in electronic media.
	4.7.10.5. Configuration Status Accounting System
	4.7.10.5.1. The Contractor shall maintain a CSA System (CSAS) for all CIs. The CSAS shall be capable of recording and reporting on the status of the configuration baselines and maintaining traceability of all configuration changes to the current basel...
	4.7.10.5.2. The CSAS shall be maintained and provided as a database, spreadsheet, or version control system. It shall provide the following data for each CI:
	4.7.10.5.3. The CSAS shall provide the following data for each CR:
	4.7.10.5.4. The CSAS shall provide the following data for each DR:
	4.7.10.5.5. The CSAS shall be maintained in such a manner that it can readily be copied in part or in total.
	4.7.10.5.6. The CSAS shall provide a complete historical record of all CIs, CRs, and DRs.
	4.7.10.5.7. The CSAS shall be capable of providing the following reports:


	4.7.11. Configuration Verification
	4.7.11.1. Upon request from the Purchaser, the Contractor shall support Configuration Audits to demonstrate that the actual status of all CIs matches the authorised state of CIs as registered in the Configuration Status Accounting reports according to...
	4.7.11.2. The Contractor shall support the Functional Configuration Audit (FCA) and Physical Configuration Audit (PCA) as defined in [ACMP-2009], by providing the required Baseline Documentation and answering questions from the Purchaser's Auditor. Th...
	4.7.11.3. The Contractor shall plan the FCA during the TRR, and the PCA during the SiAR of each Build Process.
	4.7.11.4. The Contractor shall draft a Configuration Audit Report (CAuR) for the FCA and PCA that summarises the results for the Purchaser's approval.
	4.7.11.5. The Contractor shall solve any deficiencies found during the Configuration Management Audits within the agreed timeframe and update the Baseline accordingly.
	4.7.11.6. The initial version of the ABL, and PBL shall be provided to the Purchaser for acceptance. Upon Purchaser Acceptance, ABL and PBL shall be placed under the control of the CCB.
	4.7.11.7. The Contractor shall be responsible for ensuring that Subcontractors, Vendors, and Suppliers participate in audits, as appropriate.
	4.7.11.8. The acceptance of the ABL and PBL by the Purchaser signifies only that the Purchaser agrees to the Contractor's approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the req...
	4.7.11.9. The Contractor shall keep the contents of the ABL and PBL under Configuration Control and shall keep it current to reflect the progress of the project activities.

	4.7.12. Configuration Management and Software Versioning Tool
	4.7.12.1. The Contractor shall create and maintain a COTS-based Configuration Management System (CMS), including the CMDB, which persists the CIs attributes, (inter-) relationships.
	4.7.12.2. A software source code version control tool shall be used for any custom software development.
	4.7.12.3. The version control/configuration management automation tool shall include the capabilities for baseline management, source control versioning (including source code), configuration item identification, change request management, deficiency ...
	4.7.12.4. The Contractor shall provide the Purchaser read-only access to the version control/configuration management automated tool via the project Web-site.
	4.7.12.5. The Contractor shall provide the ability for the Purchaser to access (read-only) the source code of the baseline via the version control/configuration management automation tool.
	4.7.12.6. The Contractor shall provide the information about the COTS tools to the Purchaser. If it is proprietary solution, the Contractor shall provide the necessary licenses to enable life-cycle configuration management.
	4.7.12.7. The Contractor shall enable the Purchaser to be able to download the baseline on a weekly basis, including components required to perform a build.


	4.8. System Requirements Analysis Process
	4.8.1. General
	4.8.1.1. The Contractor shall perform system requirements analysis activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.2 as referred by AAP-48, Paragraph 6.4.2.
	4.8.1.2. The Contractor will use ISO/IEC 29148 as a basis for Requirements Engineering.
	4.8.1.3. The Contractor shall review the Contractual SRS and all other applicable documents; liaise with NATO subject matter experts as necessary; and prepare its recommendations in terms of proposed changes to the SRS. The Contractor may propose chan...
	4.8.1.4. The Contractor shall conduct an initial System Requirement Analysis phase at system level to support the Incremental Development methodology (described in Subsection 4.2).
	4.8.1.5. The Contractor shall use the DOORS (IBM)a Requirements Management Ttool for managingement of the system-level and project requirements given in SOW and (SyRS) and software requirements (SRS). The Contractor shall deliver the updated requireme...
	4.8.1.6. The Purchaser will provide the TRITON Requirements Management Database (RMD) to the Contractor.
	4.8.1.7. The Contractor shall update the RIS, as Annex to the SDP, to reflect the requirements to be implemented as a Baseline as agreed during the SRR (described in Paragraph 4.8.7).
	4.8.1.8. The Contractor shall justify any proposed changes to the requirements by the expected system cost, schedule, performance, and supportability impacts.
	4.8.1.9. The Contractor shall also identify any requirements that seem to be in conflict (e.g. with design constraints).
	4.8.1.10. The Contractor shall identify the requirements initially satisfied by the proposed solution.

	4.8.2. Requirements Identification, Elaboration and Validation
	4.8.2.1. The focus and effort for TRITON Increment 1 Project is on analysing and consolidating the TRITON requirements provided as part of this Contract as the basis for establishment of TRITON Increment 1 for both NS and NU Domains.
	4.8.2.2. The Contractor shall provide additional support for requirements identification, elaboration and validation as stated below:
	4.8.2.2.1. Elicit, analyse, and support validation of stakeholder needs, expectations, constraints, and interfaces to specify requirements that constitute an understanding of what will satisfy stakeholders.
	4.8.2.2.2. Develop the lifecycle requirements of the product (e.g. development, transition to operations, maintenance).
	4.8.2.2.3. Review operational concepts and scenarios to refine and discover detailed requirements.
	4.8.2.2.4. Analyse needs and requirements (for each product lifecycle phase), the operational environment, and factors that reflect overall customer and end-user needs and expectations for attributes such as safety, security, portability, maintainabil...
	4.8.2.2.5. Define the environment in which the product will operate, including boundaries and constraints.
	4.8.2.2.6. Analyse stakeholder needs, expectations, constraints, and external interfaces to remove conflicts and to organize into related subjects.
	4.8.2.2.7. Analyse requirements to determine whether they satisfy higher level requirements.
	4.8.2.2.8. Analyse requirements to ensure that they are complete, feasible, realizable, and verifiable.
	4.8.2.2.9. Identify key requirements that have a strong influence on cost, schedule, functionality, risk, quality, or acceptance.
	4.8.2.2.10. Identify technical performance measures to be tracked during the implementation.
	4.8.2.2.11. Derive new system-level requirements from the existing ones if further clarification is needed according to the proposed solution.
	4.8.2.2.12. Explore the adequacy and completeness of requirements by developing product representations (e.g. prototypes, simulations, models, scenarios, and storyboards) and by obtaining feedback about them from relevant stakeholders.
	4.8.2.2.13. Analyse the requirements to determine the risk that the resulting product will not perform appropriately in its intended-use environment.
	4.8.2.2.14. Define constraints for verification and validation.
	4.8.2.2.15. Establish and maintain relationships among the requirements under consideration during change management and requirements allocation.
	4.8.2.2.16. Apply requirements elicitation, documentation, and verification and validation methods based on sound engineering principles.
	4.8.2.2.17. Provide impact assessment of new project issues, risks, and changes.

	4.8.2.3. Requirements Prioritisation
	4.8.2.3.1. The Contractor shall prioritise capabilities, functions and requirements using MoSCoW (Must have, Should have, Could have, Would like but won’t get) method, initially trying to deliver all the “Must have”, “Should have” and “Could have” req...
	4.8.2.3.2. Minimum Usable SubseT (MUST) of functions shall be completely implemented, thoroughly tested and delivered. The functions and requirements defined in SRS are all in MUST status within the Contract duration. Prioritisation is therefore only ...
	4.8.2.3.3. The Contractor shall apply at least three-level prioritisation as given below and depicted in Figure 15:
	4.8.2.3.4. Within each Build Process, prioritised requirements can be implemented in small increments and interim baselines can be deployed on the Test System at PMIC to allow continuous development, testing and integration process.
	4.8.2.3.5. The Contractor shall propose a prioritisation approach such as prioritising functions and requirements as 1, 2, 3, and develop a plan.
	4.8.2.3.6. Upon Purchaser’s approval, the Contractor shall conduct the development plan supported by an agile management and development practice, and update continuously.

	4.8.2.4. The Contractor shall employ the following techniques to elicit system requirements as applicable:
	4.8.2.5. The Contractor shall employ the following techniques to elicit project requirements as applicable:

	4.8.3. System Requirements Specification
	4.8.3.1. The Contractor shall prepare the System Requirements Specification (SyRS) by using the Contractual SRS with approved changes and, as required, extended with additional details supporting the approved scope including the identification of COTS...
	4.8.3.2. The Contractor shall use ISO/IEC 15289, ISO/IEC 29148 as a basis for developing the SyRS.
	4.8.3.3. The Contractor shall propose changes to the Contractual SRS during the Incremental Development in order to take into account outcomes of the Working Group reviews or to mitigate identified issues.
	4.8.3.4. The Purchaser will propose changes to the contractual SRS during the Incremental Development to take into account outcomes of the Working Group reviews or to mitigate identified issues.
	4.8.3.5. The Purchaser will propose a prioritised requirements list to insure that proposed changes can be considered by the TRITON CCB within the same Build Process scope or within another.
	4.8.3.6. The Purchaser will propose elaborated contractual requirements consistent with user requirements to a level of detail that is sufficient to be included in the Contract.

	4.8.4. User Interface Specification
	4.8.4.1. The Contractor shall prepare User Interface Specification (UIS) to capture the details of the Human Machine Interface (HMI) including Graphical User Interface (GUI) and covering all possible actions that an end user may perform.
	4.8.4.2. The Contractor shall ensure that the GUI design is compliant to the NCI Agency Style Guide.
	4.8.4.3. The UIS shall include the following:
	4.8.4.4. The UIS shall include all use cases for logical flow, description of displays, windows and dialog boxes, full range of information displayed in GUI elements (e.g. items for a pull-down list).
	4.8.4.5. The Contractor shall deliver the first UIS with high-level requirements at PDR, a more detailed, preliminary version at CDR. The actual details for individual software elements shall be added during related Build Processes and evaluated at re...
	4.8.4.6. The UIS will be updated during detailed software design and reviewed by operational users as planned during the Build Processes.
	4.8.4.7. The Contractor shall provide user interface mock-ups supporting the descriptions included in the UIS better understanding and more effective assessment.

	4.8.5. Security Risk Assessment and Requirements Analysis
	4.8.5.1. The Contractor shall conduct a Security Risk Assessment (SRA) which identifies all threats, vulnerabilities, and resulting risks to TRITON using the NATO version of the PILAR methodology.
	4.8.5.1.1. The SRA shall identify any changes to the contractual SRS required to achieve the desired system accreditation.
	4.8.5.1.2. The Contractor shall provide a report documenting the findings of its SRA.
	4.8.5.1.3. The SRA Report shall be discussed at the TRITON IWG Workshop and agreed with the Purchaser.
	4.8.5.1.4. The SRA Report will be subject to the approval by the respective NATO Security Authority. The Contractor is requested to update the document as requested to obtain security approval.


	4.8.6. System-Specific Security Requirement Statement
	4.8.6.1. The Contractor shall prepare the System-specific Security Requirement Statement (SSRS) and the Community Security Requirement Statement (CSRS) defining all security measures required to counter the risks identified in the SRA, as a change to ...
	4.8.6.2. The Contractor shall prepare a System Interconnection Security Requirement Statement (SISRS) for each interface between TRITON and any other Purchaser system on NS Domain.
	4.8.6.3. The SSRS, CSRS and SISRS shall be based on the documents provided by the Purchaser and shall be discussed at TRITON IWG Workshop
	4.8.6.4. The Contractor shall develop and provide system documentation before the IV&V Testing as required by the NCI Agency in order to support the Security Penetration Test and screening activities and to include TRITON in the NATO AFPL. The securit...

	4.8.7. Reliability Engineering
	4.8.7.1. The Contractor shall perform Reliability Engineering to meet the related non-functional requirements specified in the SyRS. The Reliability Engineering shall include the following:
	4.8.7.2. The Contractor shall document the results of Reliability Engineering in the SyRS, derive requirements for software development, review the system-level and component design and perform specific tests to make sure the product can meet the spec...
	4.8.7.3. The Contractor shall also consider Availability and Maintainability aspects of the product and review the design according to the specification.

	4.8.8. System Requirements Review
	4.8.8.1. System Requirements Review (SRR) is a multi-disciplined review to ensure that the system under review can proceed into initial systems development, and that all system requirements and performance requirements derived from the SyRS are define...
	4.8.8.2. The Contractor shall organise and conduct the SRR at the Purchaser’s facility to present the updated SyRS as the Functional Baseline (FBL) for TRITON.
	4.8.8.3. Entry Criteria
	4.8.8.3.1. The Contractor shall include in planning the SRR Entry Criteria given in Table 4-3Table 4-3 and make them available to the Purchaser at least two (2) weeks prior to the SRR:

	4.8.8.4. Success Criteria
	4.8.8.4.1. The Purchaser concludes that the SRR Success Criteria in Table 4-4Table 4-4 accomplished to complete the objectives of the SRR.

	4.8.8.5. The Contractor shall prepare a SRR Report and deliver within one week after the completion of the SRR.

	4.8.9. Requirements Management Database
	4.8.9.1. The Contractor shall establish and maintain an effective Requirements Management Database (RMD).
	4.8.9.2. A copy of the Purchaser’s Preliminary System Requirements will be handed over to the Contractor during the TRITON Project Kick-Off Meeting. The Contractor shall take over the requirements that the Purchaser’s RMD contains and maintain it thro...
	4.8.9.3. The RMD shall indicate for each requirement in which iteration it will be implemented. The RMD should also indicate requirements which are covered by COTS components (by definition these should exist at the time of bidding).
	4.8.9.4. The Contractor shall provide Internet access for the Purchaser to this RM tool via the Project Website.
	4.8.9.5. The Contractor shall provide the initial version of the system-level RMD Baseline at least two (2) weeks prior to the System Requirements Review (SRR), then at each Software Requirements Review (SwRR), and as updated or as requested by the Pu...
	4.8.9.6. The Contractor shall deliver the final version of the RMD at FSA.

	4.8.10. Requirements Change Requests
	4.8.10.1. The Contractor shall identify all proposed changes to the Contractual SRS in the form of one or more Change Requests (CR).
	4.8.10.2. The Contractor shall prepare CRs following the guidelines of the Contract Configuration Management requirements stated in Paragraph 4.7.10.
	4.8.10.3. The CR impact description shall include a statement of compliance with the authorised scope of the project and any trade-offs that shall be considered.
	4.8.10.4. Provided approval of the Purchaser’s Contracting Authority, the Contractor shall update the Contractual SRS to reflect the decision of the TRITON CCB on these CRs and also apply the changes to SyRS.
	4.8.10.5. The Contractor shall use the approved SyRS as the basis for the TRITON system design and subsequent design changes.


	4.9. System Architectural Design Process
	4.9.1. General
	4.9.1.1. System Architectural Design includes an identification of the hardware items, software items and manual operation items included in the system and an allocation of system requirements to those items. The Contractor shall perform System Archit...
	4.9.1.2. The Contractor shall conduct the System Architectural Design phase in accordance with the Incremental Development approach (described in 4.2).
	4.9.1.3. The Contractor shall provide system architecture design to be used by the Build Processes. The design shall describe the structure of the final system as described in the SyRS.
	4.9.1.4. The Contractor shall decompose the system into System Elements, allocate the requirements to the elements and verify that all requirements are allocated to elements.
	4.9.1.5. The Contractor shall use one of the following requirement assignment types:
	4.9.1.6. The Contractor shall specify the selected physical design solution as an architectural design baseline in terms of its functions, performance, behaviour, interfaces and unavoidable implementation constraints.
	4.9.1.7. The Contractor shall start software architectural design after system-level requirements are finalised and provide the preliminary versions of Software Architecture Description (SAD) and Database Design Description (DDD) during PDR, and final...
	4.9.1.8. The Contractor shall develop and provide a mock-up or low fidelity prototype of the major user interface features and include the user interface concept in the User Interface Specification (UIS). The UIS shall be updated during the Build Proc...
	4.9.1.9. The Contractor shall perform Reliability, Availability, Maintainability and Testability (RAMT) engineering, model the system reliability using Reliability Block Diagrams (RBD) and Failure Modes and Effect Analysis (FMEA) as defined in STANREC...
	4.9.1.10. The Contractor shall organize and conduct system-level design reviews to present its design of the TRITON capability and any subsequent maintenance and major releases.
	4.9.1.11. The Contractor shall deliver the draft documents prior to the design reviews as agreed with the Purchaser. Informal design reviews using the draft documents may be held at times agreed to by the Purchaser and the Contractor.

	4.9.2. System Design Specification
	4.9.2.1. The Contractor shall establish, provide, and maintain the System Design Specification (SDS) based on the approved SyRS specifying the FBL.
	4.9.2.2. The SDS shall describe the TRITON capability to a level of detail that is sufficient for the Purchaser to be able to understand how the TRITON capability will be implemented and verified.
	4.9.2.3. The Contractor shall develop the SDS in accordance with ISO/IEC 12207, ISO/IEC 15289, IEEE 1016 and the specifications given in this SOW.
	4.9.2.4. After having an approved initial SDS at PDR, the Contractor shall develop the final SDS in accordance with the processes defined in Paragraph 7.1.4 through 7.1.7 of ISO/IEC 12207 and submit it at CDR.
	4.9.2.5. The Contractor shall include in the SDS the ABL which includes all documentation related to verification (i.e. test procedures per CI as defined in ACMP-2009) of requirements per CI identified in the FBL.
	4.9.2.6. The SDS shall identify the proposed CIs and their design, functionality, interfaces, and data structures. For each CI, the SDS shall identify the following:
	4.9.2.7. The SDS shall identify the Interface Control Descriptions (ICD) required to define the interface between TRITON and external systems, services, or capabilities.
	4.9.2.8. The SDS shall identify all necessary customisation (by parameterisation or new software development) of the COTS packages that will be used.
	4.9.2.9. The SDS shall include the information as required in the architectural views and meta-models based on the NATO Architectural Framework (NAF) in accordance with the latest approved version (currently Version 3.1). The architecture shall be dev...
	4.9.2.10. The SDS shall provide both the high-level and detailed design information as an integrated set of model files using structured dataset format containing all the required data and relationships according to the SyRS specifications. The Contra...
	4.9.2.11. TRITON Architecture Models
	4.9.2.11.1. The Contractor shall provide the high-level design information in the form of a TRITON Logical Model.
	4.9.2.11.2. The TRITON Logical Model shall include the following:
	4.9.2.11.3. UML or SysML may be used to develop the Logical Model.
	4.9.2.11.4. The Contractor shall develop and maintain TRITON System Architecture Model in an architecture repository. using Purchaser-approved format (ARIS or System Architect). The Model shall be delivered to the Purchaser at CDR and updated at each ...

	4.9.2.12. System Security Design Specification
	4.9.2.12.1. The SDS shall include a System Security Design Specification (SSDS) as an Annex to support accreditation of the TRITON capability for use in NSWAN.
	4.9.2.12.2. SSDS shall include at least the following:

	4.9.2.13. The SDS shall identify the minimum hardware and software specifications required to support the proposed system baseline, including the baseline design, maintenance, and test elements to be installed. The required computation resources shall...
	4.9.2.14. The SDS shall provide a detailed list of the COTS components (hardware and software) proposed to be supplied as part of the Contract. The product name, manufacturer name, and manufacturer’s part number, version, or release number shall be st...
	4.9.2.15. The SDS shall provide a detailed specification sheet for each item of COTS equipment and software proposed to be supplied as part of the Contract.
	4.9.2.16. Requirements Traceability Matrix
	4.9.2.16.1. As an annex to the SDS, the Contractor shall provide and maintain a Requirements Traceability Matrix (RTM) that guarantees the two-way link between requirements (SyRS), technical specifications (SDS), test procedures and tests.
	4.9.2.16.2. The Contractor shall extend the RTM to the Developmental Baseline, Product Baseline, and the TMP to ensure the Purchaser can verify compliance throughout the project.
	4.9.2.16.3. The Contractor shall update the RTM during the System Architectural Design Process if any Change Proposal is accepted by the CCB.

	4.9.2.17. Interface Control Description
	4.9.2.17.1. The Contractor shall produce TRITON Interface Control Description (ICD), describing all external TRITON interfaces (for external systems, services, Nations and ACPs) to be developed or updated within this Contract. The ICD shall refer to o...
	4.9.2.17.2. The TRITON ICD shall include all types of interfaces including the Web-services (e.g. RMP Service) and their Service Interface Profiles (SIP).
	4.9.2.17.3. The Contractor shall made the initial TRITON ICD available at CDR. This ICD shall include Nations’ interface options as well as known interfaces.
	4.9.2.17.4. The Purchaser will release the TRITON ICD to Nations and other Functional Services.
	4.9.2.17.5. The Contractor shall update the TRITON ICD for the NS Domain and NU Domain at during the Software Design Reviews for each Build Process.

	4.9.2.18. The Contractor shall include an updated set of all the above design artefacts as part of the delivered Product Baseline.
	4.9.2.19. Review and acceptance of design documentation provided by the Contractor to the Purchaser shall not imply Purchaser acceptance of the TRITON design. It remains the sole responsibility of the Contractor to prove the design through the regime ...

	4.9.3. Preliminary Design Review
	4.9.3.1. The Preliminary Design Review (PDR) demonstrates that the preliminary design meets all system requirements with acceptable risk and within the cost and schedule constraints and establishes the basis for proceeding with detailed design. It wil...
	4.9.3.2. The Contractor shall plan the PDR near the completion of the preliminary design phase and conduct the PDR at the Purchaser’s facility.
	4.9.3.3. Entry Criteria
	4.9.3.3.1. The Contractor shall include in planning the PDR Entry Criteria given in Table 4-5Table 4-5 and make them available to the Purchaser at least two (2) weeks prior to the PDR:
	4.9.3.3.2. The scope of the SDS to be provided for PDR may be limited to high-level design information, and is not required to present implementation details.

	4.9.3.4. Success Criteria
	4.9.3.4.1. The Purchaser concludes that the PDR Success Criteria in Table 4-6Table 4-6 accomplished to complete the objectives of the PDR.

	4.9.3.5. The Purchaser concludes that the Success Criteria was accomplished to complete the objectives of the PDR.
	4.9.3.6. The Contractor shall incorporate all design changes approved during the PDR.
	4.9.3.7. The Contractor shall prepare PDR Report and submit it within one week after the completion of PDR.

	4.9.4. Critical Design Review
	4.9.4.1. The purpose of the Critical Design Review (CDR) is to demonstrate that the maturity of the design is appropriate to support proceeding with full scale software and hardware implementation, integration, verification, validation and operation a...
	4.9.4.2. The Contractor shall plan the CDR at the completion of the system design phase and conduct the CDR at the Purchaser’s facility.
	4.9.4.3. Entry Criteria
	4.9.4.3.1. The Contractor shall include in planning the CDR Entry Criteria given in Table 4-7Table 4-7 and make them available to the Purchaser at least two (2) weeks prior to the CDR:

	4.9.4.4. Success Criteria
	4.9.4.4.1. The Purchaser concludes that the CDR Success Criteria in Table 4-8Table 4-8 accomplished to complete the objectives of the CDR.

	4.9.4.5. The Purchaser concludes that the CDR Success Criteria was accomplished to complete the objectives of the CDR.
	4.9.4.6. As required, the Contractor shall organise subsequent Design Reviews and shall deliver updated design documents as minor revisions that replaces earlier versions of the documents of the Functional Baseline. The reviews shall be carried out wi...
	4.9.4.7. The Contractor shall incorporate all design changes approved during the CDR.
	4.9.4.8. The Contractor shall prepare CDR Report and submit it within one week after the completion of CDR.


	4.10. System Implementation Process
	4.10.1. General
	4.10.1.1. The Contractor shall implement the System Elements (hardware and software items) identified in the SDS.
	4.10.1.2. The Contractor shall perform system implementation activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.4 as referred by AAP-48, Paragraph 6.4.4.
	4.10.1.3. The Contractor shall conduct Software and Hardware Implementation Processes separately.

	4.10.2. Software Implementation Processes
	4.10.2.1. General
	4.10.2.1.1. The Contractor shall perform Software Implementation Process to produce a specified system element implemented as a software product or service according to ISO/IEC 12207, Paragraph 7.1.
	4.10.2.1.2. The Contractor shall apply a formally defined and documented software development methodology.
	4.10.2.1.3. The Contractor shall use a Component-Based Architecture for developing the TRITON capability as it is expected that it will be a combination of custom-developed and off-the-shelf (whether commercially available or developed for other custo...
	4.10.2.1.4. The Contractor shall design and implement identified components supporting well-defined interfaces and supporting reuse, encapsulation and independent deployment together with its own documentation
	4.10.2.1.5. The Contractor shall develop the TRITON capability as a Service-Oriented Architecture (SOA). The Contractor shall identify, document and implement services (primarily as Web services) that can be accessed within TRITON and by other authori...
	4.10.2.1.6. The Contractor shall utilise the available Bi-SC AIS Core Services which will be provided either as components of the target operating environment or by the other NATO systems/services with which TRITON must co-operate and communicate.
	4.10.2.1.7. The Contractor shall provide integration with available Bi-SC AIS Functional Services which will be provided either as components of the target operating environment or by the development of other NATO systems with which TRITON must cooper...
	4.10.2.1.8. The Purchase will have the right to observe the process.

	4.10.2.2. Software Development Environment
	4.10.2.2.1. The Contractor shall establish a software development environment at his own premises in accordance with the following requirements:
	4.10.2.2.1.1 The Contractor shall establish, control, and maintain a “software engineering environment”, which consists of the facilities, hardware, software, firmware, procedures, and documentation needed to perform software engineering effort. Eleme...
	4.10.2.2.1.2 The Contractor shall establish, control, and maintain a “software test environment”, which consists of the facilities, hardware, software, firmware, procedures, and documentation needed to perform qualification, and possibly other, testin...
	4.10.2.2.1.3 The Contractor shall establish, control, and maintain a Software Development Library (SDL) [ACMP-2009], which is a controlled collection of software, documentation, other intermediate and final software products, and associated tools and ...

	4.10.2.2.2. The Contractor may use non-deliverable software, which are software products that are not required by the Contract to be delivered to the Purchaser, in the development of deliverable software as long as the operation and support of the del...

	4.10.2.3. Incremental Development
	4.10.2.3.1. The Contractor shall apply Incremental Development with Multiple Deliveries approach for implementing the TRITON Functional Services in Build Processes. The Contractor shall develop a deliverable product within a Build Process.
	4.10.2.3.2. The Contractor shall apply all software implementation processes separately for each Build Process.
	4.10.2.3.3. The Contractor shall provide a Product Baseline at the end of each Build Process.

	4.10.2.4. Software Requirements Analysis Process
	4.10.2.4.1. The Contractor shall conduct Software Requirements Analysis Process to establish the requirements of the software elements of the system allocated to the Build Process.
	4.10.2.4.2. The Contractor shall perform the software requirements analysis activities described in ISO/IEC 12207, Paragraph 7.1.2.3.
	4.10.2.4.3. The Contractor shall generate requirements for software from the SyRS.
	4.10.2.4.4. Software Requirements Specification
	4.10.2.4.4.1 The Contractor shall produce and maintain the Software Requirements Specification (SRS) based on the approved SyRS for each Build Process and specify the FBL.
	4.10.2.4.4.2 The Contractor shall develop the SRS in accordance with ISO/IEC 12207, ISO/IEC 15289, and the specifications given in this SOW.
	4.10.2.4.4.3 The SRS shall include the following:

	4.10.2.4.5. The Contractor shall perform lower-level software requirements analysis for each defined software item in order to specify construction-level requirements and produce item-level specification documents (e.g. SRS-CI).
	4.10.2.4.6. Software Requirements Review
	4.10.2.4.6.1 Software Requirements Review (SwRR) is a review to ensure that the software under review can proceed into initial development, and that all software requirements and performance requirements derived from the SyRS are defined and testable,...
	4.10.2.4.6.2 The Contractor shall organise and conduct the SwRR at the Purchaser’s facility to present the SRS for each Build Process.
	4.10.2.4.6.3 The SRS containing the software requirements allocated to that Build Process shall be evaluated, reviewed, approved and baselined during the SwRR. The Contractor shall deliver the RMD.
	4.10.2.4.6.4 The Contractor shall prepare a SwRR Report and deliver within one week after the completion of the SwRR.


	4.10.2.5. Software Architectural Design Process
	4.10.2.5.1. The Contractor shall conduct a Software Architectural Design Process in order to define an architectural solution for all TRITON Software. As a minimum, the architectural solution shall consist of both a functional/logical architecture (ex...
	4.10.2.5.2. The Contractor shall perform the software architectural design activities described in ISO/IEC 12207, Paragraph 7.1.3.3 in each Build Process.
	4.10.2.5.3. The Contractor shall decompose the TRITON software, for both NS and NU Domains, into components, and then into lower level elements.
	4.10.2.5.4. The Contractor shall transform the requirements for the software into an architecture that describes its top-level structure and identifies the software components. It shall be ensured that all the requirements are allocated to software co...
	4.10.2.5.5. Software Architecture Description
	4.10.2.5.5.1 The purpose of the Software Architecture Description (SAD) is to describe the system-wide design decisions related to software architectural design, including the concept of execution and resource limitations.
	4.10.2.5.5.2 The SAD shall include:
	4.10.2.5.5.3 The SAD shall include architecture drawings compliant with the NATO Architecture Framework (v3) views.
	4.10.2.5.5.4 The SAD shall be produced in the first Build Process and updated during other Build Processes.
	4.10.2.5.5.5 One system-wide SAD may be used for all Build Processes with indications of classification domains (NS and NU) and installation sites (Static and Afloat).
	4.10.2.5.5.6 The SAD shall be evaluated, reviewed, approved and baselined during a Software Design Review (SwDR) for each Build Process.
	4.10.2.5.5.7 The Contractor shall provide the detailed GUI information in the UIS at each SwDR and then update during the construction of each software item.

	4.10.2.5.6. Database Design Description
	4.10.2.5.6.1 The Contractor shall design the databases used in TRITON and prepare a Database Design Description (DDD) as an annex to the SAD.
	4.10.2.5.6.2 DDD shall describe database-wide design decisions, that is, decisions about the database’s behavioural design (how it will behave, from a user’s point of view, in meeting its requirements, ignoring internal implementation) and other decis...
	4.10.2.5.6.3 DDD shall describe the detailed design of the database (Data Model). The number of levels of design and the names of those levels shall be based on the design methodology used.
	4.10.2.5.6.4 DDD shall identify a database design level and shall describe the data elements and data element assemblies of the database in the terminology of the selected design method.
	4.10.2.5.6.5 DDD shall define other database-related functions, management, accessibility and security issues.


	4.10.2.6. Software Detailed Design Process
	4.10.2.6.1. The Contractor shall perform the software detailed design activities described in ISO/IEC 12207, Paragraph 7.1.4.3 in each Build Process.
	4.10.2.6.2. The Contractor shall develop a detailed design for each software item or component. The software components shall be refined into lower levels containing software units that can be coded, compiled, and tested. It shall be ensured that all ...
	4.10.2.6.3. The Contractor shall follow the following process as a general design approach for managing the identified information objects:
	4.10.2.6.4. The documents produced during the Software Detailed Design Process shall be discussed during IWG Workshops.
	4.10.2.6.5. The Contractor shall provide the detailed design information in the form of a TRITON implementation model.
	4.10.2.6.5.1 The TRITON implementation model shall include the following diagrams:
	4.10.2.6.5.2 UML class diagrams shall be used to identify and describe the computer software units and their interdependencies. Class diagrams shall portray attributes (data), methods (functions, interface), and dependency relationships (e inheritance...

	4.10.2.6.6. Software Design Description
	4.10.2.6.6.1 The Contractor shall document the detailed design in Software Design Description (SDD) in accordance with ISO/IEC 12207, ISO/IEC 15289, IEEE 1016 and specifications given in this SOW.
	4.10.2.6.6.2 The SDD shall include the database schema represented using UML data modelling standards. The SDD shall include Logical and Physical Data Models.
	4.10.2.6.6.3 The SDD shall provide a data dictionary describing all data elements within the database, with views and outputs consistent with UML modelling standards. The information in the data dictionary shall be captured in the database design tool.
	4.10.2.6.6.4 The Contractor shall perform lower-level Software Design for each defined software item in order to code it efficiently and produce item-level design documents (e.g. SDD-CI).
	4.10.2.6.6.5 There may be more than one SDD depending on the level of components and units. The SDD documents will have informative purposes and not subject to Purchaser approval.
	4.10.2.6.6.6 The Purchaser shall have the right to ask for the SDD during the development and examine to ensure that the software construction is carried out according to the architecture, detailed design and selected methodology.
	4.10.2.6.6.7 The Contractor shall deliver the SDD(s) to the Purchaser for information purposes.

	4.10.2.6.7. User Interface Design
	4.10.2.6.7.1 The Contractor shall design the GUI for each software item before the construction and update the UIS during the Build Process.
	4.10.2.6.7.2 The detailed GUI design shall be discussed during IWG Workshops/Meetings, the UIS shall be reviewed. User Community will also be involved in the GUI design process to the extent possible.
	4.10.2.6.7.3 The Contractor shall update the GUI design for each software item in the UIS. The Purchaser will approve the GUI design for each item before its construction.
	4.10.2.6.7.4 Both the Contractor and Purchaser can propose changes to the GUI design following the Change Management process. Any change to any part of the UIS will be subjected to the Purchaser’s approval.

	4.10.2.6.8. Software Design Review
	4.10.2.6.8.1 Software Design Review (SwDR) is a review to ensure that the software design is sufficient to proceed into construction, and that all software requirements and performance requirements can be met.
	4.10.2.6.8.2 The Contractor shall organise and conduct a SwDR for each Build Process at the Purchaser’s facility to present the design documents.
	4.10.2.6.8.3 The Purchaser will review, evaluate and approve the design documents to be used in that Build Process during its SwDR, and the Contractor shall baseline them.
	4.10.2.6.8.4 The Contractor shall prepare a SwDR Report and deliver within one week after the completion of the SwDR.


	4.10.2.7. Software Construction Process
	4.10.2.7.1. The Contractor shall perform the software construction activities described in ISO/IEC 12207, Paragraph 7.1.5.3 in each Build Process.
	4.10.2.7.2. The Contractor shall apply best practices for software development and documentation, including lower level design documents, development tools, test environment and internal test procedures.
	4.10.2.7.3. Coding
	4.10.2.7.3.1 The Contractor shall develop the source code together with source code documentation (commenting).
	4.10.2.7.3.2 The Contractor shall ensure that the construction follows the design given in related documents. Any diversion shall be justified, and updated design documents shall be presented to the Purchaser for assessment.
	4.10.2.7.3.3 The Purchaser has the right to closely monitor the software construction activities at the Contractor premises and examine the source code to ensure that the software construction is carried out according to the design descriptions follow...
	4.10.2.7.3.4 The Contractor shall produce executable software units that properly reflect the software design.

	4.10.2.7.4. Unit Testing
	4.10.2.7.4.1 The Contractor shall perform unit-level internal testing at his own premises, units using internal development and test environment.
	4.10.2.7.4.2 The Contractor shall develop the software unit test procedures in accordance with ISO/IEC 12207, ISO/IEC 15289, and IEEE Std 829.
	4.10.2.7.4.3 The Contractor shall perform unit testing for any identified software components using applicable test methods (e.g. black-box, white-box).

	4.10.2.7.5. Source Code Review
	4.10.2.7.5.1 The Contractor shall perform Source Code Review (SCR) during Unit Testing using COTS tools.
	4.10.2.7.5.2 The objective of the SCR shall be to demonstrate that the code is maintainable, well-documented and follows sound coding practises.
	4.10.2.7.5.3 The Contractor shall prepare a Source Code Review Report (SCR-R) which describes the methodology used, the acceptance criteria, the list of findings, explanations and a resolution plan.
	4.10.2.7.5.4 The Contractor shall deliver the SCR-R at the TRR. The SCR-R shall be one of the Entry Criteria for the TRR.
	4.10.2.7.5.5 The Contractor shall submit the final (if modified) SCR-R at the SSMAT and the Purchaser will review the Report as part of the SSMAT.
	4.10.2.7.5.6 The Purchaser may conduct another Source Code Review, through IV&V Support as part of the SSMAT, using automated tools. The results/findings will be presented. The Contractor shall include the deficiencies found during this process into h...
	4.10.2.7.5.7 The Contractor shall correct all deficiencies in the resolution plan prepared and updated according to the Source Code Review Reports.

	4.10.2.7.6. The documents produced during the Software Construction Process (e.g. SRS-CI, SDD-CI, STD-CI) shall be discussed during IWG Workshops.

	4.10.2.8. Software Integration Process
	4.10.2.8.1. The Contractor shall perform the Software Integration activities described in ISO/IEC 12207 Paragraph 7.1.6.3, in each Build Process.
	4.10.2.8.2. The Contractor shall combine the software units and software components, producing integrated software items, consistent with the software design, and demonstrate that the functional and non-functional software requirements are satisfied o...
	4.10.2.8.3. The Contractor shall be responsible for system integration of the TRITON capability. This integration shall include both the integration of the various hardware and software elements that constitute the TRITON capability and the integratio...
	4.10.2.8.4. The Contractor shall perform software integration in its own premises using the Software Development Environment. The Contractor can also use the TRITON Test System at the Purchaser’s PMIC facilities for conducting developmental tests and ...
	4.10.2.8.5. The Purchaser will have the right to examine the integration and internal test documents and process to ensure that the software integration is carried out according to the plans and selected methodology.
	4.10.2.8.6. The Contractor shall deliver any prepared integration and test document to the Purchaser for information purposes.

	4.10.2.9. Software Qualification Testing Process
	4.10.2.9.1. The Contractor shall perform the software qualification testing activities described in ISO/IEC 12207, Paragraph 7.1.7.3 within the System Verification Process for each Build Process.
	4.10.2.9.2. Software Test Description
	4.10.2.9.2.1 The Contractor shall produce Software Test Description (STD) in accordance with ISO/IEC 12207, ISO/IEC 15289, and IEEE Std 829 for each software element.
	4.10.2.9.2.2 The STD shall describe the Test Environment, prerequisite conditions that must be established prior to performing the test case.
	4.10.2.9.2.3 The STD shall include at least one test case per requirement, per use case and per main flow/extension.
	4.10.2.9.2.4 The STD shall describe test inputs, expected results and criteria for evaluating results.
	4.10.2.9.2.5 The STD shall describe test procedures for each software element to be tested internally.
	4.10.2.9.2.6 The Contractor shall deliver the STD(s) to the Purchaser for information purposes.

	4.10.2.9.3. Internal System Test
	4.10.2.9.3.1 The Contractor shall perform Internal System Test (IST) as software qualification testing to confirm that the integrated software product meets its defined requirements.
	4.10.2.9.3.2 The Contractor shall use the STDs for IST.
	4.10.2.9.3.3 The Purchaser shall have the right to witness the internal system integration and testing activities to ensure that the software qualification testing is carried out according to the TMP by following the indicated quality system.
	4.10.2.9.3.4 The Contractor shall cover, in IST, all code logic and branches, including the rationale behind the selected test coverage and the accepted risk level. The IST shall include boundary value testing (maximum-minimum values, error values), w...
	4.10.2.9.3.5 The Contractor shall deliver the IST-Report (IST-R) within one week after the IST.
	4.10.2.9.3.6 The IST-R shall be one of the Entry Criteria for TRR and contain any defects found during the IST and a Resolution Plan.

	4.10.2.9.4. Qualification Methods
	4.10.2.9.4.1 The Contractor shall use the software qualification methods defined in Table 4-9Table 4-9 for each requirement in the specification document to ensure that the requirement has been met:


	4.10.2.10. Software Verification and Validation Processes
	4.10.2.10.1. The Contractor shall perform the software verification activities described in ISO/IEC 12207, Paragraph 7.2.4 and 7.2.5 within the System Verification Process and System Validation Process applicable to each Build Process.
	4.10.2.10.2. The Contractor shall perform software verification to confirm that each software element properly reflects the specified requirements, design, code, integration and documentation.
	4.10.2.10.3. Further software verification and validation shall be performed according to the System Verification Process (Paragraph 4.12) and System Validation Process (Paragraph 4.14).

	4.10.2.11. Software Version Description
	4.10.2.11.1. The Contractor shall produce a Software Version Description (SVD) for each Baseline and for each new release thereafter.
	4.10.2.11.2. The SVD shall list by identifying numbers, titles, abbreviations, dates, version numbers, and release numbers, as applicable, all physical media (for example, listings, disks) and associated documentation that make up the software version...
	4.10.2.11.3. The SVD shall include applicable security and privacy considerations for the release.
	4.10.2.11.4. The SVD shall contain a list of all changes incorporated into the software version since the previous version.
	4.10.2.11.5. The SVD shall identify or reference all unique-to-site data contained in the software version.
	4.10.2.11.6. The SVD shall identify any possible problems or known errors with the software version at the time of release, any steps being taken to resolve the problems or errors, and instructions (either directly or by reference) for recognizing, av...


	4.10.3. Hardware Implementation Processes
	4.10.3.1. General
	4.10.3.1.1. The Contractor shall perform Hardware Implementation Process to produce TRITON Deployable Kits (TDK).
	4.10.3.1.2. The Contractor may use ISO 9001:2008 to produce the Hardware Developmental Items (HDI) or use a subcontractor.
	4.10.3.1.3. The Contractor shall manufacture the TDKs, install the software and test them as a complete system.

	4.10.3.2. Hardware Requirements Analysis Process
	4.10.3.2.1. The Contractor shall perform hardware requirements analysis in order to determine detailed requirements for the production.
	4.10.3.2.2. The Contractor shall prepare Hardware Requirements Specification (HRS) which maps the system-level requirements to the hardware with additional derived requirements.
	4.10.3.2.3. Hardware Requirements Review
	4.10.3.2.3.1 The Contractor shall conduct Hardware Requirements Review (HwRR) and prepare HwRR Report.


	4.10.3.3. Hardware Design Process
	4.10.3.3.1. The Contractor shall design the TDKs, prepare the interface, layout and integration diagrams, cable diagrams, power circuits used in the server and.
	4.10.3.3.2. The Contractor shall prepare Hardware Design Description (HDD) to clearly describe what COTS products are used, how they are assembled to build the desired hardware unit, and how they are integrated.
	4.10.3.3.3. If any component is manufactured, its design shall also be included.
	4.10.3.3.4. Hardware Design Review
	4.10.3.3.4.1 The Contractor shall conduct Hardware Design Review (HwDR) and prepare HwDR Report.


	4.10.3.4. Hardware Production Process
	4.10.3.4.1. The Contractor shall procure the COTS hardware needed for TDKs, as agreed with the Purchaser.
	4.10.3.4.2. The Contractor shall integrate the COTS equipment to build one HDI as the First Article.
	4.10.3.4.3. The Contractor shall fully document the cabling design to allow the maintenance staff to trace the source and destination of cables and their path. The cable marking shall be by one of the following methods:
	4.10.3.4.4. All cabling shall be installed in a neat and workmanlike manner. It shall allow for easy access to the label, have sufficient slack to prevent undue stress, and provide sufficient access for maintenance. The cables shall be properly suppor...

	4.10.3.5. Software Installation
	4.10.3.5.1. The Contractor shall install the TRITON Operational Baseline (BL4), specifically developed for ACPs, on each TDK, along with the supporting software and documentation associated with the Baseline.
	4.10.3.5.2. The Contractor shall obtain server address and other configuration details from the Purchaser and activate the installed servers, workstations, and ancillary equipment on the TDK.
	4.10.3.5.3. The Contractor shall install and configure OTS software applications included as part of the TRITON Baseline for the TDK.
	4.10.3.5.4. The Contractor shall configure all software settings to match the Product Baseline and TDK-specific requirements, and load any initial data included with the baseline.
	4.10.3.5.5. The Contractor shall import and/or load any specific data.
	4.10.3.5.6. The Contractor shall demonstrate to the local Security Accreditation Authority (SAA) that the equipment complies with the SyRS and SOW requirements, and Security Operating Procedures (SecOps).
	4.10.3.5.7. The Contractor shall execute the SIVPs for the TDK for verification by the SAA. The Contractor shall obtain a System Statement of Conformance from the SAA.
	4.10.3.5.8. Upon completion of TDK software installation, the Contractor shall provide the Purchaser with a copy of the TDK installation and activation checklist. The Contractor shall resolve any discrepancies identified.
	4.10.3.5.9. The Contractor shall provide operation of the TRITON software on the TDK as listed in the AFPL.
	4.10.3.5.10. The Purchaser will provide the Contractor the images of the latest version of the supported software configuration (Operational Baseline) for TDKs and clients as defined in the AFPL.
	4.10.3.5.11. The Purchaser will provide the Contractor the licenses for the activation of the COTS software indicated in the Software Baseline maintained by the NCI Agency unless otherwise specified (e.g. the Contractor purchases the software licenses...

	4.10.3.6. Hardware Verification Process
	4.10.3.6.1. Hardware Test Description
	4.10.3.6.1.1 Hardware verification shall be conducted on the basis of test cases. These test cases shall be developed by the Contractor and documented in the Hardware Test Description (HTD).
	4.10.3.6.1.2 The Contractor shall deliver the HTD to the Purchaser for information prior to HW-TRR.
	4.10.3.6.1.3 The Contractor shall perform internal hardware testing according to the HTD.

	4.10.3.6.2. First Article Acceptance Test
	4.10.3.6.2.1 The Contractor shall plan the First Article Acceptance Test (FAAT) for the first HDI produced before the serial production.
	4.10.3.6.2.2 The Contractor shall conduct the PCA for a new production item on the first article of its kind of the production line [ACMP-2009].
	4.10.3.6.2.3 The Contractor's conduct of the PCA shall include a detailed audit of; engineering drawings, specifications, technical data and tests utilized in production of hardware CI. The PCA shall also include an audit of the released engineering d...
	4.10.3.6.2.4 The Contractor shall prepare the FAAT Procedure which includes test cases for the hardware components of the HDI. The FAAT Procedure shall include test cases related to overall HDI functionality as well as the hardware components.
	4.10.3.6.2.5 FAAT shall cover at least the following tests:
	4.10.3.6.2.6 The Contractor shall deliver the FAAT Procedure two (2) weeks prior to the Hw-TRR.
	4.10.3.6.2.7 The FAAT is not complete until all non-conformances affecting the part are closed and corrective action is implemented. After corrective action is implemented a FAAT for the failed characteristic shall be re-performed and the results reco...
	4.10.3.6.2.8 The Contractor shall perform serial production for the TDKs as an HDI after the successful completion of FAAT.
	4.10.3.6.2.9 The Contractor shall prepare FAAT Report for the status of the First Product.

	4.10.3.6.3. IV&V Testing
	4.10.3.6.3.1 The hardware of the TDK is subject to security screening and approval by the NCI Agency. In particular, the software used in the TDK must be included in the NATO Operational Baseline as described in the AFPL.
	4.10.3.6.3.2 The Purchaser will execute Security Test for one produced TDK with its NS and NU Units as a single, stand-alone “system”.
	4.10.3.6.3.3 The Contractor shall transfer one TDK to the test location indicated by the Purchaser, set to operation, and after the test, the Contractor shall transfer the TDK to its own premises.
	4.10.3.6.3.4 The IV&V Testing for TDK is described in Paragraph 4.12.12.7.26.


	4.10.3.7. Serial Hardware Production
	4.10.3.7.1. Production Readiness Review
	4.10.3.7.1.1 Production Readiness Review (PRR) is planned to determine if the hardware design is ready for serial production and if the Contractor (and subcontractors) have accomplished adequate production planning without incurring unacceptable risks...
	4.10.3.7.1.2 The Contractor shall plan and execute a PRR prior to the serial production of the HDIs.
	4.10.3.7.1.3 The Contractor shall prepare PRR Report.

	4.10.3.7.2. The Contractor shall perform serial production of HDIs according to the authorisation given by the Purchaser.

	4.10.3.8. Hardware Acceptance
	4.10.3.8.1. Hardware Test Readiness Review
	4.10.3.8.1.1 Before scheduling the individual FATs, the Contractor shall host a Hardware Test Readiness Review (Hw-TRR) to review preparations and readiness for testing of HDIs, including adequate version identification of hardware, software and test ...

	4.10.3.8.2. Factory Acceptance Test (Hardware)
	4.10.3.8.2.1 The Contractor shall plan a Factory Acceptance Test (FAT) for each of the produced HDI. One TDK shall be tested with full test cases, and the others shall be tested using the nominal test cases.
	4.10.3.8.2.2 The Contractor shall inform the Purchaser about the date and time of the FATs for each TDK at least thirty (30) days prior the FAT.
	4.10.3.8.2.3 The Contractor shall prepare the FAT Procedure which includes test cases for the hardware components of the HDI and TRITON Operational Software Baseline 4.
	4.10.3.8.2.4 FAT Procedure shall cover the following tests in addition to the functional tests:
	4.10.3.8.2.5 The Contractor shall deliver the TDK FAT Procedure two (2) weeks prior to the Hw-TRR.
	4.10.3.8.2.6 The Contractor shall prepare each TDK for FAT including the COTS software and TRITON Operational Software installation. TDK Test Environment shall have the simulation capability for the external interfaces (e.g. ship side for the ACP Inte...
	4.10.3.8.2.7 The Purchaser has the right to participate in the selected or all FAT activities of TDKs.
	4.10.3.8.2.8 The Contractor shall prepare FAT Report for the status of each TDK.

	4.10.3.8.3. Sea Acceptance Test
	4.10.3.8.3.1 The objective of the Sea Acceptance Test (SeAT) is to ensure that the TDK can be transferred on board a ship, carried to the indicated compartment, fixed on the deck, powered on, set to operation and get connected to the selected static T...
	4.10.3.8.3.2 SeAT shall cover the following tests in addition to the functional tests:
	4.10.3.8.3.3 The Contractor shall prepare SeAT Procedure and deliver it at least two (2) weeks prior to the Hw-TRR.
	4.10.3.8.3.4 The Contractor shall transport one TDK to the port where SeAT will be executed, perform the tests and transport the TDK back to its own premises if not any other destination is agreed.
	4.10.3.8.3.5 The Contractor shall conduct the SeAT and prepare the SeAT Report.


	4.10.3.9. Delivery
	4.10.3.9.1. The Contractor shall pack, preserve, ship, transport, document, deliver and handover HDIs (TDK) to the Purchaser after the shipment authorisation is given for an indicated location in Europe.
	4.10.3.9.2. The Contractor shall apply the procedure defined in Subsection 5.9 of the SOW.
	4.10.3.9.3. The Purchaser will have the right to reject any TDK determined to be defective due to transportation. In this case, the Contractor shall replace any defective unit of the TDKs and demonstrate at the Purchaser’s location that the entire TDK...

	4.10.3.10. Hardware Maintenance Process
	4.10.3.10.1. The Contractor shall provide software and hardware maintenance for TDK until FSA.


	4.10.4. Purchaser Access during Implementation
	4.10.4.1. The Purchaser, case-by-case represented by the IV&V team, reserves the right to monitor the Contractor's activities, including code inspections, to ensure that sound engineering practices are followed and that the requirements of the SRS are...
	4.10.4.2. During the process of development, the Contractor shall provide the Purchaser with Internet access to a version of the Developmental Baseline. This online accessible version of the application shall be updated to reflect the weekly build.
	4.10.4.2.1. The Contractor shall implement an access control mechanism to restrict viewing of the version of the Developmental Baseline to a list of users approved by the Purchaser and administered by the Contractor.

	4.10.4.3. The Contractor shall permit Purchaser personnel or designees to inspect the Developmental Baseline.
	4.10.4.4. The Purchaser will notify the Contractor at least three (3) working days before an inspection visit.


	4.11. System Integration Process
	4.11.1. General
	4.11.1.1. The Contractor shall perform the System Integration Process to assemble the TRITON capability that is consistent with the architectural design.
	4.11.1.2. The Contractor shall perform system integration activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.5 as referred by AAP-48, Paragraph 6.4.5.
	4.11.1.3. The purpose of System Integration shall be:
	4.11.1.3.1. Completely assemble the implemented system elements to make sure that the implemented elements are compatible with each other.
	4.11.1.3.2. Demonstrate that the aggregates of implemented elements perform the expected functions and performance/effectiveness.
	4.11.1.3.3. Detect defects/faults related to design and assembly activities by submitting the aggregates to focused verification and validation actions.
	4.11.1.3.4. Demonstrate that the implemented elements form the entire Functional Service.
	4.11.1.3.5. Demonstrate that the Functional Service can interact with external systems/services.


	4.11.2. System Integration Activity
	4.11.2.1. The Contractor shall perform System Integration Activity with the support of SEWG and VVWG at the NCI Agency PMIC facilities using the actual external systems with the test data necessary for each Build Process.
	4.11.2.2. The Purchaser will provide working environment for the System Integration Activity and provide support for the external systems.
	4.11.2.3. The Contractor shall install the PBL on the TRITON Test System at the PMIC facilities. The Contractor shall work in close coordination with the Purchaser’s staff members.
	4.11.2.4. The Purchaser will establish TRITON Interoperability Test Centre (TRITON-ITC) at PMIC using the TRITON Test Systems (NS and NU). The ITC will be used during integration and test activities for Nation Interfaces.
	4.11.2.5. The Contractor shall perform system integration by checking all interfaces, adapting the software as necessary and performing dry-run of the System Integration Test (SIT).
	4.11.2.6. System Integration Activity can last up to two (2) weeks, between the FAT and the SIT.
	4.11.2.7. The Contractor shall determine any deficiencies and correct them before the actual SIT.
	4.11.2.8. The Contractor shall provide technical support to integration and testing of Nation Interfaces using the TRITON Test Systems.

	4.11.3. System Integration Test
	4.11.3.1. The Contractor shall perform the System Integration Test (SIT) at the NCI Agency PMIC using the actual external systems with test data for each Build Process. The details of the SIT are given in Paragraph 4.12.12.3.
	4.11.3.2. As the prerequisite to start the SIT, the Contractor must pass the FAT.
	4.11.3.3. The Contractor shall perform the SIT prior to other acceptance tests.


	4.12. System Verification Process
	4.12.1. General
	4.12.1.1. Verification is the process of providing objective evidence that the system, software, or hardware and its associated products conform to requirements (e.g. for correctness, completeness, consistency, and accuracy) for all life cycle activit...
	4.12.1.2. The Contractor shall perform system verification activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.6 as referred by AAP-48, Paragraph 6.4.6.
	4.12.1.3. Testing is a set of activities conducted to facilitate discovery and/or evaluation of properties of one or more test items. It is the primary technique intended to evaluate the fulfilment of specifications and requirements to reduce risk and...
	4.12.1.4. The Contractor shall define and develop test programs, plans, and procedures, conduct testing, and evaluate and document results.
	4.12.1.5. The Contractor shall perform sequence of testing on a TRITON Baseline in order to verify its quality and receive necessary approvals required to deploy the system in NATO operational environment.
	4.12.1.6. Test Levels
	4.12.1.6.1. The Contractor shall include the following types of tests during the Verification Process [IEEE 29119]:
	4.12.1.6.2. The Contractor shall explain the objectives of these tests in the TMP and allocate them onto each formal Test Activity in the Verification Process.

	4.12.1.7. The Contractor shall have the overall responsibility for meeting TRITON testing requirements, and shall provide the man-power required to install the TRITON Baseline under test onto the Purchaser’s Test Systems and to perform all tests.
	4.12.1.8. The Contractor shall ensure that its hardware, software, test equipment, instrumentation, supplies, facilities, and personnel are available and in place to conduct or support each scheduled test.
	4.12.1.9. Test Data and Test Environment
	4.12.1.9.1. The Contractor shall establish a Test Environment in its premises using simulators for external data sources. This environment shall be used during Internal System Tests and FAT.
	4.12.1.9.2. The Contractor shall establish a Test Environment at the Purchaser’s premises using the TRITON Test Systems (see 4.13.10.1). This environment shall be used during SIT, SSMAT and UAT.
	4.12.1.9.3. The Test Environment shall include a scenario-based data input capability for the TRITON function under test. The concept of Training Environment described in SRS can be used for test purposes.
	4.12.1.9.4. The Contractor shall provide Test Data to support developmental, acceptance, and operational testing activities.
	4.12.1.9.5. The Test Data shall provide:
	4.12.1.9.6. For acceptance and operational testing, the Test Data shall also include, as a minimum, the anticipated operational quantities and sizes of Maritime Information Entities identified in the SyRS.
	4.12.1.9.7. The Contractor shall also use live data sources to test the system behaviour under real conditions. The necessary live data sources shall be made available by the Contractor during the tests. If commercial sources require licenses or servi...
	4.12.1.9.8. The Contractor shall be able to use recorded data for test purposes.
	4.12.1.9.9. The Contractor shall develop tools to capture, store or replay Test Data to perform functional tests without the real systems or services.
	4.12.1.9.10. The Contractor shall identify which parts of Test Data will be used as Reference Data to test the correctness of processes.
	4.12.1.9.11. The Purchaser will provide Test Data, when feasible, for those NATO Systems and Services that TRITON will have interface with.

	4.12.1.10. The Contractor shall perform follow-on Operational Testing activities during the OT&E period in order to evaluate the TRITON capability performance and establish benchmarks for future enhancements, including the changes which are made to me...
	4.12.1.11. The Contractor shall perform developmental, acceptance, and operational testing for future TRITON enhancements and modifications undertaken as part of this Contract, including the changes which are made to meet the requirements.

	4.12.2. Test Management Plan
	4.12.2.1. The Contractor shall provide and maintain a Test Management Plan (TMP) outlining the tests and supporting tasks to meet the requirements of this SOW and the Contractual SRS.
	4.12.2.2. The Contractor shall use ISO/IEC/IEEE 29119 as a guidance for Test Management and include the sections given in Table 4-10 as a minimum:
	4.12.2.3. The TMP shall describe at a high level, the overall plans for test, verification and validation at all stages of the project lifecycle including the following:
	4.12.2.4. The TMP shall describe how the Contractor intends to meet the following objectives:
	4.12.2.5. The TMP shall describe the Contractor’s test organization and its relationship with the Contractor’s Project Management Office and QA functions.
	4.12.2.6. The TMP shall provide a flow diagram that identifies the overall sequence of tests, the location, and Contractor and Purchaser equipment and personnel involved in each test, and the relationship of test events to project milestones.
	4.12.2.7. The TMP shall identify the test documentation associated with each test, including the scenario, procedures, test data, test results, and test reports.
	4.12.2.8. The TMP shall identify how defects are tracked through to correction by using a Test Management Tool or defect management tool respectively.
	4.12.2.9. The TMP shall identify the support to be provided by the Purchaser in terms of manpower, services and material, including Purchaser witnessing and approval activities.
	4.12.2.10. The TMP shall identify any specialised or long-lead items required for testing.
	4.12.2.11. The TMP shall identify all TRITON system elements and CIs that are subject to test and shall indicate by which method the items will be evaluated.
	4.12.2.12. The TMP shall include a description of how the Requirements Traceability Matrix (RTM) shows how test tasks demonstrate that the tested system fulfils specific SRS requirements and implements specific SDS features.
	4.12.2.13. The TMP shall provide the allocation of test procedure to each test task supporting the tests.
	4.12.2.14. The TMP shall include the following plans as appendices:
	4.12.2.15. Security Test and Verification Plan
	4.12.2.15.1. The Contractor shall provide and maintain, as an annex to the TMP, which can be addressed as a separate document, a Security Test and Verification Plan (STVP) that details the tests by which it will demonstrate compliance with the securit...
	4.12.2.15.2. The Contractor shall derive a generic STVP, compliant to [AC/35-D/2005-REV3], from the original STVP which can be used by Organizational Nodes to produce their specific STVP.
	4.12.2.15.3. The Contractor shall deliver the draft STVP at the CDR.

	4.12.2.16. System Validation Plan
	4.12.2.16.1. The Contractor shall prepare a System Validation Plan (SVP), as an annex to the TMP, which describes the detailed activities needed for the validation process.
	4.12.2.16.2. The SVP shall include the following:
	4.12.2.16.3. The Contractor shall deliver the draft SVP at the CDR.
	4.12.2.16.4. The Purchaser will obtain operational user community’s concurrency/ approval on the SVP and approve it.


	4.12.3. Test Management Tool
	4.12.3.1. The Contractor shall perform Test Quality Management by introducing a Test Management Tool including a Test Automation Tool.
	4.12.3.2. The Test Management Tool shall:
	4.12.3.2.1. Link requirements in the SyRS to test cases, procedures, and results.
	4.12.3.2.2. Support Test Preparation, Test execution, Test evaluation and Test optimisation, as well as the logging of errors.
	4.12.3.2.3. Support the establishment of version-controlled test baselines associated with the Functional, Development and Product Baselines.
	4.12.3.2.4. Provide all Test Case references to the associated SOW and SyRS requirement(s).
	4.12.3.2.5. Provide all Test Case references to the associated functional area(s) in the logical model of TRITON SDS.
	4.12.3.2.6. Provide detailed Test Case description, including the following fields:
	4.12.3.2.7. Provide overall and individual Test Case dependencies.
	4.12.3.2.8. Provide overall procedures for sequences of tests, such as those for the Factory Acceptance Test.
	4.12.3.2.9. Provide individual and summary test results.
	4.12.3.2.10. Provide a Test Log of all tests run, including:

	4.12.3.3. Support Change Management, including data on test errors, affected Test Cases, associated Deficiency Reports, and change history.
	4.12.3.4. The Contractor shall make the contents of the Test Management Tool information accessible on a read-only basis via the Project Website.
	4.12.3.5. Test Automation Tool
	4.12.3.5.1. The Contractor shall use a Test Automation Tool which is part of the Test Management Tool to allow automation on repeatable test cases.
	4.12.3.5.2. The Contractor shall define automated test cases with automated verification conditions.


	4.12.4. Test Procedures
	4.12.4.1. The Contractor shall develop and maintain Test Procedures (or test cases) for each formal test activity (as defined in the TMP) according to ISO/IEC/IEEE 29119.
	4.12.4.2. The Contractor shall identify any conditions which shall be satisfied prior to application of the test with, if applicable, a block diagram showing the proposed method of meeting the test requirements.
	4.12.4.3. The Contractor shall state for each test the following items:
	4.12.4.4. The Contractor shall include, in each Test Procedure, the Nominal Test Cases, which can be used to demonstrate that the system elements continue functioning properly after applying maintenance to some elements. The Nominal Test Cases shall c...
	4.12.4.5. The Contractor shall include a subset of the RTM relevant to the test item to show how test tasks are linked to and demonstrate specific SOW and SyRS requirements.
	4.12.4.6. The Contractor shall identify the means of measurement or assessment for each test in the Test Procedure.
	4.12.4.7. The Contractor shall forward the Test Procedures for Purchaser review and acceptance at least three (3) weeks prior to test execution, unless specified differently in the Work Package.
	4.12.4.8. The Contractor shall generate and deliver automated Test Procedures compatible with the Test Management and Test Automation Tools for all test procedures.
	4.12.4.9. The Test Procedures shall also be provided in a structured format (XML) to allow exporting to the Purchaser’s Test Management Tool.

	4.12.5. Test Readiness Review
	4.12.5.1. A Test Readiness Review (TRR) ensures that the test article (hardware/ software), test facility, support personnel, and test procedures are ready for testing and data acquisition, reduction, and control.
	4.12.5.2. Before scheduling the Verification Tests (see 4.12.12), the Contractor shall organise and host a TRR to review preparations and readiness for testing of system elements, including adequate version identification of CIs and test procedures.
	4.12.5.3. The Contractor shall plan and conduct Physical Configuration Audit (PCA) as defined in [ACMP-2009] in order to clearly identify the PBL as the items to be tested, with their configuration control and version numbers. Each Baseline shall have...
	4.12.5.4. Entry Criteria
	4.12.5.4.1. The Contractor shall include in planning the TRR Entry Criteria given in Table 4-11Table 4-11 and make them available to the Purchaser at least two (2) weeks prior to the TRR:

	4.12.5.5. Success Criteria
	4.12.5.5.1. The Purchaser concludes that the TRR Success Criteria in Table 4-12Table 4-12 accomplished to complete the objectives of the TRR.

	4.12.5.6. The Contractor shall prepare a TRR Report and submit it within one week after the completion of the TRR.

	4.12.6. Test Crew Training
	4.12.6.1. The Contractor shall provide Test Crew Training for the following tests in accordance with the requirements given in Paragraph 5.8.8:

	4.12.7. Test Reports
	4.12.7.1. The Contractor shall record the results for each testing activity (test levels) in a Test Report, using the test result sheets incorporated in the relevant test procedure and the information collected in the Test Log.
	4.12.7.2. The Contractor shall include at least the following items in the Test Report:
	4.12.7.3. Where the Purchaser has witnessed the testing, the witness will annotate each page of the test results. Such annotation will only confirm the accuracy of the test results and shall not be considered as an acceptance of the testing.
	4.12.7.4. Any failure to complete a test successfully shall be recorded by the Contractor, logged as a Deficiency Report, and noted in the Test Report.
	4.12.7.5. The original Deficiency Report (electronic and hard-copy) shall be delivered to the Purchaser for acceptance within two (2) weeks after the completion of the test, unless specified differently in the Work Package.

	4.12.8. Test Failures
	4.12.8.1. Classification of Failures
	4.12.8.1.1. Should a failure occur during testing, the Contractor shall submit a failure report (individually identified to ensure traceability) and carry out a preliminary investigation to classify the failure as one of the following:
	4.12.8.1.1.1 Class “A”: there is evidence that the cause was an external or transient condition;
	4.12.8.1.1.2 Class “B”: there is mutual agreement between the Contractor and Purchaser that the cause was an inherent design or manufacturing deficiency in the unit under test; or
	4.12.8.1.1.3 Class “C”: When the specific nature of the cause cannot be immediately determined and a more detailed investigation is required before a conclusion can be drawn.


	4.12.8.2. Class “A” Failures
	4.12.8.2.1. In the event that a preliminary investigation results in the classification of a failure as described above, the Contractor shall repeat the test at least three successive times in order to confirm the failure.
	4.12.8.2.2. If the re-test is successful, the Purchaser will close the observation and testing shall be resumed from the point immediately after that where the failure occurred.
	4.12.8.2.3. If the re-test fails, the Contractor shall change the failure category to class “B” or “C”, as described above.

	4.12.8.3. Class “B” Failures
	4.12.8.3.1. If a failure is classified as a Class "B" from above, the Contractor shall suspend all testing until the Contractor determines the specific cause of the failure and proposes appropriate remedial action acceptable to the Purchaser.
	4.12.8.3.2. If the Contractor determines that the cause of the failure or the effect of the proposed remedial action will have no influence whatsoever on other areas of scheduled testing, it may propose to the Purchaser to continue testing in the othe...
	4.12.8.3.3. The Purchaser shall have the right to require repetition of any or all tests performed in these circumstances after the rectification of the cause of the failure and the subsequent re-tests, to prove they have been successfully completed.
	4.12.8.3.4. The Contractor shall be responsible for all costs related to the rectification of deficiencies or failures and subsequent re-testing caused by the design or production of the deliverables identified during the verification and/or testing c...
	4.12.8.3.5. The Contractor shall be responsible for any travel, subsistence and other incidental expenses incurred by the Purchaser as a result of the requirement for the re-performance of tests necessitated by test failures.
	4.12.8.3.6. The Contractor shall provide full details describing the cause of the failure and the recommended remedial actions to be taken by the Contractor.
	4.12.8.3.7. After the Contractor has taken remedial action, the test may be resumed at the step during which the deficiency or failure was identified; however, the Purchaser shall have the right to require that re-testing includes all of the tests rel...

	4.12.8.4. Class “C” Failures
	4.12.8.4.1. If a failure is classified as a Class "C" from above, the Contractor shall immediately suspend testing and conduct a detailed investigation into its causes.
	4.12.8.4.2. The Contractor shall report its findings and recommendations on the cause and remedial action required and advise if the failure should be re-classified as either a Class “A” or “B.” The actions previously described relating to these class...
	4.12.8.4.3. If the Contractor determines that the test failure was due to a component failure and not attributable to a deficiency in design, then the defective component may be replaced and the failure re-classified as a Class "A" failure.

	4.12.8.5. Tracking of Failures
	4.12.8.5.1. If a failure occurs during testing, the Contractor shall record the event and log the subsequent actions taken to resolve the failure.
	4.12.8.5.2. The Contractor shall indicate in the Problem Resolution Plan, how these recorded failures will be solved.


	4.12.9. Test Waivers
	4.12.9.1. If the Contractor has previously successfully completed qualification testing to national or international standards for assemblies, subassemblies, components or parts, the Contractor may submit documentation that substantiates the particula...
	4.12.9.2. The Purchaser reserves the right to review and approve the test documentation for acceptance and waiver of any test requirement.
	4.12.9.3. The Contractor shall produce the following to justify a test waiver:
	4.12.9.3.1. The nationally or internationally certified test results;
	4.12.9.3.2. The test standards, procedures and methods employed on the testing; and
	4.12.9.3.3. The Test Environment specifications that show that the previous testing matches the requirements of this Contract.
	4.12.9.3.3.1 The Contractor shall certify that the environment to be implemented is identical to that which was originally tested and certified, or advise the Purchaser of design/construction changes which affect form, fit or function.
	4.12.9.3.3.2 The Purchaser, after review of such changes and their impact, reserves the right to require test and certification of the modified equipment at no cost.


	4.12.9.4. The Contractor shall record and log all waiver requests along with their resolution.

	4.12.10. Test Results
	4.12.10.1. The result of a Verification Test shall be assigned as one of the results defined in Table 4-13:
	4.12.10.2. The Contractor shall propose the result of a test event in the relevant Test Report.
	4.12.10.3. The final decision about the result of the test will be given by the Purchaser and the decision shall be recorded in the Test Report.

	4.12.11. Problem Resolution Plan
	4.12.11.1. The Contractor shall prepare a Problem Resolution Plan (PRP) after each test. One PRP may be used for all tests and updated accordingly.
	4.12.11.2. The PRP shall include how all the findings, deficiencies and failures will be resolved.

	4.12.12. Verification Tests
	4.12.12.1. Factory Acceptance Test
	4.12.12.1.1. The purpose of the Factory Acceptance Test (FAT) is to demonstrate that the Product Baseline complies with the FBL (as set during the FCA for each Baseline) and that the off-the-shelf and uniquely developed elements of the TRITON capabili...
	4.12.12.1.2. The testing environment for FAT at the Contractor premises shall reflect the target implementation environment including configuration and security settings. The tests shall cover both functional testing and security testing.
	4.12.12.1.3. The FAT shall be conducted by the Contractor at the Contractor’s premises and observed by the Purchaser. The Contractor shall allow the Purchaser to perform specific tests after demonstration of that test by the Contractor.
	4.12.12.1.4. Factory Acceptance Test Procedure
	4.12.12.1.4.1 The FAT shall be conducted on the basis of test cases. These test cases shall be developed by the Contractor and documented in the FAT Procedure. The Purchaser will review, amend and approve the FAT Procedure prior to execution.
	4.12.12.1.4.2 The Contractor shall prepare the final FAT Procedure and deliver it at the TRR of each Build Process.
	4.12.12.1.4.3 The FAT Procedure shall include the GUI test cases according to the UIS.

	4.12.12.1.5. The Contractor shall facilitate and support (Test Crew Training) at least five (5) days of ad hoc testing by the Purchaser’s staff. The Contractor shall support the ad hoc testing and shall provide space and at least five (5) TRITON capab...
	4.12.12.1.6. The Contractor shall inform the Purchaser about the date and time of the FAT at least thirty (30) days prior the FAT.
	4.12.12.1.7. The Purchaser will declare the status of the FAT (Passed / Conditionally Passed / Failed) at the end of the test event.
	4.12.12.1.8. The Contractor shall prepare the FAT Report (FAT-R) submit it to the Purchaser within (1) one week after the test event.

	4.12.12.2. Security Test and Evaluation
	4.12.12.2.1. The purpose of Security Test and Evaluation (ST&E) is to demonstrate that the TRITON capability meets its security requirements and can be accredited for use on the NATO SECRE_T network, MISSION SECRE_T, NATO RESTRICTE_D NATO UNCLASSIFIED...
	4.12.12.2.2. The Contractor shall provide the initial version of the Security Operating Procedures (SecOps) in accordance with [AC/35-D/1014-REV2] and the Security Implementation Verification Procedures (SIVP) no later than the TRR for the FAT.
	4.12.12.2.3. The Contractor shall perform an internal ST&E prior to a TRR for Baseline. The results of this test shall be used to contribute to the development of the initial version of the TRITON SecOps.
	4.12.12.2.4. The Contractor shall demonstrate compliance of the TRITON capability with security requirements of the SRS, the draft SecOps and the SIVP, including compliance with operating system and security configuration settings.
	4.12.12.2.5. Security Operating Procedures
	4.12.12.2.5.1 The Security Operating Procedures (SecOps) shall be based on a Purchaser-furnished template in accordance with [AC/35-D/1014-REV2] and cover the following:
	4.12.12.2.5.2 After approval by the Purchaser, the SecOps shall be provided as part of Product Baseline.

	4.12.12.2.6. Security Implementation Verification Procedures
	4.12.12.2.6.1 The Contractor shall develop, provide and maintain the initial and any updated Security Implementation Verification Procedures (SIVP) for each TRITON element as part of Security Tests. These procedures shall consist of a set of software ...
	4.12.12.2.6.2 After approval by the Purchaser, the SIVP shall be provided as part of Product Baseline.

	4.12.12.2.7. The Contractor shall prepare the ST&E Report (ST&E-R) which will be required as part of the submissions for INFOSEC accreditation and submit it at the TRR of each Baseline.

	4.12.12.3. System Integration Test
	4.12.12.3.1. The purpose of System Integration Test (SIT) is to demonstrate that the Product Baseline complies with the FBL concerning the integration with the Bi-SC AIS Hardware Baseline and the Bi-SC AIS Core Services and other Bi-SC AIS Functional ...
	4.12.12.3.2. The purpose of the SIT is also to demonstrate that the Product Baseline complies with the Interoperability Requirements such as information exchange and interfaces to other systems, standards and protocols.
	4.12.12.3.3. The Contractor shall perform SIT by installing the PBL on the TRITON Test System at the PMIC facilities.
	4.12.12.3.4. System Integration Test Procedure
	4.12.12.3.4.1 The SIT shall be conducted on the basis of test cases. The Contractor shall develop the initial version of the test cases and document them in the SIT Procedure.
	4.12.12.3.4.2 The Purchaser will review, amend and approve the SIT Procedure prior to execution.
	4.12.12.3.4.3 The Contractor shall prepare the final SIT Procedure and deliver it at the TRR of each Build Process.

	4.12.12.3.5. The SIT shall include testing of all supporting capabilities, including:
	4.12.12.3.6. The SIT shall be executed using Test Data that is realistic in terms of structure, content and size.
	4.12.12.3.7. The Purchaser reserves the right to observe the tests and to have the Contractor perform selected testing tasks on the TRITON Reference System to confirm compliance.
	4.12.12.3.8. The Purchaser reserves the right to perform ten (10) days of ad hoc testing by the Purchaser personnel with support from the Contractor personnel. The Contractor shall record and assess for Contract relevance any discrepancies identified ...
	4.12.12.3.9. The Purchaser will declare the status of the SIT (Passed / Conditionally Passed / Failed) at the end of the test event.
	4.12.12.3.10. The Contractor shall prepare the SIT Report and submit it to the Purchaser within one (1) week after the test event.

	4.12.12.4. System Support and Maintenance Acceptance Test
	4.12.12.4.1. The purpose of System Support and Maintenance Acceptance Test (SSMAT) is to demonstrate that the PBL complies with the FBL with respect to support and maintenance, and provides Purchaser support staff with the capability to support, test ...
	4.12.12.4.2. The Contractor shall perform SSMAT by installing the PBL using the Software Installation Guide on the TRITON Test System at the PMIC facilities.
	4.12.12.4.3. Software Installation Guide
	4.12.12.4.3.1 Software Installation Guide (SIG) provides information about all actions to take in order to install and configure the TRITON Operational Software, including COTS components.
	4.12.12.4.3.2 The SIG shall include the following:
	4.12.12.4.3.3 The Contractor shall deliver the SIG at least three (3) weeks prior to the SSMAT.

	4.12.12.4.4. “Read Me” Files
	4.12.12.4.4.1 There may be additional “Read Me” files to explain specific information related to installation and configuration of certain components.
	4.12.12.4.4.2 The TRITON “Read Me” files shall have at least the following information:
	4.12.12.4.4.3 The Contractor shall provide “Read Me” files in the installation package.

	4.12.12.4.5. The SSMAT shall include at least the following:
	4.12.12.4.6. SSMAT Procedure
	4.12.12.4.6.1 The SSMAT shall be conducted on the basis of test cases for software elements.
	4.12.12.4.6.2 The Contractor shall develop the test cases and document them in the SSMAT Procedure.
	4.12.12.4.6.3 The SSMAT Procedure shall refer to the Software Installation Guide.
	4.12.12.4.6.4 The Purchaser will review, amend and approve the SSMAT Procedure prior to execution.

	4.12.12.4.7. The Purchaser reserves the right to observe the tests and to have the Contractor perform selected testing tasks on the TRITON Test System to confirm compliance.
	4.12.12.4.8. The Purchaser reserves the right to perform five (5) days of ad hoc testing by Purchaser personnel with support from the Contractor personnel (Test Crew Training). The Contractor shall record and assess for Contract relevance any discrepa...
	4.12.12.4.9. The Purchaser will evaluate the source code quality using the SCR-R as part of the SSMAT. The Purchaser has right to conduct another Source Code Review through IV&V Support.
	4.12.12.4.10. The Purchaser will declare the status of the SSMAT (Passed / Conditionally Passed / Failed) at the end of the test event.
	4.12.12.4.11. The Contractor shall prepare the SSMAT Report and submit it within one (1) week after the SSMAT.

	4.12.12.5. User Assessment Test
	4.12.12.5.1. The Contractor shall perform functional testing for the TRITON capability to demonstrate that user requirements are met. As representatives of operational users participates this activity, it shall be referred to as User Assessment Test (...
	4.12.12.5.2. The UAT will be conducted by the representatives of the User Community (Maritime Community of Interest) at the Purchaser’s PMIC facility using the TRITON Test Systems. The Contractor shall provide support to the activity.
	4.12.12.5.3. The Operational Users from the User Community will assess and identify that the product is available for testing, and meets the operational needs (“fit for purpose”). The UAT shall be based on the requirements defined in the Stakeholder R...
	4.12.12.5.4. UAT is a key event that must be passed for the Baseline to go to IV&V Testing and AFPL posting.
	4.12.12.5.5. UAT Procedure
	4.12.12.5.5.1 UAT shall be conducted on the basis of tests cases (scenarios or vignettes).
	4.12.12.5.5.2 The Contractor shall develop an initial version of the UAT Procedure using the User Requirements provided by the Purchaser, test scenario, test data, the Acceptance Criteria and description of tests already developed or produced by the O...
	4.12.12.5.5.3 The Purchaser will review, amend with the Operational Users and approve the UAT Procedure and the Acceptance Criteria prior to execution.
	4.12.12.5.5.4 The UAT shall also be conducted on the basis of an operational context (vignettes) in addition to the UAT execution plan. The Purchaser and the User Community will determine which events will provide the context for the additional UAT sc...
	4.12.12.5.5.5 The UAT Acceptance Criteria shall describe the conditions that a particular test case/vignette is considered as Passed or Failed according the associated User Requirement in the StRS.

	4.12.12.5.6. The Contractor shall provide Test Crew Training (as defined in Paragraph 5.8.8) to the representatives of the User Community at the beginning of the UAT.
	4.12.12.5.7. The Contractor shall record any recommendations or comments related to Training Material (including the CBT) by the participants of the UAT.
	4.12.12.5.8. The Purchaser reserves the right to observe the UAT and to have the Contractor perform selected testing tasks to confirm compliance.
	4.12.12.5.9. The Purchaser reserves the right to perform two (2) days of ad hoc testing by the Purchaser’s staff and the User Community with support from the Contractor personnel.
	4.12.12.5.10. The duration of the UAT shall be no less than three (3) working days for a Baseline.
	4.12.12.5.11. The Contractor shall record and assess for contract relevance any discrepancies identified during testing.
	4.12.12.5.12. The Contractor shall identify any discrepancies and provide a schedule for resolving.
	4.12.12.5.13. The Contractor shall prepare the UAT Report which includes the deficiencies found during the test. The participating Operational Users will provide their own report to the Purchaser.
	4.12.12.5.14. The Purchaser will declare the status of the UAT (Passed / Conditionally Passed / Failed) at the end of the test event.

	4.12.12.6. Regression Test
	4.12.12.6.1. Regression Test (RegT) is a quality control measure to ensure that the newly modified code still complies with its specified requirements and that unmodified code has not been affected by the maintenance activity. The intent of regression...
	4.12.12.6.2. The Contractor shall plan and execute RegT to uncover new software problems or regressions in the system after changes or bug fixes are applied.
	4.12.12.6.3. The Contractor shall demonstrate in the RegT that the defects found in the previous test events are solved and the rest of the system is not affected.
	4.12.12.6.4. The Contractor shall perform a RegT on the whole system (or some components) if a formal test activity is deemed to be “Conditionally Passed”. The test status shall be changed to “Passed” if the RegT is agreed to be successful.
	4.12.12.6.5. The Contractor shall provide Regression Test Procedure to the Purchaser prior to the test, execute the test, update the Test Log and provide the Regression Test Report (RegT-R) within two (2) weeks after the test.

	4.12.12.7. Independent Verification and Validation Testing
	4.12.12.7.1. The Contractor shall provide support to the Purchaser to conduct Independent Verification and Validation (IV&V) Testing including the Independent Security Testing (IST).
	4.12.12.7.2. The Contractor is responsible for successfully obtaining security accreditations of TRITON Operational Software for both NS and NU Domains.
	4.12.12.7.3. The purpose of Software Accreditation is to demonstrate that TRITON meets its security requirements and can be accredited for use on NATO networks within the NCI Agency jurisdiction.
	4.12.12.7.4. Any software to be used in NATO networks and operational environments is subject to security screening and approval by the NCI Agency. In particular, this software must be included in the NATO Operational Baseline as described in the AFPL...
	4.12.12.7.5. The Contractor-provided software shall operate within the environment of NATO Operational Baseline (defining software deployed at NATO computers) as listed in the AFPL.
	4.12.12.7.6. The Purchaser will provide the Contractor the images of the latest version of the supported software configuration (Operational Baseline) for servers and clients as defined in the AFPL.
	4.12.12.7.7. The Purchaser will provide the Contractor with the licenses for the activation of the COTS software indicated in the software that is covered by Enterprise Agreements the Purchaser has signed, unless otherwise specified (e.g. the Contract...
	4.12.12.7.8. In case third party software is used, the Contractor shall provide the software warranty and licensing documentation to the Purchaser at least three (3) weeks before the IV&V Security Testing or when otherwise specified to ensure that Sec...
	4.12.12.7.9. The Contractor shall develop and provide system documentation as required by the IV&V and NCI Agency CCB in order to support the security penetration test and screening activities (to be conducted using the NCI Agency IV&V Testbed) and to...
	4.12.12.7.10. The Contractor shall deliver the IV&V test documentation for reviewing at least thirty (30) days prior to the IV&V testing activity. This delivery shall be indicated in the TMP.
	4.12.12.7.11. The Contractor is responsible for successfully obtaining listing on the necessary AFPL. This includes the provision of the required product documentation and actively supporting the product testing.
	4.12.12.7.12. Two test sessions for software accreditation are foreseen, whose duration is five (5) working days each. Test session schedule will be planned in advance by the NCI Agency and in coordination with the Purchaser. The Contractor will be co...
	4.12.12.7.13. IV&V Test sessions will be repeated until completion with a Pass or Conditional Pass.
	4.12.12.7.14. Upon successful completion of the test, the software product is added to the AFPL and then it can be installed on a NATO site.
	4.12.12.7.15. The NCI Agency will provide the Contractor with a Test Report at the end of each test session, where the reason for failure and remedial actions will be indicated.
	4.12.12.7.16. The Purchaser will perform IV&V Testing in support of the approval process for changes to the operational Bi-SC AIS configuration. The IV&V Testing will be performed at the Purchaser’s IV&V Test Facility at Casteau, unless mutually agree...
	4.12.12.7.17. The Contractor shall develop and provide system documentation as required by the IV&V and the NCI Agency CCB in order to support the security penetration test and screening activities. The list of documents required to conduct such activ...
	4.12.12.7.18. The Contractor shall support the Purchaser for Initial Planning Conference (IPC) and Final Planning Conference (FPC) prior to the IV&V Testing.
	4.12.12.7.19. The Contractor shall support the installation and configuration of the TRITON capability (as delivered in the Product Baseline) in support of IV&V Testing. The Contractor shall install all required elements of the TRITON PBL including Pu...
	4.12.12.7.20. The Contractor shall provide support to the IV&V Testing activity performed by the Purchaser. The Contractor shall provide on-site support for the testing, including supporting the identification and resolution of issues, performance of ...
	4.12.12.7.21. The Contractor shall support interoperability testing performed between TRITON and other applications external systems/services as defined in SRSrequested by the user. These applications will be defined in correspondence of the Contracto...
	4.12.12.7.22. The Contractor shall resolve any discrepancies relevant under the Contract and support additional IV&V Testing required to verify these fixes. If the resolution of discrepancies requires changes to the PBL, the Contractor shall deliver a...
	4.12.12.7.23. The IV&V Testing will be repeated for those Baselines indicated in the relevant Work Package and major release thereafter.
	4.12.12.7.24. The Purchaser reserves the right to perform the user-produced test scenarios during this test.
	4.12.12.7.25. The Purchaser’s test authority will prepare the IV&V Report.
	4.12.12.7.26. TDK IV&V Testing
	4.12.12.7.26.1 The TDK IV&V Testing covers System Security Test for one TDK.
	4.12.12.7.26.2 The Purchaser or its designees (e.g. IV&V Contractor) will review/approve the Contractor’s TMP and procedures for correctness and completeness for the TDK IV&V Testing, and will monitor and inspect the Contractor’s test activities to en...
	4.12.12.7.26.3 The TDK IV&V Testing for one TDK is similar to the system IV&V Tests for Baselines and expected to last 5 (five) days.
	4.12.12.7.26.4 The Contractor shall provide technical support to the TDK IV&V testing activity.
	4.12.12.7.26.5 The Purchaser’s test authority will prepare the TDK IV&V Report.
	4.12.12.7.26.6 The Contractor shall resolve any discrepancies relevant under the Contract and support additional IV&V Testing required to verify these fixes. If the resolution of discrepancies requires changes to the PBL, the Contractor shall deliver ...



	4.12.13. System Verification Review
	4.12.13.1. The Contractor shall execute a System Verification Review (SVerR) after each IV&V Testing as indicated in AAP-20 Development Stage.
	4.12.13.2. The SVerR shall include reviewing at least the following:
	4.12.13.3. The Contractor shall prepare a SVerR Report and submit it after the SVerR.
	4.12.13.4. The Contractor shall perform the system deployment and installation activities after the successful verification of the software by IV&V.

	4.12.14. Key Performance Indicators
	4.12.14.1. The Contractor, in conjunction with the Purchaser, shall measure the success of each Verification Test by measuring and monitoring the following KPIs:
	4.12.14.2. The Contractor shall provide KPI and any other statistical data in the result report.
	4.12.14.3. The Contractor shall use the KPIs to identify opportunities for quality improvement, provide solutions and update the plans.


	4.13. System Transition Process
	4.13.1. General
	4.13.1.1. The Contractor shall perform system transition activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.7 as referred by AAP-48, Paragraph 6.4.7 and AAP-20.
	4.13.1.2. The Contractor shall conduct a System Transition Process in order to facilitate the transfer, as appropriate, of the responsibility for the system and system support to the Purchaser.
	4.13.1.3. The Contractor shall install and activate the verified TRITON capability, together with the Support Systems (Reference Systems, Test Systems, and Training Systems) and provide the related Initial Operational Support.
	4.13.1.4. The Contractor shall coordinate the deployment activities with the Purchaser’s site CIS Support Units (CSUs).
	4.13.1.5. Since the TRITON Infrastructure will be based on deployment on Data Centres, not all sites will be having or updating infrastructure to host TRITON Servers and Storage. Therefore, the Transition Process will be conducted in two parallel acti...
	4.13.1.6. The Transition Process shall cover the following activities:
	4.13.1.7. Although the Purchaser will provide the facilities in which the TRITON capability will be installed and the external systems to which it will be interfaced, the Contractor shall be responsible for timely and complete delivery and installatio...
	4.13.1.8. The Contractor shall solve all integration and interface problems within TRITON that may occur during the installation. The responsibility for the system's operation, support, and performance rests solely with the Contractor until reaching FSA.
	4.13.1.9. The Purchaser reserves the right to suspend the Contractor's installation or activation work for up to two (2) working days to avoid interfering with or disrupting a critical operational event. If this suspension exceeds two (2) working days...
	4.13.1.10. System Transition for a site shall be completed with a Site Acceptance Process as defined in STrP. Each Site Acceptance shall be conducted in two phases. Provisional Site Acceptance (PSiA) and Final Site Acceptance (FSiA).
	4.13.1.11. The overall transition process is given in Figure 9Figure 9.

	4.13.2. System Transition Plan
	4.13.2.1. The Contractor shall prepare a System Transition Plan (STrP) as defined in AAP-48 (para. 6.4.7.2).
	4.13.2.2. The STR shall define the hand-over of TRITON Product Baseline hardware (for TDKs), software and documentation from the Contractor to the Purchaser Implementation Authority (IA), the Service Provision Authority (SPA) and the Operation Authori...
	4.13.2.3. The STrP shall detail the overall schedule for transition activities, including site preparation, site activation, data migration, initial on-site training, the Contractor's approach to all transition tasks, the Contractor organization and K...
	4.13.2.4. The specific procedures to be executed at each site shall be described in Site Installation and Activation Procedures, being a part of the STrP.
	4.13.2.5. The STrP shall include an agreed process for site transition from the use of MCCIS and MSA/BRITE to the use of the TRITON capability. This may require running the capabilities in parallel for a period of time.
	4.13.2.6. The STrP shall contain a list of Site Points of Contact (POCs) and their associated contact data.
	4.13.2.7. Site Survey Workbook
	4.13.2.7.1. The STrP shall include a generic Site Survey Workbook and checklists, fill-in forms, installation sketches, contact information, installation specifications, and any other documentation required to perform the Site Survey.
	4.13.2.7.2. The Site Survey Workbook shall be available for Purchaser review and shall be maintained and updated as necessary to support site surveys throughout the period of performance of this Contract.

	4.13.2.8. The STrP shall include transition planning, describing the procedures, mechanisms and responsibilities to be used in transitioning the TRITON capability into operation. These transition plans and procedures shall be of sufficient quality and...
	4.13.2.8.1. Technical transition (e.g. parallel operation with the legacy systems, phased transition, timing of transition to lower risk periods)
	4.13.2.8.2. Organizational transition (e.g. communication planning, just-in-time training, issue reporting)
	4.13.2.8.3. Site Acceptance Process (Provisional and Final Site Acceptance)

	4.13.2.9. The STrP shall include “back-out” procedures for deactivating and removing installed TRITON components and restoring existing services if any part of the TRITON capability is found to be interfering with the operation of other Purchaser syst...
	4.13.2.10. The STrP shall be structured so that general implementation information is maintained in the body of the plan and site-specific details are kept as annexes.
	4.13.2.11. The Contractor shall maintain the STrP on the Project Website and update it to reflect changes in the SRS and SOW.
	4.13.2.12. The site installation sequence and installation dates shall be coordinated with the Site POCs to accommodate site-specific requirements, exercises, holiday periods, and other considerations and shall be approved by the Purchaser.
	4.13.2.13. The Contractor shall be able to conduct parallel installations in different locations at the same time, as required to meet the project milestones.
	4.13.2.14. The Contractor shall deliver the STR for Purchaser approval not later than the CDR milestone. It shall be updated at each TRR if necessary.

	4.13.3. Site Survey
	4.13.3.1. The Contractor shall visit the Purchaser facilities, according to the agreed STrP, at which it is required to install elements of the TRITON Baseline; survey physical, logistical, and system configuration requirements to support TRITON insta...
	4.13.3.2. The Contractor shall use the Site Survey Workbook from the STrP to conduct the Site Survey.
	4.13.3.3. Site Survey will be used to determine the site’s infrastructural capabilities including the status of the NATO Communication Infrastructure at the time of deployment.
	4.13.3.4. The Site Survey shall verify the provided Detailed Design and identify if there are any design or implementation issues which have not been documented or described.
	4.13.3.5. The Site Survey may be conducted with the NCI Agency representatives, and the duration is estimated at two (2) calendar days (without travel time) for each of the sites.
	4.13.3.6. Site Survey Preparation
	4.13.3.6.1. The Contractor shall give notice in well in advance to coordinate with the Purchaser access to any classified spaces which require an escort.
	4.13.3.6.2. The Contractor shall convey initial information about the site configuration from Purchaser’s representation at the Implementation Working Group.

	4.13.3.7. Site Survey Execution
	4.13.3.7.1. As a minimum the Site Survey shall be conducted to resolve the following issues:

	4.13.3.8. Site Survey Report
	4.13.3.8.1. The Contractor shall provide a Site Survey Report (SS-R), separately for each site, detailing its findings from the Site Survey, identifying all required Purchaser and Contractor actions to prepare for, conduct, or support TRITON installat...
	4.13.3.8.2. At minimum, the SS-R shall include the following subjects:
	4.13.3.8.3. The SS-R shall include a site diagram that shall be used as the basis for the As-Built Documentation and used in the installation of the site.
	4.13.3.8.4. The SS-R shall register all findings that require modification of the site infrastructure or change of the agreed implementation scope. For each of the changes the Contractor shall produce a formal change proposal.
	4.13.3.8.5. In SS-R the Contractor shall include a proposal for the infrastructure to be deployed at the site, to comply with the existing site’s infrastructure. The Contractor’s solution shall strive to achieve required performance by upgrading the e...
	4.13.3.8.6. The SS-R shall provide an annex with a list of all preparations required to support the installation and activation of the TRITON capability at the site, as specified in Section 4 of the SOW.


	4.13.4. Sustainment Qualification Review
	4.13.4.1. Sustainment Qualification Review (SQR) is used to check if the Installation Site resources including facilities and support personnel are sufficient for system sustainment.
	4.13.4.2. The Contractor shall provide the documents given in Table 4-14Table 4-14 for the SQR:
	4.13.4.3. The Contractor shall plan and conduct a SQR at each Installation Site.
	4.13.4.4. The Contractor shall prepare the SQR Report (SQR-R) and submit it to the Purchaser within three (3) days after the review.

	4.13.5. Site Preparation
	4.13.5.1. The Contractor shall identify all facilities support issues, including modifications or additions required, within one (1) week after the Site Survey.
	4.13.5.1.1. This notification shall be in the form of an attachment to the Site Survey Report, accompanied by engineering drawings, checklists, or any other supporting information.
	4.13.5.1.2. Facilities support issues that represent Medium or High risk items shall be highlighted in the Project Highlight Report for the month in which they are identified.

	4.13.5.2. In case the Site Infrastructure has to be augmented instead of TRITON equipment acquired, the Contractor shall inform the Purchaser of the necessary changes and the Purchaser will make necessary arrangements with the Site POC to reflect the ...
	4.13.5.3. For each out-of-scope item that requires either technical support or procurement activity, the Contractor shall offer a proposal to the Purchaser with his recommended solution.
	4.13.5.4. The Contractor shall provide the Purchaser and each respective Site POC with a list of software to be shipped (if necessary) and a list of Contractor personnel who will be involved in site installation and activation at least two (2) weeks p...
	4.13.5.5. The Contractor shall monitor the progress of any required Purchaser facilities preparations and ensure that anything that may delay installation is brought to the attention of the Purchaser promptly.

	4.13.6. Site Installation
	4.13.6.1. Pre-Installation Check
	4.13.6.1.1. The Contractor shall check the site infrastructure using the Pre-Installation Check Procedure (PIC-P) in order to make sure all the necessary infrastructure is ready to perform the installation.
	4.13.6.1.2. The Contractor shall prepare and submit the PIC-P at least two (2) weeks prior to the SQR.

	4.13.6.2. Site Software Installation
	4.13.6.2.1. The Contractor shall apply the Roll-Back Plan (e.g. taking snapshots of the Virtual Machines of the affected servers) to restore the previous service in case the new deployment causes serious business impact.
	4.13.6.2.2. The Contractor shall provide support to the Purchaser to ensure the integrity of the installed baseline is maintained and be prepared to execute the Roll-Back/Contingency Plan in the event of a major incident or problem.
	4.13.6.2.3. The Contractor shall install the baselined TRITON operational software, along with any supporting/COTS software and documentation associated with the baseline, on the designated Purchaser environment.
	4.13.6.2.4. During installation and migration, the service interruption shall be kept to minimum. Precautions shall be taken for not losing any data, as any loss of data is unacceptable. Any system downtime occurring during normal business hours shall...
	4.13.6.2.5. The Contractor shall obtain server address and other site configuration details from the Site POC and activate all installed servers, workstation, and ancillary equipment on the Site’s Local Area Network.
	4.13.6.2.6. The Contractor shall install and configure COTS software applications included as part of the TRITON PBL for the site.
	4.13.6.2.7. The Contractor shall configure all software settings to match the Product Baseline and site-specific requirements, and load any initial data included with the PBL.
	4.13.6.2.8. The Contractor shall import and/or load any site-specific data (e.g. Group Policy Objects).
	4.13.6.2.9. The Contractor shall demonstrate that the TRITON capability is accessible by the authorised users at the Authorised Locations.
	4.13.6.2.10. The Contractor shall demonstrate that:
	4.13.6.2.11. The Contractor shall demonstrate to the local Security Accreditation Authority (SAA) that the equipment complies with the SRS and SOW requirements, and Security Operating Procedures (SecOps).
	4.13.6.2.12. The Contractor shall execute the Security Implementation Verification Procedures (SIVP) for the TRITON elements installed for verification by the local SAA. The Contractor shall obtain a System Statement of Conformance from the local SAA ...
	4.13.6.2.13. Upon completion of site installation work, the Contractor shall provide the Purchaser Site POC with a copy of the site installation and activation checklist. The Contractor shall resolve any discrepancies identified.
	4.13.6.2.14. The Contractor shall provide operation of the TRITON software within the environment of NATO Operational Baseline (defining software deployed at NATO computers) as listed in the AFPL.
	4.13.6.2.15. The Purchaser will provide the Contractor the images of the latest version of the supported software configuration (Operational Baseline) for servers and clients as defined in the AFPL.
	4.13.6.2.16. The Purchaser will provide the Contractor with the licenses for the activation of the COTS software indicated in the software baseline maintained by the NCI Agency unless otherwise specified (e.g. the Contractor purchases the software lic...
	4.13.6.2.17. If a site has already been installed, further installations can be performed remotely.
	4.13.6.2.18. All required System Maintenance Documentation (SMD) and training aids shall be delivered.

	4.13.6.3. Ship Installation
	4.13.6.3.1. The Contractor shall perform one installation on board a selected NATO Command Ship for Sea Acceptance Test of the TRITON Deployable Kit (TDK).
	4.13.6.3.2. The Contractor shall transfer one set of TDK to the port indicated by the Purchaser. The port will be assumed to be in Europe.
	4.13.6.3.3. The Purchaser will provide access to a NATO Command Ship to install the TDK.
	4.13.6.3.4. The Contractor shall install one set of TDK on board the ship, at the designated compartment, connect it to the networks on board, integrate with the allowed ship systems (e.g. AIS Data Source) and operate it.
	4.13.6.3.5. The Contractor shall perform the installation and testing together with the NCI Agency Support Personnel and ship crew.
	4.13.6.3.6. The Contractor shall perform the Sea Acceptance Test (SeAT) as described in Paragraph 4.10.3.8 after the installation.
	4.13.6.3.7. The Contractor shall de-install the TDK and transfer it to his own premises.

	4.13.6.4. Physical Configuration Audit
	4.13.6.4.1. The Contractor shall plan and conduct the Physical Configuration Audit (PCA) for each TRITON Installation Site as described in Paragraph 4.7.11. The objective of the PCA is to verify that the delivered CIs correspond with the TRITON PBL do...
	4.13.6.4.2. The PCA shall include visual inspection of all physical CIs (if delivered) and visual verification of the presence and correct configuration of all software CIs.
	4.13.6.4.3. Successful completion of PCA establishes the Site Baseline.
	4.13.6.4.4. The Contractor shall document the PCA in Configuration Audit Report (CAuR) that shall be provided to the Purchaser no later than two (2) weeks after the PCA.

	4.13.6.5. Static Site Activation
	4.13.6.5.1. Static Site Activation includes checking the accessibility of Organizational Nodes to the just-installed TRITON Instance, configuring the system to adapt the TRITON capability according to organizational needs.
	4.13.6.5.2. Organizational adaptation is not intended to include changes to the Product Baseline, but shall include, as necessary:
	4.13.6.5.3. Upon authorisation by the Purchaser’s Installation Site POC, the Contractor shall establish live connections with other TRITON Instances and perform synchronisation tests.

	4.13.6.6. Site Activation Test
	4.13.6.6.1. The Contractor shall perform Site Activation Test (SiAT) at the Installation Site to demonstrate that:
	4.13.6.6.2. The Contractor shall execute SiAT using the Site Activation Test Procedures (SiAT-P) that the software installed and configured for an individual site is ready for operational use.
	4.13.6.6.3. The SiAT shall demonstrate that:
	4.13.6.6.3.1 All supplied equipment (if there is any) meets, or exceeds, the Purchaser’s stated specifications.
	4.13.6.6.3.2 All supplied equipment is in full working order.
	4.13.6.6.3.3 All supplied equipment has been configured by the Contractor and is fully integrated within the existing site Bi-SC AIS infrastructure and has been implemented to meet:
	4.13.6.6.3.4 All user data and accounts have been successfully migrated to the new environment.
	4.13.6.6.3.5 All legacy server equipment has been migrated to the new environment using the new software baseline configuration (if necessary).
	4.13.6.6.3.6 All interfaces with relevant other systems within the site has been established.
	4.13.6.6.3.7 All interfaces with Nations and external systems have been established.
	4.13.6.6.3.8 All training pertaining to deployment, configuration and operation of TRITON has been completed.

	4.13.6.6.4. The Contractor shall prepare SiAT Report and submit it within three (3) days after the test.

	4.13.6.7. Organizational Node Activation
	4.13.6.7.1. Organizational Node Activation includes checking the accessibility of Organizational Node to the TRITON Instances and configuring the system according to the Standard Operating Procedures (SOP) of the Maritime Community.
	4.13.6.7.2. The Contractor shall execute selected test cases (nominal tests) from On-site User Assessment Test Procedure to ensure that the Organizational Node is activated successfully.
	4.13.6.7.3. The Contractor shall provide support to the Organizational Node to configure TRITON, including functional and technical user account settings.
	4.13.6.7.4. The Contractor shall provide support to migrate local data and configuration data from the legacy systems (MCCIS and MSA/BRITE configuration data will be made available by the Purchaser).
	4.13.6.7.5. The Contractor shall establish data import and export mechanisms, establish information exchange with information sources, adapt business rules to the local environment, prepare automated supervision reports, workflows, and defined roles a...
	4.13.6.7.6. The Contractor shall plan and conduct Organizational Node Activation Review (ONAR) for each Organizational Node at which activation is performed.
	4.13.6.7.7. The Contractor shall prepare ONAR Report and submit it within three (3) days after the review.
	4.13.6.7.8. On-Site User Assessment Test
	4.13.6.7.8.1 The objective of the On-Site User Assessment Test (UAT) is to establish that the system is fit-for-purpose for the end-users and the support staff, to establish benchmarks on the capabilities of TRITON on the Organizational Node and to es...
	4.13.6.7.8.2 The Contractor will plan an On-Site UAT at each activated Organizational Node and provide support to the user to execute the test. MARCOM On-site UAT shall be conducted for each delivered Baseline.

	4.13.6.7.9. On-Site UAT Procedure
	4.13.6.7.9.1 The On-site UAT shall be conducted on the basis of On-Site UAT Procedure.
	4.13.6.7.9.2 The Contractor shall develop an initial version of the On-site UAT Procedure using test data and description of test already developed/produced by the Operational Users if available.
	4.13.6.7.9.3 The On-site UAT shall include nominal test cases to cover technical issues and used during Organizational Node Activation.
	4.13.6.7.9.4 The Contractor shall deliver the On-site UAT Procedure at SQR.
	4.13.6.7.9.5 The Purchaser will review, amend with the Operational Users and approve the On-site UAT Procedure prior to execution.

	4.13.6.7.10. The Contractor shall configure TRITON and enable the required functionalities as required by the On-site UAT Procedure and as requested by the On-site UAT audience while performing the tests and ad-hoc testing.
	4.13.6.7.11. The On-site UAT shall be conducted by the representatives of the Operational Community, with support from the Contractor personnel. The representatives will perform procure-driven and ad-hoc testing during this On-Site UAT.
	4.13.6.7.12. The Purchaser’s on-site representative will declare the result of the On-site UAT.
	4.13.6.7.13. The Contractor shall record and assess for Contract relevance any discrepancies identified during testing.
	4.13.6.7.14. The Contractor shall provide On-the-Job Training (OJT) to the operational users on at the selected Authorised Llocations as described in Paragraph 5.8.9. OJT shall be provided on the following conditions:
	4.13.6.7.15. The Contractor shall prepare On-Site UAT Report and submit it within three (3) days after the test.

	4.13.6.8. Key Performance Indicators
	4.13.6.8.1. The Contractor, in conjunction with the Purchaser, shall measure the success of each deployment by measuring and monitoring the following KPIs:

	4.13.6.9. Software Distribution List
	4.13.6.9.1. The Contractor shall provide and maintain a Software Distribution List (SWDL) for each site.
	4.13.6.9.2. The SWDL shall contain all applications that are comprised in the system’s package and thus including COTS, glue-code and software developed for exclusive use of the Purchaser.
	4.13.6.9.3. The SWDL shall contain the following information:
	4.13.6.9.4. The Contractor shall provide the SWDL at least two (2) weeks prior to SQR for each Baseline.


	4.13.7. Training
	4.13.7.1. The Contractor shall perform the training activities as defined in Subsection 5.7 and provide the initial training for users and the system support staff as defined in the Training Plan.

	4.13.8. Site Acceptance
	4.13.8.1. Provisional Site Acceptance
	4.13.8.1.1. Provisional Site Acceptance (PSiA) will take place on completion and Purchaser’s acceptance of all work at the site. The PSiA should last no longer than three (3) calendar days per site.
	4.13.8.1.2. As part of the PSiA, the Contractor shall present the Purchaser with witnessed and approved Site Activation Test (SiAT) and On-Site User Assessment Test (UAT) Reports and all documentation including verified inventory, Software Distributio...
	4.13.8.1.3. Any discrepancies discovered during the PSiA shall be recorded on Observation Sheet(s) with a statement on their required resolution. Depending on the severity and priority of the discrepancy discovered, PSiA may be withheld until satisfac...
	4.13.8.1.4. The Contractor shall plan a formal Technical Transfer Meeting to record formal acceptance of the deliverables, including training, as meeting the contractual requirements for PSiA.

	4.13.8.2. Site Acceptance Review
	4.13.8.2.1. After successful resolution of any discrepancies and completion of the PSiA, the Purchaser, together with the Contractor, will organise a Site Acceptance Review (SiAR) meeting to record formal acceptance of the deliverables as meeting the ...
	4.13.8.2.2. The Contractor shall conduct SiAR for each site installation and site updates.
	4.13.8.2.3. The Contractor shall update the Software Installation Guide and Site Activation Test Procedures based on the lessons learned and provide the updated documents not later than two (2) weeks after the SiAR.
	4.13.8.2.4. The Contractor shall prepare a SiAR Report (SiAR-R) within one (1) week after the SiAR.

	4.13.8.3. Final Site Acceptance
	4.13.8.3.1. The Contractor shall perform an analysis of the Site Installation and present the Entry-Exit Criteria with all the achievements performed, their results and remaining items if there are any.
	4.13.8.3.2. If all the site acceptance criteria are deemed to be met during the SiAR, the Final Site Acceptance (FSiA) will be achieved and both Contractor and Purchaser will sign the Site Acceptance documentation.
	4.13.8.3.3. A copy of the System Statement of Conformance (SSC) signed by the local SAA, separately for each installation site.
	4.13.8.3.4. FSiA shall be repeated for each site installation and major upgrade (e.g. Baseline-3 installation).
	4.13.8.3.5. After the FSiA, the Contractor shall start performing the activities of the Operational Testing and Evaluation and System Support and Maintenance for the installed Baseline at the installed site.


	4.13.9. Operational Test Readiness Review
	4.13.9.1. Operational Test Readiness Review (OTRR) is a multi-disciplined product and process assessment to ensure that the system can proceed into OT&E with a high probability of success, and that the delivered Baseline is effective and suitable for ...
	4.13.9.2. The Contractor shall plan OTRR at the location where the Purchaser will indicate.
	4.13.9.3. Entry Criteria
	4.13.9.3.1. The Contractor shall include in planning the OTRR Entry Criteria given in Table 4-15Table 4-15 and make them available to the Purchaser at least two (2) weeks prior to the OTRR:

	4.13.9.4. Success Criteria
	4.13.9.4.1. The Purchaser concludes that the OTRR Success Criteria given in Table 4-16Table 4-16 accomplished to complete the objectives of the OTRR.

	4.13.9.5. The OTRR shall be used as a milestone to end the System Transition Process and start the OT&E Process for a Baseline.
	4.13.9.6. The Contractor shall prepare the OTRR Report and submit it within one week after the completion of OTRR.

	4.13.10. Support Systems Installations
	4.13.10.1. TRITON Test System
	4.13.10.1.1. TRITON Test System is a test environment configured to provide a representation of the target network/security domain. It will include all the necessary configurations and interfacing systems and services to represent the live environment...
	4.13.10.1.2. All hardware (server, storage, network elements and workstations) and Virtualisation Environment for the Test Systems will be provided by the Purchaser.
	4.13.10.1.3. The Purchaser will prepare the Virtual Environment for the TRITON Test Systems (for both NS and NU Domains) at the PMIC facilities.
	4.13.10.1.4. The Contractor shall provide the operating systems and any other COTS software needed by TRITON Infrastructure and Operational Software with the necessary Original Equipment Manufacturer’s manuals and licenses.
	4.13.10.1.5. The Contractor shall install the COTS software on the Virtualised Environment and apply the necessary configuration.
	4.13.10.1.6. The Contractor shall provide the necessary licenses or service fee for the commercial data services (e.g. IHS Fairplay) to be used during the development. The licenses shall cover the use of live data services in TRITON Test Systems durin...
	4.13.10.1.7. The Contractor shall establish the “TRITON Test System – NS” on the NU Domain after SwDR-1. The Concept Demonstration System (CDS) can be installed on the Test System prepared for BL1.
	4.13.10.1.8. The Contractor shall establish the “TRITON Test System – NU” on the NU Domain after SwDR-2.
	4.13.10.1.9. The Contractor shall update, if necessary, the TRITON Test System – NS during Build Process-3 and 4.
	4.13.10.1.10. The Contractor shall update the Test Systems at each new release until FSA.

	4.13.10.2. TRITON Reference System
	4.13.10.2.1. TRITON Reference System is a test environment configured to provide a certified representation of the target network/security domain, (e.g. NS). It will include all the necessary security settings, patches, network configurations and inte...
	4.13.10.2.2. The TRITON Reference Systems shall provide a Reference Environment for both NS and NU Domains to support test events and subsequently on-line and off-line diagnosis, integration and generation of subsequent changes to the PBL, and testing...
	4.13.10.2.3. The TRITON Reference Systems shall comprise a representative configuration, which includes all functionality of the TRITON installation and operational sites.
	4.13.10.2.4. All hardware (server, storage, network elements and workstations) and Virtualisation Environment for the Reference Systems will be provided by the Purchaser.
	4.13.10.2.5. The Purchaser will prepare the Virtualised Environment for the TRITON Reference Systems (for both NS and NU Domains) at the PMIC facilities or Mons.
	4.13.10.2.6. The Purchaser will provide the operating system if MS Windows is used. Any other operating system shall be provided by the Contractor.
	4.13.10.2.7. The Contractor shall provide the any other COTS software needed by TRITON Infrastructure and Operational Software with the necessary Original Equipment Manufacturer’s manuals and licenses.
	4.13.10.2.8. The Contractor shall install COTS software on the reserved Virtualised Environment and apply the necessary configuration for the Reference Systems.
	4.13.10.2.9. The Contractor shall establish the TRITON Reference System - NU on the NU Domain at least two (2) weeks prior to the TRR (IV&V-2) for BL2.
	4.13.10.2.10. The Contractor shall update, if necessary, the TRITON Reference System - NS on the NU Domain at least two (2) weeks prior to the TRR (IV&V-3) for BL3.
	4.13.10.2.11. The Contractor shall update the Reference Systems at each new release until FSA.

	4.13.10.3. TRITON Training System
	4.13.10.3.1. TRITON Training System is a training environment similar to the TRITON Test System. There will be two separate Training Systems, one for the TRITON-NS Functional Services and one for the TRITON-NU Functional Services. Trainers and trainee...
	4.13.10.3.2. All hardware (server, storage, network elements and workstations) and Virtualisation Environment for the Training Systems will be provided by the Purchaser.
	4.13.10.3.3. The Purchaser will prepare Virtual Environment for the TRITON Training Systems (for both NS and NU Domains) at the Training Node Locations.
	4.13.10.3.4. The Purchaser will provide the operating system if MS Windows is used. Any other operating system shall be provided by the Contractor.
	4.13.10.3.5. The Contractor shall provide the any other COTS software needed by TRITON Infrastructure and Operational Software with the necessary Original Equipment Manufacturer’s manuals and licenses.
	4.13.10.3.6. The Contractor shall install COTS software on the reserved virtualised environment and apply the necessary configuration for the Training Systems.
	4.13.10.3.7. The Contractor shall establish the TRITON Training System – NU on the NU Domain at least two (2) weeks prior to the TRR (FAT-2) for BL2.
	4.13.10.3.8. The Contractor shall establish the TRITON Training System – NS on the NU Domain at least two (2) weeks prior to the TRR (FAT-3) for BL3.


	4.13.11. Multi-Site Operation Test
	4.13.11.1. The Contractor conduct a Multi-Site Operation Test (MSOT) in order to demonstrate that more than one instance of TRITON operates concurrently as designed.
	4.13.11.2. The Contractor shall prepare the draft MSOT Procedure, provide it to the Purchaser at the last Site Acceptance.
	4.13.11.3. The Purchaser will contribute to the MSOT Procedure according to possible operational scenarios and existing SOPs.
	4.13.11.4. The Contractor shall plan, in coordination with the Purchaser, the MSOT after installation and activation of all sites are completed, and at least one TDK is operational and in use at sea.
	4.13.11.5. The Purchaser will plan participation of Nations to MSOT in order to test the eligibility and flexibility of TRITON for supporting any emergency conditions.
	4.13.11.6. The Contractor shall use the MSOT Procedure to conduct the test.
	4.13.11.7. The Contractor shall prepare a MSOT Report to include the result of the test and the resolution plan for any problem found.

	4.13.12. Support to Federated Mission Network Testing
	4.13.12.1. The purpose of the Federated Mission Network (FMN) Tests is to validate that the introduction of new systems or changes to existing systems are interoperable with the FMN implementation.
	4.13.12.2. The FMN Test Procedures will be developed by the Purchaser. These tests will be performed by the NCI Agency under the direction FMN secretariat. The tests will be performed at the NCI Agency The Hague or Mons, typically in two weeks.
	4.13.12.3. The Contractor shall provide technical support to the FMN Testing process in accordance with the approved FMN Test Procedures.
	4.13.12.4. The Purchaser will install and configure the PBL on the NCI Agency FMN Test Bed. The Contractor shall provide technical support to the installation and configuration if needed.
	4.13.12.5. The Contractor shall fix and correct any discrepancies if they are related to the installed PBL.
	4.13.12.6. FMN Testing shall be executed in two steps:
	4.13.12.6.1. Initial Testing: The tests will be conducted and the results will be recorded. The Contractor will be given time to correct any errors or incompatibilities.
	4.13.12.6.2. Final Testing: The tests will be repeated to get the accreditation.


	4.13.13. Software Transition
	4.13.13.1. The Contractor shall provide Software Transition for the software component defined in the relevant Work Package.
	4.13.13.2. The Software Transition Process is defined in detail in Paragraph 4.17.


	4.14. System Validation Process
	4.14.1. General
	4.14.1.1. Validation is the process of providing evidence that the system, software, or hardware and its associated products satisfy requirements allocated to it at the end of each life cycle activity, solve the right problem (e.g. correctly model phy...
	4.14.1.2. System Validation Process performs a comparative assessment and confirms that the system meets the stakeholders’ requirements and measures of effectiveness. Validation confirms, through assessment of the services presented to the stakeholder...
	4.14.1.3. The Contractor shall perform system validation activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.8 as referred by AAP-48, Paragraph 6.4.8.
	4.14.1.4. The Purchaser will perform an Operational Testing and Evaluation (OT&E) during the operational period for each delivered OBL with support from the Contractor. Although part of the validation is performed through user involvement during the d...

	4.14.2. Operational Test and Evaluation
	4.14.2.1. Operational Test and Evaluation (OT&E) is a period which consists of a test series designed to estimate the operational effectiveness of the system.
	4.14.2.2. OT&E period shall start after a Baseline is set to operation (OTRR) and continue until the FSA.
	4.14.2.3. The Contractor shall perform operational analysis, track system performance and account for operational availability.
	4.14.2.4. The Contractor shall record and assess for the Contract relevance any discrepancies identified during the ad hoc testing and system operation.
	4.14.2.5. The Contractor shall produce a report summarising the results of the operation which shall include a summary of Deficiency Reports (DRs) along with a description of those DRs that will be fixed.
	4.14.2.6. The Contractor shall ensure that the users can execute their tasks using TRITON and configure the system to allow users to perform their tasks using TRITON, including configuration of permissions, of TRITON data and interfaces with other sys...
	4.14.2.7. The Contractor shall record and assess for Contract relevance any discrepancies identified during the ad hoc testing and system operation.
	4.14.2.8. The Purchaser will perform an OT&E with support from the Contractor personnel immediately following the installation and activation of each Baseline.
	4.14.2.9. The Contractor shall provide Second and Third Level Support during the OT&E period.

	4.14.3. System Validation Test Procedure
	4.14.3.1. The Contractor shall develop System Validation Test Procedure (SVT-P) and deliver an initial version together with the SVP (preliminary at CDR, final at PSA).
	4.14.3.2. The SVT-P shall include the following:
	4.14.3.3. The Purchaser will obtain operational user community’s concurrency/approval on the SVT-P and approve it.

	4.14.4. System Validation Test
	4.14.4.1. The Contractor shall plan and execute System Validation Test (SVT) covering both TRITON-NS and NU as defined in the SVP.
	4.14.4.2. The Contractor shall ensure that any operators, enabling system for validation and associated facilities are ready in order to conduct SVT.
	4.14.4.3. The Contractor shall conduct SVT to attest conformance to stakeholder requirements as documented in the SVT-P.
	4.14.4.4. The Contractor shall collect and analyse data in accordance with the SVT-P.
	4.14.4.5. The Contractor shall prepare a SVT Report, including the following:

	4.14.5. Operational Stakeholder Acceptance
	4.14.5.1. Initial Operational Capability
	4.14.5.1.1. Declaration of Initial Operational Capability (IOC) for TRITON Increment 1 shall occur when the Purchaser Operational Stakeholder has tested and evaluated the TRITON Increment 1 delivery on both NS and NU Domains as an assessment of operat...
	4.14.5.1.2. It is expected that the operational evaluation will include the use of both TRITON-NS and NU in an operational exercise during the OT&E period and will include the assessment of TRITON functional fit-for-purpose and performance while inter...
	4.14.5.1.3. The Purchaser will declare the IOC based on the test reports prepared by the Contractor. The criteria to declare IOC are:

	4.14.5.2. Final Operational Capability
	4.14.5.2.1. Operational Stakeholder Acceptance and declaration of Final Operational Capability (FOC) for TRITON will be achieved when all capabilities defined in the Capability Package (including future increments) are implemented and delivered. There...


	4.14.6. System Validation Review
	4.14.6.1. The Contractor shall execute System Validation Review (SVR) as defined in AAP-20 Development Stage.
	4.14.6.2. The Contractor shall plan SVR at the location where the Purchaser will indicate.
	4.14.6.3. Entry Criteria
	4.14.6.3.1. The Contractor shall include in planning the SVR Entry Criteria given in Table 4-17Table 4-17 and make them available to the Purchaser at least two (2) weeks prior to the SVR:

	4.14.6.4. Success Criteria
	4.14.6.4.1. The Purchaser concludes that the SVR Success Criteria in Table 4-18Table 4-18 accomplished to complete the objectives of the SVR.

	4.14.6.5. The SVR shall be used as Provisional System Acceptance as the first milestone for the System Acceptance Process. The Purchaser will obtain certificate of validation from the appropriate Stakeholders.
	4.14.6.6. The Contractor shall prepare the SVR Report and submit it within three (3) days after the SVR.

	4.14.7. Provisional System Acceptance
	4.14.7.1. Provisional System Acceptance (PSA) occurs when all capability and services are provided to MARCOM. Rolling-out the system for other Authorised Locations shall be performed after PSA.
	4.14.7.2. The Purchaser concludes that the PSA Criteria in Table 4-19Table 4-19 accomplished to complete the objectives of the System Acceptance.
	4.14.7.3. The Contractor shall plan and conduct Provisional System Acceptance Review (PSAR) to check the PSA Criteria, and provide PSAR Report within three (3) days after the review.

	4.14.8. Final System Acceptance
	4.14.8.1. Final System Acceptance (FSA) occurs when the Purchaser has evaluated the whole system and has determined that it meets the requirements of this Contract including all deliveries and services.
	4.14.8.2. The Purchaser concludes that the FSA Criteria in Table 4-19Table 4-19 is accomplished to complete the objectives of the System Acceptance.
	4.14.8.3. The Contractor shall notify the Purchaser in writing when it submits the final delivery for FSA. This notification shall be accompanied by the Final System Acceptance Report (FSA-R).


	4.15. System Operation Process
	4.15.1. General
	4.15.1.1. System Operation Process is to use the system in order to deliver its services. TRITON shall be set to operation after each delivery. When activation of all authorised sites are completed, the system will become fully operational.
	4.15.1.2. The Contractor shall perform system operation activities in compliance with the processes defined in ISO/IEC 15288, Paragraph 6.4.9 as referred by AAP-48, Paragraph 6.4.9 and AAP-20.
	4.15.1.3. The Contractor shall provide Operational Support as defined in Subsection 5.4.4.6.

	4.15.2. Support to Development of Standard Operating Procedures
	4.15.2.1. The Contractor shall support the Purchaser with development of Standard Operating Procedures (SOPs) for using TRITON. This includes SOPs for deployment, operation and use of TRITON.
	4.15.2.2. The SOP shall include multi-site operation principles.
	4.15.2.3. The Contractor shall work with TRITON Operational Trainers, TRITON Administrator Trainers and relevant, appointed staff from NATO HQs in developing and documenting the SOPs.
	4.15.2.4. The SOPs shall be documented based on a template for NATO SOPs.
	4.15.2.5. One Master SOP document shall be developed. This Master SOP shall be tailored to specific SOPs for all NATO Commands where TRITON is to be installed.
	4.15.2.6. The SOPs shall be reviewed and approved by the Purchaser and relevant staff from NATO HQs.

	4.15.3. Exercise Support
	4.15.3.1. The Contractor shall provide support to operational users during three (3) exercises that MARCOM will participate in. The Purchaser will inform the Contractor which exercise participation is needed one (1) month prior to the exercise.
	4.15.3.2. The Contractor shall participate in the exercises and provide support including the following:
	4.15.3.3. CWIX
	4.15.3.3.1. The Coalition Warrior Interoperability eXploration, eXperimentation and eXamination eXercise (CWIX) programme provides an opportunity for NATO Nations, Partner Nations, Contact Nations, and NATO Agencies to prove, disprove, and improve NAT...
	4.15.3.3.2. The Contractor shall plan and participate in CWIX, as one of the three exercises, to demonstrate the interoperability of TRITON.
	4.15.3.3.3. The Contractor shall support the Purchaser for installation and configuration of TRITON for CWIX.


	4.15.4. On-Site Support
	4.15.4.1. The Contractor shall provide on-site support covering all levels of support at the Purchaser’s premises for maintenance of TRITON during its initial operation and implementation of any subsequent modifications until FSA.
	4.15.4.2. The Contractor shall provide on-site technical support to the Purchaser as part of its operational support organization. This support shall be focused on software maintenance, software testing and data migration support. The Contractor shall...
	4.15.4.3. The Contractor shall provide designated individuals, who meet or exceed the criteria in Section 7 of the SOW for a System Support Engineer, to provide on-site support services.
	4.15.4.4. The Contractor shall ensure that the individual(s) providing this support are familiar with the requirements, design, implementation, verification, transition and support of the TRITON capability.
	4.15.4.5. The Contractor shall ensure that the individual(s) providing the support are capable of supporting all of the TRITON roles including Node Administrator. The Contractor shall be responsible for any preparation and training required to bring t...
	4.15.4.6. The Contractor’s designated individuals shall travel as required by the Purchaser’s on-site representative.

	4.15.5. In-Service Review
	4.15.5.1. In-Service Review (ISR) is a multi-disciplined product and process assessment to ensure that the system under review is operationally employed with well-understood and managed risk. As TRITON Baselines are delivered for operational use durin...
	4.15.5.2. The Contractor shall plan and conduct ISRs during the OT&E Period as defined in AAP-20 Utilisation Stage.
	4.15.5.3. The ISR shall be quarterly unless otherwise is agreed.
	4.15.5.4. The ISR shall include user feedback collection and assessment during OT&E.
	4.15.5.5. The Contractor shall propose maintenance requirements according to the user feedback and plan them in the System Maintenance Process.
	4.15.5.6. The Contractor shall prepare ISR Report (ISR-R) and submit it within three (3) days after the review.

	4.15.6. System Transition
	4.15.6.1. The Contractor shall provide support to transitioning from legacy systems to TRITON. This support shall include:
	4.15.6.2. The Contractor shall provide support to Nations Interoperability Testing to be executed during SITs.
	4.15.6.3. The Contractor shall plan and conduct System Transition Readiness Review (STRR) for reviewing the transition process from MSA/BRITE to TRITON-NU and from MCCIS to TRITON-NS.
	4.15.6.4. The Contractor shall provide the STRR Report no later than three (3) days after each review.


	4.16. System Maintenance Process
	4.16.1. General
	4.16.1.1. The Contractor shall execute the System Maintenance Process concurrently with the System Operation Process for the OBLs (i.e. BL2, 3, 4) until FSA.
	4.16.1.2. The Contractor shall provide Maintenance as defined in Subsection 5.4.4.6 of this SOW.
	4.16.1.3. The Contractor shall identify problems or modifications based on feedback from ongoing monitoring of the system, and take corrective, remedial or preventive actions to restore and maintain full capability. The SEWG will provide support to id...
	4.16.1.4. The Contractor shall use ISR-Rs as input for any modifications and shall produce Engineering Change Proposal (ECP) before implementing a maintenance request.
	4.16.1.5. The Contractor shall perform maintenance activities as planned in the SMP and conduct failure identification action when non-compliance has occurred.
	4.16.1.6. The Contractor shall address the obsolescence issues for the COTS products used in software and hardware development in the OMP.

	4.16.2. System Maintenance Documentation
	4.16.2.1. The Contractor shall develop and maintain the System Maintenance Documentation as defined in Paragraph 5.4.4 based on the FBL, ABL and PBL.

	4.16.3. Monthly Maintenance Review
	4.16.3.1. The Contractor shall conduct Monthly Maintenance Review (MMR) to plan the maintenance activities within that month.
	4.16.3.2. The Contractor shall plan MMR in the first week of each month, starting from the beginning of the Maintenance Process until the end of the Contract.
	4.16.3.3. The Contractor shall prepare a MMR Report that summarises all Contractor-performed maintenance tasks and deliverables and introduces suggestions for maintenance performance improvements. The MMR Report related to the previous month shall be ...
	4.16.3.4. The Contractor shall provide the Maintenance Records to the Purchaser during the MMR.

	4.16.4. Experimentation, Exercise and Prototyping Support
	4.16.4.1. The Contractor shall provide technical support to the Purchaser during experiments, demonstrations, and exercises. Such support may include providing technical guidance to operational users for preparing, and executing system demonstrations,...
	4.16.4.2. The Contractor shall also provide requirements analysis, design, implementation, integration, and test support to the Purchaser’s prototyping activities associated with the capabilities provided under this Contract.


	4.17. Software Transition Process
	4.17.1. General
	4.17.1.1. Software Transition is the transition of the software support responsibility from the Contractor to the Purchaser.
	4.17.1.2. The Contractor shall provide Software Transition with a defined process for the components indicated in the relevant Work Package.

	4.17.2. Software Transition Plan
	4.17.2.1. Software Transition Plan (SwTrP) identifies the hardware, software, and other resources needed for life cycle support of deliverable software and describes the Contractor’s plans for transitioning deliverable items to the Purchaser.
	4.17.2.2. The SwTrP shall include at least the following:
	4.17.2.3. The SwTrP shall be delivered to the Purchaser at least two (2) weeks prior to the Software Transition Readiness Review (SwTrRR).

	4.17.3. Software Transition Preparation
	4.17.3.1. The Contractor shall prepare the source files to be transitioned to the Purchaser, including any supportive batch files, command files, data files, or other files needed to regenerate the executable software. This will include identification...
	4.17.3.2. The Contractor shall identify and record the exact version of software prepared for the transition in the Software Version Description (SVD).
	4.17.3.3. The Contractor shall deliver all internal test documentation, test data, and test suites to allow a full or partial retest after maintenance operations by the Purchaser.
	4.17.3.4. The Contractor shall update the Software Design Description of each software element (CSCI) to match the “as built” software and shall define and record:
	4.17.3.5. The Contractor shall prepare and deliver the manuals and guidance which identify and record information needed to program the computers on which the software was developed or on which it will run.
	4.17.3.6. Software Source Code
	4.17.3.6.1. The Contractor shall deliver all the software source code with all its building blocks (e.g. code files, batch files, configuration files, libraries) required to allow future maintenance by the Purchaser.
	4.17.3.6.2. The Contractor shall perform periodic updates on the software source code at the Purchaser’s premises during the Software Implementation Process. Any object code or library shall also be included.
	4.17.3.6.3. The Contractor shall deliver the configuration tree of the software source code in a portable media initially at the SwTrRR. Any object code or library shall also be included. A final copy, including any changes, shall be provided at FSA.

	4.17.3.7. Computer Programming Manual
	4.17.3.7.1. The Computer Programming Manual (CPM) provides information needed by a programmer to write the program code in a given computing environment. This manual focuses on how the code is developed using the software development environment and s...
	4.17.3.7.2. The Contractor shall prepare and deliver the CPM two (2) weeks prior to the Software Transition Readiness Review.


	4.17.4. Software Transition Readiness Review
	4.17.4.1. The Contractor shall plan and execute a Software Transition Readiness Review (SwTrRR).
	4.17.4.2. The Contractor shall explain the SwTrP during the SwTrRR and demonstrate that the deliverable software is ready for transition.
	4.17.4.3. The details of the transition planning will be agreed with the Purchaser and the software transition activities will start.
	4.17.4.4. The Contractor shall prepare SwTrRR Report (SwTrRR-R) and submit it within three (3) days after the review.

	4.17.5. Transitioning
	4.17.5.1. The Contractor shall provide Software Maintenance Training to the Purchaser’s staff as described in Paragraph 5.8.14.
	4.17.5.2. The Purchaser will provide the development environment in accordance with SwTrP, on which the transitioned software will be maintained.
	4.17.5.3. The Contractor shall install and check out the deliverable software in the Purchaser development environment.
	4.17.5.4. The Contractor shall integrate the source code, the requirements, and the links from the requirements to test cases in the automated build environment and the Configuration Management Repository of the Purchaser.

	4.17.6. Software Transition Validation Test
	4.17.6.1. The Purchaser shall perform Software Transition Validation Test (SwTrVT) to demonstrate that the entire software is delivered correctly to the Purchaser, and the Purchaser has all the capabilities to maintain the software.
	4.17.6.2. The Contractor shall demonstrate to the Purchaser that the deliverable software can be regenerated, (compiled/linked/loaded into an executable product) and maintained using commercially available, Purchaser-owned, or contractually deliverabl...
	4.17.6.3. The Purchaser shall ensure that any further software updates (e.g. during Warranty Period) can be successfully transferred to the Purchaser and the Purchaser can re-generate the software at its own environment.
	4.17.6.4. The Contractor shall prepare a SwTrVT Report (SwTrVT-R) after the SwTrVT and deliver it to the Purchaser before the Transition Validation Review.

	4.17.7. Software Transition Validation Review
	4.17.7.1. The Contractor shall plan and execute a Software Transition Validation Review (SwTrVR) to make sure all transition process is completed.
	4.17.7.2. The Software Transition will be considered as completed if:
	4.17.7.3. The Contractor shall prepare SwTrVR Report (SwTrVR-R) and submit it within three (3) days after the review.



	SECTION 5:    INTEGRATED LOGISTIC SUPPORT
	5.1. General
	5.1.1. The Contractor shall provide Integrated Logistic Support (ILS) by providing the services and delivering the products as described in this Section. The terminology and process definitions are also provided.

	5.2. Integrated Support Plan
	5.2.1. Integrated Support Plan (ISP) includes support considerations to be incorporated in design and defining the physical support capability and resources required for the in-service organization to operate and maintain the system.
	5.2.2. The ISP shall be structured according to the template provided in “NCSA OSLA-14-02 Preparation of NATO CIS Integrated Logistics Support Plans”.
	5.2.3. The Contractor shall develop and deliver the draft ISP at the PDR in order to define how the integration of supportability engineering is to be included in the design of the system.
	5.2.4. The Contractor shall submit the draft release of the ISP to the Purchaser at PMR, an initial version at CDR and a final version at System Qualification Review (SQR) for BL2. The ISP shall be maintained and updated during the transition process ...
	5.2.5. The Contractor shall refer to the TRITON CMP, QP, Training Plan and all documentation (included in SOW Section 7) in the ISP.
	5.2.6. The ISP shall include the details related to the support of TRITON throughout its life-cycle.
	5.2.7. The ISP shall include a section related to Service Management and Control Concept which includes:
	5.2.8. ISP shall include, as an Annex, Transportation Plan (TransP). The details of TransP are given in Paragraph 5.9.2.

	5.3. In-Service Support Plan
	5.3.1. General
	5.3.1.1. The Contractor shall prepare the In-Service Support Plan (ISSP), based on a Purchaser-furnished template, defining the responsibilities and procedures for the support and maintenance of TRITON.
	5.3.1.2. The ISSP shall cover the all maintenance and support activities starting from the first OTRR until FSA.
	5.3.1.3. The ISSP shall be updated at the FSA covering the future support including the Warranty period.
	5.3.1.4. The Contractor shall develop System Maintenance Plan (SMP) and Obsolescence Management Plan (OMP) as annexes to ISSP.
	5.3.1.5. The Contractor shall deliver the ISSP to the Purchaser at least two (2) weeks prior to the SQR.

	5.3.2. System Maintenance Plan
	5.3.2.1. System Maintenance Plan (SMP) shall include the following:
	5.3.2.2. The Contractor shall update the SMP according to the maintenance needs raised during the operation of the OBLs.

	5.3.3. Obsolescence Management Plan
	5.3.3.1. The Obsolescence Management Plan (OMP) shall include the following:
	5.3.3.2. The Contractor shall update the OMP according to the most recent technological developments and status of COTS products.


	5.4. Maintenance Concept
	5.4.1. General
	5.4.1.1. The Contractor shall develop and maintain the TRITON Maintenance Concept, which defines the maintenance environment, constraints, locations, procedures, artefacts, organization and personnel skills to maintain PBL and the OBL.
	5.4.1.2. The Maintenance Concept shall refer to the functional and non-functional Maintenance Requirements of the TRITON FBL.
	5.4.1.3. The Maintenance Concept shall define the First, Second and Third Level Maintenance tasks. At each of these Levels, the procedural description shall include objective(s), triggering event(s), input(s), output(s), task(s), roles and Responsibil...
	5.4.1.4. The Maintenance Concept shall define the PBL maintenance and supply flow amongst the various NATO and non-NATO locations, organizations, groups, and people.
	5.4.1.5. As part of the Maintenance Concept, the System Maintenance Plan (SMP) shall define the Supply Support Requirements and shall describe the procedures for the provisioning, procurement, and acquiring of spare/repair parts, inventories, and cons...

	5.4.2. Hardware Maintenance
	5.4.2.1. The maintenance of delivered hardware shall include the replacement of faulty parts.
	5.4.2.2. Due to security regulations, all failed hard disks/drives can only be repaired or replaced on-site and cannot be removed and/or returned to the Contractor for repair. Failed hard disks will be destroyed on site. Failed hard disks shall theref...

	5.4.3. Software Maintenance
	5.4.3.1. The Contractor shall perform following types of Software Maintenance in the context of Third Level Maintenance:
	5.4.3.2. Preventive Maintenance
	5.4.3.2.1. The Contractor shall apply Preventive Maintenance at predetermined intervals or according to prescribed criteria and intended to reduce the probability of failure or the degradation of the functioning of a software unit.
	5.4.3.2.2. The Contractor shall provide modification of the software to detect and correct latent faults before they become effective faults. Preventive Maintenance includes scheduled maintenance.
	5.4.3.2.3. The Contractor shall perform Preventive Maintenance which includes the following activities:
	5.4.3.2.4. The Contractor shall handle the following types of maintenance requests:

	5.4.3.3. Corrective Maintenance
	5.4.3.3.1. Corrective Maintenance is modification of the software to correct discovered problems or defects (a.k.a. bugs). It is carried out after fault recognition and intended to put a software unit into a state in which it can perform its intended ...
	5.4.3.3.2. The Contractor shall perform Corrective Maintenance which includes the following activities:

	5.4.3.4. Adaptive Maintenance
	5.4.3.4.1. The Contractor shall provide modification of the software to keep it usable in a changed or changing environment. This includes environment adaptation, data mapping and addition of new Information Products.
	5.4.3.4.2. These adaptations shall be carried out using a disciplined systems engineering methodology following the same approach as described for the design, integration, and test of the initial TRITON Product Baseline.
	5.4.3.4.3. Provided authorization from the Purchaser’s Contracting Authority, the Contractor shall design, implement, integrate, test, upgrade, and provide life-cycle support for necessary adaptations to TRITON PBL to reflect findings from the OT&E pe...
	5.4.3.4.4. Environment Adaptation
	5.4.3.4.4.1 The Contractor shall apply adaptations which may include moving from one hardware platform to another, updating infrastructure software and insertion of other software components developed by other sources.

	5.4.3.4.5. Data Mapping and Addition of New Information Products
	5.4.3.4.5.1 The Contractor shall provide mapping and migration of additional data to TRITON, and processing or generation of new Information Products as requested by the Purchaser.
	5.4.3.4.5.2 The Contractor shall describe the process to be used to provide data mapping, migration and use of Information Products.
	5.4.3.4.5.3 The Contractor shall ensure that data mapping, migration and addition of new Information Products will not interrupt TRITON Functional Services.
	5.4.3.4.5.4 The Contractor shall ensure that system data are secured to avoid data loss due to data migration and addition activities


	5.4.3.5. Perfective Maintenance
	5.4.3.5.1. The Contractor shall apply modification on software and improve performance or maintainability in an agreement with the Purchaser. This includes studies, system enhancement, technology assessment and insertion, experimentation and data adap...
	5.4.3.5.2. Studies
	5.4.3.5.2.1 The Contractor shall research, analyse, and prepare reports, plans, or other documents related to the design, implementation, testing, transition, operation, maintenance and support of the TRITON capability as requested by the Purchaser.

	5.4.3.5.3. System Enhancements
	5.4.3.5.3.1 Provided authorisation from the Purchaser’s Contracting Authority, the Contractor shall design, implement, integrate, test, upgrade, and provide life-cycle support to enhancements to the TRITON capability to reflect any changes in the SyRS...
	5.4.3.5.3.2 Such changes may include moving from one hardware platform to another, updates of system software and the use of software developed by other sources.
	5.4.3.5.3.3 These enhancements shall be carried out using a disciplined systems engineering methodology following the same approach as described for the design, integration, and test of the initial TRITON PBL, also including Regression Tests and IV&V ...

	5.4.3.5.4. Technology Assessments and Insertion
	5.4.3.5.4.1 Technology Insertion is usually known as a viable way to maintain or improve the performance of products already in use through obsolescence management and service life extension, but can also be used to support accelerated fielding, since...
	5.4.3.5.4.2 The Contractor shall assess new technology applications on TRITON and identify potential risks (integration, unforeseen negative side effects on system performance, supportability, obsolescence) in case they are used.
	5.4.3.5.4.3 The Contractor’s efforts should employ the latest commercially available technology (or products) in consonance with economic considerations.
	5.4.3.5.4.4 The Contractor should maximise opportunities for product improvement through emerging advances in the commercial market place.
	5.4.3.5.4.5 The Contractor shall integrate new hardware elements and third party software into the TRITON architecture when it is agreed with the Purchaser that a modification is necessary.
	5.4.3.5.4.6 The Contractor should focus on the demonstration of clear and definable improvements in the performance, logistics supportability, reliability and maintainability of the new item.



	5.4.4. System Maintenance Documentation
	5.4.4.1. The System Maintenance Documentation includes System Maintenance Manual (SMM) and Maintenance Records.
	5.4.4.2. The Maintenance Concept and SMM shall, at minimum, cover the maintenance tasks defined in this SOW.
	5.4.4.3. For all COTS Configuration Items of the PBL, the SMM shall take maximum advantage of the existing COTS Vendor Original Equipment Manufacturer (OEM) Manuals and documentation, supplemented with the PBL adaptations, and additions.
	5.4.4.4. The SMM shall define the required Maintenance Tools and Equipment including the necessary Material Data Sheet (MDS).
	5.4.4.5. The Contractor shall use a reporting mechanism as Maintenance Records which shall include:
	5.4.4.6. Software Support Manual
	5.4.4.6.1. Software Support Manual (SSM) describes how to provide First and Second Level Support to the installed TRITON Operational Software.
	5.4.4.6.2. The SSM shall provide information sufficient for a technician who has attended the Training Course to be able to operate the system without supervision and to perform fault finding in support of First Level Maintenance.
	5.4.4.6.3. The Contractor shall prepare and deliver separate SSMs for the following systems:
	5.4.4.6.4. The SSM shall include at least the following information:

	5.4.4.7. Software Transition Manual
	5.4.4.7.1. Software Transition Manual (STM) describes how to upgrade software data from one Baseline/Increment to another.
	5.4.4.7.2. The STM shall include at least the following:



	5.5. Provision of Maintenance
	5.5.1. The Contractor shall provide all levels of Maintenance for the PBLs as they are delivered until FSA.
	5.5.2. The Contractor-furnished proactive and reactive Third Level Maintenance shall be planned, implemented and executed according to the Maintenance Concept.
	5.5.3. The Contractor-furnished Third Level Maintenance shall be provided offsite at the Contractor's premises.
	5.5.4. The Contractor shall define the Maintenance Process interfaces to other processes such as the Warranty, Incident Management, Problem Management and Release Management.
	5.5.5. The Contractor shall solve any deficiencies found during the System Transition Process and System Operation Process prior to the FSA. This period is the applicable Operational Testing and Evaluation period for a Baseline.

	5.6. Service Management and Control Concept
	5.6.1. General
	5.6.1.1. The Contractor shall develop the TRITON Service Management and Control Concept covering how the Customer Support will be implemented and performed in accordance with the Purchaser’s existing Support Concept and submit it for the Purchaser’s a...
	5.6.1.2. The Purchaser’s Support Concept is arranged around four distinct levels and addresses hardware maintenance, software maintenance and service management and control functions (ITIL).

	5.6.2. Purchaser’s Support Concept
	5.6.2.1. The Purchaser’s First Level of Support is the local, organizational unit operating the system, supported by local support staff.
	5.6.2.2. The Purchaser’s Second Level of Support is formed by the Network Operations Centre, which implements the remote and Central Service Desks and employs the Purchaser’s network and system operators and administrators.
	5.6.2.3. The Purchaser’s Third Level of Support is formed by the Service Lines and their Subject Matter Experts (SME), Service Owners and System Managers, located at The Hague, Casteau/Mons, CSSC, NCISS and NPC.
	5.6.2.4. The Purchaser’s Fourth Level of Support is the OEM vendor or supplier level.
	5.6.2.5. Technically, there is also a Support Level Zero. This is the end-user level and includes user self-help, interaction with the local Service Desk and user-level preventive maintenance tasks, such as simple cleaning of hardware and local data m...

	5.6.3. Contractor’s Support Concept
	5.6.3.1. At each support level, the Contractor’s Support Concept shall describe the support environment, constraints, locations, procedures, artefacts, organization and personnel.
	5.6.3.2. The procedural description shall include objective(s), triggering event(s), input(s), output(s), task(s), roles and responsibilities (RACI-format), constraints, exceptional case(s), and tool(s) support.
	5.6.3.3. The Contractor shall define the support process interfaces to the other processes, including the existing Service Desk at the NCI Agency premises. The interface definition shall include the input and output information, its structure, the com...
	5.6.3.4. The Contractor shall define the Support Concept for the TRITON Baselines delivered before the FSA.
	5.6.3.5. First Level Support
	5.6.3.5.1. The First Level Support tasks shall be defined and designed for military users and operators.
	5.6.3.5.2. The First Level Support shall include day-to-day housekeeping tasks, visual inspections, verification of function and performance, and implementation of simple changes to the baseline configuration.
	5.6.3.5.3. The First Level Support shall implement the service request and Incident Management Process in accordance with the ISO/IEC 20000 and ITILv3 framework or equivalent.

	5.6.3.6. Second Level Support
	5.6.3.6.1. The Second Level Support tasks shall be defined and designed for non-specialised military support personnel and shall include detailed baseline inspections and checkouts, limited calibrations, replacement of non-critical LRU’s, minor equipm...
	5.6.3.6.2. The Second Level Support shall implement the Problem Management Process in accordance with the ISO/IEC 20000 and ITILv3 framework or equivalent.
	5.6.3.6.3. Problem management tasks shall be integrated with the Problem Management Process.
	5.6.3.6.4. As part of problem management the following tasks are included:

	5.6.3.7. Third Level Support
	5.6.3.7.1. The Third Level Support shall be defined and designed for specialised military personnel, and shall include complex repairs or replacements for hardware components, their detailed calibrations, supply support, overhaul and rebuild, implemen...
	5.6.3.7.2. The Third Level Support shall cover the four types of software maintenance.
	5.6.3.7.3. The Third Level Support shall implement the Release and Deployment Management Process in accordance with the ISO/IEC 20000 and ITILv3 framework or equivalent, assisted by an adequate Configuration Management and Change Management Process, a...

	5.6.3.8. Fourth Level Support
	5.6.3.8.1. The Fourth Level Support tasks shall include repair and replacement of faulty baseline items beyond the capability of Third Level Support.
	5.6.3.8.2. If required, this level shall employ and interact with the original equipment manufacturer or item vendors to affect such repair and replacement.


	5.6.4. Incident Management Process
	5.6.4.1. The Contractor shall implement an Incident Management Process that resolves incidents and restores the provision of services within the terms agreed between the Purchaser and the Contractor.
	5.6.4.2. The Contractor shall implement an Incident Assessment Model that categorises incidents according to impact, urgency, risk, required resources to resolve the incident and priority.
	5.6.4.3. The Contractor shall comply with the existing NCI Agency business practices which are based on ITIL v3 and will be provided after signing the Contract.
	5.6.4.4. The Contractor shall implement an Escalation Process that takes into account the specific site organization and the command structure.
	5.6.4.5. The Contractor shall describe the required actions to resolve the incident.
	5.6.4.6. The Contractor shall specify the Incident Routing that shall be applied to each site.

	5.6.5. Problem Management Process
	5.6.5.1. The Contractor shall implement a Problem Management Process that identifies and addresses the underlying cause of an undesirable situation, indicating the root cause of one or more existing or potential incidents.
	5.6.5.2. The Contractor shall implement a systematic approach for the investigation of incidents, identification of the root cause and development of appropriate remedies.
	5.6.5.3. The Contractor shall ensure the Problem Management Process successfully addresses the following objectives:
	5.6.5.4. The Contractor shall implement a Problem Classification by area (category) and the Identification shall point to the lowest level CI’s that affect the problem. The classification shall be accompanied by an impact analysis, which determines th...
	5.6.5.5. The Contractor shall assign a priority to problems, in the same way as in the Incident Management process. The classification shall include the following:
	5.6.5.6. The Contractor shall determine a combination of impact and urgency factors for incidents to be agreed with each site.

	5.6.6. Release Management Process
	5.6.6.1. General
	5.6.6.1.1. The scope of Release Management includes the processes, systems and functions to package, design, build, test and release the assets and components required to establish or upgrade a service or product as specified in the design package. Re...
	5.6.6.1.2. Release Management ensures that the necessary (software) maintenance activities can be performed to facilitate the effective utilisation of the product as a service asset for Service Operations.
	5.6.6.1.3. The Contractor shall apply a Release Management Strategy to build Release Packages, which represents a planned release for Build Processes.
	5.6.6.1.4. For the purpose of this Contract, the Contractor shall assume that the Release Management function will be entirely carried out by the Purchaser with its own resources. The Purchaser will provide guidance on Release Management Process inclu...
	5.6.6.1.5. The Contractor, however, shall liaise with the Purchaser’s Appointed System Manager and with the Purchaser as far as the delivery of the TRITON additional releases, new versions, patches and bug fixes is concerned.
	5.6.6.1.6. The Contractor shall manage all releases during development of each Baseline during its Build Process, during its Maintenance activities defined under this Contract. The Release Management Process will be finalised at FSA.
	5.6.6.1.7. The Contractor shall maintain the releases for a fixed period of time, depending on the type of the release. Following release types shall be applicable:

	5.6.6.2. Baseline Releases
	5.6.6.2.1. System enhancements shall be organised and implemented as Maintenance Releases and Major Releases. The Purchaser will accept releases upon verification and validation on a Purchaser-specified Reference Systems.
	5.6.6.2.2. Maintenance Release
	5.6.6.2.2.1 Maintenance, bug fix or patch releases are version changes designed to fix identified critical problems such as security vulnerabilities and other bug and might also address improvements to usability or performance. It typically excludes n...
	5.6.6.2.2.2 Two categories of Maintenance Release are identified: “Emergency” and “Routine” and they will be processed accordingly.
	5.6.6.2.2.3 A Maintenance Release incorporates one or more design changes and/or one or more fault fixes into the TRITON PBL that collectively do not affect existing ICDs or system security or technical compliance certification.
	5.6.6.2.2.4 The Contractor shall plan and perform Regression Testing and IV&V Testing for Maintenance Releases.
	5.6.6.2.2.5 The IV&V CCB will decide the level of effort necessary for testing the maintenance release during TRR.
	5.6.6.2.2.6 The Contractor shall make the necessary documentation and test results available to the CCB prior to the TRR.

	5.6.6.2.3. Major Release
	5.6.6.2.3.1 A Major Release is generally a programmatic or life-cycle management decision. It is typically indicated by major enhancements and improvements such as the addition of key features to the functional baseline of a system; including major ch...
	5.6.6.2.3.2 A Major Release incorporates one or more design changes to the TRITON PBL that collectively affect one or more ICDs or system security or technical compliance certification.
	5.6.6.2.3.3 The Contractor shall plan and perform both Regression and Certification Testing for Major Releases.

	5.6.6.2.4. Minor Release
	5.6.6.2.4.1 A Minor Release includes new features and can include minor changes of the HMI, API, service interfaces, data structure or templates. Fundamental changes such as HMI concept change are not expected. A new minor release should maintain all ...
	5.6.6.2.4.2 The Contractor shall plan and perform Regression Testing for Minor Releases.


	5.6.6.3. Release and Deployment Plan
	5.6.6.3.1. The Release and Deployment Plan (RDP) includes all activities related to issuing a new release of the software and its deployment.
	5.6.6.3.2. The Contractor shall coordinate all release and deployment planning with the Purchaser. The Purchaser will inform the Contractor about the available dates for releases.
	5.6.6.3.3. Individual release activities are accumulated over a period of at least ten (10) weeks and then dispatched all at once on each Wednesday of calendar week 07 (Feb), 17 (Apr), 29 (Jul), 39 (Sep) and 49 (Dec). In case such a day coincides with...
	5.6.6.3.4. In addition there will be regular “patch days” on every third Wednesday of the month following the patterns of patch releases by Microsoft on “Patch Tuesdays”. Absolutely acute patches can also be released out-of-cycle, based on the critica...
	5.6.6.3.5. A successful release does not automatically lead to the deployment of such release; deployment activities will be planned, authorised and executed separately for each NCI Agency operated network.
	5.6.6.3.6. The Contractor shall adjust the releases by also keeping the deadlines.
	5.6.6.3.7. The Contractor shall deliver the RDP to the Purchaser at least two (2) weeks prior to the SQR.

	5.6.6.4. Key Performance Indicators
	5.6.6.4.1. The Contractor shall track the Key Performance Indicators (KPI) for each release including at least the following:
	5.6.6.4.2. The Purchaser will use the KPIs to assess the status of maintenance.


	5.6.7. Handover of Software Warranty and Licenses
	5.6.7.1. The Contractor shall ensure that the software licenses are correctly attributed to the Purchaser’s Organization that will actually use the application.
	1.1.1.1. The Contractor shall provide the software warranty and licensing documentation, including accounts, related to any software subject to licensing to the Purchaser.
	5.6.7.2. The Contractor shall ensure the warranty and license model allows for transfer of responsibility between the Purchaser and other NATO entities as required by NATO’s organization structure.
	5.6.7.3. The transfer of responsibility shall be carried out without incurring additional cost for the Purchaser.

	5.6.8. Compliance with Operational Baselines
	5.6.8.1. The Contractor shall ensure the integrity of the Operational Baseline maintained by SPA (NCI Agency) by planning and carrying out all the necessary actions to verify all necessary licenses are active and of the correct version and release as ...
	5.6.8.2. The Purchaser will provide to the Contractor the list of software components of the latest available release of the OBL for the Contractor to verify compliance before each Baseline FAT.
	5.6.8.3. The Contractor shall specify to the Purchaser at the earliest possible time the discrepancies that affect the OBL.
	5.6.8.4. The Contractor shall provide all the necessary documentation, as required by the SPA, to process the request for inclusion of software in the OBL. The list of necessary documentation shall include but not limited to the following:


	5.7. Provision of Support
	5.7.1. General
	5.7.1.1. The Purchaser provides support to all its Information Systems under a Three-level Support Approach. The Purchaser will provide documentation from NCI Agency on the Service Management procedure in current use as PFE.
	5.7.1.2. The Contractor shall provide First, Second and Third Level Support in accordance with the Purchaser’s Support Concept.
	5.7.1.3. The Contractor-furnished Second and Third Level Support processes shall be planned, executed, and controlled according to ISO/IEC 20000 and ITILv3 or equivalent.
	5.7.1.4. The Contractor shall prepare an initial Service Level Agreement (SLA) based on a Purchaser-furnished template, defining service delivery terms and conditions for operational use and support of the TRITON capability after installation. The SLA...

	5.7.2. First Level Support
	5.7.2.1. The Contractor shall provide First Level Support by maintaining a Trouble-Ticketing System and Service Desk.
	5.7.2.2. Trouble-Ticketing System
	5.7.2.2.1. The Contractor shall maintain his own Trouble-Ticketing System to track all the reported issues, incidents and problems.
	5.7.2.2.2. The Purchaser’s Trouble-Ticketing System shall be used for opening, modifying, tracking, and closing Trouble Tickets, and logging of all requests concerning the PBL and OBL.
	5.7.2.2.3. The system shall be interfaced with the Purchaser’s Service Desk Trouble-Ticketing System to be able to exchange (import, export) Incident Reports, Deficiency Reports and Change Requests.

	5.7.2.3. Service Desk
	5.7.2.3.1. Service Desk support includes on-site support to local users, incident management, and activation of Second Level Support if needed.
	5.7.2.3.2. The Contractor shall implement an interim, centralised Service Desk function, located at the NCI Agency The Hague, which shall deliver the entirety of the support services for the TRITON Services.
	5.7.2.3.3. The Contractor shall operate the interim Service Desk until the FSA.
	5.7.2.3.4. The Service Desk shall constitute the single interface for all TRITON System Support Services.
	5.7.2.3.5. The Service Desk shall handle incidents and requests and provide an interface for other activities, such as:
	5.7.2.3.6. The Service Desk shall provide First Level Support activities on a daily basis.
	5.7.2.3.7. The Service Desk shall adopt the documentation, diagnostics applications and tools that are available and in use at the NCI Agency and whose description will be provided at as PFE after Contract Award.
	5.7.2.3.8. The Service Desk shall be responsible for the actions listed in Table 5-2Table 5-2.
	5.7.2.3.9. The Service Desk shall operate eight (8) hours per day during the NCI Agency The Hague business hours (Monday to Friday, 09:00 to 17:00, except non-working days such as Public Holidays).
	5.7.2.3.10. The Service Desk shall provide its services in the English language.


	5.7.3. Second Level Support
	5.7.3.1. The Second Level Support shall apply to the centralised system operation, administration and management tasks to maintain services across the OBL. It covers support fault isolation, in-depth technical assistance to First Level Support staff a...
	5.7.3.2. The Contractor shall provide a Second Level Support personnel as On-Site Support. The main role of Contractor’s personnel resident at the NCI Agency The Hague premises shall be the following:
	5.7.3.3. The Contractor furnished Second Level Support process shall create and deliver a Problem Analysis Report per identified Issue or set of Issues as the result of the Problem Management Process (Paragraph 5.6.5).
	5.7.3.4. The Contractor furnished Second Level Support process shall create and deliver a Change Request as the result of the Problem Management Process work steps.
	5.7.3.5. The Contractor furnished Second Level Support process shall create and maintain descriptions of all solutions (Quick Solution, Work Around, Patch, Baseline Release) to known issues in a COTS software database, Known Error Database (KEDB). The...
	5.7.3.6. The Contractor shall provide Second Level Support by assisting the Purchaser in the maintenance and administration of the TRITON Reference System and its use in analysing operational problems and validating changes to the PBL.
	5.7.3.7. The Contractor shall provide Second Level Support for the PBL after the OTRR until the FSA.

	5.7.4. Third Level Support
	5.7.4.1. The Third Level Support activities shall be undertaken by the Contractor at his premises during the System Transition, until the FSA, as defined in the System Operation Process and System Maintenance Process.
	5.7.4.2. The Third Level Support provides support to the Second Level Support either locally (at Contractor premises) or externally (at Purchaser operational or support sites). It covers correction of deficiencies, and implementation and validation of...
	5.7.4.3. The Contractor furnished Third Level Support process shall create and deliver the software patches/fixes and/or hardware repair as approved by the CCB in response to the Second Level recommendation. Before FSA this will be subject to Purchase...
	5.7.4.4. The Contractor shall provide Third Level Support during the Warranty Period on the OBL.
	5.7.4.5. The Contractor shall provide Third Level Support after the Warranty Period if the Purchaser exercises the option to activate the optional Maintenance and Support Package.
	5.7.4.6. The Contractor-furnished Third Level Support shall be provided at the NCI Agency premises until FSA.


	5.8. Training
	5.8.1. General
	5.8.1.1. The Contractor shall provide training for TRITON users and support staff through a combination of self-study aids, including System User and Administrative Manuals (hard copy and interactive electronic), Computer-Based Training (CBT) and eLea...
	5.8.1.2. The Contractor shall plan, execute and control the Training Process as defined in the [Bi-SC DIR 75-7]. The Contractor shall perform the Training Needs Analysis (TNA), the backing document to justify all the training activities for TRITON.

	5.8.2. Training Needs Analysis
	5.8.2.1. Perform Task Analysis
	5.8.2.1.1. The Contractor shall conduct a Task Analysis in accordance with [Bi-SC DIR 75-7], to identify and list all user/operator and maintenance tasks for each PBL system, subsystem and integrated system.
	5.8.2.1.2. The TNA shall include identified roles that will use TRITON to accomplish their tasks.
	5.8.2.1.3. The TNA shall assess the gap between the current skills of relevant staff and the tasks they will be expected to perform in the use and support of the TRITON OBL.

	5.8.2.2. Perform Target Audience Analysis
	5.8.2.2.1. The Contractor shall conduct a Target Audience Analysis in accordance with [Bi-SC DIR 75-7], utilizing any information already determined by the Purchaser Training Staff and produce a summary population table. An Excel spreadsheet is recomm...
	5.8.2.2.2. The Contractor shall assess the current skills of operational staff that will use TRITON and the importance and difficulty of tasks via discussions with Purchaser-identified experts.

	5.8.2.3. Create a List of Operational Performance Standards
	5.8.2.3.1. The contractor shall produce a List of Operational Performance Standards (LOPS) in accordance with [Bi-SC DIR 75-7.

	5.8.2.4. Perform a Performance Gap Analysis
	5.8.2.4.1. The contractor shall conduct a performance gap analysis in accordance with [Bi-SC DIR 75-7] to determine which Performance Objectives (POs) need E&IT either in full or in part.

	5.8.2.5. Perform Difficulty Importance Frequency (DIF) Analysis
	5.8.2.5.1. The contractor shall conduct a DIF or other equivalent criterion analysis in accordance with [Bi-SC DIR 75-7], to determine the priority and training effort to be applied to the POs.
	5.8.2.5.2. This DIF analysis shall identify the difficulty and importance of each major task to be performed by each category of roles and the frequency with which the task will be performed. A possible format is identified in the [Bi-SC DIR 75-7].
	5.8.2.5.3. For each task identified in the DIF analysis, the Contractor shall assess the knowledge and skill required to perform the task and recommend how training should be provided to meet these requirements.

	5.8.2.6. Finalise the LOPS
	5.8.2.6.1. Once the Performance Gap and DIF analyses have been completed, the contractor shall finalise the LOPS by appending the need for training or partial training as per [Bi-SC DIR 75-7].
	5.8.2.6.2. Based on the recommendations from the DIF analysis, the Contractor shall identify in the TNA which of the TRITON Training Materials and training deliveries shall be offered to meet the training requirements.

	5.8.2.7. Create Learning Objectives
	5.8.2.7.1. The contractor shall take all the POs in the LOPS that require E&IT and create a list of Learning Objectives (LO) in accordance with [Bi-SC DIR 75-7].

	5.8.2.8. Perform Training Options Analysis
	5.8.2.8.1. The contractor shall conduct a training option analysis, including a cost-benefit analysis in accordance with [Bi-SC DIR 75-7], to determine the alternatives for the overall training approach, setting and location. The preferred option will...

	5.8.2.9. Create TNA Final Report
	5.8.2.9.1. The Contractor shall provide a TNA Report in accordance with [Bi-SC DIR 75-7].
	5.8.2.9.2. The Contractor shall base the scope, delivery methods, and duration of TRITON training courses and materials on the TNA.
	5.8.2.9.3. The Contractor shall incorporate the findings of the TNA in the Training Plan, as confirmed by the Purchaser.

	5.8.2.10. Complete Programme of Instruction (POI) Document II
	5.8.2.10.1. The contractor shall complete Part 1 and Part 2 of the NATO POI Document II in accordance with [Bi-SC DIR 75-7].


	5.8.3. Training Plan
	5.8.3.1. The Contractor shall develop and maintain the TRITON Training Plan describing how it will meet requirements for initial and follow-on training.
	5.8.3.2. The Training Plan shall be structured according to the template provided in [Bi-SC DIR 75-7] and address the results of the TNA.
	5.8.3.3. The Contractor shall develop and maintain the Training Course Proposal and Justification (POI Document-II) based on the results of the TNA.
	5.8.3.4. The Training Plan shall describe how it will meet the training requirements found after the TNA for initial and follow-on training.
	5.8.3.5. This Training Plan shall address all stages of training development, delivery, and support covered under this Contract. The Training Plan shall describe in a coherent way how training will be developed, delivered, and maintained throughout th...
	5.8.3.6. The Training Plan shall describe the training documentation.
	5.8.3.7. The Training Plan shall propose a training schedule, in relation to the overall Contract schedule.
	5.8.3.8. The Training Plan shall describe the process for Training Evaluation.
	5.8.3.9. The Training Plan shall describe the support to be provided by the Purchaser (manpower, services and material).
	5.8.3.10. The Contractor shall adapt the Training Plan structure to the TRITON capability scope and submit it for Purchaser approval not later than the CDR milestone.

	5.8.4. Training Programme
	5.8.4.1. Perform Instructional Analysis
	5.8.4.1.1. The contractor shall perform an instructional analysis in accordance with [Bi-SC DIR 75-7] that includes, but is not limited to, the following activities:
	5.8.4.1.1.1 Identify all components and sub-components of the tasks that make up the support.
	5.8.4.1.1.2 Apply target population information to determine current subject matter competence (knowledge, skills and attitude).
	5.8.4.1.1.3 Group and sequence the components (Enabling Objectives - EOs) and sub-components (teaching points) into units suitable for learning.
	5.8.4.1.1.4 Develop Enabling Checks. For each EO, the Contractor shall create and submit an Enabling Check and its scoring criteria.
	5.8.4.1.1.5 Develop a scalar diagram to document the content and structure of the instructional programme.


	5.8.4.2. Develop Learning Assessment Plan
	5.8.4.2.1. The contractor shall develop an assessment plan in accordance with [Bi-SC DIR 75-7], which includes, but not limited to:
	5.8.4.2.1.1 A concept for achievement testing, that specifies how each LO, and critical EOs, will be assessed,
	5.8.4.2.1.2 A pass/fail policy, based on results of achievement tests,
	5.8.4.2.1.3 Test/retest policies,
	5.8.4.2.1.4 A concept for progress testing that specifies how each EO will be assessed.


	5.8.4.3. Define Instructional Strategies
	5.8.4.3.1. In accordance with the guidance provided in [Bi-SC DIR 75-7], the Contractor shall identify instructional strategies covering:
	5.8.4.3.1.1 Instructional methods such as demonstration-performance, case studies or lectures,
	5.8.4.3.1.2 Instructional media (e.g. pictures, diagrams, video recordings, models, simulators, real equipment, ADL, CBT),
	5.8.4.3.1.3 Learning environment e, centralised instruction (bringing the learners to the instruction); distributed instruction (taking the course to the learners) or a combination of both.


	5.8.4.4. Propose Instructional Strategy
	5.8.4.4.1. To support the Purchaser's decision on the Instructional Strategy, the Contractor shall provide a Decision memo that:
	5.8.4.4.1.1 Reviews the proposed strategies for their potential effectiveness in meeting the performance requirement,
	5.8.4.4.1.2 Reviews costing for affordability and comparative efficiency,
	5.8.4.4.1.3 Considers risks and organizational impact,
	5.8.4.4.1.4 Develops a business case if resource implications are substantial.


	5.8.4.5. Complete POI Documentation
	5.8.4.5.1. The contractor shall complete POI Document II Part 2 and POI Document III in accordance with [Bi-SC DIR 75-7].

	5.8.4.6. Create Instructional Specifications
	5.8.4.6.1. The contractor shall use the products of the Instructional Analysis to create instructional specifications approved by the Purchaser's Training Manager that include the:

	5.8.4.7. Develop Training Material
	5.8.4.7.1. The Contractor shall produce appropriate Training Materials in accordance with [Bi-SC DIR 75-7], to include some or all of the following as required:
	5.8.4.7.2. Syllabus
	5.8.4.7.2.1 The Syllabus shall include the following elements:
	5.8.4.7.2.2 A shorter Training Syllabus shall be provided to course participants.

	5.8.4.7.3. Student Manuals
	5.8.4.7.3.1 These are reference handbooks to be used and retained by the students. The content should be based on the POI.
	5.8.4.7.3.2 The Student Manual shall describe the concepts, functions, and features presented in the course, including links or references to the relevant documentation included in the TRITON Product Baseline

	5.8.4.7.4. Instructor Guides
	5.8.4.7.4.1 These are instructional guidelines for use by the instructor during training preparation and execution. They outline the specific training steps that must be provided to satisfy the training plan. EOs are linked to detailed steps and proce...
	5.8.4.7.4.2 The Instructor Guide is best structured as a series of outline lessons, providing key points for the instructor to stress, some sample questions to ask, appropriate times to inject student progress tests and practical exercises, other inst...

	5.8.4.7.5. Training Presentations
	5.8.4.7.5.1 Training presentation shall include all slides or other information to be presented by the instructor during the course.

	5.8.4.7.6. Hand-outs
	5.8.4.7.6.1 These additional aids can supplement the Student Manuals when covering areas identified as difficult and/or particularly important.
	5.8.4.7.6.2 They shall cover alternative approaches and provide realistic examples of task execution.

	5.8.4.7.7. Training Scenario
	5.8.4.7.7.1 The Contractor shall prepare Training Scenarios to be used with TRITON Training Systems.

	5.8.4.7.8. Computer Based Training (CBT) or other media where this is a recommended solution,
	5.8.4.7.8.1 Training aids of all types including real equipment, references and job aids,
	5.8.4.7.8.2 Question database and some sample tests in a numbered sequence with guidance on where and when they should be used during the course.

	5.8.4.7.9. The Contractor shall develop and provide the Training Materials for each Training Course.

	5.8.4.8. Provide Recommended Training Materials List
	5.8.4.8.1. The Contractor shall create and submit a summary of the recommended Training Materials, aids and equipment.

	5.8.4.9. Conduct Trainings and Transfer to the NATO In-Service Training (IST)
	5.8.4.9.1. The Contractor shall create and submit course time tables, lesson plans and support materials for the PBL Training.
	5.8.4.9.2. Using the lesson plans and support materials, the Contractor shall conduct training courses for the target population and the NATO trainers.
	5.8.4.9.3. The Contractor shall submit an Evaluation Report for each course with recommendations for any corrective action as required;

	5.8.4.10. Initial Training Requirements
	5.8.4.10.1. The Contractor shall provide Operator Training and User Training for each delivered Baseline to sustain a pool of operators in accordance with the Training Plan.
	5.8.4.10.2. The Contractor shall provide System Administrator Training and System Support Training for each delivered Baseline to sustain a pool of system administrator and support staff in accordance with the Training Plan.
	5.8.4.10.3. The Contractor shall provide System Maintenance Training and Trainer Training to support staff in accordance with the Training Plan.
	5.8.4.10.4. The Contractor shall develop a Training Programme for:
	5.8.4.10.5. The Training Programme shall be reviewed by the Purchaser and operational users prior to the Design Review for each Build Process and shall be provided at least two (2) weeks prior to the review (e.g. SwDR-1).

	5.8.4.11. Training Data
	5.8.4.11.1. The Contractor shall develop an operationally-realistic set of TRITON data, including a representative number of each Maritime Information Entity to support training objectives for use in TRITON Training Courses and Training Materials.
	5.8.4.11.2. The Contractor shall install Training Databases to support Training Sessions. The training database shall be dynamic and allow replay of training scenarios.
	5.8.4.11.3. The Contractor shall update the Training Data according to the feedback from the trainees.


	5.8.5. Training Readiness Review
	5.8.5.1. The Contractor shall conduct Training Readiness Review (TrRR) at the Purchaser’s facility (NCI Agency The Hague) using the Working Groups (as described in Subsection 4.4) structure. The Contractor shall make available all Training Materials a...
	5.8.5.2. The Contractor shall provide functionally complete Training Materials at the TrRR for each Baseline.
	5.8.5.3. The Contractor shall provide the documents given in Table 5-3Table 5-3 for the TrRR.
	5.8.5.4. The Purchaser will provide comments to improve the Training Materials. The Contractor shall implement the changes directed by the Purchaser and provide updated Training Materials as part of reviews organised within the Build Processes.

	5.8.6. On-line Tutorials
	5.8.6.1. The Contractor shall develop a set of On-line Tutorials, as specified in the Contractual SRS, to enable TRITON end users and self-service users to perform the tasks associated with their roles.

	5.8.7. Computer-Based Training
	5.8.7.1. The Contractor shall develop and provide a Computer-Based Training (CBT) capability as specified in the Contractual SRS. The CBT shall be provided for BL 2, 3, and 4, and then updated until FSA.
	5.8.7.2. The TRITON CBT shall complement the TRITON classroom training and On-line Help and On-line Tutorials by defining and explaining the key concepts and terminology of the C2 of Maritime Operations and processes incorporated into TRITON features ...
	5.8.7.3. All e-learning Training Material shall be prepared in compliance with the Sharable Content Object Reference Model (SCORM) Edition 2004.
	5.8.7.4. The Contractor shall ensure that the software used to produce the CBT is included in the AFPL.

	5.8.8. Test Crew Training
	5.8.8.1. The purpose of the Test Crew Training is to train the Purchaser and Operational Community representatives on the functionality to be tested and how the tests will be performed.
	5.8.8.2. The Contractor shall provide Test Crew Training (including system overview) to the Purchaser Test Crew participating in the tests during the test events.
	5.8.8.3. The Contractor shall deliver the Test Crew Training at the Purchaser’s facilities.

	5.8.9. On-the-Job Training
	5.8.9.1. The purpose of the On-the-Job Training (OJT) is to provide hands-on training to the operational users in a normal working situation.
	5.8.9.2. The OJT shall include helping the operational user to perform initial operational tasks.
	5.8.9.3. Each OJT shall take no less than two (2) days.

	5.8.10. Training Courses
	5.8.10.1. The Contractor shall develop and deliver the Training Courses for the TRITON capability.
	5.8.10.2. These Training Courses shall utilise a combination of lecture and hands-on exercises to ensure students completing a course can perform to the level agreed to in the TRITON Training Plan. The training shall include:
	5.8.10.3. The Training Courses shall provide training for the various categories of roles based on the TNA or specific direction from the Purchaser.
	5.8.10.4. The Training Courses shall be performed using Purchaser-identified training facilities.
	5.8.10.5. The Training Courses shall be provided on the TRITON Training Systems or other, Purchaser-identified equipment, without interference to operational activities.
	5.8.10.6. The initially defined Training Courses to be delivered are given in Table 5-4Table 5-4. Course names and contents can be optimised according to the TNA. Each course shall also have separate subjects for TRITON-NS and TRITON-NU.
	5.8.10.7. Each session of a Training Course shall last no less than two (2) days and no longer than ten (10) days. The actual duration for each course shall be determined according to the TNA.

	5.8.11. Course Delivery
	5.8.11.1. The Contractor shall deliver Training Courses at Purchaser-specified locations using Purchaser-furnished facilities and equipment and the training version of the TRITON databases.
	5.8.11.2. The Contractor shall provide each student attending a Training Course with an electronic copy and printed copy of the Student Manual for the course.
	5.8.11.3. The Contractor shall provide each student attending a Training Course with a Feedback Form under paper format and request students to complete and return the form at the end of the course.

	5.8.12. Training Course Evaluation Report
	5.8.12.1. The Contractor shall submit to the Purchaser a Training Course Evaluation Report (TCER) for each training. The TCER shall contain the following:
	5.8.12.2. The Contractor shall, as directed by the Purchaser’s Project Manager, revise the Training Materials for each course to reflect student feedback from the initial session of each course.

	5.8.13. Training Equipment
	5.8.13.1. The Contractor shall develop the TRITON Training System for both NS and NU Domains to provide training sessions. The system configurations shall conform to their specification in the SyRS.
	5.8.13.2. The Contractor shall be responsible for configuring the TRITON Training Systems and their preparation to support training sessions.

	5.8.14. Software Maintenance Training
	5.8.14.1. The Contractor shall provide Software Maintenance Training to the Purchaser’s support staff at a Purchaser-approved location.
	5.8.14.2. The training shall be at least five (5) working days for at least four (4) individuals.
	5.8.14.3. The Software Maintenance Training shall include the following:


	5.9. Management and Control of Logistic Movements
	5.9.1. General
	5.9.1.1. All items, including all spared and repaired goods, shall be Delivered Duty Paid (DDP), as defined in Incoterms 2010, to the NATO destinations identified in the SSS at Contractor’s expense.
	5.9.1.2. Prior to transportation, all deliveries shall be preceded by a Notice of Shipment. The format, content and timelines associated with this notes notice are specified in the relevant section of this document. All carriage costs shall be underta...
	5.9.1.3. Delivery sequence of shipment related documents are shown in Figure 16Figure 16.
	5.9.1.4. The Contractor shall be responsible for the timely request of Custom Forms 302, required for duty free import/export of supplies between certain countries. Details with regard to this requirement are specified in the relevant section of this ...
	5.9.1.5. The Contractor shall create and maintain a Transportation Report that states the planned versus the current and final transportation results, including the delivery stages, location(s) and dates with the corresponding receiving NATO POC's and...

	5.9.2. Transportation Plan
	5.9.2.1. The Contractor shall develop and maintain the Transportation Plan (TransP) as an annex to ISP.
	5.9.2.2. The TransP shall define all planned (partial-) shipments, locations, point of contact(s), transportation stages, schedules, and alternative schedules.
	5.9.2.3. The TransP shall describe the end-to-end route, stages, and schedule of the PBL CI transportation from the Contractor's origin to its final operational destination.
	5.9.2.4. The TransP shall offer alternative schedules with associated impact on the overall cost and schedule.
	5.9.2.5. The Contractor shall present the initial version of the TransP for Purchaser approval not later than the CDR milestone.
	5.9.2.6. The Contractor shall update the TransP if necessary and provide the updated plan at least two (2) weeks prior to the first equipment delivery.

	5.9.3. Transportation
	5.9.3.1. The Purchaser shall not be liable for any storage, damage or any other charges involved in such transportation of supplies prior to site delivery.
	5.9.3.2. The Contractor is responsible for the availability of proper storage space and availability of material handling equipment that may be required for the equipment shipped to the destination/location. He may wish to liaise with the local Comman...

	5.9.4. Preservation, Packaging and Packing
	5.9.4.1. The Contractor shall, for the purpose of transportation, package, and crate or otherwise prepare items in accordance with the best commercial practices for the types of supplies (including computers, parts, CDs and documentation) involved.
	5.9.4.2. All supplied items shall be packaged and packed by the shipping agent using the best commercial practices.
	5.9.4.3. The packaging for deliverables shall be as follows:
	5.9.4.3.1. Equipment: If the main equipment to be procured comprises servers and workstations or other electronic outfits (i.e. routers, switches), packaging shall normally be standard trade packs delivered by the manufacturer. For those repairable it...
	5.9.4.3.2. Software CDs: In order to avoid damage, these items shall be wrapped and packaged in reinforced cardboard boxes as per standard trade packs.
	5.9.4.3.3. Documentation: Packaging shall be standard trade packs.


	5.9.5. Packing Lists and Marking
	5.9.5.1. The Contractor shall supply packing lists for each consignment to allow for easy identification and mapping against the deliverables stated in the Schedule of Supply and Services.
	5.9.5.2. Three packing lists shall be provided for each individual package/pallet as follows:
	5.9.5.3. Two copies affixed outside in a sealed/weather-proofed enclosure
	5.9.5.4. One copy inside the package/pallet
	5.9.5.5. The packing list shall include at least the following:
	5.9.5.6. In addition to standard commercial marking, all shipped packages shall show on a nameplate affixed outside of the package: the Project Name, contract number and shipping address, and the package shall be clearly marked with the text “AIS EQUI...

	5.9.6. Notice of Shipment
	5.9.6.1. Ten (10) working days prior to the delivery of any shipment of supplies, the Contractor shall provide Notice of Shipment to the Purchaser and to such other persons as are designated, in accordance with the instruction of the Purchaser.
	5.9.6.2. The Contractor shall provide the Notice of Shipment with at least the following information:

	5.9.7. Custom Documentation
	5.9.7.1. The Contractor shall be responsible for the timely request of approval of Custom Forms 302, required for duty free import/export of supplies between certain countries.
	5.9.7.2. If applicable, the Contractor shall submit the Request for 302 Customs Form twenty (20) working days prior shipment date to the Purchaser.
	5.9.7.3. Following receipt of the request by the Purchaser, normally a maximum of ten (10) working days are required for the issue of the form. These forms shall be originals and shall be delivered by mail/express courier. The written request for a Cu...
	5.9.7.4. If a country refuses to accept the Custom Form 302 and requires the payment of custom duties, the Contractor shall immediately inform the Purchaser by the fastest means available and obtain from the Custom Officer a written statement establis...
	5.9.7.5. Only after having received Purchaser’s approval, the Contractor shall pay these customs duties and shall claim reimbursement to the Purchaser.
	5.9.7.6. The carrier shall be fully conversant with the application and use of Custom Form 302.
	5.9.7.7. The Contractor shall be responsible to add the Custom Form 302 to the shipping documentation.

	5.9.8. On-site Delivery
	5.9.8.1. During the Site Survey, the Contractor shall obtain from the Purchaser the exact shipment addresses and NATO Points of Contact (POC).
	5.9.8.2. Delivery, unless otherwise specified, shall be to a single location at each site subject to system installation.
	5.9.8.3. Each site Point Of Contact shall be notified of all impending deliveries prior to their shipment. The notification shall include:
	5.9.8.4. Each site POC shall be faxed a copy of the tailored reception instructions, at least by the date the shipping notice is given. The reception instructions shall include a reception check-out form to be used to inspect and inventory the receive...
	5.9.8.5. The site POC will take delivery of the shipped goods and allow for their storage awaiting installation by the Contractor.
	5.9.8.6. The Contractor shall expect that user-designated site personnel will be able to carry out a visual inspection of the received items in order to identify any external indications of damage. This will allow the Contractor to initiate a claim fo...
	5.9.8.7. The Contractor shall acknowledge that the Purchaser representative cannot be held liable for not having reported any damage on received items.
	5.9.8.8. The Contractor, as indicated in the reception instructions, shall request that no package be opened, even to conduct a visual inspection, unless written permission has been given.
	5.9.8.9. The Contractor shall prepare and maintain a delivery schedule as part of the STrP.

	5.9.9. Material Data Sheet and Inventory List
	5.9.9.1. The Contractor shall provide the Material Data Sheet (MDS) to the Purchaser’s ILS Officer in electronic format fifteen (15) working days before the first delivery of equipment.
	5.9.9.2. The Contractor shall deliver the Inventory of Deliverables according to the MDS template with the guidelines for field completion will be provided by the Purchaser.
	5.9.9.3. Right after signing of the Contract, the Contractor shall contact the Purchaser to verify the validity of MDS format. The fields included in MDS are listed below:
	5.9.9.4. Software Warranty and Licenses
	5.9.9.4.1. The Contractor shall provide the software warranty and licensing documentation related to any software subject to licensing and handover them to the Purchaser as described in Paragraph 5.6.7.
	1.1.1.1.1. The Contractor shall ensure the warranty and license model allows for transfer of responsibility between the Purchaser and other NATO entities as required by NATO’s organization structure.
	1.1.1.1.1. The transfer of responsibility shall be carried out without incurring additional cost for the Purchaser.

	5.9.9.5. The Contractor shall establish and maintain at all times during the course of performance one Inventory List readily accessible by the Purchaser containing inventory information for all site deliverables (including hardware, software and docu...
	5.9.9.6. The inventory shall include all items delivered and shall comprise the following categories:
	5.9.9.7. This inventory shall be exportable from the Contractor’s system as an MS Excel file for delivery to the Purchaser on printed hardcopy and electronic media.
	5.9.9.8. A single site deliverable inventory shall be made readily available and delivered to site together with the deliverables at the time of acceptance. Required changes shall be recorded during the acceptance process and fed back to the database.
	5.9.9.9. An advance copy of the inventory shall be sent to the Purchaser’s ILS Officer ten (10) working days before the first delivery.

	5.9.10. NATO Codification and Labelling
	5.9.10.1. The Configuration Management process shall provide for a single unique product identification numbering system for all the items delivered under the Contract.
	5.9.10.2. The proposed numbering system shall be compliant with NATO Codification requirements (such as AC/135) although close compliance with this directive is not strictly required.

	5.9.11. Recommended Spare Part List
	5.9.11.1. The Contractor shall propose a Spare Part List for the TRITON Deployable Kits as defined in the SRS, Subsection 5.8.
	5.9.11.2. The Spare Part List shall include the COTS equipment and other consumable items that are necessary for ship deployment (i.e. spare parts to be provided with TDKs for on-board First Level Support) and Second Level Support at site.
	5.9.11.3. The Purchaser will have the right to procure only selected items from the Spare Part List.


	5.10. Warranty
	5.10.1. General
	5.10.1.1. The Contractor shall provide Warranty Support for all TRITON PBL in the scope provided to the Purchaser under this Contract, for the Warranty Period.
	5.10.1.2. The Warranty Support shall be applicable to all TRITON PBL elements delivered under any Work Package, without requiring further explicit reference in a Work Package.
	5.10.1.3. The Warranty for TRITON PBL is limited to the scope provided by the Contractor to the Purchaser. The Purchaser, in consultation with the Contractor, may apply changes to the TRITON PBL. The scope of the Purchaser’s changes and its impact on ...
	5.10.1.4. The Contractor shall ensure that the warranty conditions remain valid even if the equipment is moved or relocated during the Warranty Period.
	5.10.1.5. As part of the Problem Management Process (paragraph 5.6.5) the Contractor shall identify and verify the warranty case, propose options for restoring the OBL service(s), and trigger Third Level Support or Third Level Maintenance actions.
	5.10.1.6. The Contractor shall repair/ replace/ fix all hardware or software items received through the Support and/or Maintenance Process as per their internal procedures with the highest priority allocated and shall be responsible to return the Item...
	5.10.1.7. During the Warranty Period, repaired/exchanged goods shall be delivered directly to their original sites DDP Destination unless otherwise instructed by the Purchaser.
	5.10.1.8. If the Contractor becomes aware at any time before acceptance by the Purchaser that a defect exists in any hardware or software item, the Contractor shall coordinate with the Purchaser and promptly correct the defect.
	5.10.1.9. The Contractor shall be responsible for the provision of any alternative or superseding items, should the original part be no longer available ensuring ABL and OBL compliance.
	5.10.1.10. During the Warranty Period the Contractor shall be responsible to implement all COTS hardware and/or software upgrades that are covered in the Warranty (it would include major version changes for the COTS).
	5.10.1.11. The availability of COTS hardware and/or software upgrades shall be made known to the Purchaser and, if proposed for introduction by the Contractor for whatever reason, including any corrective action for an identified fault, shall always b...

	5.10.2. Warranty Period
	5.10.2.1. The Warranty Period for the hardware elements shall be two (2) years, starting from the time their formal acceptance after delivery.
	5.10.2.2. The Warranty on repaired or replacement hardware elements is ninety (90) days from the date of return, or the remaining Hardware Warranty Period for the original covered product, whichever is longer.
	5.10.2.3. The Warranty Period for the software, as OBL, shall be one (1) year, starting at the FSA.
	5.10.2.4. For developed software components, the Contractor shall provide the Purchaser with a Warranty that the software component developed to satisfy the Purchaser’s requirements is fit for purpose complies with the purposes described in this SOW a...
	5.10.2.5. For any breach of this Warranty, the Purchaser's exclusive remedy and the Contractor's entire liability shall be the re-performance of the deficient services or replacement of the deficient components, and if the Contractor fails to re-perfo...

	5.10.3. Warranty for Developed Software
	5.10.3.1. The Contractor shall warrant that any developed Software Items shall perform according to the ABL and that any defects discovered shall be corrected.
	5.10.3.2. The Contractor shall provide Third Level Maintenance and Support for the software during the Warranty Period.
	5.10.3.3. The Warranty Support for developed software shall include software corrective and preventive maintenance.
	5.10.3.4. Corrective maintenance
	5.10.3.4.1. The Contractor shall provide reactive modification (take action when reported) of the software to correct discovered problems.

	5.10.3.5. Preventive maintenance
	5.10.3.5.1. The Contractor shall provide modification of the software to detect and correct latent faults before they become effective faults.

	5.10.3.6. The Contractor shall provide to the Purchaser without charge software maintenance releases that the Contractor makes available for the software feature release licensed to Purchaser.

	5.10.4. Warranty for Developed Hardware
	5.10.4.1. The Warranty Support shall include replacement of any faulty element of an HDI provided by the Contractor.
	5.10.4.2. The Contractor shall provide Third Level Maintenance and Support for hardware during the Warranty Period.
	5.10.4.3. The Contractor shall provide for a specific remedy such as an immediate correction or replacement in the event athe hardware item fails to meet the warranty conditions. This remedy may include an immediate correction/repair at the site, a re...

	5.10.5. Warranty for COTS Hardware and Software
	5.10.5.1. The Warranty Support shall include replacement of any faulty COTS hardware unit (e.g. server, storage unit, power supply) used in TDK.
	5.10.5.2. The Warranty Support shall include maintenance of any COTS software (e.g. operating system, support software that are supplied by the Contractor under the TRITON Contract) as provided by its vendor.

	5.10.6. Warranty Cases
	5.10.6.1. The Warranty Cases includes the defects or problems to be solved under the warranty clause. Defect means any condition or characteristic of the system that does not conform to the system specification.
	5.10.6.2. Following shall be the minimum Warranty Cases:
	5.10.6.3. Exclusions
	5.10.6.3.1. Following cases are excluded from warranty:
	5.10.6.3.2. The Warranty shall not apply to alleged defects that the Contractor demonstrates to be in or otherwise attributable to NATO-furnished property as determined, tested, and verified by the tests and procedures set forth in Paragraph _4.12 of ...
	5.10.6.3.3. In any dispute respecting the application of the Warranty Cases or any other claim by the Contractor that a defect existing in any system (or element) delivered under this Contract is due to a cause for which the Purchaser is responsible o...


	5.10.7. Management
	5.10.7.1. The Contractor shall perform Warranty Management which should include project management activities as necessary during the Warranty Period.
	5.10.7.2. The Contractor shall conduct the Problem Management Process (paragraph 5.6.5).
	5.10.7.3. The Contractor shall submit the Warranty Report, at the beginning of the Warranty Period, which documents the identified Warranty Cases, affected CI's, taken activities, cost and schedule. Separate Warranty Reports shall be submitted for har...
	5.10.7.4. The Contractor shall provide a Warranty Service Access Point as a local or toll-free telephone number accessible Monday through Friday during regular CET business hours. This facility shall be available during the Warranty Period.

	5.10.8. Service
	5.10.8.1. The Contractor shall be responsible for shipment of faulty items for repair or replacement, and of the repaired or replaced item to the affected site. This support shall include cost of parts, travel and per diem and shall not attract cost t...
	5.10.8.2. The Contractor shall ensure availability and readiness for installation of replaceable hardware items within ten (10) days of fault notification.
	5.10.8.3. It is also the Contractor’s responsibility to ensure that all spare/repair parts are current and maintained in a configuration approved by the Purchaser during the Warranty Period.
	5.10.8.4. For defective software elements which are part of the PBL, the Purchaser may allow additional time to complete fault isolation, remediation and testing. The Contractor shall provide an estimated completion date for the fault isolation.
	5.10.8.5. The Contractor shall provide the Purchaser with instructions for handling replacement actions.
	5.10.8.6. The Contractor shall provide assistance by telephone and Internet electronic mail during the Warranty Period.

	5.10.9. Recording
	5.10.9.1. The Contractor shall maintain a Trouble-Ticketing System to track all repair and replacement actions for hardware and maintenance issues for software.
	5.10.9.2. During the Warranty Period all problems that are encountered shall be recorded to a Problem Log, together with a clear description of the problem and including classification. The entries in the Problem Log shall include but not limited to t...
	5.10.9.3. This classification, as well as the classification of each logged problem, shall be jointly agreed by the Purchaser and the Contractor. To allow Problem Logging on a continuous basis during the Warranty Period the Contractor shall provide ap...


	5.11. 5-Year Maintenance and Support (optional)
	5.11.1. General
	5.11.1.1. The Contractor shall provide Third Level Maintenance and Support after the Warranty Period for a period of five (5) years if the optional Maintenance and Support Package is invoked.
	5.11.1.2. The Purchaser shall have the right to invoke the Software Maintenance and Support Package any time after the FSA.
	5.11.1.3. The Contractor shall provide the following types of software maintenance as described in Paragraph 5.4.3, Software Maintenance Process.
	5.11.1.4. The maintenance shall cover all software elements and components delivered under this Contract.

	5.11.2. In-Service Support Plan
	5.11.2.1. The Contractor shall update the In-Service Support Plan (ISSP) which includes the SMP.
	5.11.2.2. The Contractor update the ISSP quarterly.
	5.11.2.3. The ISSP shall include:
	5.11.2.3.1. The preventive and corrective maintenance strategy to sustain service in the operational environment.
	5.11.2.3.2. The scheduled preventive maintenance actions that reduce the likelihood of system failure without undue loss of services.
	5.11.2.3.3. Planning for any additional adaptive and perfective maintenance request.

	5.11.2.4. The Contractor shall deliver the first version of the ISSP within twenty (20) working days after the Wok Package is invoked.

	5.11.3. Resources
	5.11.3.1. The Contractor shall provide the necessary engineering support per year for applying Corrective and Preventive Maintenance.
	5.11.3.2. The Contractor shall provide at least one (1) Full-Time Engineer (FTE) Equivalent support per year for implementation of any Adaptive Maintenance agreed with the Purchaser.
	5.11.3.3. The Contractor shall provide at least two (2) FTE Equivalent support per year for implementation of any Perfective Maintenance agreed with the Purchaser.

	5.11.4. Quarterly Maintenance Review
	5.11.4.1. The Contractor shall plan and conduct Quarterly Maintenance Review (QMR) in order to determine the status of maintenance activities and planning for the next activities.
	5.11.4.2. The QMR shall include reviewing the maintenance request, review and update Maintenance Documentation.
	5.11.4.3. The first QMR shall be conducted in the first week of January, April, July, October, whichever is the closest after the package invoke date (i.e. first week of April if the invoke date is between 1 January and 31 March.
	5.11.4.4. The QMR shall be executed at the Contractor premises.



	SECTION 6:    LABOUR CATEGORIES
	6.1. General
	6.1.1. This section outlines minimum educational and experience qualifications for Contractor staff supporting Work Packages under this Contract. The labour categories identified shall be available to support all Task Areas as required.
	6.1.2. Substitution of experience or education is allowed as outlined in Table 6-1Table 6-1.

	6.2. Management
	6.2.1. Project Manager
	6.2.1.1. Responsible for project management, performance and completion of tasks and delivery orders. Establishes and monitors project plans and schedules and has full authority to allocate resources to insure that the established and agreed upon plan...
	6.2.1.2. Education: Master’s degree in management, engineering, or business administration. Formal certification through Project Management Institute or equivalent source.
	6.2.1.3. Experience: At least fifteen (15) years of experience in development of information systems, defence systems and project management of such systems, preferably in maritime domain. At least five (5) years as the project manager for an effort o...


	6.3. Project Management Support
	6.3.1. Project Control Analyst
	6.3.1.1. Establishes and maintains project schedule and cost baseline and analyses risks and potential impacts. Prepares project highlight reports.
	6.3.1.2. Education: Bachelor’s degree.
	6.3.1.3. Experience: At least three (3) years of experience in project scheduling, project control, or project monitoring and reporting.

	6.3.2. Webmaster
	6.3.2.1. Provides website construction and administration, develops connections between databases and web-based front ends. Generates technical reports and related documentation as required. Provides expertise in the development and maintenance of web...
	6.3.2.2. Education: Associates degree or two years of technical training.
	6.3.2.3. Experience: At least one (1) year of experience in website support and at least one year in website construction.

	6.3.3. Contract Security Specialist
	6.3.3.1. Provides support in areas directly pertinent to administration, supervision, and control of facility security in an industrial and/or government environment. Possesses a working knowledge of government and industrial security regulations.
	6.3.3.2. Education: Bachelor’s degree.
	6.3.3.3. Experience: At least three (3) years of experience in Contract security administration.


	6.4. Engineering and Technical
	6.4.1. Senior Engineer
	6.4.1.1. Performs complex engineering tasks and multiple tasks simultaneously. Assists with or plans major research and engineering tasks or programs of high complexity. Directs and coordinates all activities necessary to complete a major, complex eng...
	6.4.1.2. Education: Master’s degree in engineering.
	6.4.1.3. Experience: At least ten (10) years of experience in engineering positions associated with design, development, evaluation, planning and operation of information systems, defence systems and large scale C2 systems preferably in maritime domai...

	6.4.2. Intermediate Engineer
	6.4.2.1. Performs engineering tasks and additional duties as assigned. Assists higher level engineers with larger tasks. Manages or directs multiple engineering tasks, directing research and development activities as required. Performs advanced engine...
	6.4.2.2. Education: Bachelor’s degree in engineering.
	6.4.2.3. Experience: At least three (3) years of experience in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or c...

	6.4.3. Junior Engineer
	6.4.3.1. Performs engineering tasks under the direction of higher level engineers. Performs independent research, conducts studies and analysis, and participates in the design and development of complex systems.
	6.4.3.2. Education: Bachelor’s degree in engineering.
	6.4.3.3. Experience: At least one (1) year of experience in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or comm...

	6.4.4. Senior Systems Engineer
	6.4.4.1. Plans and coordinates project management and engineering. Provides comprehensive definition of all aspects of system development from analysis of mission needs to verification of system performance. Competent in technical disciplines as appli...
	6.4.4.2. Education: Master’s degree in engineering or computer science.
	6.4.4.3. Experience: At least seven (7) years of experience in system design and integration. At least five (5) years in the design, integration, or implementation information systems, defence systems and large scale C2 systems preferably in maritime ...

	6.4.5. Intermediate Systems Engineer
	6.4.5.1. Performs system engineering assignments in support of the analysis of complex system design, formulating requirements, developing alternative approaches, conduct of studies, and application of standards. May function as a member of an enginee...
	6.4.5.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.5.3. Experience: At least three years of experience in system design and integration.

	6.4.6. Junior Systems Engineer
	6.4.6.1. Conducts research and application of system design principles for the design, development, implementation, or support as a member of assigned task staffing. Develops alternative solutions, concepts, or processes through research into assigned...
	6.4.6.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.6.3. Experience: At least one (1) year of experience in system design and integration.

	6.4.7. Senior Communications Engineer
	6.4.7.1. Performs communications system transition planning, engineering design for integration with processing systems, specification development, standards, interface design, testing, and the conduct of transmission and traffic studies.
	6.4.7.2. Education: Master’s degree in engineering.
	6.4.7.3. Experience: At least seven (7) years of experience in the engineering of communications systems via all transmission media.

	6.4.8. Intermediate Communications Engineer
	6.4.8.1. Prepares communications systems designs and technical documentation, and other design criteria. Implements COTS and emerging communications systems and develops technical plans, documentation, and support.
	6.4.8.2. Education: Bachelor’s degree in engineering.
	6.4.8.3. Experience: At least three (3) years of experience in the engineering of communications systems via all transmission media.

	6.4.9. Junior Communications Engineer
	6.4.9.1. Conducts engineering analysis, develops technical documentation, investigate communications requirements, formulates network interfaces, and assists in project/program execution.
	6.4.9.2. Education: Bachelor’s degree in engineering.
	6.4.9.3. Experience: At least one (1) year of experience in the engineering of complex communications systems via all transmission media.

	6.4.10. Senior Network Engineer
	6.4.10.1. Designs network topologies and architectures. Determines applicable hardware, software, and connectivity solutions. Supports implementation through configuration set-up, testing, and training of users.
	6.4.10.2. Education: Master’s degree in engineering and completion of a formal network certification program.
	6.4.10.3. Experience: At least seven (7) years of experience in network systems. At least five years of experience with TCP/IP wide area networks.

	6.4.11. Intermediate Network Engineer
	6.4.11.1. Develops detailed network interface and configuration data. Surveys and evaluates applicable products. Prepares network diagrams. Provides guidance for system deployment and support.
	6.4.11.2. Education: Bachelor’s degree in engineering.
	6.4.11.3. Experience: At least five (5) years of experience in network systems. At least three years of experience with TCP/IP wide area networks.

	6.4.12. Junior Network Engineer
	6.4.12.1. Develops network interface and configuration data for system components. Surveys and evaluates network products. Prepares network diagrams. Prepares routing tables and installation and support documentation.
	6.4.12.2. Education: Bachelor’s degree in engineering.
	6.4.12.3. Experience: At least one (1) year experience in the engineering of complex communications systems via all transmission media.

	6.4.13. Systems Integration Analyst
	6.4.13.1. Develops and implements solutions using the optimal technology, platform, and interfaces Researches available tools and technologies to determine alternate technology solutions. Researches, implements, and supports multiple computing platfor...
	6.4.13.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.13.3. Experience: At least seven (7) years of experience in the integration and implementation of information systems, defence systems, C2 systems, preferably in maritime domain.

	6.4.14. Senior Software Programmer
	6.4.14.1. Performs complex program development using standard and specialised languages to create special purpose software, modify existing programs, and enhance system efficiency and integrity. Translates detailed designs into software, tests, debugs...
	6.4.14.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.14.3. Experience: At least seven (7) years of experience in the design, programming, and testing of applications software.

	6.4.15. Intermediate Software Programmer
	6.4.15.1. Analyses systems requirements and design specifications to develop block diagrams and logic flow charts. Translates detailed designs into computer software for specific applications. Prepares documentation, including program and user documen...
	6.4.15.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.15.3. Experience: At least three (3) years of experience in the design, programming, and testing of applications software.

	6.4.16. Junior Software Programmer
	6.4.16.1. Performs programming tasks based upon specifications and flow diagrams. Translates concepts into program modules for testing, debugging, refinement, and integration with other modules. Prepares draft documentation including program and user ...
	6.4.16.2. Education: Bachelor’s degree in engineering or computer science.
	6.4.16.3. Experience: At least one (1) year of experience in the design, programming, and testing of applications software.

	6.4.17. System Support Engineer
	6.4.17.1. Designs and integrates system support applications and protocols to meet system requirements. Analyses architectural options for performance and manageability. Analyses and designs implementations to meet specialised message formats or inter...
	6.4.17.2. Education: Bachelor’s degree in engineering.
	6.4.17.3. Experience: At least seven years of experience in the design, integration, and implementation of information systems. At least three years of experience with SNMP and system support applications.

	6.4.18. Senior Test Engineer
	6.4.18.1. Directs test planning, design and tools selection. Establishes guidelines for test procedures and reports. Coordinates with Purchaser on test support requirements and manages Contractor test resources.
	6.4.18.2. Education: Bachelor’s degree in engineering.
	6.4.18.3. Experience: At least ten (10) years of experience in the planning and execution of testing information systems, defence systems, and large scale C2 systems preferably in maritime domain.

	6.4.19. Intermediate Test Engineer
	6.4.19.1. Designs and documents unit and application test plans. Transforms test plans into test cases and executes those cases. Supervises individual tests and prepares test reports.
	6.4.19.2. Education: Bachelor’s degree in engineering.
	6.4.19.3. Experience: At least three (3) years of experience in the design and execution of information systems tests.

	6.4.20. Junior Test Engineer
	6.4.20.1. Performs testing activities under supervision of more experienced test personnel. Executes defined test cases and procedures. Collects and analyses test data; prepares test reports.
	6.4.20.2. Education: Bachelor’s degree in engineering.
	6.4.20.3. Experience: At least one (1) year in the design and execution of information systems tests.

	6.4.21. Test Technician
	6.4.21.1. Provides installation and administration support to information system testing. Constructs and tests prototype equipment for electrical systems and components, consistent with engineering and other specifications. Executes tests and collects...
	6.4.21.2. Education: Associates degree or two years of technical training.
	6.4.21.3. Experience: At least two (2) years of experience in the configuration and administration of information systems or test and measurement systems.

	6.4.22. Information Systems Security Engineer
	6.4.22.1. Analyses and develops network systems and information security practices to include: operating systems, applications, TCP/IP, security architecture, multi-level security, intrusion detection, virus detection and control, PKI, vulnerability a...
	6.4.22.2. Education: Bachelor’s degree.
	6.4.22.3. Experience: At least three (3) years of experience in information systems security. At least five years in information systems integration, implementation, or operation.

	6.4.23. Information Systems Security Specialist
	6.4.23.1. Provides support in implementing procedures and practices prescribed for safeguarding and control of an automated information system and the processing of classified information.
	6.4.23.2. Education: Associates degree or two years of technical training.
	6.4.23.3. Experience: At least two (2) years of experience as an Information Systems Security Officer for an operational system.

	6.4.24. Field Engineer
	6.4.24.1. Conducts site surveys, prepares implementation plans, prepares implementation procedures, supervises installation and activation, reports on installation status, manages repair and modifications to systems/equipment, performs field maintenan...
	6.4.24.2. Education: Bachelor’s degree.
	6.4.24.3. Experience: At least seven (7) years of experience in the installation and support of information systems.

	6.4.25. Senior Technician
	6.4.25.1. Supervises technicians in the troubleshooting, repair, installation, training, integration, and upgrade of systems and equipment. Works closely with assigned engineers and systems personnel to support implementation and activation efforts.
	6.4.25.2. Education: Associates degree.
	6.4.25.3. Experience: At least seven (7) years of experience in the installation and maintenance of network and information systems.

	6.4.26. Intermediate Technician
	6.4.26.1. Performs troubleshooting, repair, refurbishment, and installation of systems and equipment. Performs factory or field testing of systems, development of maintenance or repair procedures, and supports installation teams in specific areas of e...
	6.4.26.2. Education: Associates degree.
	6.4.26.3. Experience: At least three (3) years of experience in the installation and maintenance of network and information systems.

	6.4.27. Junior Technician
	6.4.27.1. Performs troubleshooting, repair, and installation functions as assigned. May be assigned as technical support technician for specific systems or hardware. Performs factory or field testing and supports installation teams as assigned.
	6.4.27.2. Education: Secondary school graduate with one year of technical training.
	6.4.27.3. Experience: At least two (2) years of experience installing and maintaining network and information systems.

	6.4.28. System Management Specialist
	6.4.28.1. Analyses, develops, and maintains operational system configuration parameters. Establishes and implements system policy, procedures and standards, and ensures their conformance with system requirements. Ensures that security procedures are e...
	6.4.28.2. Education: Bachelor’s degree and completion of a formal system administration or network management certification course.
	6.4.28.3. Experience: At least three (3) years of experience in the administration of distributed information systems.


	6.5. Implementation Support
	6.5.1. Logistics Management Specialist
	6.5.1.1. Provides support in the development of support documentation to include as a minimum, elements such as support equipment, technical orders, supply support and computer resources support, process of evolving and establishing maintenance/suppor...
	6.5.1.2. Education: Bachelor’s degree.
	6.5.1.3. Experience: At least seven years of experience in supply and support of information systems. At least three (3) years in support of distributed systems in more than one NATO nation.

	6.5.2. Logistics Analyst
	6.5.2.1. Creates and helps execute plans for the ILS of complex systems. Analyses adequacy and effectiveness of current and proposed logistics support provisions. Supervises the efforts of other logistics personnel in the execution of assigned tasks.
	6.5.2.2. Education: Bachelor’s degree.
	6.5.2.3. Experience: At least three (3) years of experience in ILS planning and analysis.

	6.5.3. Inventory Specialist
	6.5.3.1. Creates and maintains an inventory control system. Tracks materials, coordinates shipping and receiving, and supervises packing operations.
	6.5.3.2. Education: Associates degree.
	6.5.3.3. Experience: At least three (3) years of experience in shipping, receiving, and inventory control.

	6.5.4. Shipping and Receiving Clerk
	6.5.4.1. Coordinates the shipping and receiving of materials. Tracks property using automated equipment. Performs and records materials inventory checks.
	6.5.4.2. Education: Secondary school graduate.
	6.5.4.3. Experience: At least three (3) years of experience in shipping and receiving.

	6.5.5. Technical Writer
	6.5.5.1. Develops, writes, and edits materials, briefs, proposals, instruction books, and related technical and administrative publications concerned with work methods and procedures for installation, operations and enhancement of equipment. Organises...
	6.5.5.2. Education: Bachelor’s degree.
	6.5.5.3. Experience: At least three (3) years as a technical writer.

	6.5.6. Senior Configuration Manager
	6.5.6.1. Establishes and maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commercia...
	6.5.6.2. Education: Bachelor’s degree.
	6.5.6.3. Experience: At least five (5) years of experience in specifying configuration management requirements, standards, and evaluation criteria in acquisition documents, and in performing configuration identification, control, status accounting, an...

	6.5.7. Intermediate Configuration Manager
	6.5.7.1. Maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commercial standards. Mai...
	6.5.7.2. Education: Associates degree or two years of technical training.
	6.5.7.3. Experience: At least three (3) years of experience in technical system configuration management. At least two years in communication and information systems development, including physical and functional audits and software evaluation, testin...

	6.5.8. Junior Configuration Manager
	6.5.8.1. Prepares and coordinates change requests, configuration items, and system baselines. Maintains configuration control records and databases.
	6.5.8.2. Education: Associates degree or one year of technical training.
	6.5.8.3. Experience: At least one (1) year of experience in technical system configuration or document management.

	6.5.9. Data Control Specialist
	6.5.9.1. Performs assigned portions of managing the data input into complex information systems. Analyses and administers data for both the developing team and the customer. Handles daily administrative tasks, produces and edits technical reports base...
	6.5.9.2. Education: Associates degree.
	6.5.9.3. Experience: At least three (3) years of experience in administration of configuration management or technical documentation.

	6.5.10. Quality Assurance Manager
	6.5.10.1. Establishes and maintains process for evaluating software, hardware, and associated documentation. Determines the resources required for quality control. Maintains the level of quality throughout the system life cycle. Develops project quali...
	6.5.10.2. Education: Bachelor’s degree.
	6.5.10.3. Experience: At least twelve (12) years in working with quality control methods and tools. At least five (5) years in supporting development projects of similar size and nature as Quality Assurance Manager.

	6.5.11. Quality Assurance Specialist
	6.5.11.1. Develops and implements quality standards. Reviews hardware, software, and documentation. Participates in formal and informal reviews to determine quality. Participates in the development of system quality assurance plans. Examines and evalu...
	6.5.11.2. Education: Bachelor’s degree.
	6.5.11.3. Experience: At least four (4) years of working with quality control methods and tools.


	6.6. Training Support
	6.6.1. Instructional Systems Designer
	6.6.1.1. Conducts the research, necessary to identify training needs based on performance objectives and existing skill sets; prepares training strategies and delivery methodology analyses; and prepares cost/benefit analyses for training facilities an...
	6.6.1.2. Education: Bachelor’s Degree.
	6.6.1.3. Experience: At least three (3) years of experience in the design and development of training for information systems and defence systems using an Instructional Systems Design approach such as the Systems Approach to Training, Performance-Base...

	6.6.2. Senior Training Materials Developer
	6.6.2.1. Conducts the research necessary to develop and revise training courses and prepares training plans. Develops instructor (course outline, background material, and training aids) and student materials (course manuals, workbooks, hand-outs, comp...
	6.6.2.2. Education: Bachelor’s Degree.
	6.6.2.3. Experience: At least five (5) years in the preparation of technical training, including CBT materials.

	6.6.3. Training Materials Developer
	6.6.3.1. Conducts the research necessary to develop and revise training. Develops training materials (course outline, manuals, workbooks, hand-outs, completion certificates, and course feedback forms).
	6.6.3.2. Education: Associates degree.
	6.6.3.3. Experience: At least three (3) years of experience in the preparation of technical training materials.

	6.6.4. CBT Developer
	6.6.4.1. Uses CBT tool to design and implement course flowchart, text, animation, voice, and graphic displays.
	6.6.4.2. Education: Bachelor’s degree.
	6.6.4.3. Experience: At least three years of experience in the preparation of CBT courses.

	6.6.5. Senior Instructor
	6.6.5.1. Supervises trainers who conduct technical training classes. Conducts training classes. Works closely with Purchaser personnel to determine training and scheduling requirements. Develops and maintains training materials. Reviews and provides i...
	6.6.5.2. Education: Bachelor Degree.
	6.6.5.3. Experience: At least four (4) years of experience in systems administration or operation and at least four (4) years as technical training instructor in defence systems and maritime C2 systems.

	6.6.6. Junior Instructor
	6.6.6.1. Conducts technical training classes. Prepares and updates training documentation.
	6.6.6.2. Education: Bachelor’s Degree.
	6.6.6.3. Experience: At least four (4) years of experience in systems administration or operation and at least two years as technical training instructor.


	6.7. Operational Support
	6.7.1. System Administrator
	6.7.1.1. Administers systems operations and configuration. Maintains user accounts and profiles. Performs system backup and restoration procedures. Troubleshoots operational problems. Coordinates system configuration and performance issues with centra...
	6.7.1.2. Education: Associates degree or two years of technical training.
	6.7.1.3. Experience: At least one (1) year in systems administration of Windows Server systems. At least one year in the administration and operation of X.400 systems.

	6.7.2. Network Manager
	6.7.2.1. Oversees administration and operation of network and service management applications. Develops and implements operating procedures. Administers upgrades to system support and network management components. Collects operational performance dat...
	6.7.2.2. Education: Associates degree.
	6.7.2.3. Experience: At least two (2) years in administration and implementation of SNMP or other system support systems.

	6.7.3. Database Administrator
	6.7.3.1. Manages network-wide configuration databases. Develops and implements data synchronisation procedures and resolves database discrepancies. Maintains and publishes network configuration tables and indices. Designs and implements queries and ot...
	6.7.3.2. Education: Associates degree.
	6.7.3.3. Experience: At least two (2) years in database administration.

	6.7.4. Operational Support Manager
	6.7.4.1. Organises, directs and manages operational support activities. Analyses system performance data and prepares reports and assessments. Meets with Purchaser personnel to coordinate support issues and coordinates with system deployment personnel...
	6.7.4.2. Education: Bachelor’s degree.
	6.7.4.3. Experience: At least five (5) years of experience in the administration and operation of a distributed information system.


	6.8. Functional Support
	6.8.1. Senior Maritime C2 Functional Specialist
	6.8.1.1. Provides support in the development of doctrine; operational concepts; requirements; tactics, techniques and procedures; standard operating procedures and other functional documentation. Supports testing and operational validation. Meets with...
	6.8.1.2. Education: Bachelor’s degree.
	6.8.1.3. Experience: At least ten (10) years of experience in the Maritime C2 functional area in NATO or a NATO Nation. At least three (3) years in the development of Maritime doctrine; operational concepts; requirements; tactics, techniques and proce...

	6.8.2. Intermediate Maritime C2 Functional Specialist
	6.8.2.1. Provides support in the development of doctrine; operational concepts; requirements; tactics, techniques and procedures; standard operating procedures and other functional documentation. Supports testing and operational validation. Meets with...
	6.8.2.2. Education: Associates degree.
	6.8.2.3. Experience: At least five (5) years of experience in the Maritime C2 functional area in NATO or a NATO Nation. At least one year in the development of Maritime doctrine; operational concepts; requirements; tactics, techniques and procedures; ...

	6.8.3. Senior Graphical User Interface Designer
	6.8.3.1. Provides support in the development of user interfaces, HMI design; requirements; techniques and other special areas related to usability. Supports testing and operational validation. Meets with Purchaser personnel to coordinate implementatio...
	6.8.3.2. Education: Bachelor’s degree.
	6.8.3.3. Experience: At least seven (7) years of experience in the C2 functional area in NATO or a NATO Nation. At least three (3) years in the design and development of HMI for C2 systems, operational concepts, requirements, techniques and ergonomics.

	6.8.4. Senior Geo-Specialist
	6.8.4.1. Provides support in the development of Visualisation Component; geo-concepts; requirements; techniques and other GIS concepts. Supports testing and operational validation. Meets with Purchaser personnel to coordinate implementation issues. De...
	6.8.4.2. Education: Bachelor’s degree.
	6.8.4.3. Experience: At least seven (7) years of experience in the C2 functional area in NATO or a NATO Nation. At least three years in the development of GIS systems, operational concepts, requirements, techniques and procedures.

	6.8.5. Intermediate Geo-Specialist
	6.8.5.1. Provides support in the development of Visualisation Component; geo-concepts; requirements; techniques and other GIS concepts. Supports testing and operational validation. Meets with Purchaser personnel to coordinate implementation issues. De...
	6.8.5.2. Education: Associates degree.
	6.8.5.3. Experience: At least four (4) years of experience in the C2 functional area in NATO or a NATO Nation. At least three years in the development of GIS systems, operational concepts, requirements, techniques and procedures.



	SECTION 7:    CONTRACT DOCUMENTATION REQUIREMENTS
	7.1. General
	7.1.1. All documentation provided to the Purchaser shall be written in English with spelling and usage based on the Concise Oxford English Dictionary, 12th Edition.
	7.1.2. All documentation deliverables must be “stand-alone” with no dependence on other documentation or applications in the Contractor’s environment for its comprehension. Likewise if there are hyperlinks to other areas of the Contractor environment,...
	7.1.3. Documents shall not be marked with corporate logos or contain warnings limiting the rights to use or reproduction. Documentation for COTS software or military software whose distribution is governed by national legislation or export control res...
	7.1.4. The document formats and templates shall be subject to Purchaser’s approval. The Purchaser’s templates shall be used as applicable.
	7.1.5. As a general principle, one subject shall be described in one document, supporting traceability and maintainability.
	7.1.6. Individual documents shall not contain repeated information such as system overview. Top level documents will describe such common information whereas lower level documents refer to them.
	7.1.7. Documents shall be complete, concise and sufficiently detailed for its purpose. However, excessive details (e.g. source code level descriptions).
	7.1.8. Document maintainability, including figures and drawings, shall be favoured. If figures are not embedded into the same file, a separate file including the drawings in the same order as they are used in the document shall be provided.
	7.1.9. All delivered documentation may be subject to review by the Purchaser’s IV&V Contractor as well as Purchaser’s Project Team.
	7.1.10. The security classification of the documentation shall follow agreed NATO security guidelines. Documentation developed under this project shall have its security classification shown on each page, top and bottom.
	7.1.11. It is expected that none of the technical documentation requires a higher classification than NATO UNCLASSIFIED.
	7.1.12. The convention to be used for numbers appearing in textual documents is for a comma to be the thousands separator and a period to be the decimal separator (e.g. 1,365,276.24).
	7.1.13. The convention to be used for dates appearing in free text (e.g. quoting dates of meetings) is “day-month-year” and not “month-day-year” (e 6-4-2015 or 6 April 2015).

	7.2. Documentation
	7.2.1. The Contractor shall provide documentation related to the life cycle of TRITON including its development and operation.
	7.2.2. Development Documents
	7.2.2.1. The Contractor shall provide the development documentation as defined in the System Development Processes described in this SOW.

	7.2.3. Operating Documentation
	7.2.3.1. Documentation related to operating and maintenance of TRITON will cover how to use the TRITON functionality in support of the C2 of Maritime Operations, how to install and configure TRITON for static and afloat sites, how to provide its secur...
	7.2.3.2. The Contractor shall deliver the Operating Documentation to be used by TRITON operational users and administrators as specified in the Contractual SRS, Paragraph 4.8.2.
	7.2.3.3. The Operating Documentation shall include at least the following:
	7.2.3.4. The Contractor shall develop and maintain the Operating Documentation based on the ABL and PBL and shall describe the complete system by the explanation of functional blocks, components and system elements.
	7.2.3.5. The Contractor shall make all Operating Documentation available as a printable document, printed hard copy and as an on-line source.

	7.2.4. Reports
	7.2.4.1. For all reports delivered under this Contract, the Contractor shall ensure the following standards are met:
	7.2.4.1.1. The report shall be candid, forthright and complete.
	7.2.4.1.2. The report shall contain only material that can be supported by evidence and confirmed by independent analysis.
	7.2.4.1.3. The report shall provide evidence to support or justify the conclusions reached.
	7.2.4.1.4. The report shall be concise. If necessary, supporting data should be placed in appendices or referenced as backup material.
	7.2.4.1.5. The report shall include an Executive Summary of not more than one page in length.
	7.2.4.1.6. The report shall use charts, graphs, matrices, tables, and other illustrative techniques to present data in an easily-understood form. Each illustration should be accompanied with a narrative showing how the data displayed is relevant to th...



	7.3. Formats
	7.3.1. Unless otherwise directed by the Purchaser, the Contractor shall furnish requested documentation as follows:
	7.3.1.1. All contractual documentation (e.g. change proposals, invoices, etc.) shall be delivered in both paper and electronic format.
	7.3.1.2. All project management documentation (e.g. plans, schedules, reports, etc.) shall be delivered as electronic copies in MS Office.
	7.3.1.3. The rest of the deliverables shall be furnished as an electronic copy in a format which is best suited for review and maintenance by the Purchaser (e.g. Project Master Schedule in MS Project format, Project Highlight Reports in MS Word).
	7.3.1.4. The Contractor shall use the same MS Office version as the Purchaser is using.
	7.3.1.5. In general the following guidelines shall be used:
	7.3.1.6. Drawing files shall be provided together with the text documents.
	7.3.1.7. The final versions of documents shall be converted into PDF file.
	7.3.1.8. The rest of the deliverables shall be furnished as electronic copy of the agreed tools/media used.
	7.3.1.9. Documentation shall be distributed as follows:
	7.3.1.10. Each document shall contain the following information for identification:


	7.4. Document Reviews
	7.4.1. The Contractor shall submit all documentation for Purchaser review as described below. At each review cycle, the Purchaser will state if the document is likely to be accepted in its Final version.
	7.4.2. During the development of a document, the Contractor may be required to provide subsequent versions of the documents (starting with version 0.1) for the Purchaser review.
	7.4.3. The Contractor shall review any sub-contractor documents before submitting for Purchaser’s formal review.
	7.4.4. The Contractor shall provide the last Draft version (identified as version 0.9) of each deliverable for Purchaser review.
	7.4.5. If the review is organized within a Build Process, the Contractor shall provide documents for the review at least two (2) weeks before the review date, and four (4) weeks otherwise, unless specified differently in the Work Package or SSS.
	7.4.6. Attached to the documents to be reviewed, the Contractor shall send the invitation, including:
	7.4.7. The Purchaser will provide comments, corrections, and suggested changes to the Contractor within two (2) weeks of receipt for deliverables being submitted part of the Build Process and four (4) weeks otherwise. The reports or other time-bounded...
	7.4.8. The Contractor shall not rely on the Purchaser review process to fill in deficiencies or obtain missing parts from Purchaser.
	7.4.9. In order to gain time, partial review may be applied for long documents.
	7.4.10. The Purchaser will inform the Contractor about each delivery of document(s) with the state “Accepted” for internal review. The acceptance date can be used as a delivery date.
	7.4.11. The Purchaser may “Reject” a document without competing a review if it is deemed to have significant deficiencies.
	7.4.12. The Final version (1.0) shall be substantially complete and correct, and the delivery dates specified in the SSS will assume this.
	7.4.13. The Contractor shall provide the Final version (version 1.0) of the document, for approval, within two (2) weeks after the review. The reports or other time-bounded documents may require shorter duration.
	7.4.14. The Purchaser may “Approve” the Final version of a document and inform the Contractor. This document shall then be baselined.
	7.4.15. Until FSA, the Contractor shall remain responsible for updating all the deliverable documents to reflect all the necessary changes (e.g. updating SDS according to a change implemented during OT&E).
	7.4.16. The Contractor or the Purchaser may agree on new approaches and techniques to increase the efficiency of review process.

	7.5. Contract Documentation Requirements List
	7.5.1. The Contract Documentation Requirements List (CDRL) identifies the documents to be delivered under this Contract and the applicable quality standards by which they will be reviewed for acceptance.
	7.5.2. The CDRL for this Contract is provided in Table 7-1Table 7-1. For each item, the table identifies the following:




